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Abstract

:

In coherence with the progressive digitalization of all areas of life, the Internet of Things (IoT) is a flourishing concept in both research and practice. Due to the increasing scholarly attention, the literature landscape has become scattered and fragmented. With a focus on the commercial application of the IoT and corresponding research, we employ a co-citation analysis and literature review to structure the field. We find and describe 19 research themes. To consolidate the extant research, we propose a research framework, which is based on a theoretical implementation process of IoT as a concept, specific IoT applications, or architectures integrated in an adapted input–process–output model. The main variables of the model are an initial definition and conceptualization of an IoT concept (input), which goes through an evaluation process (process), before it is implemented and can have an impact in practice (output). The paper contributes to interdisciplinary research relating to a business and management perspective on IoT by providing a holistic overview of predominant research themes and an integrative research framework.
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1. Introduction


The Internet of Things (IoT) envisions a global ecosystem connecting diverse objects to the internet [1,2]. By using embedded technologies, especially sensors, these objects communicate with each other and generate and exchange data without human intervention, based on a connection through the internet [3,4]. The term “Internet of Things” was coined in 1999 by Ashton, co-founder of the Auto-ID Center at Massachusetts Institute of Technology (MIT), when presenting the idea of using radio-frequency identification (RFID) tags in supply chains to link physical objects with the internet [5,6,7]. The concept of a connected devices network, however, has already been discussed before. Weiser addressed a network of connected devices almost a decade earlier [8]. Reports on the development of devices, which could be called IoT devices today, even go back to the early 1980s. For instance, in 1982, a modified Coca-Cola vending machine at the Carnegie Mellon University in Pittsburgh was able to report its stock and the temperature of new loaded drinks via the internet [9]. In contrast, Jesus et al., consider an internet-connected toaster introduced by John Romkey in 1990 as the first IoT device that could be switched on and off [10]. Today, Tesla is considered a pioneer for helping shape the general idea of the IoT [11].



The IoT is projected to have enormous potential to influence and change the society, economy, and environment [2,12]. In this paper, we focus on the economic dimension, and more specifically, the business and management perspective on IoT, as the IoT can be seen as a radical innovation [13], which has the potential to innovate many existing business models and generate completely new ones [14,15,16,17,18,19]. Ashton and Chambers believe that the IoT has a revolutionary potential, even more than the internet itself has [20]. Cisco expect in their Annual Internet Report to see more devices connected to the internet than having humans worldwide by 2023, even by a factor of three [21]. The McKinsey Global Institute estimates the financial impact of IoT on the general economy to be USD 11.1 trillion by 2025 [22]. The currently most affected sectors of IoT applications are smart cities [23], smart homes, healthcare, supply chains, logistics and transportation [24], security, and others [6,25]. Therefore, “the IoT can be perceived as a vision with technological and societal implications” [26] (p. 1).



The impact and relevance of the IoT is also reflected in its evolution as a research field. As illustrated in Figure 1, a rapid increase in scholarly publications addressing IoT has been recorded over the last decade. The figure shows the years on the x-axis and the number of publications as columns on the y-axis, with the publication numbers on the right side. Whereas in the year 2010, only 17 publications with the term “Internet of Things” in their title had been indexed in the Web of Science (WoS); by 2020, this figure had risen to 1706 publications, which corresponds to an increase of approximately 530 percent and reflects the growing interest in this research field. The development of citations received by these publications show a similar pattern, as also depicted in Figure 1, by the curve and the citation numbers on the left side. This rapid growth resulted in a fragmented and complex research landscape, which will serve as a basis for academic and industrial researchers for a long time [27]. However, the massive growth of publications is also problematic, as the field is hard to oversee, and academic progress depends on a common and clear understanding of the relevant concepts for further exchange and knowledge building [28].



To help business and management scholars gain general insights into economic aspects of the IoT and identify future research opportunities within the field, its systematic structuring is essential. To do so, we employ a bibliometric analysis, or more specifically, a co-citation analysis of business- and management-related IoT research.



Our study exceeds and supplements previous bibliometric analyses on the IoT regarding the thematic focus and methodology. For example, Rejeb et al. conducted a keyword co-occurrence analysis regarding IoT in supply chain management and logistics [29]. Similarly, Ben-Daya et al., in their literature review and bibliometric analysis, focused on supply chains [30]. The work by Dantu et al. aimed to identify key topics in the scholarly literature on IoT in healthcare through data clustering based on a combination of text and bibliometric analysis [31]. Further bibliometric studies focus on IoT applications in food safety [32] or marketing [33]. While these studies focus on specific sectors or fields, others center around specific functional aspects. For example, Dadkhah et al. conducted a bibliometric analysis on research that deals with opportunities and limitations to the use of IoT, such as security, privacy, trust, standards, architecture, and energy [34]. Mishra et al. provided an overview of the most influential authors in research on the vision and application of IoT [35]. Li et al. focus on development and innovation of IoT [36]. Other bibliometric studies or literature reviews of IoT also show temporal and thematic limitations [37,38,39]. In contrast to these studies, our bibliometric analysis covers all research that relates to the IoT in business and management research. Apart from this broader thematic focus, our insights from a science mapping based on article titles, abstracts, and keywords is more thorough than, for example, a keyword clustering alone [29].



With this study, we contribute to research at the interdisciplinary intersection of digitalization and business and management studies by providing a systematic overview of predominant research themes, which are integrated into a research framework that structures previous research and shows gaps to be addressed by future research.



The remainder of this article is organized as follows. In Section 2, the theoretical background of IoT is reviewed. Section 3 outlines the employed co-citation analysis. In Section 4, the results are presented. The findings and their implications are discussed in Section 5. We conclude with a discussion of the limitations of the study and future research opportunities in Section 6.




2. Theoretical Background


2.1. Definitions


As part of the “Future Internet” [11,40], the IoT has become a constantly evolving paradigm that is under the influence and interests of a wide range of stakeholders [41]. Despite a broadly common understanding of the IoT, a unified definition is still lacking [38], as definitions are suggested from different understandings and perspectives. As a consequence, different aspects are highlighted. Atzori et al. identify three main perspectives: (1) internet-oriented, centering on the network-based connectivity and aspects such as network protocols; (2) thing-oriented, focusing on the identity and functionality of the things that are connected; (3) semantic-oriented, addressing the challenges of handling IoT data [42]. Depending on the perspective, different characteristics are stressed. Connectivity, heterogeneity, scalability, interoperability, and security/safety can be considered as the most fundamental IoT characteristics [25,43]. Another approach to grasp the main IoT characteristics is by looking at its architecture. A general IoT architectural framework does not exist [2,44]. Rather, most proposed architectures relate to specific application types [45,46]. However, according to Tsai et al., an IoT architecture basically consists of three layers: (1) a sensing or physical layer that performs the data sensing and collection, (2) an application layer that provides services or applications for analyzing and integrating the received data, and (3) a network layer functioning as a connection to exchange data between the other two layers [47]. Similarly, the CASAGRAS (Coordination and Support Action for Global RFID-related Activities and Standardisation) project distinguishes three layers, (1) a physical layer for identifying the physical things, (2) an information management, application, and enterprise layer providing the platform for the applications and services, and (3) an interrogator-gateway layer providing the required boundaries between the two other layers [48]. More service-oriented IoT architectures add a service layer, which provides and manages the required services by both users and applications [1,42,49].



The difficulty of establishing a unified definition is demonstrated by the 86-page report “Towards a Definition of the Internet of Things” by Minerva et al. [50]. They suggest to use two distinct definitions based on different scenarios. Another definition approach comes from the Telecommunication Standardization Sector of the International Telecommunication Union (ITU-T), and states that the Internet of Things is “a global infrastructure for the information society, enabling advanced services by inter-connecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies” [26] (p. 1).



The physical or virtual objects have to be (1) able to communicate, (2) identifiable, (3) able to interact with their environment [25,40]. The spectrum of these physical objects ranges from computers and smartphones to everyday household objects such as furniture or toys [7]. IoT data can also stem from individuals or animals [38]. These things have to be connected over the internet, rather than other communication networks [50].



All the partial aspects of the IoT’s definition and conceptualization determine the technological progress in IoT, especially the variety and complexity of devices, their sensors, and the speed and quality of their connectivity and communication. All these partial aspects have massively improved over the past years. More and more devices get connected to the internet (see next section on application areas). Biosensors, chemical, physical, and other sensor types detect a vast variety of events and changes. Furthermore, the communication over the internet has seen exponential improvements by growing bandwidths and record speeds through wired and wireless networks.




2.2. Application Areas


The IoT technology can, in general, be applied to all areas human beings deal with. In the literature, different classifications of application areas can be found. Guillemin and Friess distinguish the society, industry, and environment as three broad and overlapping application domains, with several sub-domains [51] (Figure 2). Another classification is suggested by Gubbi et al. who identify four application domains for the IoT: (1) in the personal and home domain, where the IoT can help improve daily living issues, such as home and energy management; (2) the enterprise domain, with an impact on a community level, such as public health or public transportation and infrastructure issues; (3) the utility domain, which represents the surveillance sector; and (4) the mobile domain relating to wireless applications used out and about [52]. Miorandi et al. provide a comprehensive list of IoT application fields including environmental monitoring, smart cities, smart businesses as well as inventories and product management, smart homes and smart building management, healthcare, and security and surveillance [25]. Ng et al. exemplarily mention IoT application fields such as agriculture and livestock or product lifecycle management [6]. Many other fields, such as the electricity [53,54] or retailing sector [55], can be added.



According to the respective application area, different IoTs can be distinguished. The so-called Internet of Healthcare Things or Internet of Medical Things relates to healthcare issues and is among the areas most rapidly using IoT technologies [56,57,58,59,60,61,62]. Using more medical devices leads to higher volumes of medical data. Moreover, shorter innovation cycles in medical technologies push the need the need for a digitized and interconnected healthcare system. With IoT technology, the efficiency of medical devices and the health system as a whole can be improved [63]. Recently, the IoT technologies are being used to fight the COVID-19 pandemic [64,65,66,67,68]. The Industrial Internet of Things (IIoT) focuses on manufacturing and production [69,70] and aims to bring improvements in operational efficiency, production processes, and the development of new business models [71]. Srinivasan et al. explore further IoT extensions, such as the Internet of Everything, or the Internet of Mobile Things, to name a few [72].





3. Methodology


3.1. Co-Citation Analysis


For this article, a bibliometric analysis, more specifically, a co-citation analysis, was employed. Pritchard used the term bibliometrics to replace the concept of statistical bibliography [73]. Accordingly, bibliometrics deal with “the application of mathematical and statistical methods to books and other media of communication” [73] (p. 349). Today, bibliometrics is a widely used instrument to measure the state of science [74]. As a specific bibliometric analysis, science mapping techniques structure the body of literature in a field based on quantitative measures that describe the connections between publications [74,75,76,77,78,79,80,81,82,83,84,85].



Two documents are referred to as “co-cited” if they have a joint appearance on the reference list of a citing document [31,86,87]. The key notion is that the greater the co-citation strength of two documents, the more likely they share the common research theme [87,88]. Co-citation analysis is considered to be robust for identifying and filtering the most important papers [74].




3.2. Data Collection and Data Analysis


For the co-citation analysis, data from the Web of Science (WoS) database were extracted. WoS is considered a leading scientific online citation and literature database and is widely used in bibliometric analyses [6,89].



To ensure that the publications used for the analysis focus on the topic of Internet of Things, rather than deal with it in passing, a title rather than topic search with the keywords ‘Internet of Things’ and ‘IoT’ was conducted. The related areas were limited to the WoS categories ‘business’ and ‘management’ and document types ‘article’, ‘early access’, and ‘review’. The search process conducted on 6 January 2021 yielded 260 documents with a total of 12,755 references.



VOSviewer version 1.6.16 was used to cluster the data and generate a bibliographic map [9,90]. To focus only on the most relevant publications and to work with a manageable data set, a citations threshold was set to a minimum of five [74]. As a consequence, the data set was slightly reduced to 194 documents. In the next step, based on the literature review, the semantic relationships of the documents within the respective clusters and to sub-clusters were carried out and analyzed.





4. Results


Figure 3 shows the 194 publications and 6583 links, separated into five research clusters identified by the co-citation analysis. Publications are represented as dots, whereas the links or connections between publications are depicted by lines. Publications with a higher weight are displayed more prominently than those with lower weighting. The different colors indicate the clusters to which the items were assigned by the clustering technique of the software [90]. The ‘total link strength’ of 11,526 reflects the overall strength of the interconnections between the publications.



The literature review showed that various topics are addressed within each of the five clusters. Therefore, a further subdivision into sub-clusters was created. Furthermore, it revealed that some topics are addressed on a cross-cluster basis. The research clusters and their sub-clusters are presented in Table 1 and can be described as follows.



4.1. Cluster 1 (Red)


With 65 publications, this is the largest of the five research clusters and can be divided into the following three sub-clusters:



Sub-Cluster 1.1—IoT and Business Models (in General): This large sub-cluster consists of 43 publications which mainly deal with the design of business models in the emerging context of the IoT. A business model is “the plan implemented by a company to generate revenue and make a profit from operations” and is thus inextricably linked to the success of the company [91]. Due to rapid technological progress and the constantly changing conditions in which products are designed, manufactured, or distributed on the one hand, and the growing market competition on the other, companies are facing the strategic decision to review their existing business models and adapt them to the new circumstances [92]. Some publications in this cluster address this issue by discussing the development of innovative digital business models, without making direct reference to the IoT [93,94,95]. Most of the publications, including the most cited ones, deal with business models in the context of the IoT or with business models specifically designed for the IoT. Westerlund et al., for example, identified in their research, focused on the challenges of designing business models for the IoT, the diversity of objects, and the immaturity of innovation and unstructured ecosystems as the three key issues hindering businesses from establishing business models and monetizing the IoT [7]. Dijkman et al. present in their paper a framework for a business model designed especially for applications of the IoT regarding the value proposition as its most important element [96].



Sub-Cluster 1.2—Servitization—Service-Oriented Business Models: The second sub-cluster within the first research cluster contains 13 publications. While the publications of the first sub-cluster deal with business models and IoT in a more general context, this sub-cluster focuses specifically on the process from product-centric to service-oriented business models with the use of IoT. A development that affects manufacturing companies in particular and is called servitization [97]. The most cited paper within this sub-cluster by Rymaszewska et al. presents a framework for companies to extend their value chains and as a result increase their profitability based on an IoT aided servitization [98].



Sub-Cluster 1.3—Analysis, Research, and Theory Building Methods I: The smallest of the three sub-clusters, comprising nine publications, is completely detached from the topic of IoT and deals with analysis, research, and theory building methods in general. One of the main topics in this context is the case study as a research method [99,100,101,102]. This sub-cluster occurs within further of the five research clusters and given their topics one can assume that these publications were cited for definition purposes of different methodologies and theories.




4.2. Cluster 2 (Green)


The second was the most indistinguishable of the research clusters and covered a wide range of topics, thus the following six sub-clusters were formed:



Sub-Cluster 2.1—IoT Applications: Standards, Challenges, and Impact: The 14 articles in this sub-cluster deal with potential IoT applications and those already in use and how these influence different areas in the private and economic sectors, as well as the challenges they face. In addition to a review of what they consider to be the most important IoT technologies for the implementation of successful products and services, Lee and Lee identify three IoT application categories which help companies increase customer value [103]. Accordingly, IoT applications can be divided into the following categories: monitoring/control, big data/business analytics, and information sharing/collaboration [103]. Kim and Kim, on the other hand, assess the applicability and emerging challenges of IoT applications in Korea in the three areas of healthcare, logistics, and energy management through a model and expert interview [104].



Sub-Cluster 2.2—IoT’s Security, Privacy, Legal, and Social Issues: The second sub-cluster includes 17 publications concerned with security and privacy as well as social and legal/policy issues regarding the IoT. In the era of IoT and immense data generation and exchange, Weber proposes a global, heterogeneous, and differentiated legal framework, without geographical limitations, to meet the security and privacy demands of the stakeholders involved, such as data protection or client architecture’s resilience to attacks [105]. Similarly, Sicari et al. address the issue of security and privacy within the IoT context but place the focus on the needed infrastructure characteristics, e.g., flexibility and scalability to deal with these issues [106]. In addition to safety and secrecy issues as well as legal requirements, social issues that arise in connection with IoT are also discussed in this sub-cluster [107,108]. For example, Yan et al. see in the adaptation of trust management techniques and technologies a suitable tool for overcoming concerns about IoT services and applications and thus increasing their acceptance [109].



Sub-Cluster 2.3—IoT-Enabled Supply Chain (Management): This sub-cluster consists of eight publications, addressing the possibilities, challenges, and opportunities of the integration of IoT into supply chains and the impact on supply chain management (SCM). The most cited publication in this sub-cluster is a literature review carried out by Ben-Daya et al. [30]. Their focus was on the current state of research regarding IoT’s impact on SCM. The focus of further publications in this sub-cluster is particularly on the operationalization of IoT-generated consumption data for supply chains and their impact on SCM [110,111].



Sub-Cluster 2.4—Research Reviews and Outlooks I: The topic addressed in this sub-cluster, namely the review of the current state of academic research and an insight into possible research outlooks on the subject of IoT, is also covered in further sub-clusters of further research clusters. This sub-cluster contains six publications. Khan et al., for example, propose a generic structure for the IoT and describe possible future applications and challenges, as well as presenting examples of some international research projects in the field of IoT [112]. Mishra et al. work in this field of IoT by reviewing the most influential authors and works, and emphasizing existing and emerging research clusters based on a bibliometric analysis [35].



Sub-Cluster 2.5—IoT-Enabled Smart Cities: With three publications, the fifth sub-cluster is one of the smallest within this second research cluster and addresses how the IoT can be used in or influences the development of smart cities. An example of what this might look like is described by Zanella et al. in their work on urban IoT systems, specifically designed IoT systems to support the implementation of smart cities [113]. The authors provide an overview of key technologies and architectures and present the Padova Smart City project, an IoT Island in Padova, Italy; a feasible example for an urban IoT system [113].



Sub-Cluster 2.6—Analysis, Research, and Theory Building Methods II: Given that only a single publication is involved here, it is not really a sub-cluster. However, this publication does not fit thematically into any of the previously listed sub-clusters in this research cluster and is therefore treated separately. The paper by Webster and Watson touches only marginally on the research area of information systems and functions more as a guideline for writing a literature review in general [114]. It would fit thematically more into sub-cluster 1.3.




4.3. Cluster 3 (Blue)


The third research cluster, with 31 publications, is only half the size of the first, but is similarly fuzzy as the second and therefore had to be subdivided into the following five sub-clusters:



Sub-Cluster 3.1—Acceptance of IoT: The largest of the five sub-clusters consists of nine publications dealing with the acceptance and adoption of information technology and IoT. Almost all authors of this sub-cluster use the Technology Acceptance Model (TAM). The TAM method was developed by Davis in 1989 to measure or evaluate user acceptance of IT, as the theoretical base of their studies [115]. Some of the publications only aim to theoretically further develop the TAM without really referring to IoT [116,117]. Gao and Bai propose a model of IoT acceptance consisting of three technological components, one social context aspect and two individual user attributes [115]. To test their model, the authors used a structural equation model (SEM), an approach also used in the work by Mital et al. [118] to test different acceptance models in the context of IoT adaptation in India.



Sub-Cluster 3.2—Strategic Management Models (in Marketing): The second sub-cluster comprises seven publications dealing with the development of strategic management models (without reference to IoT). The two most cited publications discuss the development and characteristics of the service-dominant logic of marketing, an approach in contrast to the goods-centered paradigm to explain value creation [119,120]. The other publications are older works from the 1990s that deal with theoretical approaches regarding wealth creation or competitive advantage [121,122].



Sub-Cluster 3.3—Analysis, Research, and Theory Building Methods III: Similar to sub-clusters 1.3 and 2.6, the six publications in this sub-cluster explore different analytical and theoretical models, e.g., multivariate data analysis, the structural equation model, diffusion of innovations theory, or the issue of common method bias as well as the absorptive capacity of companies [123,124,125,126,127,128]. The publications do not have any direct reference to the topic of IoT.



Sub-Cluster 3.4—IoT: Methodological and Technological Propositions I: In this sub-cluster, four publications are grouped together, which deal with methodological or technological IoT-related concepts designed to improve a wide range of areas, a thematic field which is found in more than one of the five research clusters. Scuotto et al. investigate the potential benefits of a combination between the IoT and the Open Innovation (OI) model [129], whereas Yang et al. describe in their work how the use of IoT technologies can make emergency response operations more efficient and less resource-intensive [130].



Sub-Cluster 3.5—Research Reviews and Outlooks II: While the publications of the previous sub-cluster address very concrete concepts of the IoT in specific application fields, the authors of the five publications in this sub-cluster, like sub-cluster 2.4, aim to provide a holistic overview of the topic of IoT and thus provide guidance for future research. One of these publications, for example, is the cluster book published in 2010 by Sundmaeker et al. on the behalf of the CERP-IoT (The European Research Cluster on the Internet of Things) with the objective of addressing both the potential and the challenges of IoT in Europe [40]. With his work, Ma pursues the same goal but with a focus on China [131]. Medaglia and Serbanati focus on arising security and privacy issues within the IoT context [132].




4.4. Cluster 4 (Yellow)


With 31 publications, the fourth research cluster was as large as the third, but not as blurry, which is why it was appropriate to divide it into the following three sub-clusters:



Sub-Cluster 4.1—Impact of Big Data: The first of the three sub-clusters contains four publications that deal with big data, a topic that correlates with IoT. According to the McKinsey Global Institute publication by Manyika et al., data or especially big data is an important factor in production, which will increase in importance in the future as a result of the growing number of data-generating IoT applications [22]. Chen et al. also see IoT applications as an important source to collect big amounts of data [133]. Data generated by such applications can therefore be considered effective, heterogeneous by large scales, and with a strong time–space correlation [133]. In contrast, the other two publications in this sub-cluster discuss the topic of big data in the context of business intelligence and analytics and management decisions, respectively, without making any specific reference to the IoT [134].



Sub-Cluster 4.2—IoT: Methodological and Technological Propositions II: This sub-cluster, like sub-cluster 3.4, addresses IoT-related methodological or technological approaches to overcome different challenges. For example, the paper by Domingo, which is the most cited of the four publications in this sub-cluster, deals with the benefits of IoT for people with disabilities and elaborates on the relevant application scenarios [135]. Kortuem et al. focus on smart objects as an important part of the IoT and present an architectural framework for these objects to help to support complex applications by increasing their interactive capabilities [136].



Sub-Cluster 4.3—Research Reviews and Outlooks III: The largest of the three sub-clusters contains 23 publications. Similar to sub-clusters 3.5 and 2.4, this sub-cluster groups studies reflecting the current state of research at the time of their publication as well as an outlook for future research in the field of IoT. Atzori et al. [42] and Gubbi et al. [52] are the two most cited papers in this sub-cluster. Both papers attempt to present the current state of IoT research by reviewing the key enabling technologies and application fields, also by presenting their visions of the IoT and finally, by identifying the main research issues. Atzori et al. present in their survey three visions that arise due to different perspectives on the IoT, namely of a thing-oriented, an internet-oriented, or a semantic-oriented one [42]. Gubbi et al. focus on a cloud centric vision for the global implementation of the IoT and present a framework based on the cloud platforms Aneka and Microsoft Azure [52]. By reviewing visions, key technologies, potential application domains, and open research issues, the majority of the other articles in this sub-cluster have a similar, if not the same, thematic focus as the two previously mentioned [2,25,137]. A few of the publications, on the other hand, try to shed light on the IoT paradigm from an economic perspective. For example, the work by Fleisch aims to help companies use IoT to become more profitable [27]. In addition, the work of Bradley et al., a Cisco white paper, presents use cases to help companies move organizationally towards IoT and benefit from it [138].




4.5. Cluster 5 (Purple)


With 18 publications and the following two sub-clusters, the fifth and last one is the smallest of the research clusters:



Sub-Cluster 5.1—IoT: Methodological and Technological Propositions III: This sub-cluster consists of eleven publications which, like the publications in sub-clusters 3.4 and 4.2, deal with different methodological and technical approaches regarding the use and handling of the IoT. In their work, Xu et al. present an IoT-based method for supporting emergency medical services, based on a semantic data model and a self-developed, resource-based data access method for capturing and processing data [139]. In their work, Atzori et al. investigate the Social IoT, a paradigm based on the integration of social networking concepts in IoT solutions [140]. Among other aspects, they describe the necessary properties and a potential architecture to implement the Social IoT [140]. Tao et al. present a cloud computing and IoT-based cloud manufacturing service system to help realize the utilization, distribution, and allocation of different manufacturing resources and capabilities [141].



Sub-Cluster 5.2—Research Reviews and Outlooks IV: The last sub-cluster includes seven publications aiming to offer a holistic view of the IoT research landscape, similar to sub-clusters 2.4, 3.5, and 4.3. An example is the survey by Li et al., which provides an overview of definitions, technologies, and architecture of the IoT [49]. The survey by Xu et al. focuses on the IoT in the industry context [139].





5. Discussion and Implications


In this co-citation analysis, we structured the IoT research landscape in business and management. The analysis led to five research clusters, which were further subdivided into sub-clusters based on a literature review. The results suggest that IoT in business and management is a constantly growing and complex research field. The proposed research framework is based on a theoretical implementation process of IoT as a concept or specific IoT applications and/or architectures integrated. The framework represents a theoretical implementation process associated with IoT, based on an input–process–output (IPO) model with three main variables: definition/conceptual design (input), evaluation (process), and implementation/impact (output). Based on the analysis and oriented by the framework, an overview of the current state of research, as well as potential research gaps and future research directions, were identified.



Due to the complexity and rapid growth of scientific and economic interest in IoT, we propose a research framework (Figure 4) to organize the relevant knowledge in a coherent way, serving as a reflection of the current state and guidelines for future research.



The framework is based on a theoretical implementation process of IoT as a concept or specific IoT applications or architectures integrated in an adapted input–process–output (IPO) model. The main variables of the model are an initial definition and conceptualization of an IoT concept (input), which goes through an evaluation process (process), before it is implemented and can have an impact in practice. The model is framed by various external factors which affect these variables. In addition, both mediator and moderator effects have an impact on the implementation process.



The publications of the clusters and sub-clusters identified in the course of the analysis deal with one or more described variables of the framework, whereas some are neglected. The publications of sub-clusters 2.4, 3.5, 4.3, and 5.2 present a holistic overview of the IoT research landscape and provide guidance for future research. Therefore, they can be seen as an upstream basis for the input variable, enabling researchers to develop and propose new definitions, concepts, and applications of the IoT or to adapt and further develop existing ones.



Numerous publications throughout different sub-clusters deal with use-case specific IoT concepts, applications, architecture proposals, and the potential impact of their implementation, and thus, address both input and output variables of the framework. The rather small sub-clusters 2.5 and 2.3 focus on IoT concepts and their impact on the development of smart cities, respectively, and the optimization of supply chains; for example, how the operationalization of IoT-generated data can help improve reverse supply chains [111]. The sub-clusters 2.1, 3.4, 4.1, 4.2, and 5.1 serve as a cross-domain repository for a variety of publications proposing IoT applications, concepts, and architectures. These include, for example, the domains of healthcare in the form of emergency medical services [130,135,139], manufacturing [141], or big data [133]. Given the number of publications, another one of the most researched topics, which addresses the two variables input and output of the framework simultaneously, is the presentation of IoT-based strategic management models (sub-cluster 3.2) and business models (sub-cluster 1.1). This result is also in line with earlier research, e.g., highlighting the role of a strategic management approach in business transformation processes within established firms [142]. The publications in sub-cluster 1.2 thereby focus in particular on IoT-based service-oriented business models, which are intended to help increase the profitability of companies [98,143].



In addition, research also points out moderator variables that have an indirect influence on the main variables input and output. These are in particular security, privacy, legal, and social issues hindering the implementation of IoT (sub-cluster 2.2) as well as the challenge of creating broad acceptance towards it (sub-cluster 3.1). The evaluation (process variable) of the proposed concepts, applications, and architectures, however, receives less or even no attention in research. Only a few moderator variables in the form of evaluation models and test theories are applied or described (sub-clusters 1.3, 2.6, and 3.3) but most researchers leave this to future research. External effects, for example technological progress, economic and political developments and legal situations, which have a direct or indirect influence on the variables of the framework, are also neglected in research. The same applies to potential mediator variables within the framework. Overall, it becomes apparent with the progressive digitalization of all areas of life, IoT is a flourishing concept, which needs further academic attention.




6. Limitations and Future Research


The proposed framework not only allows for highlighting the current state of IoT research but also for the identification or potential research gaps. The co-citation analysis has shown that the potential use of IoT architectures or applications is not limited to one domain by the research community but has an impact on almost all business sectors. However, it also shows that the majority of current research is concerned with IoT concepts in specific domains. This poses the risk of limiting the alleged potential of the IoT. Therefore, future research should focus on the conceptualization of generic IoT applications and architectures that can be applied across domains and derive area-specific ones from that.



Furthermore, research regarding the influence of IoT on business model development focuses on how it can be used to create more value for firms. Especially in the production sector, due to a shift from a concentration on the product to a focus on the service [97], strengthening these research efforts in the future could help firms to innovate their business models. It is also essential to further research external factors affecting this process, such as technological progress, legal standards, or growing market competition [92].



While much research attention is focused on the design of IoT concepts, architectures, and applications and their potential impact, the evaluation of these ideas is scarce. Therefore, future research should leave the conceptual stage and focus on practical models for evaluating and actually implementing such ideas.



Another research gap relates to (potential) mediator and moderator variables and their effects. In this context, future studies should, for example, focus on ways to increase acceptance of IoT and how to tackle emerging security and privacy challenges.



Future research should approach the IoT research field from a more generic perspective, instead of a specific domain-based perspective. In addition, a stronger research focus on the evaluation of already developed IoT concepts and applications could help to generate practical use cases and accelerate the process of IoT impact on different areas, such as business model development. Furthermore, more research should be conducted in the future on moderator and mediator effects as well as external influence factors, particularly to answer the question of how to increase the acceptance of IoT among different stakeholders.



Despite the new insights into the business- and management-specific IoT research landscape, this study is associated with several limitations. First, the data used for the analysis was retrieved from the WoS database alone. As data from other databases was not included, the data set might be incomplete. Future studies should collect more data from other reputable scientific databases such as Scopus or Google Scholar. Second, only the document types ‘article’, ‘early access’, and ‘review’ in the categories of ‘business’ and ‘management’ were considered. This might have biased the data set and relevant scientific output may have been excluded. This potential limitation could be addressed by future research, on the one hand, through considering other important knowledge outlets such as books or book chapters, and, on the other hand, through applying a topic rather than a title search. Third, bibliometric analyses may be biased by the so-called Matthew effect, which implies that highly cited documents will continue to be cited only due to their already high number of citations, leading to a potential overvaluation regarding their scientific relevance [13,144,145]. Fourth, the clusters that emerged through the co-citation analysis were not precisely delimitable and partly blurred, which is a general problem of bibliometric analyses, as they are citation-based and not content-based. In order to overcome this state and enable a well-founded interpretation of the results, sub-clusters were formed. Consequently, the presented results lose objectivity and tend to be subjective, since the level of knowledge and the opinion of the authors come into play by conducting such a qualitative literature review [146].
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Figure 1. Evolution of IoT research field (left: citations, right: publications). Source: Own elaboration based on WoS. 
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Figure 2. Application domains. Source: Based on Guillemin and Friess (2009) [51]. 
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Figure 3. Bibliographic map. Source: Own elaboration based on VOSviewer. 
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Figure 4. Proposed conceptual model framework. Source: Own elaboration. 






Figure 4. Proposed conceptual model framework. Source: Own elaboration.



[image: Jtaer 16 00116 g004]







[image: Table] 





Table 1. Cluster overview.






Table 1. Cluster overview.





	
Cluster

	
Sub-Cluster

	
Description

	
Number of Publications






	
1

	
1.1

	
IoT and Business Models (in General)

	
43




	
1.2

	
Servitization—Service-Oriented Business Models

	
13




	
1.3

	
Analysis, Research, and Theory Building Methods I

	
9




	
2

	
2.1

	
IoT Applications: Standards, Challenges, and Impact

	
14




	
2.2

	
IoT Security, Privacy, Legal, and Social Issues

	
17




	
2.3

	
IoT-Enabled Supply Chains

	
8




	
2.4

	
Research Reviews and Outlooks I

	
6




	
2.5

	
IoT-Enabled Smart Cities

	
3




	
2.6

	
Analysis, Research, and Theory Building Methods II

	
1




	
3

	
3.1

	
Acceptance of IoT

	
9




	
3.2

	
Strategic Management Models (in Marketing)

	
7




	
3.3

	
Analysis, Research, and Theory Building Methods III

	
5




	
3.4

	
IoT: Methodological and Technological Propositions I

	
4




	
3.5

	
Research Reviews and Outlooks II

	
5




	
4

	
4.1

	
Impact of Big Data

	
4




	
4.2

	
IoT: Methodological and Technological Propositions II

	
4




	
4.3

	
Research Reviews and Outlooks III

	
23




	
5

	
5.1

	
IoT: Methodological and Technological Propositions III

	
11




	
5.2

	
Research Reviews and Outlooks IV

	
7








Source: Own elaboration.
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