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Abstract

:

Information technology (IT) can have a direct and indirect impact on business performance. New technologies change the risks at the strategic and governing levels of an enterprise. In the age of digitalization, we need to develop new understandings and approaches to governance and management. The most established IT governance (ITG) models, such as COBIT, ITIL and CMMI, are universal, one-size-fits-all models that are not in line with contingency theory and are predominantly designed for large multinational enterprises. They are too cumbersome and cost-intensive for small and medium enterprises (SMEs) to use effectively. Therefore, there is a need to develop more efficient models that are contingency-based and easier to implement than existing models and thus adaptable to the actual needs of the business. This paper presents an empirical evaluation of key ITG mechanisms from the literature that clearly shows that several are not universally but situationally necessary, thus demonstrating the need for new contingency-based ITG models.
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1. Introduction


Rapid technological development dictates rapid changes and adjustments in enterprises at all levels, requiring new strategies and approaches to corporate governance and IT governance (ITG) [1]. In the beginning, the role of information technology (IT) was mainly to automate business processes, while today it is perceived as the main driver for the value creation of an enterprise [2]. However, without effective ITG, it can also negatively affect and reduce business value [2]. One of the critical factors for efficient and successful use of IT in enterprises is ITG [3]. Previous research has shown the positive impact of ITG on business operations. Effective governance adds value to IT projects and reduces IT and project risks [4], allowing control over IT functions [4]. Even more, an enterprise’s competitive advantage and differentiation depend on effective ITG [5].



Although ITG is the subject of much discussion among researchers and practitioners, it remains a poorly understood area that is constantly changing and becoming more complex. After more than 30 years of ITG research, there are still many new themes [6]. For example, the literature often states that ITG is a part of corporate governance. Unfortunately, in practice, ITG is often the weakest part of corporate governance [2]. The main reasons for this are lack of awareness and insufficient knowledge about IT among top management, in addition to a lack of commitment to the acquisition of knowledge in this area [2,7,8,9,10].



Another problem is that previous ITG research has mainly focused on management rather than governance [1,11]. The boundary between management and governance is determined by governance itself and is not clearly defined. In contrast, little research has been conducted on the role of supervisory functions (supervisory board, audit committee, etc.) in ITG [2,8]. It is clear that the supervisory function has a significant impact on the efficiency of ITG and thus on business performance [2]. The supervisory role is excluded from the day-to-day operations of the enterprise. However, it must provide control over the management, business plans, enterprise guidance, and management support.



Enterprises have several frameworks to choose from and do not know which are the most suitable for their purpose. A growing number of ITG and related frameworks have been developed to help enterprises deal with the various components of ITG, including COBIT, PMMM, PMBOK, ITIL, CMMI, Prince2, ISO 9000, ISO 17799, Balanced Scorecard, 6 Sigma, CGEIT, Lean IT, OPBOK, BABOK, AGILE and others [12,13,14,15]. All these frameworks represent the standards, guidelines and tools that make up the ITG models.



Current ITG models are too universal, one-size-fits-all administrative nightmares [16,17,18] and were predominantly designed with large corporations in mind [19]. The most used frameworks to support ITG implementation in enterprises are the Information Technology Infrastructure Library (ITIL) and the Control Objectives for Information Technologies (COBIT). ITIL is a complex framework with many dependencies between processes that make it difficult to implement by enterprises. Furthermore, COBIT is too general and requires deep expert knowledge for its implementation [20,21]. However, many frameworks are similar and have much more in common than it seems at first glance. We have noticed that frameworks overlap with each other, something which hugely increases the effort of enterprises because some IT areas may need to use more than one framework to complete their tasks concisely and coherently.



Although enterprises are aware of the importance of ITG, the use of any of the well-known ITG models is still low [22,23,24], especially for small and medium enterprises (SMEs) [25]. SMEs represent 99% of all enterprises in Europe [26]. These enterprises contribute to socio-economic development by employing most of the workforce and encouraging flexibility and innovation to new market demands [27]. Given their importance, it is crucial that their IT investment also deliver the expected business value while associated risks are managed [25]. Researchers such as Bergeron and Croteau [28,29], and Devos, Landeghem and Deschoolmeester [30] emphasize that SMEs cannot be treated similarly to large enterprises. We need to consider significant differences from economic, cultural, and management perspectives [26,31].



Most ITG theories and frameworks are criticized for being intended for large enterprises rather than SMEs. This is because they do not consider the specific characteristics of SMEs that distinguish them from larger enterprises [32], especially in terms of their organizational structures, financial and IT resources and IT management structures [33]. For example, the decision-making structures of SMEs tend to be flat, informal and centralized [25]. Furthermore, time can also be an issue for these enterprises as owners and managers are regularly overloaded with other business priorities [25]. Financial and IT-related resource limitations are much more significant in SMEs. As a result, they spend much less on IT [33] and have difficulty finding capable IT employees [34]. In addition, SME employees are more likely to be hired for their business skills to ensure core business survival and not necessarily for their technology skills. Therefore, SME employees may not be aware of the potential benefits and costs [25].



In addition, there is no clear definition in the literature of the most appropriate approach for implementing ITG in the enterprise. There are also no models based on the contingency approach. Following the contingency approach in management [35,36,37], we believe that a contingency approach is also needed in the field of implementing ITG. The contingency approach attempts to understand the interrelationships within and between organizational subsystems and between the organizational system as a whole and its environments. It emphasizes the multivariate nature of enterprises and attempts to interpret and understand how they operate under varying conditions [38,39].



The existing literature insists on universal ITG models that are too robust and complex for implementation in SMEs. As SMEs represent 99% of all enterprises in the EU, create around 100 million jobs, and contribute more than half of Europe’s GDP, they play a key role in adding value in every sector of the European economy [40]. As the role of IT increases in every enterprise to remain or to gain competitive advantage, there is a need to investigate which ITG models would be more suitable for SMEs.



Moreover, there is no clear answer to the need for a contingency approach in ITG implementation. Therefore, our study aims to investigate whether current approaches to implementing ITG mechanisms expected from current ITG models are suitable for SMEs. In this study, we focus on two research questions. The first question relates to identifying strategic level ITG mechanisms—(RQ1): What are the strategic level ITG mechanisms? The second research question relates to investigating whether the key ITG mechanisms are all universal or whether some are situational so that their importance changes during a time of implementation and use—(RQ2): Are the key ITG mechanisms all universal? To answer these questions, we first conducted an in-depth literature review and defined ITG mechanisms at a strategic level. Then, to validate the existing theory and assess the universality of the identified ITG mechanisms at the strategic level, we conducted a case study in a medium-sized enterprise in the insurance industry. As part of the case study, five interviews were conducted with managers at the strategic level of the enterprise: president of the supervisory board (SUB), president of the audit committee (ACO), top management member, responsible for IT (TOM), chief information officer (CIO) and chief business officer (CBO). The study confirmed that half of 30 identified ITG mechanisms at the strategic level can be considered situation based. Since these results are based on a single case study, they cannot be generalized. However, the results expose a serious limitation of current universal one-size-fits all ITG models, where the situational relevance of ITG mechanisms is mostly ignored. Thus, our results present a strong case for researchers to move beyond non-situational ITG models and develop new adaptive strategic ITG models based on a situational approach.



After the introduction, we present the methodology, where the literature review protocol and case study design are presented. This is followed by a detailed presentation of the case study and the results of five interviews. After this, we discuss research results and relate them to existing literature. The last part of the article presents the conclusions, limitations and recommendations for future research.




2. Materials and Methods


Our research is exploratory and theory testing because research in the ITG field and its contingency factors is in the early stages. Exploratory research often builds on secondary research, “such as reviewing available literature and/or data or qualitative approaches such as informal discussions with customers, employees, the management or in-depth interviews, focus projective group methods, case studies or pilot studies” [41]. The methodology for answering two research questions can be divided as follows. In the first part, which refers to the definition of ITG mechanisms at the strategic level, we used a depth literature review. The literature review results are a list of ITG mechanisms recognized in the literature as mechanisms of the strategic level. To answer the second research question referring to the suitability of current approaches in implementing universal mechanisms: Are the critical ITG mechanisms all universal? a case study with semi-structured interviews was undertaken by five members of strategic management in the medium-sized enterprise from the insurance industry.



2.1. Literature Review


To identify ITG mechanisms, we conducted an extensive, in-depth literature review. A review of previous, relevant literature is an essential feature of any scientific research. An effective review establishes a foundation for advanced knowledge and facilitates theory development, closes areas where substantial research exists, and uncovers areas where research is needed [42]. A literature review is defined as “the use of ideas in the literature to justify the particular approach to the topic, the selection of methods, and the demonstration that this research contributes something new” [43]. To begin a literature review, it is recommended to start with the conceptualization of the topic and a definition of key terms to derive meaningful search terms. Using these terms, we began examining journal articles and some of the most prominent communities, such as the OECD, ITGI, IEEE, ISACA, and publications in conference proceedings. For an initial set of databases, we used the list of journals indexed in Journal Citation Reports. We also searched the Web of Science for articles with the highest number of citations, which formed the basis for identifying relevant databases, journals, and conference proceedings. We searched for the following terms: “IT Governance”, “IT Governance models”, “Contingency IT Governance model”, and “IT Governance mechanisms”. After collecting the initial set of publications, we read the titles and abstracts of these publications and excluded those unrelated to the ITG domain. To develop a list of relevant ITG mechanisms, we selected mechanisms that were repeated in at least three articles. We limited ourselves only to mechanisms that are recognized in the literature as strategic-level mechanisms.




2.2. Identification of Strategic ITG Mechanisms


Governance is a concept that can be used in many contexts and is now a well-known term in business. It is focused on the role of boards of directors in representing and protecting the interests of shareholders [44,45] and addresses the proper management of enterprises [46]. While governance developments have primarily been driven by the need for the transparency of enterprise risks and the protection of shareholder value, the pervasive use of IT has created a critical dependency on IT that calls for a specific focus on ITG. Boards and executive management need to extend governance to IT and provide leadership, organizational structures and processes that ensure that the enterprise’s IT sustains and extends its strategies and objectives [14].



The literature more frequently addresses enterprises governed through a one-tier corporate governance system, where one governing body (the board) performs the function of direction and supervision. In literature, this level of governance is referred to as “board-level” in terms of board-level ITG or board-level ITG mechanisms. However, in the two-tier system of corporate governance, which is often present in the European-continental area, supervision is separated from the corporate direction. The supervisory role is performed by the supervisory board, which supervises the board of directors entrusted with the direction. In this case, the name “board level” might lead us to misunderstand which levels are included in this denomination. To find a denomination appropriate for the one-tier and two-tier corporate governance systems, we decided to use the name “strategic level”, which covers both the supervisory bodies and the direction bodies. It is generally accepted that the definition of “strategic level” in this article is the same as that of “board level”, which in the literature deals with enterprises managed under a one-tier governance system.



Several authors argue that enterprises should implement ITG over IT mechanisms [47,48]. ITG can be deployed using various structures, processes and relational mechanisms [49] that encourage behaviors consistent with the organization’s mission, strategy, values, norms, and culture [50]. In the literature, several authors have presented approaches to implement ITG through mechanisms, but few researchers attempt to describe and fully explain ITG mechanisms. Moreover, there is no consensus on all existing ITG mechanisms. For example, Weill and Rose [48] mention communication mechanisms, while Grembergen and De Haes [51] use rational mechanisms for the same type of ITG mechanisms. In the literature review, we highlight three of the more influential studies in the field and their attempts to identify key ITG mechanisms. The first study was conducted by Weill and Rose [48] of the Massachusetts Institute of Technology. Their research team took five years to investigate 300 enterprises in more than 20 countries and established a framework for analyzing ITG known as the CISR Pattern. Their research addressed enterprises in different industries and sought to understand how the style of governance used by strategic management affects significant IT decisions. The second approach was provided by Grembergen and De Haes [51]. Their research lists necessary ITG mechanisms by defining a minimum set of mechanisms to support ITG. Their research also addresses the difficulty of implementing an individual mechanism and the effectiveness of those mechanisms. However, their study was mostly conducted in Belgian financial services enterprises employing between 100 and 1000 employees. Third study was conducted by Almeida, Pereira and Da Silva [52]. They analyzed more than 50 case studies to extract the ITG mechanisms used in the enterprises. We listed all relevant ITG mechanisms at the strategic level based on an extensive literature review, described them and provided the main references. We included only those mechanisms for which there are at least three references. In preparing the final list of mechanisms, we made some adjustments. For example, we decided to use the term relational mechanisms used by Grembergen and De Haes [51] instead of the term communication mechanisms used by Weill and Rose [48]. We used those names and terms that are more common in the literature. In contrast, a mechanism was classified at the strategic level if it was mentioned in the literature as a mechanism at the strategic level, regardless of the iteration number.



ITG structures enable IT to transparently provide added business value, clearly defined competencies and responsibilities while managing risks and considering business needs [53]. The structures define the roles, accountabilities, and responsibilities within the organization for all IT-related issues. They include the enterprise’s organization, the role of IT, the existence of clearly defined roles, competencies and responsibilities, and various committees. When setting up the ITG, it is essential to define and formalize roles, competencies, and responsibilities. Defining roles does not only mean writing them down but performing them. All ITG stakeholders must have defined roles. One of the essential structural mechanisms is the strategic ITG committee, which operates at the strategic level of the enterprise. The committee consists of top management, B-1 managers and managers and experts responsible for decision-making in the enterprise [48,54,55]. The structural mechanisms derived from the literature review and defined as strategic level ITG mechanisms are shown in Table 1.



ITG processes with their inputs, outputs, roles, and responsibilities determined by the definition of each process, define the ITG [66]. Processes usually evolve from structural mechanisms. By coordinating between the IT and the business, the enterprise must design the ITG processes, which are an integral part of the corporate governance [55]. When business and IT goals are aligned, it is essential to ensure successful and efficient ITG processes. Established ITG systems contain a diverse set of general IT governance and management processes. Depending on the strategy and goals, the enterprise can develop the processes that will significantly impact IT support and business strategy. It is necessary to identify the owners of the processes and define each individual process’s scope and control objectives. With the interconnection of individual processes, it is required to determine the inputs and outputs of each process, as well as competencies and responsibilities, such as a responsibility assignment matrix [67]. The process mechanisms derived from a literature review and defined as strategic level ITG processes are shown in Table 2.



ITG relational mechanisms represent cooperation and communication between IT and business. Appropriate communication and knowledge sharing, combined with learning and teaching, are essential [48,54,55]. Relationships are a crucial mechanism for ITG to achieve and maintain alignment between IT and the business, even when appropriate structures and processes are in place. The maturity of relationships in the enterprise is related to the degree to which the enterprise has managed to establish channels to ensure the flow of information and disseminate the principles of ITG. Enterprises with good relations between IT and the business have shown suitable communication mechanisms that encourage IT and the business side’s cooperation. Nothing is more effective than a constructive dialogue between employees. Encouraging direct communication between IT and the business can be implemented through various mechanisms. Both horizontal and vertical communication within an enterprise is necessary to maximize efficiency. This is especially true for top management, where information sharing is crucial. The relation mechanisms derived from a literature review and defined as relationships at the strategic level of ITG are shown in Table 3.




2.3. Case Study Design


A case study is a method of intensive research with which we analyze and describe in detail the subject of research in time and its natural environment or space. The method is helpful for both theory testing and the development of new theories and is often used for studies in business environments [83]. The case study provides an in-depth contextual analysis of cases and relationships between them [84]. It is suitable for new research fields or cases where existing theories are inadequate or incomplete [85]. It is useful when we want the research conclusions to be descriptive rather than causal, when internal comparability is more important than external representativeness, and when we are more interested in the causal mechanisms than in the causal effects [86].



Like any other research method, the case study has its weaknesses and limitations, which we have primarily considered when carrying out the research itself. Compared with other methods, the most frequent criticism of the case study is the provision of rigor and objectivity [87,88,89,90]. To increase validity and reliability, we relied on the techniques recommended by Yin [90]. In carrying out the case study, we relied on existing and verified theories and used the concept of matching samples to evaluate the mechanisms themselves. As a disadvantage, generalization is also exposed due to restriction to one or a lesser number of research cases [84,88,89,90,91]. Our goal is not to validate a new theory but to test an existing one. If we can show that the existing theory is not valid for one case, we will be setting guidelines that are good enough for continuing our research, based on the second established theory (contingency theory), which can be used to develop an adaptive ITG model through future research.



According to the research subject, we decided to carry out a case study of an enterprise that is part of a financial insurance group in SE Europe. The interviewees, who participated in the research, come from one enterprise in the Adria region’s leading insurance and financial group, one of the leading enterprises in south-eastern Europe. The group operates in seven markets in six countries, and through partnerships, with foreign insurance and reinsurance companies, it works in a broader international environment. The enterprise that was the subject of the survey employs 765 people, generating an annual premium of EUR 58 million. The enterprise has a history of operations dating back to 1972 and has a rich tradition. The enterprise is recognized as a leading provider of innovative and comprehensive insurance products and asset management in its environment.



For research purposes, a semi-structured interview was used, which we conducted at the different levels in the enterprise. The interviews were conducted at the strategic level of management: (1) supervisory level: the interview included the president of the supervisory board (SUB) and the president of the audit committee (ACO); (2) top management level: the interview included the top management member (TOM), who is responsible for IT. The interview also included the Chief Information Officer (CIO) and the Chief Business Officer (CBO) as representatives of business management. Basic information about the interviewees is shown in Figure 1. Interviews were conducted with all crucial supervisory board and top management members that represent key interest groups in the enterprise’s strategic decision-making levels.



The case study aims to answer the second research question (RQ2): Are the key ITG mechanisms all universal? The implementation of the research itself follows the methodology of the case study by Yin [90]. The survey protocol was adapted to the researcher’s ability to conduct the survey and systematic data retrieval, which is the basis for the implementation of the interview. All five participants were presented with mechanisms stemming from the first research question and were discussed in the interview. As part of the interview, we aimed to verify whether all the ITG mechanisms were present from the very beginning of the ITG and whether they were important all the time since the ITG was implemented. We were also interested in the method and approach of the enterprise to the implementation of the mechanisms and the most established IT governance (ITG) models, such as COBIT, ITIL and CMMI.



Apart from demographic questions, the interview consisted of substantive questions: (1) Which of the presented ITG mechanisms do you consider important? Has their meaning changed over time? If yes, how? To also detect important mechanisms from some time ago, we also asked the question: (2) Have other mechanisms been important in the past? Which ones? Why are they no longer important? To assist with the study protocol, a database in MS Excel format was created containing all the essential elements, code lists and instructions for conducting interviews and storing and recording notes during the interview. In addition to the data collected by the interviews, the database also contains summaries and transcripts of individual statements, sent documentation, a video or audio recording of the interview, a signed statement by the interviewee to participate in the research and data processing, and other collected documentation about the case in question. We prepared an e-mail template for the interview invitation, which was sent to all interviewees. In addition to the content of the e-mail, which briefly described the purpose and objectives of the interview and the course of the interview, the e-mail contained the following attachments: descriptions of the mechanisms that were the subject of the interviews and an accession statement for participation in the research and permission for data processing using a questionnaire. Before drafting the final questionnaire, we conducted a pilot interview with one of the interviewees, which was the basis for adapting the questionnaire approach and the order of the questions. A total of 5 interviews were conducted. On average, the interview lasted 1.2 h. The number of interviews conducted to make qualitative research credible varies from one author to another. All authors point out that the only objective criterion is data saturation, where data are repeated and do not contribute to new knowledge [92,93,94], which was also considered in the interviews.



The evaluation of the mechanisms was carried out in such a way that we recorded the opinion of our interviewees on the questions raised about the mechanisms, their importance, the dependence of importance on time and other factors, their interconnection and their meaning. We then analyzed the frequencies (repeated answers) for the mechanisms they consider permanently important or situationally important. The mechanisms that the interviewees have identified as being permanently substantial have been described as universal mechanisms. The mechanisms, which in most cases are considered to be of particular situational or recurrent importance, have been described as situational mechanisms. The basis of the analysis is the number of sample matching repetitions on which the importance of each mechanism as universal or situational can be determined. Our study is exploratory and based on a case study where we used interviews. In the interviews, we followed the case study methodology proposed by Yin [90]. We systematically asked all interviewees about each ITG mechanism from three different perspectives: which mechanisms were significant at the beginning, which are essential now, and how has the importance changed over time? If the statement for a particular mechanism is repeated in four (4) out of five (5) roles of the interviewees included in the survey, the result was accepted as a satisfactory validation of the importance of the mechanism.





3. Results


The results of the research can be roughly divided into two parts. The first part of the results refers to the literature review and the first research question, which requires the definition of ITG mechanisms at the strategic level. The result of the in-depth literature review is a list of ITG mechanisms, which are recognized in the literature as ITG mechanisms of the strategic level and are the basis for performing qualitative research. The second part of the results comes from qualitative research and is based on the case study or interviews.



3.1. Case Study


In the case study analysis, we limited ourselves to the mechanisms that the interviewees considered to be situation specific. Their importance depends on the specific situation and is not consistently present within the ITG. The following is a summary of the situational mechanisms as seen by the interviewees.



The president of the supervisory board (SUB) is also the executive director of the group management area of the parent enterprise. He performs supervisory functions in several enterprises and has many years of experience in corporate governance. He is an economist by education and started his career in the financial industry in sales. He is very familiar with the enterprise’s operations and is aware of the importance of IT, which has a significant influence on the enterprise’s strategy. As for structural mechanisms, he pointed to three situational mechanisms: integration of governance, IT competencies at the top management level and IT organizational structures. The integration of governance is essential when it is necessary to define the responsibilities and accountabilities for IT issues in the enterprise. He believes that to establish an efficient ITG at the enterprise, the top management needs a certain level of knowledge about ITG. If these competencies are not at a sufficient level, there will also be no adequate support. He sees IT organizational structures as important when ITG building starts, but not otherwise. The integration of governance and IT organizational structures are thus important at the beginning of ITG building and depend directly on the compatibility of the mechanisms with the existing structures. He highlighted the process mechanisms as situational: financial reporting and control, strategic information system planning, digital transformation, and project reporting and benefits management. He sees strategic information system planning as a mechanism that is important periodically and as such depends on the enterprise’s strategic planning cycle or enterprise strategy and its maturity. He sees digital transformation as an external situational mechanism. The financial industry introduces novelties when they are verified on the market, and the appropriate legislative and regulatory bases must be in place to do so. He sees project reporting and benefits management and financial reporting and control as control mechanisms that only become noticeable in mature periods when we want to raise the maturity of management. He does not see any sense in implementing control mechanisms if there are no management bases in place that allow this. In relational mechanisms, he considers the following mechanism situational: knowledge management on ITG, which is important in the enterprise from two aspects. Firstly, at the beginning of ITG building (establishment) and in situations where knowledge about ITG is at a low level, the enterprise needs to acquire basic knowledge about ITG and its placement, and then secondly when it is necessary to raise the maturity of the ITG. Related to the question about implementing best practices, models, and standards such as COBIT, ITIL and CMMI, he answered that they are certainly an important tool, but cautioned to not use them as a cooking recipe and using their ITG mechanisms without a deep understanding for what reasons they should be applied. He described a bad experience he had in the past when the company blindly followed the implementation of a project management model without the appropriate knowledge and expertise.



The president of the audit committee (ACO) is a former member of the executive board who has a lot of experience in supervision and top management since he has held this function in several enterprises. He had previously encountered the area of ITG as the president of the management board, but today he is looking at this area from the viewpoint of the audit committee management. In the past, as a representative of top management, he was actively involved in the design of ITG mechanisms, which are intended for development management, so that he has rich experience in this field. In the case of structural mechanisms, he defined as situational the following mechanisms: integration of governance, IT competencies at the top management level, IT organizational structure and IT audit committee. Integration of governance is important when the enterprise does not know who is competent and responsible for IT issues, or what is necessary. IT organizational structure is important when needed to position IT at the same level as other business functions. At the beginning of the establishment of the ITG and later, to increase the level of maturity and implement new mechanisms, management support and a certain level of knowledge are required, which he sees in the role of the IT competencies at the top management level mechanism. In the case of the IT audit committee, he believes that, in a situation where the committee has to deal with IT issues, it needs at least one member who understands IT and can explain it to the other members. In process mechanisms, he defined as situational the following: financial reporting and control, project reporting and benefits management, IT performance management, digital transformation, investment management and outsourcing management. He thinks that financial reporting and control are feasible and essential when the financial service and other business areas support this, requiring a specific enterprise processes maturity. Project reporting and benefits management does not make sense if the enterprise does not have appropriate structures, such as project management at a proper level of maturity. In later periods, especially considering the rising maturity of the ITG, IT performance management is noticeable when the enterprise wants to closely monitor specific performance indicators, which are primarily intended to raise service maturity. Digital transformation is an essential mechanism in certain situations where the enterprise follows market changes, which must be supported by regulations in the financial industry. Regarding investment management, he thinks that the importance of this mechanism arises in a situation where an enterprise fails to provide sufficient resources for development or needs to be managed more efficiently. He thinks that the outsourcing management mechanism is essential when an enterprise decides to outsource a particular service. Some conditions regarding service quality and economic effects must be met. Finally, he points out knowledge management on ITG in the context of the relational mechanisms as a mechanism that occurs in certain situations. He agrees that knowledge must be managed appropriately, especially in specific situations at the beginning of deployment and raising maturity. In the absence of the necessary knowledge on ITG, especially in the case of high complexity and low maturity, it will be challenging to identify the required benefits of ITG implementation, which is crucial to the success of ITG implementation. He is non-committal in connection with the question about implementing best practices, models, and standards such as COBIT, ITIL and CMMI models. He believes that the company must first understand what issues it wants to solve and only then start with the implementation of standard models. he presented an unsuccessful example of implementing a data model into a data warehouse. He states if a company cannot calculate what it wants in Excel, models cannot help it either.



The top management member (TOM), who oversees IT in the enterprise, is one of the group’s younger representatives of top management with several years of experience in similar jobs. He is a representative of the younger generation of top management, who has a great understanding of the support and role of IT in the enterprise, which is also reflected in the success of the enterprise itself, the role of IT in the enterprise and the business-IT alignment. Within the framework of the structural mechanisms, he defined the integration of governance and IT organizational structure as distinctly situational. He believes that if the enterprise does not know who is responsible for what, this should be done immediately at the beginning of the ITG implementation. This also applies to the IT organizational structure. Suppose IT is not organizationally positioned at the same level as the other business areas, which depends to a large extent on the strategy of the enterprise, in that case one cannot expect harmonized business operations and IT governance. In the field of process mechanisms, he defines the following as situational: financial reporting and control, strategic information system planning, digital transformation, and outsourcing management. If financial planning and control are to be carried out at a more in-depth level, such as activity-based costing, this must be followed by the whole enterprise. Otherwise, it does not make any sense. He sees strategic information system planning as a steering mechanism through which business areas are coordinated. Once a year, the enterprise checks strategic orientations, which are then passed to operational levels, where communication or information flow plays a key role. He believes that digital transformation has a significant impact on the long-term strategy of the enterprise, but to be effective, several factors need to be met. The internal maturity of processes and the enterprise is essential, as well as the market and regulations. He sees the outsourcing management mechanism in IT as an opportunity to shift existing resources from “technology” to “business”. This mechanism also requires a certain maturity and an appropriate staff rejuvenation. This is particularly true in the IT sector and is closely linked to the enterprise’s strategy. In the context of the relational mechanisms, he has not highlighted any mechanism as being particularly situation specific. To the question of implementing best practices, models, and standards such as the COBIT, ITIL and CMMI models, he believes that, for SMEs, these are most suitable in a form tailored to their actual needs and capabilities. The latter is also evident in the current implementation of mechanisms that each enterprise in the group has implemented according to their needs and abilities.



The Chief Information Officer (CIO) is one of the group’s most successful and valued IT managers. In this role, he has also worked in other enterprises operating on international markets, so he has rich experience at the ITG level in related enterprises. He represents the younger generation of IT managers, who are more focused on business informatics and less on information technology. He understands the ITG as connecting business parts and IT, which he considers necessary. Within the framework of the structural mechanisms, he pointed out the integration of governance and the IT audit committee as situation specific. The integration of governance is initially necessary if the enterprise does not know who is responsible for making decisions relating to IT, primarily from a business perspective. In the event of difficulties in addressing audit recommendations, it is necessary to provide separate thematic meetings of the audit committee for IT purposes. In the context of process mechanisms, he defines as situational the following mechanisms: project reporting and benefits management, strategic information system planning, digital transformation, and outsourcing management. He believes project reporting and benefits management is essential when the enterprise wants to raise the maturity of the ITG to a higher level. Appropriate structures, such as the project office, maturity of other processes, and adequate financial reporting and supervision are prerequisites. He sees the strategic information system planning mechanism as a direction that focuses on strategic projects, which helps IT make priorities. The mechanism is periodically noticeable in the framework of the annual planning and updating of the enterprise strategy in a situation where the views of the business parts are different from the IT view. The digital transformation mechanism is important in a situation where an enterprise is opting for digitization, which can be internally or externally motivated. This requires certain conditions to be met, such as processes maturity, availability of resources, financial aspect, and appropriate regulation. He sees the outsourcing management mechanism as important and useful, especially in situations where the enterprise wants to shift its IT resources to business areas rather than technology. This requires certain conditions to be met, such as cost, maturity of processes and services in the enterprise, and regulation. The outsourced services must be provided to the enterprise with the same or better availability at a lower price. Within the framework of relational mechanisms, he defines knowledge management on ITG as a situational mechanism. He sees the importance of this mechanism primarily at the beginning of ITG implementation when all stakeholders in the enterprise need to have reached a certain common level of understanding if the ITG implementation is to be successful. Of the most popular COBIT, ITIL and CMMI models, in his opinion the enterprise has the most experience in implementing ITIL. Implementing processes in the enterprise takes place gradually, tailored and as needed. The greatest limits are the available knowledge and the required resources. The implementation of processes should, in his opinion, begin with the emergence of actual needs or an audit recommendation, where he highlights as an example the implementation of an incident management process.



The Chief Business Officer (CBO) has many years of experience in business management and is responsible for business development in the enterprise. In this role, he has also worked in an international environment. He is an experienced manager who has an extensive overview of the events in his immediate and more comprehensive surroundings, both in business and personally. He monitors the global micro and macro-economic picture and operates at the country’s level in forums and associations that have a significant impact on the development of the financial sector in the country. Within the framework of the structural mechanisms, he pointed out the integration of governance, the IT organizational structure and the IT audit committee as situation specific. For an efficient ITG, IT must be appropriately placed in the organizational structure of the enterprise. Responsibilities and accountabilities at all levels of the enterprise also need to be adequately defined. Both mechanisms are therefore required at the beginning of ITG establishment and in situations where it is necessary to regulate the role and responsibilities of IT in the enterprise. If IT audit recommendations are continuously extended within the audit committee and pose risks to the enterprise’s business, separate IT-related discussions should be provided. In the context of process mechanisms, he defines as situational the following mechanisms: financial reporting and control, project reporting and benefits management, strategic information system planning, digital transformation and outsourcing management. Financial reporting and control are carried out in all enterprises according to accounting standards, and from the IT point of view gives a macro perspective. Suppose an enterprise wishes to raise maturity in later periods of the ITG, in that case it may establish a more in-depth level of financial reporting, which the whole enterprise must follow. Similarly, project reporting and benefits management only makes sense when the enterprise has the necessary structures and processes to support project management. He agrees that strategic information system planning is an important mechanism but emphasizes that implementation is more important from his point of view. He says itis important for the enterprise to set up a “compass” but even more critical to reach the goal. As the planning cycle happens once a year, this mechanism is considered important at certain times and in a situation where the enterprise sees that it is not achieving its strategic objectives. He believes that digital transformation is undoubtedly a process whose importance will grow. Enterprises must monitor the progress of digitization in their surroundings, follow trends and build the necessary skills for transformation once the conditions are created. A little part of the business is currently going through digital channels, but they are preparing for when the conditions are created to raise the importance of this mechanism. In outsourcing management, he sees a strictly regulated mechanism that applies especially to enterprises in the financial industry. For enterprises to start outsourcing services that support their core activities, the suppliers, the market, and the regulation must evolve accordingly. Regarding the relational mechanisms, he defines knowledge management on ITG as a situational mechanism. The management and business parts must be aware of the limitations arising from IT. It is important to be aware that it is not possible to get everything immediately. In these situations, knowledge, competencies, and an appropriate flow of information are of crucial importance. When asked about his opinion on the implementation of best practices, models, and standards such as the COBIT, ITIL and CMMI models, he emphasized the benefits of being familiar with such models. However, in his opinion, their implementation must be situational, which requires a certain maturity from the company. As he says, financial reporting on projects is irrelevant if the company does not effectively manage project management. Large generic models are in his opinion not suitable for SME companies.




3.2. Universal and Situational ITG Mechanisms


Figure 2 shows the replication of the interviewees’ opinions on the importance of the mechanisms, expressed as situational or universal. In the first part of the table, we have marked the mechanisms that interviewees believe in most cases to be situation-specific and have described them as situational mechanisms. The second part of the table contains mechanisms that interviewees consider to be of universal importance or that their importance is continuously present within the ITG. We have described these mechanisms as universal mechanisms. If the assessment of the importance of each mechanism is repeated in four (4) out of five (5) roles, this is considered to be a satisfactory validation of the mechanism evaluation. According to the results of the qualitative analysis, the interviewees described half of the mechanisms as situational and the other half as universal.



From a research perspective, we focused on situational mechanisms that interviewees identified as important at different time periods of the ITG and whose importance depends on certain situations. Based on a qualitative analysis, half of the considered mechanisms can be defined as situational mechanisms. Of these, we can confirm situational importance for eight of them, as it is repeated in four out of five roles. In all five roles, the integration of governance and digital transformation mechanisms are repeated. In four out of five roles, the following mechanisms are repeated: IT organizational structure, financial reporting and control, project reporting and benefits management, outsourcing management and Knowledge management on ITG. The importance of these mechanisms can be broadly classified into four groups: (1) mechanisms that are important at the beginning of ITG implementation; (2) mechanisms that are important after ITG implementation to raise maturity; (3) mechanisms whose importance depends on external factors; and (4) mechanisms whose importance depends on other mechanisms and is performed periodically or occasionally, such as annual planning. The interviewees have identified the following mechanisms as needed at the beginning of ITG in the enterprise: integration of governance and IT organizational structure. Defining responsibilities and accountabilities by placing IT properly in the organizational structure of the enterprise is a prerequisite for ITG to be developed in the enterprise. They believe that it is impossible to talk about the ITG if the enterprise does not know who is competent and responsible for the information-technology or information-business part. The integration of governance is closely linked to the IT organizational structure. They believe that it is impossible to achieve harmonization, which is the fundamental task of the ITG if the IT part is not an equal partner to the business part. When the powers, responsibilities and organizational aspects are clearly defined at the beginning of ITG implementation, the importance of both mechanisms is no longer at the forefront. In the later period of the ITG, both mechanisms are no longer as important as they are at the beginning. Compatibility with the enterprise’s existing structures and strategy, which defines IT’s role, has an impact on both mechanisms. This group can also include knowledge management on ITG, which helps to establish a unified view of ITG and raise the necessary competencies, both of which undoubtedly contribute to the success of ITG implementation in the enterprise. The latter is also important during the period of raising the maturity of the ITG, where the interviewees also include financial reporting and control and project reporting and benefits management. The interviewees consider that the importance of both mechanisms is noticeable at a time when the ITG is being structured, and there are discussions about the raising of ITG maturity. The implementation of these mechanisms has no effect until the conditions are created. For example, if there is no project management in the enterprise, it is difficult to talk about project control. Both mechanisms are thus directly influenced by the organizational structure and maturity of the enterprise, which is expressed through the maturity of the individual processes. Among the mechanisms for which interviewees believe their importance depends on external factors, they have identified digital transformation and outsourcing management. For both mechanisms, certain conditions must be established so that their implementation is reasonable. digital transformation in this part is understood as a mechanism that influences the transformation of the business. The financial industry is conservative and introduces innovations when they are verified on the market. The digitalization of the business is also subject to appropriate regulation, which often lags when compared to technological developments, thus posing a major obstacle to digitalization. Outsourcing primary business services are also subject to a conservative approach, and interviewees say that at least two conditions have to be met. Service availability and price must be appropriate, where shorter development cycles are expected than the current ones.



Interviewees indicated that half of the universal mechanisms considered were of constant importance throughout the various ITG periods. Of these, we can confirm the universal importance for eight of them, as the importance was repeated in four out of five roles. In all five roles the following mechanisms are repeated: strategic ITG committee, IT risk management, resource management, business/IT alignment, partnerships rewards and incentives, shared understanding of business/IT objectives and executive/senior management give the good example. In four out of five roles, only one mechanism is repeated, IT leadership. The Strategic ITG committee was identified by interviewees as an umbrella mechanism which forms the basis of the ITG and guides the development and implementation of the ITG in the enterprise. They agree that in the case of process mechanisms, the mission of ITG is expressed through the mechanism business/IT alignment, which must be permanently present in the ITG. This includes IT risk management and resource management. The interviews have repeatedly pointed out that there is no business process that does not depend on IT, so when we talk about IT risks, we are talking about business risks, which is sufficient reason to manage them. The opinions of the interviewees were also unified when referring to resources. At present, resources present a significant challenge, especially in the field of IT. Resources are always lower than business needs and therefore need to be managed efficiently. In terms of relational mechanisms, all interviewees agreed that they form the basis for building on informal relations, enabling formal structures and processes to function. They pointed out the IT Leadership mechanism, which allows IT to be raised to the equivalent level of other business areas. The common view is that any good work done deserves a reward, which is the role of the partnership rewards and incentives mechanism. A shared understanding of business/IT objectives is seen as a mechanism that enables the process of harmonization between IT and business. As was repeatedly exposed in the interviews, the most challenging issues are solved by informal communication. Last but not least, executive/senior management give good example is indispensable in medium-sized enterprise environments. Regarding the direct question about the implementation of best practices, models, and standards such as the COBIT, ITIL and CMMI models, all interviewees were reserved. Their opinion is that there are not enough resources to spend on the stock. Therefore, the implementation of mechanisms depends on the situation according to the actual needs and the enterprise’s capabilities.





4. Discussion


There is no clear definition in the literature of the most appropriate approach for implementing ITG mechanisms in SMEs. The adoption of all well-known ITG models are still low [22,23,24], especially in SMEs [25]. Major well-known models are also not based on the contingency approach. Therefore, the aim of our study was to investigate whether the current ITG models are suitable for SMEs. We also aimed to verify whether there is a clear need for the development of ITG models based on a situational approach. Since these results are based on a single case study, they cannot be generalized. However, the results of our study provide an important foundation for future research as they confirm the need to develop an adaptive strategic ITG model based on a situational approach.



With the literature review, we have defined the key mechanisms of the ITG at the strategic level, and with the case study, we have examined whether all mechanisms are universal and important in all situations. Based on response replication, the interviewees defined half of the mechanisms as mechanisms whose implementation and importance depend on a particular situation. The implementation of certain mechanisms is necessary at the very beginning of ITG implementation (such as integration of governance and IT organizational structure), and later their importance decreases. Certain mechanisms are important in a situation where an enterprise wants to raise the maturity of the ITG (such as financial reporting and control and project reporting and benefits management) and are not relevant at the very beginning of ITG implementation. Some mechanisms (such as digital transformation and outsourcing management) have proven to be important in situations influenced by external factors such as competition, the arrival of new technologies, regulation, etc. In some cases, the interviewees connected the importance of the mechanisms with internal factors or other mechanisms and processes in the enterprise, which can be performed either permanently or periodically (such as strategic information system planning). Based on the replication of responses repeated in four out of five roles, we can confirm with great certainty that the implementation of eight out of thirty mechanisms is situation based and requires a situation-based approach.



The research results of our study provide an important theoretical contribution. Based on response replication, we can conclude that the implementation of ITG mechanisms is not universal but the appropriate ITG mechanisms for implementation need to be selected on a situational basis. The current ITG models, which expect a universal approach to implementation of ITG mechanisms, are unsuitable for SMEs and other enterprises with limited resources. All interviewees echoed such a position through their views on implementation of best practices, models, and standards such as the COBIT, ITIL and CMMI models. The presented interviews show a clear need for new ITG models which are based on contingency theory. Our study showed that certain specific mechanisms are clearly situational, and their importance is expressed by the impact or occurrence of certain contingency factors, or their importance occurs periodically. The theoretical contribution of the research underlines the need for further research towards the development of an adaptive model of strategic ITG based on contingency theory.



The practical contribution of the research is intended for corporate management as a guide for the implementation of ITG mechanisms. Literature often states that each implementation of ITG in an enterprise is a particular example and that if something works in one enterprise, it does not necessarily work in another. However, it does not answer how the implementation of the mechanisms should be carried out to ensure success. The direction of the practical contribution of the research is that top management should not blindly follow the extensive and comprehensive ITG models. Still, it should critically and situationally assess which of the mechanisms they need at a given moment. With the contingency approach, they increase the efficiency and effectiveness of implementation and respond directly to the enterprise’s needs for ITG at a given moment.



The literature review has revealed different approaches to the implementation of ITG mechanisms. With the publication of his research in 2004 [48], Weill laid the foundations for modern ITG. In a study that lasted five years, he researched ITG in more than 300 companies and presented various ITG patterns. The research was designed to understand how various areas of ITG are managed (in this case, IT principles, IT architecture, IT infrastructure, business applications needs and IT investment and prioritization). The research shows different management styles (from a more decentralized to a more centralized style), which helps top management identify what IT decisions need to be adopted in the enterprise and who needs to adopt them. Another approach is observed in the studies of Van Grembergen and de Haes [95], which define different approaches and strategies for implementing ITG into enterprises. A comprehensive survey of Belgian enterprises in the financial industry presented the “minimum baseline of ITG practices” that enterprises should implement. There are also several academic frameworks in the literature. Selig [12] presented an academic framework based on available standards, frameworks and best practices in which he sets guidelines and best practices for implementation into the enterprise. Dahlberg and Lahdelma [53] presented the ITG model, whose implementation is based on different levels of maturity of ITG. Almeida, Pereira and Da Silva [96,97] highlighted the contingency factors that impact ITG. Other authors [2,13,98,99] also discuss the impact of contingency factors on ITG. However, these cases are mostly limited to the influence of one factor or the overall influence on ITG. Researchers, such as Bartenschlager and Goeken [100], explored the impact of business/IT alignment on ITG and proposed models for alignment. Luftman [63] proposed a model for strategic alignment, which he sees as the basic mission of ITG. Van Grembergen [51] also addressed the implementation of ITG from various aspects, from strategic approaches to a minimum set of mechanisms. In cooperation with Rowlands and de Haes [101], they discussed the impact of organizational culture and the competencies of top management on the success of ITG implementation. Most of the time, these studies focus on the impact of an individual contingency factor and do not address the impact of all factors on all ITG mechanisms. However, these studies have a common discovery that each implementation is specific and that certain approaches that work in one enterprise do not necessarily work in another [64]. Different enterprises need different mechanisms and approaches to the implementation of ITG mechanisms [67]. Various studies focusing on the range of mechanisms enterprises need as a “minimal baseline of ITG mechanisms” have highlighted different mechanisms, these include Van Grembergen and de Haes [41], Pereira [102], and Almeida and da Silva [97] who all show that the minimum set of mechanisms varies between different enterprises, something which indirectly supports our discovery of the importance of a situational approach. In our study, we divided ITG mechanisms into mechanisms that are distinctly situational, and universal mechanisms, which means that they are present in almost all situations. Certain mechanisms that we have identified as universal (such as strategic ITG committee, IT risk management, resource management, etc.) correspond to mechanisms that other authors define as minimum necessary mechanisms. The proposed concept of a contingency approach thus builds on existing models and fills a gap that provides an answer as to why each ITG implementation in enterprises is different and why enterprises need different mechanisms.




5. Conclusions


There is no single approach to implementing ITG mechanisms that would meet an individual enterprise’s specific situations [49]. ITG implementation is influenced by external and internal contingency factors [103]. Nevertheless, the literature fails to clearly identify these factors and their impact on ITG models and ITG implementation [104]. Most frameworks state that there is no single best IT organizational structure or governance arrangement because IT needs to respond to the unique environments within which it exists [6,105], but does not specify the factors that can influence each ITG implementation [52]. Existing ITG models are primarily intended for large enterprises and, as such, are not suitable for SMEs. Considering their relevance, it is crucial that their IT investment also deliver the expected business value while associated risks are managed [25]. Moreover, some of the most used and well-known frameworks are complex, too general, lacking a theoretical foundation from a scientific viewpoint [102] and overlapping, which was also confirmed by our research.



As there are no clear guidelines in the existing literature, our research was intended to examine the importance of a contingency approach in implementing ITG mechanisms and whether there is a clear need to develop a new model based on the contingency approach. In our article, we answered two research questions. In the first part of the article, based on the literature review, we answered the first research question (RQ1): What are the strategic level ITG mechanisms? The answer to RQ1 is a list of ITG mechanisms recognized in the literature as ITG mechanisms at the strategic level. In selecting mechanisms, we have limited ourselves to mechanisms that appear in the literature review in at least three articles. The list of ITG mechanisms at the strategic level provides the basis for a case study that answers the second research question (RQ2): Are the key ITG mechanisms all universal? In our research, we were interested to know whether all mechanisms were important in all situations and whether there was a clear need for new ITG models based on contingency theory. Based on the replication of interviewees’ answers, it can be concluded that in the enterprise under consideration, some mechanisms are clearly situation based, and some are universal. The exploratory ITG model, which shows all the mechanisms that the interviewees predominantly see as situational or universal are shown in Figure 3. With these findings, we question the existing theory of exclusively universal ITG models and set guidelines for further development of an adaptive strategic ITG model based on contingency theory.



Our study also has limitations, which highlight opportunities for further research. Because research in the field of ITG and its contingency factors is in the early stages, our research is exploratory and theory testing. The purpose of our research was to test the existing theory. Therefore, in this step of our research journey, we limited ourselves to a single case study. Further research towards an adaptive strategic ITG model for SMEs should use a more extensive and more diverse sample of SMEs to provide possibilities for generalization of results. Future research could widen the range of individuals surveyed in the enterprise at the strategic level and the tactical and operational levels, if necessary. Different roles in the enterprise may reflect different perceptions and practices of ITG mechanisms. Moreover, a cross-national study could provide insights regarding cultural differences in adoption decisions and exploitation practices. Additionally, quantitative research could be applied to evaluate and generalize the findings of this research. Finally, future research should explore the relationship between ITG mechanisms and contingency factors and the impact on individual mechanisms.



However, implementing ITG is not easy as its definition and roles are not yet fully clarified. Therefore, determining the suitable ITG model and mechanisms remains a complex challenge. ITG must be an integral part of corporate governance and evolve in parallel to it. While there is no single right way for enterprises to address ITG improvements, it is necessary to continue research and handle all the questions regarding ITG mechanisms, such as which mechanisms affect ITG and how they are interconnected. Based on our research, we believe that by recognizing and incorporating contingency theory through ITG mechanisms, contingency factors, user needs and business objectives, significantly more appropriate and effective ITG models can be developed and implemented in place of the currently dominant models. Based on the problems in practice and the problems identified in the literature, and the result of our previous research, our final goal is to develop an adaptive strategic ITG model based on contingency theory to fill the gap in both practice and literature. This paper has set directions on one case study that will form the basis for further research.
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Figure 1. Personal information of interviewees. 
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Figure 2. Situational and universal ITG mechanisms. 
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Figure 3. Exploratory ITG model with situational and universal ITG mechanisms. 
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Table 1. Strategic ITG structural mechanisms.
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	Structural Mechanisms
	Definition
	Literature





	Strategic ITG committee
	The Strategic ITG committee is situated at an executive level. It is responsible for supervising and assisting management in strategic issues and the strategic direction of IT.
	[48,51,52,56,57,58,59].



	Integration of governance
	Unambiguous definitions of roles, responsibilities and competencies are a crucial prerequisite for an effective ITG, which is the responsibility of top management.
	[48,49,51,52,57,60].



	IT competencies at the top management level
	Members of the top management must have appropriate IT competencies, consisting of knowledge and experience in ITG, which enables them to direct and manage IT on the strategic level.
	[48,51,52,57,61].



	IT investment committee
	The IT investment committee is responsible for evaluating and approving significant IT investments. Other strategic committees may also cover the activities of this committee.
	[48,51,52,59,61,62].



	IT organizational structure
	The possibility of effective ITG also depends on the organizational structure, how the IT function is organized and where the IT decision-making authority is located in the organization.
	[35,48,49,51,52,61,62,63,64].



	IT audit committee
	The IT audit committee is an independent body at the level of corporate governance, which is responsible for identifying and managing IT risks on a strategic level.
	[48,51,52,57,65].
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Table 2. Strategic ITG process mechanisms.
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	Process Mechanisms
	Definition
	Literature





	Financial reporting and control
	Financial reporting and control is an essential ITG process related to monitoring the financial plan, reviewing costs, and investments and project costs.
	[48,50,51,52,57,68].



	Project reporting and benefits management
	Formal monitoring of IT business value improves knowledge and understanding of how IT can create business value. In addition, monitoring completed projects determine whether the planned business goals have been achieved.
	[48,51,52,57,69].



	Architectural exception process
	Technology standards are critical to IT and business efficiency, though occasional exceptions are not only appropriate but necessary. Enterprises use the exception process to meet unique business needs and gauge when existing standards are becoming obsolete.
	[6,48,51,52,70].



	ITG assurance and self-assessment
	Regular self-assessment and external verification of the ITG system should be an integral part of effective ITG.
	[52,57,59,71].



	Strategic information system planning
	Strategic information system planning is aligning an enterprise’s business strategy with an IT strategy to achieve key business goals. It represents one of the essential activities of strategic management.
	[48,49,51,52,55,56,57,69].



	IT portfolio management
	Portfolio management is an answer to the following question: “How can we maximize the business value from IT investments”? Portfolio management manages IT as a portfolio of assets similar to a financial portfolio and strives to improve the portfolio’s performance by balancing risk and return.
	[51,52,57,60,62,72].



	IT risk management
	IT risk management must ensure the protection of IT resources, disaster recovery and business continuity. Therefore, top management must understand and identify IT risks and thus ensure that critical risks are under control.
	[6,48,52,53,65].



	IT performance measurement
	IT performance measurement (e.g., IT balanced scorecard) is essential in the domains of Business Contribution, User Orientation, Operational Excellence and Future Orientation.
	[49,51,60].



	Resource management
	IT resource management is an essential process for IT that needs to be appropriately managed to achieve business performance and efficiency and ensure the proper allocation of IT resources.
	[6,51,52,73].



	Business/IT alignment
	Business/IT alignment is one of the fundamental goals of ITG. Alignment is a complex concept that can be evaluated through one of the alignment models, e.g., the Strategic Alignment Model.
	[48,51,52,56,60,65].



	Compliance management
	Business development and regulatory regulations are increasing, especially in the financial industry. As a result, compliance management (e.g., GDPR, Solvency, Basel, IDD, etc.) is becoming more widespread and burdensome for enterprises. Still, at the same time, it is developing compliance management in enterprises.
	[6,51,52,71,74,75].



	Digital transformation
	Digital management includes all those corporate mechanisms that enable the coordinated operation and sharing of resources throughout the enterprise. Digital transformation requires a balanced top-down and bottom-up approach.
	[52,69,76,77].



	Improvement and innovation management
	The widespread use of IT and information systems create many opportunities for innovation and improvement in corporate governance. IT has become a valuable tool and resource in all senses of modern business strategy.
	[52,73,78,79].



	Investment management
	Determining how much money to invest in IT is crucial and distributing it between maintenance, services, human resources, and new projects. However, both the lack and excess of IT investment can jeopardize its operations.
	[50,52,55,60,73,80].



	Outsourcing management
	Whatever the risks, outsourcing IT services is an opportunity for a company to increase its capacity and optimize costs. For this reason, outsourcing IT services is a crucial element of ITG.
	[52,53,71,81].
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Table 3. Strategic ITG relational mechanisms.
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	Relational Mechanisms
	Definition
	Literature





	Active principal participation
	This mechanism provides for the owner’s active involvement in the governance process. It is more pronounced in the case of a one-tier corporate government system, where owners mostly take on the role of non-executive directors.
	[48,52,56,60,64].



	IT leadership
	The Chief Information Officer in the enterprise must present the enterprise’s mission, vision, and strategy in a way that all IT stakeholders understand. In this context, IT leadership represents coordination throughout the enterprise at all levels.
	[48,54,57,59,68].



	ITG awareness campaigns
	The campaigns aim to raise the awareness of all employees in the company about ITG. Working with management staff clinging to standard (current) approaches are essential to understanding the ITG.
	[48,54,57].



	Senior management announcements
	Notices from top management explaining an enterprise’s priorities usually receive considerable attention. Commitment to strategic goals helps all employees to focus their attention on strategic objectives.
	[48,52,61,82].



	Partnership rewards and incentives
	Companies ensure that employees follow the enterprise’s strategy through financial rewards and employee promotions that help the company achieve strategic goals.
	[48,51,52,60,64,82].



	Shared understanding of business/IT objectives
	A unified understanding of business goals between IT and the business side is the ability of employees to understand and cooperate in achieving common goals and in respecting each other’s contribution and opinion.
	[48,51,52,56,60,63,64].



	Corporate internal communication addressing on a regular basis
	It is necessary to establish regular internal communication about the IT activities of all employees in the enterprise. Best monthly, where information on IT activities and their impact on the business page is prepared.
	[48,52,57,59,62,63].



	Knowledge management on ITG
	In the knowledge management of ITG knowledge in the enterprise, systems for the exchange and distribution of ITG knowledge are essential.
	[48,52,57,59].



	Executive/senior management give a good example
	The enterprise’s management, including the top management, treats IT management as a partner and supports standards, policies, and norms through their actions.
	[41,48,54,57].
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