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Abstract:



Person authentication, based on electroencephalography (EEG) signals, is one of the directions possible in the study of EEG signals. In this paper, a method for the selection of EEG electrodes and features in a discriminative manner is proposed. Given that EEG signals are unstable and non-linear, a non-linear analysis method, i.e., fuzzy entropy, is more appropriate. In this paper, unlike other methods using different signal sources and patterns, such as rest state and motor imagery, a novel paradigm using the stimuli of self-photos and non-self-photos is introduced. Ten subjects are selected to take part in this experiment, and fuzzy entropy is used as a feature to select the minimum number of electrodes that identifies individuals. The experimental results show that the proposed method can make use of two electrodes (FP1 and FP2) in the frontal area, while the classification accuracy is greater than 87.3%. The proposed biometric system, based on EEG signals, can provide each subject with a unique key and is capable of human recognition.
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1. Introduction


With the development of technology, the need for biometric systems has increased, and biometrics has been widely used to improve personal authentication. In order to achieve a better performance for biometrics, many studies have used more and more biological information, such as the face [1], fingerprints [2], hand geometry [3], iris [4], voice [5], and so on, as tools for identity recognition. Electroencephalogram (EEG) activities in the brain have been considered as an external representation of the human mind. Every person possesses EEG signals in their brains, EEG characteristics vary from person to person, and EEG characteristics can be maintained, as they are relatively robust in certain situations. Therefore, EEG signals serve as a highly safe identifier with respect to personal authentication [6,7]. Numerous brain and psychological studies have used EEGs in order to study the neural activity underlying different emotional and psychological phenomena [8,9].



Our previous research introduced EEG signals into personal authentication based on a multi-feature fusion classification [10]. Paranjape et al. studied autoregressive (AR) modeling of EEG, in combination with a discriminant analysis for the different EEG signals of “eyes-open” and “eyes-closed”, and achieved a classification accuracy ranging between 49% and 85% [11]. Marcel et al. developed Gaussian mixture models based on motor imagery EEG signals in order to identify a person, and achieved a classification accuracy of 80.7% [12]. EEG signals caused by visual stimuli have been widely used in the field of biomedicine due to their simple operation and relatively stable features [13,14,15]. Does a visually evoked EEG signal differ from person to person? Does this difference reflect the identity characteristics of subjects? Due to these questions, thus, there are many researchers who use EEG signals, triggered by visual stimuli, for biometrics research [16]. Abo-Zahhad et al. compared the EEG signals of blinking [17]. Liew et al. proposed a biometrics system based on visually evoked EEG signals [18]. Yeom et al. proposed a new biometric system based on the neurophysiological features of face-specific visual self-representation in the human brain [19].



Recently, entropy has been broadly applied in analyses of EEG signals. Entropy is a non-linear index that reflects the degree of disorder in a given system, enabling it to be employed for studies of the chaotic behavior of the brain [20]. Furthermore, the concept of entropy has expanded into several different fields, and is used by many different researchers. For example, Liu et al. used approximate entropy and Kolmogorov complexity to characterize the complexity and irregularity of EEG data under different states of mental fatigue [21,22]. Song et al. proposed an optimized sample entropy algorithm for automatic monitoring of people with epilepsy [23]. Takahashi et al. examined multiscale entropy in EEG activity in drug-naïve schizophrenic subjects [24]. In addition, different types of entropy are also used often. For example, Kar’s study presented five types of entropies (Shannon’s entropy, two types of Rényi entropy, wavelet entropy, and Generalized Escort–Tsallis entropy) to consider the possible indicators of fatigue. All of these types of entropy have been used to detect EEG signals in normal and fatigued states [25,26,27]. These studies demonstrate that entropic analysis of the brain may have a promising role in the field of EEG-based evaluations.



It is clear that it is feasible to identify a person based on EEG signals, especially EEG signals evoked by visual stimulation. However, there are presently two major drawbacks for biometrics based on EEG signals: (i) The classification accuracy needs to be improved, for instance, in a biometric system using visual stimulation, accuracy rates vary between 70%–85%. The main reason is that the EEG noise is too great, and it is difficult to improve recognition rates. (ii) Data acquisition may be uncomfortable for the user when putting a considerable number of electrodes on a person’s head is required. In this case, is it necessary to put all of these electrodes on person’s head? Further, is it possible to place a smaller number of electrodes and still have better recognition?



These problems motivate our work and we aim to propose the idea of a feature extracted method and a feature selection method, in which the accuracy of the latter is used to guide the search for an optimal solution. Fuzzy entropy is highly sensitive to the information of randomness and is insensitive to noise [28], while sample entropy is very sensitive to the threshold value. Fuzzy entropy, extracted from EEG signals, is used for the automatic diagnosis of epilepsy [29]. Xiang et al. found that fuzzy entropy–based methods were superior to the sample entropy–based methods in the classification of seizures [30]. Recently, a few studies have reported on the detection of fatigued states using fuzzy entropy. Fuzzy entropy can be used for a better feature extraction with different classifiers [31]. Considering that the entropies of different electrodes play different roles in the dynamic changes of brain signals when people receive different stimuli, the Fisher distance is often used as the separable criterion for feature selection [32].



In this paper, a novel experimental paradigm, a feature extracted method based on fuzzy entropy and a feature selection method based on Fisher distance, is proposed. The use of the Fisher distance for EEG channel selection is due to the simple solutions in solving optimization problems.




2. Materials and Methods


2.1. Subjects


In order to present the effectiveness and feasibility of the proposed method, EEG data from 10 healthy Chinese subjects, between 19 and 40 years of age (mean 30.5, males), were collected. All subjects have normal or corrected-to-normal visual acuity. No subjects had neurological diseases or substance abuse. In the experiments, after understanding the experimental procedures and purpose, each subject made appropriate responses according to the test criteria and the indications on a computer screen, in a quiet room that was shielded from sound. The experiment was authorized by the Academic Ethics Committee of the Jiangxi University of Technology.




2.2. Experimental Paradigm


The experimental paradigm is shown in Figure 1, and is similar to examples in the literature [19]. In this paper, self-photo and non-self-photo are used as visual stimulation. A self-photo denotes a target subject’s own photo, while the non-self-photo includes other familiar or unfamiliar photos. Once an experiment starts, a blank, black screen is shown for 250 ms in order to inform the subject that the experiment will start. Each photo is randomly displayed on the screen for 1000 ms, followed by a black screen for 250 ms; in total, taking 1250 ms. A random sequence, including self-photo and non-self-photo stimuli, is given to the subject in order to prevent the subject from predicting the next stimulus. Throughout the experiment, the subject was required to fix his attention on the screen, and to classify the stimuli into either “self” or “non-self” as accurately as possible. Different photos were displayed on a computer screen using a stimulation program. The five photos were displayed a total of 370 times in each experiment, and each picture was shown the same number of times.


Figure 1. A schematic diagram of the proposed experimental paradigm.
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The photos presented to subjects as stimuli were acquired with the same illumination conditions for all subjects. The subjects were asked to make a neutral facial expression. All photos were scaled to 400 × 400 pixels. Figure 2 shows 18 examples of the 50 photos used in our experiments, and four non-self-photos and one self-photo were randomly selected from the photo gallery.


Figure 2. Photo gallery used in the experiment.
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2.3. Data Acquisition


EEG data acquisition was performed using a Nuamps (Neuroscan) 40-channel EEG amplifier, and recorded using Scan 4.3 software; a reference electrode was placed on the right mastoid. The electrode labels are assigned using the International 10–20 System. The sampling rate was set at 1000 Hz. Band acquisition used was 200 Hz low-pass, 0.05 Hz high-pass, and 50 Hz notch filters.




2.4. Data Preprocessing


The purpose of data preprocessing is to obtain the data set of segmented EEG signals, including the removal of EOG (Electro-Oculogram) [33,34,35,36], epoch, filtering, etc. In this paper, data preprocessing is realized using Scan 4.3 software (Neuroscan). In this study, the continuous EEG signal had an intercept set at [–100, 899] ms according to the time of the photo being displayed. There are two datasets, the self-photo dataset and non-self-photo dataset.




2.5. Feature Extraction


Feature extraction mainly includes the establishment of different types of data sets, calculation of fuzzy entropy, feature analysis, calculation of Fisher distance, etc. Two types of EEG data set were analyzed, responses to self-photo and non-self-photos. In order to realize personal authentication, the fuzzy entropy of the EEG signal is calculated. The calculation of fuzzy entropy is described as follows [30]:



If there is a time series set of EEG, [image: there is no content], where N is the sampling frequency and we used 1000 Hz of the sampling rate, this set can be reconstructed to the m-dimensional vector as follows:


[image: there is no content]



(1)




where [image: there is no content], [image: there is no content] represents m consecutive values from the i-th point, and [image: there is no content] represents the average of the m values. The reconstruction vector can produce a maximum distance, which can be defined as follows:


[image: there is no content]



(2)




then, the similarity degree, [image: there is no content], of [image: there is no content] can be defined as follow:


[image: there is no content]



(3)




where n and r are the gradient and width of the exponential function, respectively. The larger the width, the more information may be missed. However, if it is underestimated, the sensitivity to noise will be increased significantly [37,38]. In this paper, n = 2 and r = 0.3 × SD (where SD is standard deviation of the time series) as can be found in the literature [37,38]. Thus, the function is defined as follows:


[image: there is no content]



(4)




repeating the above-mentioned method, and obtaining a set of m + 1 dimensional vectors. Finally, according to the above-mentioned functions, the definition of fuzzy entropy is as follows [30]:


[image: there is no content]



(5)




when N is limited, the fuzzy entropy for the time series with a sequence length of N can be defined as:


[image: there is no content]



(6)







For that the brain signal sample of each subject given is a 30 × 1000 matrix (30 electrodes and 1000 Hz of sampling rate), the numerical values of the 30-D vectors for person authentication investigated in the current identification system are obtained after the above methods of calculating the fuzzy entropy for each electrode.



In order to analyze the features of EEG signals of different electrodes, the Fisher distance method is applied. Fisher distance, which is often applied in classification research to represent the dissimilarity between classes, is used in this study. Fisher distance is proportional to the dissimilarity between classes; the greater the dissimilarity, the greater the Fisher distance, and vice versa. The calculation of Fisher distance is as follows [39]:


[image: there is no content]



(7)




where F is Fisher distance, μ and σ are mean and variance, respectively, and the subscripts, 1 and 2, represent two types, respectively. In this study, for a n × m entropy feature matrix can be obtained (n labeled as the electrode and m labeled as the sample), the fisher distance can be calculated on each row of the same electrode in this matrix based on the subjects responded to self- and non-self photos.




2.6. Classification


After feature extraction, a back propagation (BP) neural network was used as the classification algorithm. The BP neural network is designed with three layers: Input, intermediate, and output. The input layer are the extracted features, based on fuzzy entropy, and the output layer is the result of the input vector, which is calculated with an output of 1 representing the target subject, and 0 representing the non-target subject. The BP function was arctan and the approximation limit was 10–6. In addition, the original dataset was randomly divided into two groups, one group (80%) was the training dataset and the other (20%) as the testing dataset, and are used to train and test the BP neural network classifier, respectively.



For input parameters, the 30-D vectors of each sample can be obtained by calculating the fuzzy entropy feature of each channel. For output parameters in the training data, 1 represents the target subject, and 0 represents the non-target subject. And for the testing data, the output parameter defined as x, when (|1 − x|/|x|) < 1, the output is 1 otherwise 0.




2.7. Performance Metrics


To provide a more intuitive and easier-to-understand method to measure the prediction quality, the following equation set is used in the literature for examining performance quality:


[image: there is no content]



(8)




where TP (true positive) represents the number of self-photo EEG signals identified as such; TN (true negative), the number of non-self-photo EEG signals classified as such; FP (false positive), the number of non-self-photo EEG signals recognized as such; FN (false negative), the number of self-photo EEG signals distinguished as non-self-photo EEG signals; FRR, the false reject rate; and FAR, the false accept rate.





3. Results


Biometric research, based on differences in EEG signals evoked by stimuli of self- and non-self-photos, is a new research direction. The purpose of this paper is to analyze the EEG signals triggered by the two different stimuli, to compare their fuzzy entropy features, and to perform personal authentication through the use of a BP neural network. The results of this study follow.



3.1. Brain Topographic Map


Using Scan 4.3 software, an overlay of the brain area of subjects’ EEG signals was analyzed based on a theoretical analysis of event-related potentials. In this paper, two types of photos were used as stimuli, while two types of EEG signals corresponding with the two stimuli were superimposed in the time domain. Figure 3 shows the brain topography maps of 10 subjects with duration of 300 ms from the onset of the stimulus. Two brain topography maps correspond to each subject, where the left is the response to the self-photo, and the right is the response to the non-self-photo. Figure 4 describes the locations of the electrodes on the surface of the head (International 10–20 System).


Figure 3. Brain topography map.
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Figure 4. Position of electrodes according to International 10–20 System standards.
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3.2. Feature Selection


The Fisher distance can be used to describe the discrimination between two types of features. In this paper, the fuzzy entropy features of different electrodes were analyzed. The electrode distribution is shown in Figure 4, along with the EEG signals from 30 electrodes that were collected in each experiment. Figure 5 shows a comparison of the Fisher distance of the fuzzy entropy features of different subjects and different electrodes, where the x axis and y axis represent the subject index and electrode index, respectively. The z axis is the value of the Fisher distance. Electrode indexes 1–30 represents FP1, FP2, F7, F3, F2, F4, F8, FT7, FC3, FCZ, FC4, FT8, T3, C3, CZ, C4, T4, TP7, CP3, CPZ, CP4, TP8, T5, P3, PZ, P4, T6, O1, O2, and O3, respectively.


Figure 5. Fisher distance map.
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3.3. Feature Analysis


From the degree of difficulty of data collection, electrodes FP1 and FP2 are relatively appropriate as there is an absence of thick hair covering this region, unlike other brain regions. EEG acquisition in FP1 and FP2 can be collected directly without the help of an ionosphere layer. Therefore, EEG signals in the frontal area can easily be collected by mobile or household EEG acquisition devices available on the market. Figure 6 shows the comparison of the fuzzy entropy values of 10 subjects relative to the self-photo and non-self-photo, where Figure 6a,b show a comparison of the mean value of the fuzzy entropy in electrodes FP1 and FP2, respectively. The x axis and the y axis represent the subject index and mean value of the fuzzy entropy. Each subject corresponds to two bars, the blue bar related to the self-photo dataset and a yellow bar for the non-self-photo dataset.


Figure 6. Comparison of fuzzy entropy value related to self-photo and non-self-photo: (a) an entropy-based comparison of each subject relative to the self-photo and non-self-photo in electrodes FP1; (b) an entropy-based comparison of each subject relative to the self-photo and non-self-photo in electrodes FP2.
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3.4. Classification Results


How to properly examine prediction quality is a key for developing a new paradigm and estimating its potential value in applications. The jackknife test has been widely recognized and increasingly adopted by research to examine the quality of various methods [40,41]. The success rates obtained by the jackknife test in identifying self-photo EEG data signals or non-self-photo EEG data signals are given in Table 1, where we can see that the average success rate of the EEG data signals using our proposed personal authentication method, based on fuzzy entropy, in electrodes FP1 and FP2 was about 87.3%. Among the 10 subjects, the highest classification accuracy was 92%, and the lowest was 84%, with a low false reject rate (FRR) of 5.6%, and a slightly low false accept rate (FAR) of 5.5%. In contrast, the corresponding success rates obtained by other researchers, shown in Table 2, are no more than 87.3%, including a success rate of less than 80% achieved by Miyamoto [42]. Furthermore, its corresponding FAR and FRR are all significantly higher than 6%, which implies that our proposed method possess better stability. It is feasible to use fuzzy entropy to identify person authentication based on the electrodes FP1 and FP2 because of the remarkably improved success rates. It is anticipated that this research will become a useful method for both basic research and personal identification in relevant areas, or, at the very least, it will play a complementary role to existing methods.



Table 1. Performance of the proposed person authentication method.







	
Subjects

	
Accuracy (%)

	
FAR (%)

	
FRR (%)






	
1

	
85.4

	
8.0

	
6.4




	
2

	
92.1

	
3.1

	
4.6




	
3

	
84.0

	
6.8

	
9.0




	
4

	
83.9

	
7.1

	
8.9




	
5

	
90.0

	
6.6

	
3.3




	
6

	
84.6

	
3.8

	
5.7




	
7

	
86.5

	
5.7

	
7.6




	
8

	
88.2

	
4.5

	
5.2




	
9

	
87.3

	
6.2

	
3.1




	
10

	
90.7

	
3.6

	
2.4




	
Mean (Std)

	
87.3 (2.9)

	
5.5 (1.7)

	
5.6 (2.4)








Mean is the average; Std is the standard deviation.








Table 2. Performance of different brain areas.







	
Subjects

	
Accuracy of the Whole Brain

	
The Best Accuracy

	
Accuracy of FP1 and FP2

	
FAR (%)

	
FRR (%)






	
1

	
89.8

	
91.3

	
85.4

	
8.0

	
6.4




	
2

	
96.5

	
97.1

	
92.1

	
3.1

	
4.6




	
3

	
84.5

	
90.0

	
84.0

	
6.8

	
9.0




	
4

	
93.1

	
94.6

	
83.9

	
7.1

	
8.9




	
5

	
88.5

	
92.2

	
90.0

	
6.6

	
3.3




	
6

	
92.7

	
94.5

	
84.6

	
3.8

	
5.7




	
7

	
85.5

	
88.5

	
86.5

	
5.7

	
7.6




	
8

	
91.4

	
93.4

	
88.2

	
4.5

	
5.2




	
9

	
90.3

	
92.3

	
87.3

	
6.2

	
3.1




	
10

	
92.7

	
95.1

	
90.7

	
3.6

	
2.4




	
Mean (Std)

	
90.5 (3.6)

	
92.9 (2.5)

	
87.3 (2.9)

	
5.5 (1.7)

	
5.6 (2.4)








Mean is the average; Std is the standard deviation.










4. Discussion


Overlay analysis of the original signal is an important analysis method for visual event–triggered EEG signals, and intuitive changes of brain signals can be shown in brain topography maps. Figure 3 shows a topographic comparison of the brains of 10 subjects with two different stimuli. As can be seen from Figure 3, some subjects, such as subjects 1, 3, 4, 6, 7, 8, and 10, have certain differences in electrical activity produced in the frontal area of the brain. Additionally, the brain signal energy of the prefrontal area was obviously strong when the subject responded to self-photos, but it did not change much when the subject responded to non-self photos. These differences also exist in the Fisher distance map shown in Figure 5. In electrodes FP1 and FP2, the Fisher distance between the two classes is larger, so the use of electrical brain signal characteristics from the frontal region to authenticate a person is feasible.



Due to the fact that different brain areas have different functions, it may affect the classification accuracy as there are redundant features created by partial brain electrode areas for person authentication in this study. Table 2 shows the success rates of the whole brain area for each subject, the best success rates based on the best combination of electrodes for each subject and the success rates based on the FP1 and FP2 electrodes. It can be observed that the whole brain electrode areas were used to extract features, but could not obtain the best success rates. For the average accuracy, the best accuracy of 92.9% is higher than that of the FP1 and FP2 electrodes and also higher than that of the whole brain electrode areas. Therefore, it found that each subject have their own priority electrodes to hit the best classification accuracy for identifying person authentication. However, considering the robustness of this classification method about each subject, it may have potential applications of just using the prefrontal region electrode FP1 and FP2.



In recent years, more and more teams have worked on this problem, and using EEG brain signals to study personal authentication has yielded a great deal of research results. Related classification performances adopted in previous studies are listed in Table 3. As we can see, the average accuracy, based on all the electrodes, is 82.35%, including a 64-channel EEG data result. Meanwhile, Yeom [19] only used five electrodes, based on dynamic features, to identify personal authentication and obtained an accuracy of 86.3%. However, the corresponding FAR and FRR are all significantly higher than 10%, which implies that they contain high false positives and negatives of the reported inaccuracies. Meanwhile, the average accuracy of the different data sets collected from FP1 and FP2 in this paper is higher than 86.3%, and has a lower FRR of 5.6% and a slightly lower FAR of 5.5%, which implies that it possess better stability. For the above-mentioned methods, FuzzyEn-based classification greatly enhanced the detection performance. Considering the convenience of data acquisition, the present results imply that FP1 and FP2 electrode data, with analysis using FuzzyEn-based classification, are suitable for research in the identification of personal authentication.



Table 3. Performance comparison of the previous works.







	
Author

	
Method

	
Stimulus Type

	
Electrodes

	
Accuracy (%)

	
FAR (%)

	
FRR (%)






	
Yeom [19]

	
Dynamic feature

	
Visual stimuli (self and non-self faces)

	
Selected five electrodes

	
86.3

	
13.9

	
13.9




	
Liew [18]

	
Fuzzy-Rough Nearest Neighbor

	
Pictures

	
64

	
85.2

	
NA

	
NA




	
Abo-Zahhad [17]

	
Multi-level

	
relaxation, visual stimulation, and eye blinking

	
All

	
84.5

	
NA

	
NA




	
Miyamoto [42]

	
Alpha rhythm

	
Rest (with closed eyes)

	
All

	
79.0

	
21.0

	
21.0




	
Marcel [12]

	
Gaussian mixture models

	
Motor imagery

	
All

	
80.7

	
14.4

	
24.3




	
This paper

	
Fuzzy Entropy

	
Visual Stimuli (self-photos and non-self-photos)

	
Two electrodes (FP1 + FP2)

	
87.3

	
5.5

	
5.6










One important point concerns the electrodes selected by the Fisher distance. This process achieved similar recognition rates while requiring fewer electrodes. It is important to highlight that one process might obtain better recognition rates using a smaller number of electrodes; thus, the main goal of this work is to evaluate the Fisher distance in the context of electrode selection, as well as to show the importance of selecting electrodes in order to make such an approach more convenient and cheaper. The problem of channel selection in EEG-based biometric personal authentication was addressed.




5. Conclusions


The experimental results showed that a feature extraction method, based on fuzzy entropy, and a feature selection method, based on Fisher distance, can obtain higher classification rates using fewer electrodes located in the frontal region. This is an interesting observation which means that we can select electrodes close to the frontal region, where there is no hair, which are easy to place and have better recognition rates. It is important to emphasize that reducing the number of EEG electrodes while keeping higher classification rates is crucial for the effective use of EEG in biometric applications. In addition, the selected electrodes, FP1 and FP2, were placed in the frontal region. Our future work will involve combining different entropies to perform feature extraction and electrode selection in order to improve the overall authentication performance while selecting fewer electrodes, and will focus on analyzing the efficiency and convenience for each person for a number of times for identifying person authentication.
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