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Abstract: With the rapid development of artificial intelligence and Internet of Things (IoT) technolo-
gies, automotive companies are integrating federated learning into connected vehicles to provide
users with smarter services. Federated learning enables vehicles to collaboratively train a global
model without sharing sensitive local data, thereby mitigating privacy risks. However, the dynamic
and open nature of the Internet of Vehicles (IoV) makes it vulnerable to potential attacks, where attack-
ers may intercept or tamper with transmitted local model parameters, compromising their integrity
and exposing user privacy. Although existing solutions like differential privacy and encryption
can address these issues, they may reduce data usability or increase computational complexity. To
tackle these challenges, we propose a conditional privacy-preserving identity-authentication scheme,
CPPA-SM2, to provide privacy protection for federated learning. Unlike existing methods, CPPA-SM2
allows vehicles to participate in training anonymously, thereby achieving efficient privacy protection.
Performance evaluations and experimental results demonstrate that, compared to state-of-the-art
schemes, CPPA-SM2 significantly reduces the overhead of signing, verification and communication
while achieving more security features.

Keywords: federated learning; Internet of Vehicles; authentication; certificateless-based cryptography

1. Introduction

With the rapid development of intelligent transportation systems and Internet of
Things (IoT) technology, the Internet of Vehicles (IoV) has become an essential component
of smart cities [1]. IoV enables real-time sharing of traffic information and intelligent
coordination of vehicles through communication between vehicles and between vehicles
and infrastructure. Additionally, with the advancement of machine learning technology,
many automotive companies are leveraging machine learning in the IoV to provide more
intelligent and efficient services to users [2]. By collecting a large amount of vehicle
data to train models, they offer applications such as autonomous driving and traffic flow
prediction [3]. However, traditional centralized model training requires gathering vehicle
data to the central server for training. Since this vehicle data often contains a significant
amount of personal information, such as driving habits, travel routes, home and work
locations, many users are concerned about privacy breaches and are reluctant to send
their data to the central server [4]. Moreover, recent data security regulations prohibit
automotive companies from collecting user data without authorization. To address these
privacy concerns, federated learning (FL) has emerged as a solution [5]. FL is a decentralized
machine learning approach where multiple clients (such as smartphones, vehicles or other
devices) collaboratively train a shared model under the orchestration of a central server
while keeping the data localized [6]. Instead of sending raw data to a central server, each
client processes the data locally and only shares the model updates (like gradients or
parameters) with the central server. The server then aggregates these updates to form a
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global model. Currently, FL has been widely applied in various IoV scenarios, such as
trajectory prediction, advanced driver-assistance systems and traffic flow prediction and
management [7].

Although FL addresses the issue of data silos, researchers have found that without
proper protection of the transmitted model parameters, attackers can still infer privacy
information about user data [8]. Additionally, during the aggregation of parameters by the
central server, there is a risk that the server may attempt to infer original data information
from the uploaded model parameters. Moreover, due to the open nature of the IoV, attackers
can easily eavesdrop on and manipulate messages transmitted between vehicles, gaining
access to the vehicles’ real identities and further tracking their behaviors, posing a threat to
user privacy [9].

To address the issue of privacy leakage in federated learning, existing solutions are
mainly categorized into differential privacy (DP) [10-12] and encryption techniques [13-18].
DP protects the privacy of original data by adding random noise to model parameters.
Wei et al. [10] proposed a differential privacy-based federated learning framework, which
achieves different levels of differential privacy protection by adding artificial noise to client
parameters before aggregation. Zhao et al. [11] combined DP with federated learning,
proposing four localized differential privacy mechanisms to perturb gradients generated by
vehicles, thereby preventing privacy leakage. Zhou et al. [12] achieved high-level privacy
protection by adding noise and theoretically proved the convergence of their algorithm.
Although DP-based solutions have been extended to all machine learning algorithms in
deep learning, the added random noise can degrade model accuracy and extend the model
convergence time. Encryption-based solutions can be divided into homomorphic encryp-
tion and secure multiparty computation (SMC). Zhou et al. [13] combined differential
privacy, blinding and Paillier homomorphic encryption to resist model attacks and achieve
secure aggregation of model parameters. Ma et al. [14] proposed a dual-trapdoor homo-
morphic encryption scheme, ShieldFL, which can defend against model poisoning attacks
and protect privacy. They also introduced a secure cosine similarity method for Byzantine-
robust aggregation. Hijazi et al. [15] introduce four different fully homomorphic encryption
(FHE)-based methods for FL, which securely transmit model parameters in encrypted
form, thereby enhancing robust privacy and security protection. Zhang et al. [16] present
a lightweight dual-server secure aggregation protocol based on secret sharing, achieving
both privacy protection and Byzantine robustness. A typical example is secret sharing.
This method reduces computational overhead compared to homomorphic encryption but
increases the number of communication rounds and communication overhead, thereby
hindering the training efficiency of federated learning. Furthermore, encryption-based
solutions prevent the cloud server from directly accessing plaintext local model parameters
during aggregation. This hinders integration with Byzantine-robust federated learning
defense mechanisms [17,18], as existing Byzantine-robust defense mechanisms focus on
computing similarities directly on plaintext model parameters. Therefore, it is necessary
to research a privacy-preserving federated learning solution suitable for the IoV that can
balance efficiency and practicality.

To ensure the authenticity and integrity of communication data in the IoV, many
identity-authentication protocols have been proposed [19]. Currently, existing identity-
authentication protocols in the IoV can be primarily categorized into three types: public key
infrastructure-based (PKI-based) [20], identity-based (ID-based) [21-24] and certificateless-
based [25-28]. PKI-based identity-authentication protocols bind a vehicle’s identity to its
public key through digital certificates. Vehicles use their private keys to sign messages,
and verifiers use the public keys from the vehicle’s digital certificates to verify the sig-
natures. The main drawback of this method is the significant storage and maintenance
overhead associated with managing a large number of digital certificates and certificate
revocation lists. Identity-based authentication protocols directly use the vehicle’s identity
information as the public key, thereby avoiding the overhead of certificate management and
maintenance. Zhao et al. [22] proposed an identity-based federated learning collaborative
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authentication protocol for shared data, achieving efficient anonymous authentication
and key agreement between vehicles and other entities. Zhang et al. [23] proposed an
ID-based conditional privacy-preserving identity-authentication scheme that does not re-
quire bilinear pairings or hash-to-point operations, enabling efficient vehicle authentication.
Kanchan et al. [24] proposed a federated learning algorithm based on group signatures,
enhancing the protection of node identities. Although ID-based identity-authentication
schemes can achieve efficient vehicle authentication, they have the issue of key escrow.
Therefore, certificateless identity-authentication schemes have been proposed as a promis-
ing solution. However, this approach has a key escrow problem, as the Trusted Authority
(TA) has full control over the vehicle’s private keys and can generate legitimate signatures
for any vehicle. To address the key escrow issue, certificateless authentication protocols
have been proposed. In these protocols, a vehicle’s private key consists of two parts: one
part is a secret value selected by the vehicle itself, and the other part is a partial private key
generated by TA. Lin et al. [25] proposed a certificateless authentication and key agreement
protocol for IoV based on blockchain. This protocol utilizes the decentralized architec-
ture of blockchain to achieve decentralized trusted third-party services, thus mitigating
issues such as single-point failure and the risk of trusted third-party disclosure. It aims to
achieve efficient authentication between vehicles. Jiang et al. [26] proposed a certificateless
anonymous identity-authentication scheme, which aims to anonymize the relationship be-
tween terminal identities and data. However, the use of bilinear pairing operations affects
authentication efficiency. Ma et al. [27] extended Jiang’s work by proposing a certificate-
less identity-authentication scheme that does not require bilinear pairing operations and
supports batch verification. However, this scheme lacks dynamic member-management
capabilities, and the pseudonyms generated by vehicles cannot be dynamically updated.
Currently, most existing certificateless authentication protocols use bilinear pairing op-
erations or do not support batch verification, leading to low authentication efficiency.
Additionally, most certificateless authentication protocols are independently designed and
are not integrated with existing international standard cryptographic algorithms, making
them inconvenient for practical application and widespread adoption. Therefore, it is
necessary to study an efficient authentication protocol to establish a secure communication
environment for the IoV.

To address the aforementioned challenges, we propose a conditional privacy-preserving
authentication scheme called CPPA-SM2, which provides secure authentication and privacy
protection for vehicle communication and federated learning in the IoV. Specifically, it is based
on the fact that if vehicles send messages and participate in training anonymously, even if
attackers or the cloud server obtain the plaintext local model parameters and infer some data
information, they cannot associate this information with a specific real vehicle identity, thus
achieving privacy protection. Our main contributions are as follows:

e  We propose a Conditional Privacy-Preserving Authentication scheme, CPPA-SM2, and
integrate it with federated learning. Vehicles participate in federated learning training
anonymously, obfuscating the link between local model parameters and the vehicle’s
real identity, thus achieving privacy protection. Unlike existing privacy-preserving
federated learning schemes, it does not require time-consuming encryption operations
or add random noise that affects model performance. It maintains the efficiency
of federated learning and has the potential to be integrated with Byzantine-robust
defense mechanisms.

e CPPA-SM2 is a certificateless identity-authentication scheme based on Elliptic Curve
Cryptography, SM2 and the Chinese Remainder Theorem. It can verify the authenticity
and integrity of the local model parameters uploaded by vehicles and supports batch
verification. Unlike existing certificateless identity-authentication schemes, it integrates
with the standard SM2 digital signature algorithm, facilitating practical application.
Dynamic member management is achieved through the Chinese Remainder Theorem.
When a malicious vehicle is detected in the system, TA can use the system master secret
key to trace its real identity and then revoke it from the federated learning system.
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e  We conducted a security proof and an informal security analysis of the CPPA-SM2
scheme. Additionally, we evaluated its performance through experiments and com-
pared it with other schemes. The experimental results show that CPPA-SM2 can
achieve efficient and secure authentication for vehicles while providing privacy pro-
tection for federated learning.

The remainder of this paper is organized as follows. Section 2 presents the notation
definitions, mathematical background, system model, threat model, security model and
design objectives. Section 3 details the implementation of the CPPA-SM2 scheme. Section 4
provides the correctness and security proof of the CPPA-SM2 scheme along with an informal
security analysis. Section 5 evaluates the performance of the CPPA-SM2 scheme and
compares it with other schemes. Section 6 concludes the paper.

2. Preliminaries

In this section, we mainly introduce the preliminary knowledge, system model, threat
model, security model and design goals. The relevant symbols used in this paper are
explained in Table 1.

Table 1. Notations and definitions used.

Notations Definition
A Security parameter
s System master secret key
Pyup System public key
(pkra,skra) TA’s public and private key pair

(pkrsu, skrsu) RSU'’s public and private key pair
Vi The i-th vehicle
K Group key
(B, Dpun) Group public key
(Xi,Y;) Vehicle V;’s full public key
(xi, 1) Vehicle V;’s full private key
sk; Vehicle V;’s secret key
RID; Vehicle V;’s real identity
PID; = (PID;1,PID;,) An pseudo-identity of vehicle V;
T; Current timestamp
T, Arrival time
AT The validity period of the pseudo-identity
Tx The validity period of the group key
Hy,Hy, H3, Hy, Hs Five one-way hash functions
sgk; The signature key for vehicle V;
Il Concatenation operation
SIG Signature algorithm
w! The local model parameters of vehicle V; in round ¢
ngsuj The local model parameters aggregated by RSU; in round ¢
Wéﬁml The global model for round t 4 1

2.1. Chinese Remainder Theorem

The Chinese Remainder Theorem (CRT) [23,28] is a theorem of number theory that
allows one to solve systems of simultaneous congruences with different moduli. It asserts
that if one knows the remainders of the division of an integer by several pairwise coprime
integers, then one can determine uniquely the remainder of the division of that integer by
the product of these integers, under certain conditions.

Letskq, sk, ..., sk, be pairwise co-prime positive numbers and /1, I, . . . [, be any given
n positive integers. Then, CRT asserts that the following simultaneous congruence equation

X =1l mod ski, X = I, mod sk», ..., X = [, mod sk;, (1)
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has a unique solution X module 6, where 6 = skysk - - - sk, = []"_; sk;, and the X can be
obtained by the following equation:

n
X = Z liaibi(mode), (2)
i=1

where a; = 0/sk; and b; = (ai)flmodski.

2.2. Elliptic Curve Cryptosystem

Consider a finite field F, determined by a prime number p. Let E(F,) be a set of elliptic
curve points over F, defined by the equation y*> = x° + ax + b mod p, where a,b € F, and
(4% +27b%) mod p # 0. The elliptic curve E(F,) includes both scalar multiplication and
point addition operations. G is an additive cyclic group with order 4. The Elliptic Curve
Discrete Logarithm Problem (ECDLP) is defined as follows: Given two random points
P,Q € G on elliptic curve E (Fp), where Q = xP,x € Z:; , it has been proven that calculating
x from Q is computationally difficult. In other words, it is infeasible to find x in polynomial
time with a non-negligible probability [29,30].

2.3. SM2 Digital Signature Algorithm

The SM2 digital signature algorithm [31] is a public key cryptographic algorithm based
on elliptic curve cryptography, developed by the Chinese State Cryptography Administra-
tion. It is part of the Chinese National Standards (GB/T 32918.1-2016) [32] and is widely
used for secure communications in China. The SM2 digital signature algorithm consists of
three main phases: Key Generation, Signature Generation and Signature Verification.

e Key Generation (params) — (da, P4): Assume the signer of the message is user A.
TA chooses the elliptic curve parameters param = (p,a,b,q,G), selects a random
integer d4 € [1,n — 1] as the private key and calculates the public key P4 = d4G for
user A.

e  Signature Generation (params,m,ds) — 04: Given a message m. A computes Z4 =
H(lenip,||IDlla||b||G||Pa) and e4 = H(Z4||m), where lenjp, represents two bytes
converted from the bit length of user A’s identity ID 4, a and b are elements in F, that
define an elliptic curve over E(F;), G denotes the base point in the elliptic curve group
G and P, denotes user A’s public key. Then, A randomly chooses k4 € [1,n — 1],
calculates K4 = k4 -G = (x1,y1) and r4 = (e4 + x1) mod g. Finally A calculates
sa=(ka—ra-da)/(1+ds) mod g, where d 4 denotes user A’s private key. User A’s
signature on the message mis 04 = (r4,54).

e  Signature Verification (params,m,os,Pa) — true or false: Assume the verifier of
the signature 04 is user B. Given user A’s signature 04 = (r4,54) on message
m,ifrg ¢ [1,n—1] or sy ¢ [1,n—1] , B outputs false and exits. Then B com-
putes Z4 = H(lenIDA||IDA| |a| |b |GHPA), ea = H(Z,||m) and calculates t4 = (14 +
sa) mod q. If t4 = 0, B outputs false and exits. Finally, B calculates sq4G + t4Py =
(¥',y)) = Ky and R = (eq + x7) mod q. If R = ry4, B outputs true; otherwise, it
outputs false.

2.4. System Model

In the IoV, a federated learning system primarily includes four entities: a trusted
authority (TA), cloud server (CS), roadside units (RSUs) and vehicles, as shown in Figure 1.

TA: This is a trusted third party, typically the trafficc-management department. It is
primarily responsible for system initialization, registration of vehicles and RSUs, generating
related keys for them and managing identities. In this paper, when a malicious vehicle
uploads false local model parameters or forges identity information, the TA can trace its
real identity and revoke it from the system.

Vehicles: These are the data owners and participants in federated learning. They use their
locally collected data to train the global model received from CS, and then upload the local
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model parameters. In this paper, vehicles participate in federated learning using pseudonyms,
sign the locally trained model parameters and then send them to the nearby RSU.

RSUs: These verify the authenticity and integrity of the local model parameters
uploaded by vehicles. They use the Fed Avg algorithm [5] to perform local aggregation on
these parameters to obtain local aggregation results, which are then uploaded to the cloud
server for global aggregation. Additionally, they broadcast the global model issued by TA
to the vehicles within their communication range.

CS: Upon receiving the local aggregation results uploaded by RSUs, CS uses FedAvg
to perform global aggregation to obtain the global model for the next round of training.
The new global model is then distributed to the vehicles to begin the next training round.
Through multiple iterations, the performance of the global model can be improved, enabling
the cloud server to utilize the results for practical predictions, judgments and applications.

———  Wired connection

—“"‘i;"’ WirelLess connection

Figure 1. Authentication scheme based on CPPA-SM2 for IoV.

2.5. Threat Model and Security Model

In the threat model, CS and RSUs are considered honest-but-curious. This means
they will honestly follow the protocol to verify vehicle identities and the authenticity and
integrity of model parameters, and they will aggregate local models to obtain the global
model [33]. However, they are curious about the private data owned by the vehicles
and may attempt to recover the vehicles’ original data and reveal their true identities by
analyzing the received model parameters. Therefore, they might pose a threat to vehicle
privacy. Vehicles may be malicious and can launch free-riding attacks and data-poisoning
attacks by uploading false model parameters. They may also forge identities and signatures
to attempt to have fake messages successfully authenticated by RSUs. Additionally, they
might try to infer the privacy information of other vehicles. Attackers can fully control the
wireless communication channels between vehicles, RSUs, TA and CS. They can intercept
messages on the channel, tamper with messages, replay old messages and attempt to
impersonate other vehicles to send messages [34].

Based on the aforementioned threats and the certificateless signature security
model [27,28,30], our proposed security model is as follows. The hash functions used
in this model are assumed to be random oracles.
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In the security model, we consider two types of adversaries, .A; and Aj;. Aj can
launch public key-replacement attacks but cannot access system master secret key s. Aj;
can access the system master secret key but cannot perform public key-replacement attacks.
Both types of adversaries will engage in two separate games with the challenger C.

Game 1: This security game is executed between Aj and C. C initializes the system
using the security parameter A generating system master secret key s and system public
parameters param. C secretly keeps s and sends the public parameters to A;. Aj can
perform the following queries.

- Hash queries: Upon receiving a query from .4;, C returns the corresponding hash
values to Aj.

- Partial-Private-Key-Extract-queries: Upon receiving a query with a pseudonym PI1D;,
C returns the partial private key y; of the vehicle to A;.

- Public-Key-Extract-queries: Upon receiving a query with a pseudonym PID;, C returns
the public key (X, Y;) of the vehicle to A;.

- Secret-Value-Extract-queries: Upon receiving a query with a pseudonym PID;, C
returns the secret value x; of the vehicle to A;.

- Public-Key-Replace-queries: Upon receiving a query with (PID;, (X!, Y!)), C replaces
public key with the new public key (X!, Y7).

- Sign queries: After receiving a query from A with { PID; 1, PID;,, M;, T;}, C responds
with a signature o;.

- Forgery: Once Aj has completed the desired queries, it outputs {M;‘ ,PID},, PID},, T, 0 }
under the pseudo identity PID*. A; wins the game if the following conditions are met:

- 0] passes verification.

- Partial-Private-Key-Extract-queries oracle has not received the request with PID? .

*

- Sign queries oracle has not received the request with {Ml*, PID},,PID;,, T} }

Definition 1. CPPA-SM2 is existentially unforgeable under adaptive chosen-identity and chosen-
message attacks if no polynomial-time adversary Ay can win the above game with non-negligible
advantage.

Game 2: This security game is executed between A;; and C. C initializes the system
using the security parameter A generating system master secret key s and system public
parameters param. C sends them to Ajj.

- Query: Ajr can perform all the queries from Game 1 except for Public-Key-Replace-queries.
- Forgery: Once Ajr has completed the desired queries, it outputs {Ml*, PI lejl, PI DZZ, TF, oF }

1 1
under the pseudo identity PID*. Aj; wins the game if the following conditions are met:
- 0] passes verification.

- Secret-Value-Extract-queries oracle has not received the request with PID;".

- Sign queries oracle has not received the request with {Ml*, PID},, PID},, T} }

Definition 2. CPPA-SM2 is existentially unforgeable under adaptive chosen-identity and chosen-
message attacks if no polynomial-time adversary Ay can win the above game with non-negligible
advantage.

2.6. Design Goals

Under the security model, CPPA-SM2 primarily has the following design goals:

Anonymity and Privacy-Preserving: CPPA-SM2 should protect the privacy of vehicles
participating in federated learning training. No entity other than TA should be able to infer
the true identity of the vehicles.

Authenticity and Integrity: CPPA-SM2 should ensure that the local model parameters
received by RSUs are from legitimate vehicles and that they have not been tampered with
during transmission.
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Un-linkability: Attackers cannot link any two messages sent by the same vehicle.

Un-forgeability: Attackers cannot forge signatures of other vehicles on messages,
allowing RSUs to successfully verify the signatures.

Non-repudiation: Once a vehicle uploads local model parameters and they are authen-
ticated, the vehicle cannot deny its contribution to the global model.

Forward Security: When a vehicle joins a group, it cannot access communications that
occurred before its joining, meaning it cannot participate in previous federated learning
training processes of the group.

Backward Security: When a vehicle leaves the group or is revoked by the TA, it cannot
participate in the current model training process or access communications that occur after
its departure from the group.

In addition to achieving the aforementioned security goals, CPPA-SM2 should also
have efficient authentication efficiency and lower communication overhead to adapt to the
communication environment of IoV. In particular, when a large number of vehicles participate
in federated learning training, RSUs should be able to authenticate them in batches.

3. The Proposed Scheme

In this section, we present a certificateless conditional privacy-preserving identity-
authentication protocol based on CRT and the SM2 digital signature algorithm, named
CPPA-SM2. CPPA-SM2 aims to provide privacy protection for vehicles participating in
federated learning. It consists of five phases: system initialization, registration, message
sign, message verification and group member management. First, TA initializes the system
and publishes the system’s public parameters. Then, vehicles and RSUs register with
TA before participating in communications. Through registration, they obtain the public
and private keys required for subsequent communications. In the message signing phase,
vehicles train a model based on their local datasets and then sign the local model parameters
before sending them to RSU. RSU, upon receiving the local model parameters from nearby
vehicles, verifies the signatures and aggregates the verified local model parameters to
obtain a local aggregation result. RSU then sends this local aggregation result to CS for
global aggregation, resulting in the next round of the global model. If a malicious vehicle
is detected uploading malicious model parameters or forging signatures, TA can trace its
identity and revoke it from the system. The overall workflow of CPPA-SM2 is illustrated in
Figure 2 and Protocol 1. The details of the scheme are as follows.

Protocol 1 CPPA-SM2

@®  System Initialization

For TA:

1: Use A to generate two large prime numbers p and 4.
2: Randomly select s € Z; and calculates Py, = s - G.
3: Choose five one-way hash functions H; = {0,1}* — Z%,i =1,2,3,4,5.

4: Publish param = { p,0,E(Fp), G, G, Z;, Py, Hy, Ho, H3, Ha, H5}.

@  Registration
For each vehicle:

1: V; randomly selects x; € Z7, calculates X; = x; - G and send (RID;, X;) to TA.
2: Upon receiving (RID;, X;), TA calculates h; = Hy(Xi[|Ppup), yi =s - hi, Y; = y; - G and randomly selects sk; € Z7. Then, TA

sends y;, Y; and sk; to V.

3: V; sets (X;,Y;), (x;,y;) and sk;.
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Protocol 1 CPPA-SM2

For each RSU:
1: RSU; sends IDggy;j to TA.
2: TA generates a pair of public and private keys (SkRSUjr pkrsu,) and sends them to RSU;.
3. RSUj sets (SkRSUi/ kasuj).
For TA:
n

1: Calculate 6 = [T} sk;, a; = 0/sk;, b; = (ai)_l mod sk; and setc; = a; - b, u =Y c;.

i=1
2: Randomly pick a group key K € Z; and calculate the group publickey p = K- u and Dy, = K- G.
3: Sign B, Dpyp and the K’s valid period Tk using its private key skr4 and broadcast the information

{/3, Dpub, SIGskr, (BlIDpus| |TK)} to vehicles and RSUs in C,.

®  Message Sign

For each vehicle:

1: Vj; trains the global model Wéz oba) USING its local dataset D; to obtain the local model parameters W/.

2: V; randomly selects ¢; € Z; to generate a pseudo identity PID; = (PID;1,PID;,), where PID;; = ¢; - G and

PID,‘,Z = RIDI‘ (&) H2(C,' . Ppub)'

3: V; calculates Z; = Hy(lenpip,,||PID;||al|b]|G||X;), ¢; = Ha(PID;1||T;) and sgk; = y; + Z; - K+ x; - ;.

4: V; randomly selects k; € Z7, calculates K; = k; - G = (x1,y1) e; = Hs5(Z;] |Wf\Ti) , i = e; + x1 mod q and

s; = (1+sgk;) - (kj — r; - sgk;) mod .

5. V; obtains the signature ¢, = (r;,s;) of W/ and sends messages {W', ", (X;,Y;), PID;, T;} to the nearby RSU;.

®  Message Verification

For each RSU:

1: Upon receiving the messages {Wti, (Tti, (X;,Y;), PID;, T,«} from V;, RSU; first checks the validity of timestamp. If AT > T, — T;
where T, represents the arrival time, continues; otherwise, discards.

2: RSU; calculates Z; = Hz(lenprp,,||PID;s||a|[b]|G|X;), e; = Hs(Z;||W!||T;), ¢; = Hs(PID;1[|T;), t; = r; +s; mod g and
K' = (xpy1) =si- G+t [Yi+Zi- Dypup + 9 - Xi.

3: RSUj checks the equality of R = ¢; + xﬁ = r; for authentication and validity.

4: RSUj uses the Fed Avg algorithm to locally aggregate the verified local model parameters {wt,wt,...,W!}, producing a local
aggregation result Wésuj < Fed Avg(W!,n).

5: RSU; signs this result with its private key and sends messages {szsu/, SIG
For CS:

1: CS performs a global aggregation on the verified local aggregation results {Wltzsulf Wltzsuzf R WIt{sum} to obtain the global

t+1 t
model ngobal — FedAvg(WRsuj,m).

(Whey,)} to CS.

skrsu;

2: CS signs the global model with its private key and sends messages {W{éﬁi a1 STGskes (W(éﬁ, 1)} to the vehicles within the
communication group via RSUs.

®  Group Member Management

Trace:

1: TA uses the system’s master private key s to recover the vehicle’s true identity RID; = PID;, ® Hy(s - PID;1).

Revoke:

1. TA first removes ¢; related to V; from u by computing 1’ = u — ¢;.

2: TA randomly selects a new group key K’ € Z5, calculates new group public keys B =K' -u' and D; . = K - G, and broadcasts

the updated information {g', D! ,, SIGg., (B'| |D;mb\ |Tk) } to vehicles and RSUs in Cy,.

pub’
Add:
1. TA randomly selects a new group key K’ € Z; and calculates 0’ = 0 - f;, a; = 0'/ f;, b} = (a;)f1 mod sk;, ¢; = a’ - V', and
n
=Y c.
i=1

/

pub = K’ - G, and broadcasts the updated information

2. TA computes new group public keys g/ = K’ - v/ and D
(6,01, TGty (8Dl [T} i G,
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Figure 2. Workflow of CPPA-SM2.

3.1. System Initialization

TA uses a security parameter A to generate two large prime numbers p and g, where
p > q,q9 < [p/4]. Let E(F,) denote an elliptic curve over the finite field F, and G
denote a base point on the elliptic curve E(F,) with order q. Let G be an additive cyclic
group generated by G. TA randomly selects s € Z7 as the system master secret key and
calculates the system public key Py, = s+ G. Then, TA chooses five one-way hash functions
H; = {0,1}" — Z},i=1,2,3,4,5. TA secretly holds s and publishes the system’s public

parameters param = {p, q9,E(Fy), G, G, Z3, Py, H1, Hy, H3, Hy, HS}-

3.2. Registration

In the registration phase, both vehicles and RSUs need to register with TA to obtain
the relevant keys for subsequent communications. We assume that TA is fully trusted and
that the entire registration phase is conducted over a secure channel, eliminating the risk of
privacy leaks and security attacks.

3.2.1. Vehicle Registration

For a vehicle V; with its real identity RID;, it first randomly selects x; € Z;‘ as its
secret value and calculates X; = x; - G as its first part of the public key. Then, V; sends
(RID;, X;) to TA. Upon receiving (RID;, X;), TA calculates h; = Hy(Xi||Pyup), yi = s - hi
and Y; = y; - G, where y; and Y; serve as V;’s partial private key and the second part of the
public key. In addition, TA randomly selects a prime number sk; € Z; as a secret key for
Vi. Completing these computations, TA returns y;, Y; and sk; to V;. Upon receiving y;, Y;
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and sk;, V; sets (x;,y;) as its full private key, (X;, Y;) as its full public key and uses sk; for
subsequent group communications.

3.2.2. RSU Registration

For a roadside unit RSU; with its identity IDgsy;j, TA generates a pair of public and
private keys (sk RSUj/ pk RSUj)- Then, TA distributes them to RSU;. Here, we assume that all
vehicles know the public keys of TA and RSUs.

3.2.3. Group Key Generate

To ensure that the uploaded local model parameters come from legitimate vehicles
and to support efficient group communication, TA constructs a communication group C,
for them based on the secret keys sk; of n vehicles and CRT. TA first calculates 6 = [T/ sk;,

n
a; = 0/skj and b; = (al-)f1 mod sk;. TA sets ¢; = a; - bj, u = ) c;, wherei = 1,2,...,n.

Then, TA randomly picks a group key K € Z; and calculates thel glroup publickey p = K-u
and D, = K- G. TA signs B, Dy, and the K’s valid period Tk using its private key skr4
and broadcasts the information {8, Dup, SIGsk,, (Bl|Dpup||Tk)} to vehicles and RSUs in
Cp. Once receiving the broadcast information, any authorized vehicle in C,, can obtain K by
performing a modulus operation K =  mod sk; according to CRT.

3.3. Message Sign

In the t — th round of training, the vehicle V; trains the global model ng oba1 USINg its local
dataset D; to obtain the local model parameters W/, i.e., W! Wgtl bal — UVE(W; obat Di) -
Before sending the local model parameter W/ to the nearby RSUj, the vehicle V; signs it as
follows to ensure the authenticity and integrity of W/.

Vi randomly selects ¢; € Z; to generate a pseudo identity PID; = (PID;;, PID;>),
where PID;; = ¢;- G and PID;, = RID; ® Ha(c; - Ppyp). Then, V; calculates Z; = Hj
(lenpip,,||PID;z|lal|b]|G||X;), ¢; = Ha(PID;;||T;) and signature key sgk; = y; + Z; - K+
x; - ¢;, where lenp ID;, represents two bytes converted from the bit length of PID;,, a
and b are elements in F, that define an elliptic curve over E(F,) and T; represents the
current timestamp. Next, V; randomly selects k; € Z; and calculates K; = k;- G =
(x1,51) & = H5(Z;||W/|T;), r; = ¢; + x; mod g and s; = (1 + sgk;) ™" - (k; — r; - sgk;) mod g.
For simplicity, we omit the notation t of PID;, Z;, ¢;, sgki, K;, e;, r; and s;. Finally, V;
obtains the signature o, = (r;,s;) of W} and sends messages {W',¢", (X;,Y;), PID;, T;} to
the nearby RSU;.

3.4. Message Verification
3.4.1. Single Message Verification

Upon receiving the messages {th_, O'tl_, (Xi,Y;), PID;, T;} from V;, RSU, first checks the
validity of the timestamp. If AT > T, — T;, where T, represents the arrival time, it contin-
ues; otherwise, it discards. Then RSU; calculates Z; = Hj(lenpip,, ||PID;||al[b]|G||X;),
e; = H5(Z||W}||T;), @i = Ha(PID;1||T;), t; = ri +s;mod g and K/, = (x{,y]) = s;- G +
ti - [Y; + Zi - Dpup + @i - X;]. Finally, RSU; checks the equality of R = e; + x] = r; for
authentication and validity.

3.4.2. Batch Messages Verification

When receiving a batch of messages {W!,¢1,(Xy,Y1), PIDy, T1 }, {W}, 04, (X2, Y2),
PID,, To}, ..., {W},0t, (Xu, Yn), PIDy, Ty} from the vehicles {Vy, V5, ..., Vi }, RSU; first
checks the validity of timestamp T;, wherei = 1,2, ..., n. If T; is valid, it continues; other-
wise, it discards. To prevent confusion attacks while ensuring non-repudiation, CPPA-SM2



Entropy 2024, 26, 590

12 of 23

uses a set of small exponents {vy, vy, ..., v, } for batch verification [23,35], where v; € [1, 21]
and t is a small integer. Next, RSUj calculates

n

xl,yl Z v; - s
i—1 i

M:
™=

(vi-t;-Y;) +

n
(vi-ti-Zi) - Dypup + Y (vi - ti - 9i - Xi), (3)
1 ] i=1

1

n n
and checks whether R = ¥ (v; - ¢;) + %} = ¥ (v; - r;) holds or not. If true, all messages are
i=1 i=
valid; otherwise, some of these messages are invalid. The detection algorithm for invalid
message signatures has been proposed in [36]. The details of this algorithm are beyond the

scope of this paper.

3.4.3. Local Model Aggregation

RSUj uses the FedAvg algorithm to locally aggregate the verified local model parame-
ters {W', Wt ..,W! 1, producing a local aggregation result Wfasu]_ < Fed Avg(W!,n),
where i € [1, n] and n denotes the number of vehicles participating in the training
within the RSU;’s range. It then signs this result with its private key and sends mes-
sages {Wltzsujf SIGge (Wltisuj)} to CS. Upon receiving the local aggregation result Wltasuj

j

from RSUs, CS verifies its validity. It then performs a global aggregation on the ver-
ified local aggregation results {ngsul, Wisty -+ -+ Wltzsum} to obtain the global model

Wé;;}ml <+ Fed Avg(W Rsu ,m), where j € [1,m] and m denotes the number of RSUs. CS

signs the global model with its private key and sends messages {Wg;;i a1 S1Gskr (Wé;;i a) )

to the vehicles within the communication group via RSUs.

3.5. Group Member Management
3.5.1. Trace

When RSU; detects that a vehicle V; has uploaded malicious local model parameters
or has engaged in identity forgery, it sends the vehicle’s pseudonym PID; to TA. TA
then uses the system’s master private key s to recover the vehicle’s true identity RID; =
PID;> ® Hz(S . PIDi,l).

3.5.2. Revoke

Upon obtaining the true identity RID; of the malicious vehicle V;, TA can completely
remove it from the federated learning system by revoking its legitimate information from
the group. TA first removes c; related to V; from u by computing u’ = u — ¢;. Then, TA ran-

domly selects a new group key K’ € Z;, calculates new group public keys g’ = K’ - u’ and
D;ub = K’ - G and broadcasts the updated information {g’, D’ pubr S1Gsker (B'||D! ub| [Txr)}
to vehicles and RSUs in C,. Upon receiving {f/, D;,ubrSIGskTA(ﬁ/HD;mbHTK’)}/ the re-
maining vehicles in C, can use their secret key sk; to compute the updated group key
K’ = B’ mod sk;. Since u' no longer contains the legitimate information of V;, it cannot
compute the new group key K’. When a vehicle leaves the communication group C,, TA
can also revoke it in this way.

3.5.3. Add
When a vehicle V; applies to join the federated learning system, TA randomly selects

a new group key K’ € Zj and calculates 0’ = 0 f;, a; = 0'/f;, b} = (a;)f1 mod sk;,
n

c;=a' b andu’ = Y cj. Then, TA computes new group public keys g’ = K’ - u’ and
i=1

D;:ub = K’ - G, and broadcasts the updated information {p’, D’ pubr STGsker (B'||D! ub| [Tx)}

in C,. Upon receiving {p/, D’ pubr S1Gskry (B ||D ! Tkr)}, vehicles in Cy, it calculates the

updated group key K’ = p'modsk;.
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4. Correctness and Security Proof and Analysis

In this section, we first provide a proof of correctness for the proposed scheme. Then,
under the random oracle model, we prove the security of the scheme. Finally, we conduct
an informal security analysis of the scheme.

4.1. Correctness Proof

The correctness verification of the single message signature is ensured by
Equations (4) and (5).

=5 G+t [Yi+Zi- Dypup + ¢i - Xi]

=5i- G+ (ri +5)[Yi + Zi - Dpup + @i - Xi

=5 G+1; [Yi+Zi  Dpyp + @i - Xi] +8i - [Yi + Zi - Dpup + @i - Xi

= 'G(1+yz+z K+@i-xi) +ri-Glyi + Zi - K+ ¢ - x;)

:(1+58k (kz—fz sgki) - G- (1+sgk;) +1i- G- (sgki) (4)

= (14sgk) ki~ G- (1+sgki) — (1+sgk;) " -r;-sgki - G- (14 sgk;) + ;- G - (sgk;)

ki -
ki -
K

-G —ri-sgki-G+r;- G- (sgk;)

o

(x1,y1)
R:el-—f—x’l:ri:ei—kxl 5)

The correctness verification of the batch message signatures is ensured by
Equations (6) and (7).

=1

n n
= (xLy)) = (,Elvi 'Si) G+ <Z it [Yi+Zi'Dpub+fPi'Xi]>
1= 1

)+
(1 —i—sgki)*l (ki —r;-sgki) - G- (1 + sgk; )) + <iﬁl v 1+ G- (sgki)>
G )

n
-G+(Z vi'(7i+si)'[Yi+Zi'Dpub+‘Pi'Xi])

Si) -G+

G(l4+y,+Z;-K+¢;-x

—_

i=

n n
(,Zlvi'fi [Yi+Zi- Dypup + @i - Xi]) + (‘Zlvi‘si Yi+Zi - Dypup + i - Xi])
1= 1=
(sz i (yi+Zi'K+§0i'xi)>

)(m r-sghi G +(2vz - '(sgka)

1

.ki.G>

)

= (x1,¥1)

RZ(i”i'@)"‘xi:(f?}i‘ri):<ivi'€i>+x1 (7)
i=1 i=1 i=1

Based on the signing and verification process, if the local model parameter W/ and
signature Utl, = (r;,s;) transmitted by the vehicle V; have not been tampered with and the
signature o, = (r;, s;) is generated using the legitimate vehicle’s private key, then according
to (4)—(7), RSU can correctly compute that K; = k; - G = (x,11) = K’ ., thereby making
R=¢i+x] =1 =e+x.

The correctness of legitimate vehicles in C;,, obtaining the correct group key K is
ensured by Equation (8).
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ﬁ(mod Skl‘)

= K- u(mod sk;)

=K-(ay-b1+...+a, - by)(mod sk;) (8)
=K- a; - bi(mod Sk,‘)

=K

When vehicle V; is revoked from the group C, by TA, since ' = u —¢; = (a3 - by +
...+ ay - by) — a; - b;, the revoked vehicle will be unable to obtain the correct group key
according to Equation (9).

B’ (mod sk;)

= K’ - u'(mod sk;)

=K. (ﬂ] -b1+...+an-bn—ai-bi)(modski)
# K

4.2. Security Proof

The security of CPPA-SM2 relies on the ECDLP. In the random oracle model, if there
exist adversaries A and Aj; who can win games 1 and 2 with non-negligible probabilities,
respectively, then there exists a probabilistic polynomial-time simulator that can solve the
ECDLP with non-negligible probability.

Theorem 1. CPPA-SM? is existentially unforgeable under adaptive chosen-identity and chosen-
message attacks against Ay with the assumption that ECDLP is hard to resolve.

Proof of Theorem 1. Let C be the solver of the ECDLP. Suppose that .4; can succeed in

forging a valid signature by interacting with C. C utilizes A; to solve the ECDLP. Here, we

give an ECDLP instance {G, G’ = ¢ G}. C executes the simulation to compute g through
interacting with Ay as follows.

- Setup: Oninput {G, G}, C sets Ppup = G’ and returns {p,q, E(F;), G, o+ Ppup, H, Ha,
Hj, Hy, Hs} to Ap. Aj selects PID; = (PID;1, PID;,) as a target vehicle. In addition,
C maintains five lists L = {PIDi,lrplDi,eriryir Xi,Y,'}, LH1 = {hir Xi/Ppub}r LH3 =
{Zl‘, len(PID,-,z), PIDi,Zr a, b, G, Xi}/ LH4 = {qo,», PIDl"l, Tl}, LH5 = {61‘, Zl‘, M,‘, Tz}/ which
are empty initially.

- Query: Aj can adaptively make the following queries:

- Hj-queries: After receiving the queries from Aj with {X;, P, }, C checks whether
{Xi, Pyup} exists in Ly, . If it does, C returns h; to Aj. Otherwise, C selects h; € Z;
randomly and adds {h;, X;, P, } to Ly, Then, C returns h; to Aj.

- H3-queries: When receiving the queries with {len(PID;,), PID;,,a,b,G, X;} from A, C
checks whether {len(PID;,), PID;,,a,b,G, X;} exists in Ly, If it does, C returns Z; to
Ay. Otherwise, C selects Z; € Z; randomly and adds {Z;, len(PID;), PID;3,a,b, G, X;}
to Ly, Then, C returns Z; to Aj;.

- Hy-queries: Upon receiving the queries from A with {PID; 1, T;}, C checks whether
{PID;,, T;} exists in Ly, If it does, C returns ¢; to A;. Otherwise, C selects ¢; € Z7
randomly and adds {¢;, PID;, T;} to Ly,. Then, C returns @; to Aj.

- Hs-queries: Upon receiving the queries from A; with {Z;, M;, T;}, C checks whether
{Zi, M;, T;} exists in Ly If it does, C returns ¢; to Aj. Otherwise, C selects ¢; € Z7
randomly and adds {e;, Z;, M;, T;} to Ly,. Then, C returns e; to A;.

- Partial-Private-Key-Extract-queries: After receiving the queries from A; with PID; =
(PID;1, PID;5), C checks whether {PID; 1, PID;, x;,y;, X;, Y;} exists in L. If it does,
C returns y; to A;. Otherwise, C selects h; € Z; randomly, computes y; = s - h;,
Yl‘ =VYi- G. Then, C sets X = X,‘ = 1. After that, C adds {PIDi,LPIDi,ZI Xi, Yi, X,‘, Yl}
into L and returns y; to Aj.

- DPublic-Key-Extract-queries: After receiving the queries from A; with PID; = (PID;;, PID;5),
C checks whether {PID;1, PID;», x;,y;, X;, Y;} exists in L. If it does, C returns (X;, Y;) to Aj.
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Otherwise, C does the Partial-Private-Key-Extract-queries to obtain y;. Then, C selects
x € Z;; randomly and computes X; = x-G, x; = x, Y; = y; - G. After that, C adds
{PID;1, PID;, x;,;, X;, Y;} into L and returns (X;, Y;) to Ar.

- Secret-Value-Extract-queries: After receiving the queries from A; with PID; = (PID;, PID;5),
C checks whether {PID;, PID;,, x;,y;, X;, Y;} exists in L. If it does, C returns x; to Aj.
Otherwise, C does the Public-Key-Extract-queries to obtain (x;, Xj, Y;). After that, C adds
{PIDi,l, PID;», x;, v, XirYi} into L and returns x; to A;.

- Dublic-Key-Replace-queries: After receiving the queries from A; with { PID; 1, PID;», X, Y!},
C checks whether {PID;;, PID;», x;,y;, X;, Y;} exists in L. If it does, C sets X; = X, V; = Y],
x; = y; = L and updates {x;,;, X; Y;} into L. Otherwise, C sets X; = X, V; = Y],
x; = y; = L and adds {PID;;, PID;, x;, i, X;, Y;} to L.

- Sign queries: After receiving the queries from A; with {PID;1, PID;,, M;, T;}, C
retrieves the lists L, Ly, Ly,, Ly,, randomly selects v; € Z;‘, w; € Z;, 0; € Z; and
sets s; = v;, t; = w;, ¢ = 0, Kj = (x1,y1) = 8;- G+ t[Yi +Z; - Dpyy + 9i - Xi,
ri = e; + xymodg. C returns 0; = (r;,s;) to Ay and adds Hy{e;, Z;, M;, T; } into Ly, . For
the output 0; = (7;, 5;) of the signature oracle satisfies X' = (x',y'|) =s;- G+ ;[Y; +
Zi- Dpub +¢i-Xi|, R=¢+ ximodq =7

- Forgery: After all queries have been completed, .A; outputs a forged tuple { M}, PID}

i i1’
PID},, Tf, 07V}, C verifies whether IC; * = (¥}, ;) = 57 - G+ t£(Y; + Z; - Dy + ¢} -
Xi), R* = e + x,f modg = r} holds. If it does not hold, C terminates the simulation.
Otherwise, C replays the above process by choosing different H;, H3 and Hy based
2) ,*G)

on forking lemma. A; will output three other distinct valid signatures o/, 0
(4)

*
and o

Finally, we can obtain four equations as below.
ki=sV) v (g hi+ 20 K+ ¢*0) - x;), wherej =1,2,3,4. (10)

In the above four equations, k;, g, K and x; represent the discrete logarithms of K;,
Pyup, Dpup and X;, respectively, which are not known to C. C can obtain the four unknown
values by solving the above four linear independent equations, where g is the solution of
ECDLP. O

Theorem 2. CPPA-SM? is existentially unforgeable under adaptive chosen-identity and chosen-
message attacks against Ajjwith the assumption that ECDLP is hard to resolve.

Proof of Theorem 2. Let C be the solver of the ECDLP. Suppose that .4j; can succeed in

forging a valid signature by interacting with C. C utilizes A to solve the ECDLP. Here, we

give an ECDLP instance {G, G’ = ¢ G}. C executes the simulation to compute g through
interacting with Ay as follows.

- Setup: Oninput {G, G}, C sets Py,p = s- G and returns {r,q9,5,E(F,),G, ;‘, Pyup, Hi, Ha,
Hj, Hy, Hs} to Ajj. Ajj selects PID* = (PID*M, PID*I,/Z) as a target vehicle. In addition,
C maintains five lists L = {PIDi,lr PIDi,z, Xi, Yir Xi/ Yi}r LH] = {hi/ Xir Ppub}/ LH3 = {Zi/
Zen(PIDilz), PID,‘,Z, a, b, G, Xi}/ LH4 = {(Pi/ PIDl',l, Tz}/ LHS = {61', Z,‘, Mi/ Tz}/ which are
empty initially.

- Query: C responds to -Hj-queries (i = 1, 3, 4, 5), Partial-Private-Key-Extract-queries,
Secret-Value-Extract-queries and Sign queries as in Theorem 1. C responds to Public-
Key-Extract-queries as follows.

- Public-Key-Extract-queries: After receiving the queries from Ay with PID; = (PID;1,
PID;,), C checks whether {PID; 1, PID; 5, x;,y;, X;, Y;} exists in L. If it does, C returns
(X;,Y;) to Ajp. Otherwise, C does the Partial-Private-Key-Extract-queries to obtain ;.

- IfPID; = PID},Csets X; =G' =¢-G,Y;=y;-G,x; = L. Cadds {PID;, PID;,, x;,
vi, X;,Y;} into L and sends (X, Y;) to Aj;.
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- If PID; # PID}, C chooses x € Z; randomly, computes X; =x -G, x; =x,Y; =y; - G.
After that, C adds {PID; 1, PID;», x;,yi, X;, Y;} into L and returns (X, Y;) to Ajj.

- Forgery: After all queries have been completed, Aj; outputs a forged tuple {M},
PID;,, PID},, T7, 07"}, C verifies whether K; * = (x},y}) = 7 - G+ t1(Y; + Z; -
Dyup + @5 - Xi), R* =ef + xlfmodq = r; holds. If it does not hold, C terminates the
simulation. Otherwise, C replays the above process by choosing different Hz and Hy

(2)

based on forking lemma. Aj; will output two other distinct valid signatures (Tl-*
®)

*
and o

Finally, we can obtain three equations as below.
k; = sj(j) + t"i(j) (s-h; + Z*l.(j) K+ qo*i(j) -x;), wherej =1,2,3. (11)

In the above three equations, k;, K and x; represent the discrete logarithms of K, Dy
and X, respectively, which are not known to C. C can obtain the three unknown values by
solving the above three linear independent equations, where x; is the solution of ECDLP.

However, it is difficult to solve the ECDLP in polynomial time. So, under the random
oracle model, CPPA-SM2 is existentially unforgeable under adaptive chosen-identity and
chosen-message attacks. U

4.3. Informal Security Analysis

Anonymity and Privacy-Preserving: In the CPPA-SM2 scheme, vehicles use pseudonyms
PID; = (PID;1,PID;;) to communicate with other entities. To obtain the vehicle’s real
identity RID;, the adversary must compute RID; = PID; ® H(c; - Ppyp) = PID;» @ H(c; -
s - G). However, due to the hardness of the Computational Diffie-Hellman (CDH) problem,
the adversary is unable to obtain RID;, thereby protecting the vehicle’s identity privacy.
Additionally, since vehicles participate in federated learning using pseudonyms, and these
pseudonyms are updated with each message sent, even if external adversaries or RSUs gain
access to the plaintext local model parameters, they cannot link them to specific vehicles. This
prevents the inference of any private information, thus providing privacy protection during
the federated learning process.

Traceability: When a vehicle with malicious behavior is detected, TA can trace its real
identity RID; = PID;, @ H(s - PID; ) from its pseudonym PID; = (PID;1, PID;,) using
the system’s master private key s.

Message integrity and authentication: According to Theorem 1 and Theorem 2, as long
as the ECDLP is hard to solve, the CPPA-SM2 scheme is existentially unforgeable under
adaptive chosen-identity and chosen-message attacks against the attackers A; and Ajj.

Non-repudiation: Since only the message signer V; can compute the signature key
sgk;, an adversary cannot forge valid signatures for a specific vehicle identity. Additionally,
the TA can execute the Trace algorithm to obtain the vehicle’s real identity. Therefore, once
a vehicle’s message passes the signature verification, it cannot be denied.

Un-linkability: Since the vehicle pseudonym identity PID; is generated during the
signing process and the random number used in the signature generation process is non-
repetitive, each PID in every signature is unique. As a result, any adversary cannot link
any number of signatures sent by the same vehicle.

Forward privacy: When a new vehicle joins the group C, the new group key K’ is
randomly generated by the TA and is independent of the old group key K. Therefore, the
newly joined vehicle cannot access the group’s communications prior to joining.

Backward privacy: When a vehicle is revoked or leaves the group, the TA will remove
the legitimate information c; associated with that vehicle from u and compute a new group
key K" and group public key p/ = K’ - u and D’W = K’ - G. Since the revoked vehicle

cannot obtain the updated group key K’, it cannot access the communications after leaving
the group.
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Impersonation attack: If an adversary wants to impersonate vehicle V; to the RSUs
nearby or other vehicles Vj, they must generate a valid message {M;, 03, (X;, Y;), PID;, T }
that passes the verification algorithm. However, according to Theorem 1 and Theorem 2, it
is evident that no polynomial adversary can forge a valid message.

Modification attack: According to Theorem 1 and Theorem 2, any modification of the
message {M;, 0;, (X;,Y;), PID;, T;} can be detected by the verification algorithm. Therefore,
the proposed CPPA-SM2 scheme can withstand the modification attack.

Replay attack: In the proposed CPPA-SM2 scheme, vehicles use the current timestamp
T; when generating message signatures. Therefore, message verifiers can resist replay
attacks by verifying the freshness of the timestamp T;.

Collusion attack: Several vehicles would collaborate to try to compute the new group
key K’ after they left the group. However, since their legitimate information ¢; has been
removed from u, these leaving vehicles cannot conspire to calculate the new group key K'.

5. Performance Evaluation

In this section, we will evaluate the performance of the proposed CPPA-SM2 scheme
from both security features, computation overhead and communication overhead perspec-
tives, and compare and analyze it with the existing works. For bilinear pairings-based
CPPA schemes for IoV, we construct a bilinear pairing ¢: G; x G; — G, where G; is
an additive group generated by a point G with the order g on the super singular elliptic
curve E : y?> = x% + xmodp with embedding degree 2, 7 is a 512-bit prime number, 7
is a 160-bit prime number. For ECC-based CPPA schemes for IoV, we construct an ad-
ditive group G generated by a point G with the order g on a non-singular elliptic curve
E: y* = x* + ax + bmodp, where p, g are two 256-bit prime numbers and a,b € Z;. We
calculate the execution time of basic cryptographic operations using the MIRACL library in
VS 2019 with Windows 11 operating system over an Intel(R) Core(TM) i7-9750H CPU @
2.60GHz, as shown in Table 2.

Table 2. Execution time of basic cryptographic operations and element size.

Symbols Meanings Time (ms)/Size (Byte)
Tinverse Time of module inverse on Z; 0.0181 ms
Trmod Time of mod operation on Z; 0.0020 ms
T, Time of module exponential on Zj 0.0434 ms
T Time of module multiplication on Z;‘ 0.0044 ms
Tse Encryption time of AES algorithm 10.0761 ms
TpE Decryption time of AES algorithm 0.1759 ms
Te Time of XOR operation 0.0009 ms
Ty Time of bilinear pairing 8.7985 ms
Topm1 Time of multiplication on bilinear group Gy 0.1361 ms
Typet Time of exponential on bilinear group G, 1.3451 ms
Typm2 Time of multiplication on bilinear group G, 0.0069 ms
Tope2 Time of exponential on bilinear group G, 0.0869 ms
Tem Time of scalar multiplication on ecliptic curve group G 1.4944 ms
Tea Time of point addition on ecliptic curve group G 0.1376 ms
T Time of one-way hash function 0.3018 ms
Tintp Time of hash mapped to point 48.3228 ms
|T| Size of timestamp 4 bytes
|ID| Size of ID 8 bytes
|AES| The ciphertext size of AES algorithm 32 bytes
|G| Size of elements on elliptic curve G 64 bytes
|G| Size of elements on bilinear group G 128 bytes
|G| Size of elements on bilinear group G, 128 bytes
‘Zq* Size of elements on Z,’; 32 bytes
|H| Output size of hash function 32 bytes
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5.1. Computation Costs

We compared the computational costs of the CPPA-SM2 scheme with other relevant
schemes in terms of signature generation, single signature verification, batch verification
and member management, as shown in Tables 3 and 4, and Figures 3 and 4, where “-”
indicates that the property is not considered in the scheme, MS denotes the message sign
and MV denotes the message verification.

Zhao et al. scheme [22] offers relatively low computational overhead, but RSU needs
to send a request to TA for each identity verification, and there is a key escrow issue. In
Kanchan et al. scheme [24] based on bilinear pairings, group signature is used instead of an
individual signature for message authentication, and the group manager achieves tracing of
malicious vehicles. Generating a group signature requires performing T, + 4Ty, + 4Tppe2 +
6T, + 9Ty, Verifying the group signature requires performing Ty + 2Ty, + 4Typez + 5T, +
8T,, resulting in a relatively high computational overhead. In Jiang et al. scheme [26],
similarly, bilinear pairing operations are used, requiring 2T, + 5Tj,,; computations to
generate a signature and T; + Typer + Tope2 + Tn + TpE + Topmz + 3pr computations to
verify the signature. In Yang et al. scheme [37], generating a signature requires performing
T + 2T + 3Tmtp + 4Tppm1 + 6Tppe1- To verify the signature, Toy + Typpu1 + 2T), + 3Tpper +
3Tppm2 + 5Tpp + 5Tty operations are needed. Due to the involvement of bilinear pairings
and hash-to-point mappings, this method incurs the highest computational overhead.
In Lin et al. scheme [38], a vehicle calculates 2T}, + 2T, + 3T, + 61y to generate the
anonymous public keys and a signature. Upon receiving the signature, RSU verifies it
by performing T, + 3T,y + 4Tes. Additionally, Zhao et al. scheme [22], Kanchan et al.
scheme [24], Jiang et al. scheme [26] and Lin et al. scheme all require maintaining a
revocation list for revocation purposes, which incurs additional lookup and maintenance
overhead. CPPA-SM2 does not require bilinear pairings or hash-to-point mappings, relying
only on basic ECC operations, thus reducing computational costs. Specifically, when a
vehicle sends a message, it first generates an unlinkable pseudonym PID; by performing
one Ty, one Tg and one Tj,. Then, it generates the signature by performing three Ty,
one Ty, four T, and one T;. Therefore, the computation cost for signature generation is
To + T; + 2T, + 4T, + 4T),. To authenticate the message sent by the vehicle, the RSU,
upon receiving the message, needs to perform 3T}, + 3Ty, + 4T, Therefore, the total
computation cost for signature generation and signature verification in CPPA-SM2 is
To + T; + 3Teq + 4Ty + 6T,y + 7T, When RSU receives messages sent from n vehicles, it
performs batch verification of the messages by executing (21 + 1) T,; + (21 4 2) Toy, + 30Ty,
To test the effectiveness of batch verification, we conducted experimental comparisons
between CPPA-SM2 and Xiong et al. scheme [28] and Shen et al. scheme [39]. In batch
verification, the RSU will verify the n messages received simultaneously from n vehicles,
meaning n represents both the number of signatures received by the RSU at the same
time and the number of vehicles. In the experiment, we tested with 7 set to 20, 40, 60 and
100, respectively. In CPPA-SM2, when RSU simultaneously receives n messages from n
vehicles, it needs to compute three T}, two Ty, and two T, for each vehicle. Finally, it
performs two T¢;, and one Ty, to verify multiple messages. Therefore, the total cost of batch
verification is 3nTj, 4+ (21 4 2) Tem + (21 + 1) Te. In Xiong et al. scheme [28], it performs
four Ty, two Ty, and three T, for each vehicle. Then, it also executes three T, and one
Tea- Therefore, the total cost of batch verification is 4nTj, + (21 + 3) Toy + (311 + 1) Ty In
Shen et al. scheme [39], RSU invokes one exponent operation, one bilinear pairing and
one multiplication to confirm the equation m = e(1, pk;)e(P, P) 2. Its batch verification
is based on [, e(#u, pkn)e(P, P)~"?>" = T[], my, which needs n times Typ, 1 times nTyper
and (31 — 2)Ty,y1- The results are shown in Table 4 and Figure 4. From the experimental
results, it can be seen that the batch-verification performance of our scheme is better
than these two schemes. In terms of tracing cost, Kanchan et al. scheme [24], Yang et al.
scheme [37], Lin et al. scheme [38] and CPPA-SM2 are 1.3451 ms, 0.1759 ms, 1.6320 ms
and 0.3027 ms, respectively. All these approaches can achieve fast identity tracing. But
in terms of revocation, all schemes except CPPA-SM2 utilize revocation lists, leading to
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additional maintenance and lookup overheads, while CPPA-SM2 only requires a single
modular operation to efficiently revoke vehicles. Therefore, overall, compared to other
schemes, CPPA-SM2 not only reduces the computational costs of signature generation
and verification, and supports batch verification, but it also achieves efficient tracing and
revocation of vehicles while preserving vehicle privacy.
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Table 3. Analysis of computation costs for different schemes.

Scheme MS MV Trace Revoke
[22] 2Tg + 2Tey + 4T, 2Tg + 2Tey + 7T, - Revocation list
[24] Ty +4Typ + 4Tpper + 6Te + 9T T + 2T + 4Tppez + 5Tpp + 8Te Thpe1 Revocation list
[26] 2T}, + 5Tpper Ti + Typer + Toper + T + TpE + Topmz + 3Ty 0O(1) Revocation list
[37] Te +2T), + 3Tmtp + 4Thpml + 6pre1 Te + prml +2T, + 3prel + 3Thpmz + 5pr + 5Tmtp Tpe -

[38] 2Ty 4+ 2Teq + 3Ty + 6T Ty + 3Tem + 4Teq Tem + Tea Revocation list
Ours Te + T 4+ 2Tem + 4T + 4Ty, 3T 4 3Teq +4Te T, + Ty Tinod
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Table 4. Comparison of batch-verification costs.

Scheme Batch Verification Time
[28] 4nTy + (2n+3)Tem + (Bn+ 1) Ty
[39] npr + ”preZ +(3n —2) prml
Ours 3nTy + 20+ 2)Tem + (2n 4+ 1) Ty

5.2. Communication Costs

We compared the communication costs of CPPA-SM2 with other schemes, mainly
including the following: the size of single signature (SSS), the total number of transmitted
messages (NTMs), their sizes (STMs) and the number of interactions (NIs). The results are
shown in Table 5 and Figure 5. In Zhao et al. scheme [22], to complete the authentication,
interaction is required four times, making it the highest number of interactions. Its total
computational cost is 476 bytes. The communication overhead for the group signature
{Dl, Dy, D3, ¢, 54,58, 5x, 55,/ 352} generated in Kanchan et al. scheme [24] is the highest, at
576 bytes. Jiang et al. scheme [26], Yang et al. scheme [37] and CPPA-SM2 all require only
one interaction to complete message authentication. In Lin et al. scheme [38], vehicles need
to transmit {0y, k., Uy, Dy, Z),} for message authentication, with a total size of 480 bytes.
In CPPA-SM2, the generated signature, denoted as 0; = (r;, s;), consists of two elements
from Z7; hence, its size is merely 64 bytes. To authenticate the signature, three additional
messages {PID;, (X;,Y;), T;} of size 228 bytes need to be transmitted, resulting in a total
transmission cost of 292 bytes. In Yang et al. scheme [37], The generation of a single
signature is denoted as C; = {R;, ¢;, s; }, where R;, ¢; and s; belongs to Gq; thus, the size of
C; is 384 bytes.

Table 5. Comparison of communication costs for different schemes.

Scheme SSS NTM STM NI
[22] |1D|+|6|+|T|+2|7; 1 2|1D|+2[6|+3|T|+10|7; 4
[24] |G| +2[Ga | +62; 9 |G| +2[Ga|+6|2; 2
[26] G1|+|Z; 5 3/Gi|+3]z; 1
[37] 3|6y | 2 3|G, | 1
[38] 2\G(+3 z; 4 ‘T +3|z; | +4|G 2
Ours 2|7;| 4 ||+ |H]+2|7;| +3/5| 1
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In Lin et al. scheme [38], the obtained signature is denoted as {c;,z;1,zi2, Ri1,Ri2},
with a length of 224 bytes. Additionally, to resist replay attacks, {ts;, APK}, APK2} are also
sent, making the total message length for transmission 356 bytes. From the experimental
results, it can be observed that CPPA-SM2 has the smallest signature size and total cost of
transmitting messages. This makes it more suitable for operation in bandwidth-constrained
vehicular networking environments.

5.3. Security Features

We compared the security features (SFs) satisfied by these schemes, including the
following: 1: anonymity; 2: traceability; 3: authenticity; 4: integrity; 5: non-repudiation;
6: un-linkability; 7: forward security; 8: backward security; 9: key escrow-free; 10: batch
verification; 11: revocability; 12: dynamic member management; and 13: un-forgeability.
The results are shown in Table 6, where 1-13 represent these security features in order, with
\/ indicating that the security feature is met and x indicating that it is not met. From the
results, it can be seen that all schemes achieve 1: anonymity, 3: authenticity, 4: integrity and
6: un-linkability. Zhao et al. scheme [22], Kanchan et al. scheme [24], Jiang et al. scheme [26]
and CPPA-SM2 use digital signatures to verify the authenticity and integrity of the local
model parameters uploaded by vehicles. However, in Zhao et al. scheme [22] and Kanchan
et al. scheme [24], since TA possesses all users’ private keys, there is a key escrow issue.
Jiang et al. scheme [26] satisfies most of the security features; however, it uses a revocation
list for identity management, resulting in additional verification and maintenance overhead.
Furthermore, it does not support 12: dynamic member management. To achieve 6: un-
linkability, Yang et al. scheme [37] and Lin et al. scheme [38] use a set of pseudonyms to
hide real identities, whereas CPPA-SM2 achieves 6: un-linkability by randomly generating
pseudonyms each time a signature is made. Overall, compared to these schemes, CPPA-
SM2 achieves more comprehensive security attributes, supports 10: batch verification and
12: dynamic member management, and has lower computational and communication costs.

Table 6. Security features.

SF
Scheme 1 2 3 4 5 6 7 8 9 10 1 12 13
[22] 4 X vV v X 4 vV X X X vV X X
[24] i v Vv Vv i v x x x x Vv x Vv
[26] v v v v v v v v v v v X v
[37] v v v v v v x X v v X X v
[38] i Vv Vi v v v x x v v Vv x v
Ours v v v v v v v v v v v v v

Overall, compared to the state-of-the-art scheme, Jiang et al. scheme [26], CPPA-SM2
reduces the cost of single signature generation and verification by 42.25% and 74.25%, re-
spectively. In terms of communication overhead, CPPA-SM2 reduces it by 60% and 39.17%,
respectively. While the performance of CPPA-SM2 in batch verification is not as good as Jiang
et al. scheme [26], it supports dynamic member management, enabling efficient member
addition and revocation, which results in increased batch-verification costs.

6. Conclusions

In this paper, we propose a conditional privacy-preserving identity-authentication
protocol that provides privacy protection for vehicles participating in federated learning in
the IoV. Unlike most existing privacy-preserving federated learning schemes, it does not
require complex cryptographic operations or the introduction of random noise. Instead,
it achieves privacy protection by using dynamic pseudonyms to obscure the connection
between model parameters and the real identities of vehicles, thereby maintaining federated
learning efficiency.

Moreover, CPPA-SM2 is a certificateless authentication scheme based on ECC, CRT
and the SM2 digital signature algorithm. It enables efficient identity authentication and
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dynamic member management, and supports batch verification. Security proofs and
analyses demonstrate that it can ensure the authenticity and integrity of local model
parameters, achieving secure vehicle authentication. Experimental results show that,
compared to existing advanced schemes, CPPA-SM2 offers high computational efficiency
and low communication overhead. Additionally, its integration with standard algorithms
endows it with the potential for widespread application.

However, the focus of this paper is on identity-authentication schemes and privacy
protection in the federated learning process. There are still some malicious clients in the
federated learning process that may launch data-poisoning attacks by uploading malicious
local model parameters, thereby affecting the performance of the global model. Therefore,
future research could integrate Byzantine robust detection schemes to achieve privacy-
preserving Byzantine robust federated learning. Additionally, with the development of post-
quantum algorithms, the ECDLP may be efficiently solved by post-quantum algorithms,
making ECC-based authentication schemes no longer secure. Future work can explore
quantum-resistant identity-authentication schemes, such as lattice-based cryptography.
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