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Abstract: In this paper, an Internet-of-Things (IoT) system containing a relay selection is studied as
employing an emerging multiple access scheme, namely non-orthogonal multiple access (NOMA).
This paper proposes a new scheme to consider secure performance, to be called relay selection
NOMA (RS-NOMA). In particular, we consider metrics to evaluate secure performance in such an
RS-NOMA system where a base station (master node in IoT) sends confidential messages to two main
sensors (so-called NOMA users) under the influence of an external eavesdropper. In the proposed IoT
scheme, both two NOMA sensors and an illegal sensor are served with different levels of allocated
power at the base station. It is noticed that such RS-NOMA operates in two hop transmission of the
relaying system. We formulate the closed-form expressions of secure outage probability (SOP) and the
strictly positive secure capacity (SPSC) to examine the secrecy performance under controlling setting
parameters such as transmit signal-to-noise ratio (SNR), the number of selected relays, channel
gains, and threshold rates. The different performance is illustrated as performing comparisons
between NOMA and orthogonal multiple access (OMA). Finally, the advantage of NOMA in secure
performance over orthogonal multiple access (OMA) is confirmed both analytically and numerically.

Keywords: relay selection; NOMA; IoT; secure outage probability; strictly positive secure capacity

1. Introduction

Any eavesdropper is able to disturb the signal easily due to the broadcasting environment
of wireless communication. At the application layer (i.e., highest layer), encryption methodology
using cryptography is conventionally implemented to assurance the secure information transmission.
Nevertheless, to tackle with situation of speedy growth of computer networks, these procedures and
secure keys become ineffective ways, especially in increasing computing capability [1]. Additionally,
great encounters in secure communications include the security of key transmission, the complexity of
key management, and distribution [2]. Consequently, physical layer security (PLS) is an effective way
to fight eavesdropping and diminish the overhearing information and it is considered as an extra data
fostering key encryption technology as in [3,4].

To provide a network access technique for the next generation of wireless communications, an
emerging multiple access scheme, namely, non-orthogonal multiple access (NOMA) transmission
was proposed in many works such as [5]. The power domain and channel quality are acquired to
exploit different performance of NOMA users regarding multiple access. As a main characterization, a
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significantly strengthened performance results from NOMA users with good channels, while relatively
poor performance is seen in NOMA users with bad channel conditions [6]. Combining NOMA with
cooperative communication [7-9], cooperative NOMA (C-NOMA) transmission scheme is proposed
as a possible solution to generate a unique system in which users with better channel circumstances
assist forwarding signal to distance users who are affected in situations of worse channels [7,10].

To achieve an advantage of the diversity related to wireless channels in relaying networks, a
relay selection scheme has been broadly implemented and considered as improving the quality of the
transmission [11]. Especially, a relay network is introduced in some technical deployment snapshots of
the IoT devices of SmartBridge, SmartDIMES, and SmartSenSysCalLab [12]. Two policies in energy
harvesting architecture inclusing time switching (TS) relaying, power splitting (PS) relaying are
empoyed with NOMA and it is considered as suitable deployment of wireless powered IoT relay
systems [13]. In a practical scenario, main technologies for wireless communication systems (for
example LTE) are required to deploy multiuser selection or scheduling schemes. In addition, the
relay selection scheme under NOMA networks is introduced and analysed in recent works [14-16].
A great improvement in the QoS of the system is resulted from a system model which combines
cooperative relay and NOMA. In particular, a two-stage relay selection is proposed and derived with
respect to closed-form expressions on outage probability and they are obtained in cooperative systems
using decode-and-forward as in [14]. The approximate and asymptotic expressions on average sum
rate are examined as combining relay selection and amplify-and-forward (AF) assisted NOMA [15].
Moreover, by analyzing the outage probability and its asymptotic results, a partial relay selection
scheme is studied in [16]. The fixed and adaptive power allocations (PAs) at the relays are introduced
in cooperative NOMA to consider two optimal relay selection schemes, namely as the two-stage
weighted-max-min (WMM) and max-weighted-harmonic-mean (MWHM) schemes [17]. On the
orther hand, to improve the performance in throughput and coverage, new model is exploited as
combining the orthogonal frequency division multiple access (OFDMA) and cooperative multicast
(CM) technology to perform the intra-cooperation of multicast group (MG) [18]. In other systems, relay
selection (RS) non-orthogonal multiple access (NOMA) is studied in terms of the diversity orders by
deployment of RS schemes for full-duplex /half-duplex communications [19].

Furthermore, power allocation and user scheduling are discussed as the other encounters in
NOMA networks [20]. To improve the NOMA’s performance, power distribution therein shows a
major characterization affecting different user’s performance since certain power partitions which are
allocated for multiple superposed users, and this topic fascinates a lot of study. For instance, fixed
power allocation scheme is deploy to serve two NOMA users and its performance is evaluated by
employing the closed-form expression of outage probability and ergodic sum-rate in [21]. In addition, a
general two-user power allocation algorithm is proposed by overcoming the drawbacks of fixed power
distribution in NOMA network [22]. On the other hand, fairness performance of NOMA network is
resulted by varying power allocation factors as investigation in [23]. While sum rate maximization
and proportional fairness criteria under impact of the power allocation algorithms is studied for two
user NOMA networks in [24].

On the other hand, stochastic geometry networks are exploited regarding the physical layer
security to apply to 5G NOMA networks in [25]. To enhance the secrecy performance for single
antenna and multiple-antenna stochastic geometry networks two dissimilar schemes were considered
as extended work of [25] and detailed contribution can be observed in [26]. Furthermore, the optimal
decoding order, power allocation and transmission rates are important metrics to evaluate and exhibit
a new design of NOMA under secrecy considerations [27]. A single-input single-output (SISO) system
serving NOMA scheme was investigated in terms of secure performance in [28]. In such system,
optimal power allocation policy is proposed to highlight advantage of secrecy performance of NOMA
compared with that in the conventional OMA [28]. The authors in [29] exploited physical layer security
in downlink of NOMA systems [29] and both the exact and asymptotic secrecy outage probability (SOP)
were investigated to examine secure performance of the SISO and MISO NOMA systems. In other
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trend of research, two transmit antenna selection (TAS) schemes were proposed to perform secure
performance evaluation in cooperative NOMA networks in [30], and then the closed-form formula
of the ergodic secrecy rate was achieved. To the best of the authors” knowledge, there are few works
related to the analysis of the physical layer security in relay selection NOMA systems. Thus, this is the
main motivation of this work.

From the above analysis, it is worth noting that a few studies have considered the technical
design of NOMA relaying architecture against the unwanted eavesdropper with appropriate secrecy.
This paper aims to exploit the advantage of relay selection to improve system performance of IoT
deploying NOMA. In particular, this motivates us to design secure NOMA schemes for the practical
IoT scenario where the relay is selected to forward signal with enhanced performance at NOMA
receivers. In this scenario, we use the secrecy probability to measure the secrecy performance of the
system since the perfect secrecy rate is usually not obtained, and hence, it can not be evaluated as
the secrecy metric. We highlight that the SOP and SPSC are appropriate secrecy metrics for security
consideration in the NOMA systems.

The primary contributions of the paper are summarized as follows:

o  Targeting the secrecy outage constraint, we comprehensively study the design of NOMA-assisted
IoT system against the external eavesdropper. The transmit signal to noise ratio (SNR) at the
base station (BS), transmission rates, and power allocated factors to each user are considered as
main parameters. These values need be determined in design of RS-NOMA. For the first time,
we analytically prove that the relay selection provides improved secure performance at higher
number of relay for RS-NOMA.

e  For Decode-and-Forward (DF) mode, we show that the outage behavior of RS- NOMA scheme is
superior to that of OMA scheme in the specific SNR region. Furthermore, we confirm that the
RS-NOMA scheme depends on how strong the eavesdropper channel is. In fact, SOP and SPSC of
far user depend on the number of relay selected.

e  Both analytically and numerically, the exactness of derived expressions is verified and we compare
the performance of the NOMA scheme with that of the OMA scheme in the studied problems
with the secrecy outage constraint.

The remainder of this paper is organized as follows. In Section 2, the system model is introduced.
The detailed analysis in terms of SOP metric is proposed in Section 3. In Section 4, we derive an
exact expression of SPSC in RS-NOMA. Section 5 presents the benchmark of OMA scheme for further
evaluation. Numerical results are presented in Section 6. Concluding remarks are given in Section 7.

The main notations of this paper are shown as follows: E {-} denotes expectation operation; fx (.)
and Fx (.) stand for the probability density function (PDF) and the cumulative distribution function
(CDF) of a random variable X.

2. System Model of Secure Analysis for DF Relay Selection

Figure 1 represents the considered RS-NOMA assisted IoT system including a base station
(BS), multiple relays (i.e., K relays), two main sensors (D1, strong user, and D2, poor user), and an
eavesdropper (E) in an IoT network. In such a system model, the BS is located in the cell-center,
strong user D1 and E are located near with the BS while the poor user D2 is very close to the cell-edge.
In this situation, it is assumed that there is no direct links between BS and the poor user due to high
obstructions or deep fading. However, quality of transmission from the BS to D2 will be improved
by employing relay selection scheme. We further assume that single antenna is equipped at all nodes
in the RS-NOMA network and each link employing channels associated with independent Rayleigh
fading. As most expectations in the literature, it is assumed that E can acquire the signals transmitted
from the BS.
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Figure 1. System model of a RS-NOMA assisted IoT system in the existence of an external eavesdropper.

The channel coefficients from the BS to relay k,k = 1,2, ..., K and the eavesdropper are denoted
by hggri and hg, respectively. Next, the channel coefficient from the BS to near NOMA user is hpy,
while gip; is denoted as channel coefficient between relay k and D2. These channels are normalized
as Rayleigh fading channel. We assume the quasi-static block fading model adopted; it means the
channel coefficients are kept constant during the transmission of one message, which includes a block
of symbols, and adjust independently of one block to the next block. We call Ps is transmit power at
the BS, a1, ap are power allocation factors for two NOMA users and they satisfy a1 + ap = 1. It is noted
that x1, x, are simultaneous transmissions from the BS to serve two NOMA users D1, D2 respectively.
In addition, we denote wy; as Additive white Gaussian noise (AWGN) term at node U.

As a fundamental principle of RS-NOMA, the transmitter is enabled to simultaneously assist
multiple users. To perform this task, the superposition coding (SC) is deployed in the transmitter to
conduct a linear combination of multiple signals to serve the users. The composed signal xé\] OMA jg
transmitted from the BS to all relays and two NOMA users in the first phase, which is shown as

xYOMA = /a1 Psxy + \/aaPsxs. 1)

The received signal at D1 in the direct link is expressed by

ysor = s oM+ wpy o
=hp1 (\/“1P5x1 + \/Dézpsxz) + wps.
Here, it is AWGN noise and variance of (73.
The received signal at Ry is given by
yls\llchA = hSkaé\IOMA + wWR (3)

= hsgrk (\/"‘11)5361 + \/tszsz) + Wgk-

In this paper, it is assumed that users are not arranged by their channel conditions. Under such
considered RS-NOMA scheme, x, can be detected at user 1 before using successive interference
cancellation (SIC) [6]. Therefore, the received instantaneous signal-to-interference-noise ratio (SINR)
of the user D1 can be given as SNR to detect x, as
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/NOMA _ wPs|hp|*  aops|hpi] )
SD1,x2 — - .
* Dclps‘hD1|2+0'g lxlps‘hD1|2+1

The SIC is carried out at D1 to remove the signal for D2, therefore the instantaneous rate for D1
detect the signal x; is given by

2
Noma _ @1Ps|hp1]
2

2
YSDix1 = = = a10s|hp1| )
0

where pg = %

In this siqcuation, it is possible to apply fixed power allocation coefficients in two NOMA users
in such relay selection mode. To improve the performance of the relay selection schemes, reasonable
power optimization can be further studied, and this concern may be considered in our future work.

At relay, x; can be detected before using SIC and as employing SIC, x, will be regarded as
interference eliminated before decoding signal x;. It is assumed that these relays can not harm D1 and
there is no detection on x;. Firstly, the expression of SNR must be computed to decode x; transmitted
from the BS to relay as

2 2

NomA _ Q2Ps|hsgel”  aops|hgrkl 6

,)/SR,xZ - 2 2 2 . ( )
a1 Ps|hgri|” 4+ 05 arps|hgre|” + 1

At the cell-edge user, the received signal can be obtained at D2 from the relay as

yglo)zMA = gkp2V/ Prx2 + wp,. )

Therefore, calculating SNR to detect xp, which is transmitted in the second hop from the kth relay
to user D2, is given as

2
Pr|gkp2|
NOMA R|8kD2 2
YRD2,x2 = 5 = PrISkD2|", 8)
)
where pg = &.
7

The received signal at D2 which forwarded by D1 is expressed as

ypiba” = gp12v/Prx2 + wp,. 9)

The received SINR at D2 to get x for link is given by

Prlgpra|”
OMA R|8D12 2
VR = 2 = prlgp12|". (10)

0

Regarding computation of the received signal to interference plus noise ratio (SINRs) at the
eavesdropper, here, we overestimate the eavesdropper’s capability. A worst-case assumption from the
legitimate user’s perspective is made here. That is, E is equipped capability of the multiuser detection.
In more detailed consideration, user E performs parallel interference cancellation (PIC) to distinguish
the superimposed mixture. In such a scenario, the eavesdropper knows the decoding order and the
power allocation factors. Thus, we have to adopt the worst-case assumption from the legitimate user’s
perspective due to the conservativeness mandated by the security studies. It is worth noting that this
assumption has been adopted in previous work on the secrecy of NOMA systems [25,26]. It is shown
that the received signal at E is
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ySNEOMA = hExg\]OMA + WE (11)
= hg (\/lePsxl + \/a2P5x2> + WE.
Therefore, SNR is computed to overhear x; at E as
noma _ 1Ps|hg| 2
Yset = 3 = a1pg|hel”, (12)
UE
where pg = %, Here, AWGN noise term at E has variance of (7%.
E
And then, SNR related to overhearing signal x, at E is given by
o Ps|hg|?
yhOMA = 5L S|2 el” _ wrp e[, (13)

E

In this RS-NOMA scheme, the best relay node is selected by the following criterion. Firstly, the
end-to-end SNR following DF mode can be computed by [31]

NOMA _ . (.. NOMA . NOMA
Tk = min (’YSRk,xz / 7RD2,x2) , (14)

where 7yggi 12 stands for SNR at the first hop from the BS transmitting signal to the kth relay Rk.
The index k* in group of relay in considered criteria is determined by

NOMA _

NOMA
TR = max, (M), (15)
The secrecy capacity for D1 is obtained as
+
; NOMA , NOMA

CNOMA _ 1 log 1+ min ('YSDl,xl +YSD1,x2 ) (16)

L NOMA ’

2 L+ 75k

where [x]" = max{x,0}. It is worth noting that D2 employs Maximum ratio combining (MRC)
principle to process mixture signal as existence of both D1-D2 link and Source-Selected Relay-D2 link.
As a result, the secrecy capacity for D2 is obtained as [16]

+
. (~NOMA ,NOMA\ ,NOMA
1log 1+ max (mm ('Ysm,xz VD122 ) » Vix )
5108, NOMA

(17)

NOMA __
CxZ -

3. Secure Outage Performance in RS-NOMA

In this section, the secrecy capacity is studied for Rayleigh fading channels in terms of the SOP.
To describe the secrecy performance of a wireless communication system, such a metric is also an
important performance measurement and SOP is generally used. In particular, the SOP is defined as
the probability that the instantaneous secrecy capacity Cs,.. will drop below a required secrecy rate
threshold R (i.e., if Csec < R, information security will not be satisfied, and then an outage event can
be raised; otherwise, perfect secrecy will be maintained).

3.1. SOP at D1

Proposition 1. The SOP for D1 can be expressed as

A " 1 ay — e
pNOMA _ 4 _ X10s\D1 _ _
SOPL (@105AD1 + P1AE) PratAe x10sAD1 - vpsApr 1A Uth), (8)
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dt1. From here to

— 72R — 72R — [ t
where g1 = 2*Kaypp, Py = 2201 — 1L, U (1) = [, " exp (_Mtlgé)»m + 4’10‘10‘1()5)\15
following sections, we denote Ap1, Ap12, Asri, Akp2, AE as channel gains of links BS-D1, D1-D2, BS-Rk,
Rk-D2, BS-E respectively. Here, Ry denotes the target data rate of D1.

Proof. See in Appendix A. O

3.2. SOP at D2

Proposition 2. For performance evaluation on user D2, we formulate SOP as

pNOMA _ q _ PRAD12 exp < 1T wmps—omps o ) (t2)
SOP2 (PrRAD12 + P2AE) P210sAE a10sAp1 P20105AE PRADI12

xﬁ(( PRAKD2 p( I w—pm P )q(t3)>,

ex
ie1 \ (PRAkD2 + @2AE) P21 AE apsAsr1  P201AE PRARD2

(19)

where ¢ = 22R2aypp, 1y = 22R2 — 1,4 (1) = fO“ZPS_lPZ“lpS exp (— 2205 4 q)za]tésAE>dt2,q(t3) =

a1pstaApy

foarl#z“l exp (_ Mts;‘;/\SR] + <pzoi?/\5 ) dts. We denote Ry as the target data rate of D2.

Proof. See in Appendix B. O

The secure performance can be examined for the whole NOMA system by deploying this formula

OPnoma =1 — (1 —0P;_noma) (1 — OP,_noma) - (20)

4. SPSC Analysis in RS-NOMA

In such RS-NOMA, the SPSC is fundamentally defined as the probability of the secrecy capacity
Csec being zero. Under this circumstance, SPSC is an extra metric characterizing the properties of
physical channels in wireless communication, and hence, physical-layer (PHY) security is perfectly
evaluated to exhibit the RS-NOMA scheme to real application under the existence of eavesdropper in
nature wireless transmission environment. In general, the SPSC can be calculated by

Pspsc = Pr(Csec > 0). (21)
4.1. SPSC Compution at D1
From the definition above, we have the outage formula in this case as
PAQMA = pr (CNOMA > 0)

_ NOMA NOMA , NOMA NOMA
=Pr (75D1,x1 > YsEl  »YSD1x2 = VSEL )

— NOMA NOMA NOMA NOMA
~ Pr (%Dl,xl > YSE1 ) Pr ('Ysm,xz > YSE1 ) .

(22)

Py P

pelhel? > ayplhel®

Such outage event must be constrained by o5 ]
X205 —&10sX1PE|E

5. Firstly, P can be written by

Py =Pr <|hD1|2 > pE|hE|2>
Ps
ST prx \ 1 x
= [ oxp [ — —exp [ —— ) dx (23)
/0 P ( PSAD1> Ap F ( )\E)

= s (o9 (- (5 5 e ) 1)
= PSP (esp (- b —1).
PsADp1 + PEAE P PsAp1  Ap/) a1410E
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a1pg g pe|hel*
w205~ psarpg | he|” Ps

o hel?
[b = I’r (ﬂhljlz > 1F)E| E‘ 5 )
a0 — &105410E |hE]|

Similarly, in case of , P> can be calculated as

(24)

= /oo exp (— MPEX ) = exp <_x> dx.
2 (@205 — w1psa10EX) Ap1 ) Ak AE

A1%1PE

Kp05—0
a10s010E”

To calculate the above integral, we set new variable as v = apps — a1ps1ppx — X =
then it can be expressed by

1 [o2ps < apps — v apps — v ) dv
P, = —/ exp | — —
AE Jagps X10sVAD1  X1PSX1PEAE ) —X10SX10F

(25)

1 1 X205
" mapsaippre ¥ (lxms/\m - D¢1PSDC1PE/\E) 7(0)-
Therefore, the SPSC is then computed to evaluate secure performance at D1 as
PRRMA = Py x P,
q (ZJ) xp (_nipltzvé;POCEl) + lxlpsl/\m - “1“?55515)‘5) (26)

_ 1 _ X205 ’
q (U) exp a1psAp1  @1&105PEAE

=m

_ PsAp1 _ _PE 1 _ %105 _ v
where m = (PS/\D1+PE)‘E)“1“1PSPE/\E/H T psAm + Aerd () ft’ézps exp ( a10Apy + "‘1P50‘1PE/\E)dU

4.2. SPSC Computation at D2

In a similar way, the SPSC performance at D2 can be expressed as
NOMA NOMA
Pspscy” = Pr (sz > 0)
; NOMA , NOMA NOMA
=Pr (mm (’YSDl,xz +YD12,x2 ) > TSE2 )
G (27)

NOMA , NOMA NOMA

x Pr <k—1aXI< (min (’)’SR,XZ ”YRKDZ,xZ)) > Y ) .

H

To proceed from this formula, we first consider term of G and it can be calculated as
: NOMA , NOMA 2
G="rr (mm ("Ysm,xz +YD12,22 ) > a0k e )

2

a20s|hp1]| 2 2 2 8

=Pr| ———— > apelhe|” | Pr(pr|gD12|" > a2pE|hE[) - (28)
(“1PSth|2 +1 ( )

G
G 2

It is worth noting that the outage probability must satisfy the condition of ps — a1050£|hg >
0 — |he|* < —L-. Asaresult, it can be rewritten as

X10E°
TPE PEX 1 x
G = /WE ex (— E )ex <—> dx
! 0 P (1 —vclpEx) pS/\Dl /\E P /\E

1 ”‘llPE ( PEX X )
= — exp | — — — |dx.
AE /0 P (1 —a1ppx) psAp1  AE

(29)




Sensors 2019, 19, 736 9 of 23

1—"01
X10E

Next, a new variable can be putas v = 1 —a1ppx — x =
As a result, it can be expressed by

G _i/oeX (_ 1—um B 1—01) duq
Y7 Ar 4 P 1010sAp1 X10EAE ) —X1PE

to calculate the above integral.

(30)
= ex ( L _ 1 ) (v1)
X1 PEAE P a10sAp1  @1PEAE )
where g (v f exp (——1L + A )do,.
q(v1) 0 &P a101psAp1r | WPEAE 1
Similarly, we have
«
Gy, = Pr (hD12|2 > st|h,5|2)
axopx \ 1 ( x)
= - —exp | —— |dx 31
/ ( R)\mz) Ar TP T A (1)
_ PRAD12
PRAD12 + @20EAE

From (30) and (31), we have

PRADI2 ( 1 1 )
G= ex — 1) 3
(PRAD12 + 220EAE) a1 0EAE P X1psAD1  MPEAE q(v1) (32)

From (27), H can be calculated as

_ : NOMA . NOMA NOMA
H=Pr (kmlaXK (mm (’YSR x2 7 YRKD2 x2)) > Ysen )

K 2 (33)
a2ps|hsri | ) 2
=[I|Pr{—>—7— > Pr(prlgpal” >¢
=1 <1’61Pshsm|2 +1 ( )
H H2
Hj can be computed as:
wps|hsr1 |
T S
w1ps|hsri|” +1
e > =) o
S S 5}
= { eXp( (042*@061)135)\5121) » <y
0, = %
Similarly, we can calculate H, to be
Hy =Pr 2>€)—ex (— ¢ ) 35
2 (|ng2| ox P\~ oitens (35)

It is constrained by a0 |hg|* < i g |
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H{ xH, =E ex — xexp | — L0 < —
S T B ( (a2 — da1) psAsri Ty ¢ &1

H] Hp

he|? he|? 1
=, 00 |- a20E| 215\ X exp (_azpfi\ El ) e <
(“2 — aopg| | 041) PsAsr1 PRAKD2 X1PE

1 /"‘llf’E ( NoPEX MPEX X )
= exp | — - — — ) dx.
Ag Jo P (a2 — a1020X) psAsr1  PRARD2  AE

We formulate H as

K

1
a1 pp 44 X 14 X X
H:1—H<1—/O”E exp <—( 20E — 2PE _AE> dx). (37)

k=1 Ay — X1&20EX) OsASRT  PRAKD2

Therefore, the SPSC evaluation at D2 can be determined by

A 1 1
pNOMA _ PRAD12 ox ( B > ;
SPSC2 ™ (prAp12 + @2PEAE) @10EAE P a10sAp1  ®1PEAE 7(01)

K ﬁ X PEX W20EX X (38)
x[1— 1-— / ex (— — — > dx ,
( 1<1:[1 < 0 P\ (2 — wmopex) pshsri prMoz A ))

1 2
where g (v1) = [; exp (—Mw}s/\m + M;’;AE)dvl,é = appg|hE|”.

5. Optimization and Studying OMA as Benchmark

5.1. Selection of wy for NOMA Transmission

In this section, we perform a numerical search for the value of a; that minimizes outage
performance. However, these derived expressions of outage probability can not exhibit optimal
«1. Fortunately, it can show an approximation to a7 obtained in a simple manner from the

following observations

NOMA €
Ysp1x1 = €2 = Usp1x1 = o (39)

2
where dsp1x1 = ps|hpi|”,

and
€

Ny — 06182’

NOM

A
Yspix2 = €2 = Ospixe 2 (40)

where g, = 22R2,
Clearly, the value of #; which minimizes outage performance is equivalent with evaluation of
¥sp1,x1 and Yspq x2 as below

¥sp1x2 = Uspiy1 = &1 = (41)

2+¢p
Although our derivation is clearly an approximation computation, its accuracy will be verified

later in the numerical results section. It is interesting to see that considered outage value does not
depend on the instantaneous channel values and it depends only on the target rates of the two users.

5.2. Asymptotic Analysis

We first consider asymptotic SOP for D1. To investigate the asymptotic secrecy performance,
we also provide an asymptotic SOP analysis.
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From (18), at high SNR pf the SOP performance of D1 based NOMA system can be asymptotically
expressed as

1+ 2 1422 —g 1+2—¢
PO ey = Pr | ————— < 22K mPr( [k’ > — 20— | mexp | ———— |, 42)
1+ a1pehel

where g = 22R1,
Then, we perform asymptotic derivation for SOP of D2. Similarly, from (19), the asymptotic
expression for a D2 is given by

1+2 1422
PRSHA mPr | —— A <22 | pr | — L >R )
145" T+ 954 (43)
Uy U,

From (43), we can calculate U, as
1+ 2 1+2 —¢
Up=Pr | ——— <2?R2 | mexp | ——2L—— | (44)
1+ ape|he)? ezaszAE

Similarly, with U, we get
a2 a _
uz _pr 1 +NgOlMA < 22R2 _ Pr |hE|2 > 1 + ay &
L+ Ygp. €2020F

ﬁ 1 + = — &
frg ex —_— .
k=1 P Szﬂész)\E

Replacing (44) and (45) into (43) leads to

1+——€2 K I+2 -
Pé\]OOPI\Z/IA ~ exp < ) H (exp (—)) (46)

e2PEAE | g €200PEAE

I~

k

Il
-

(45)

5.3. Consideration on OMA as Benchmark

As a traditional multiple access scheme, OMA is still deployed in a huge number of applications.
It is further considered an advantage of NOMA compared with older counterpart, i.e., OMA. Although
security concerns in OMA scheme are studied in the literature, this paper carefully presents the main
computations to make such comparisons clearer. In OMA, we first compute SNR to detect x; from the
BSto D1 as

Ps|hpy
Y9Dih = 7|¢7 " _ ps|hp1]*. (47)

0

To detect x; from the BS to relay, it is required to calculate SNR as

oma _ Ps|hsga|? 2
TsRx2 =~ 2 = ps|hsri|”- (48)
0

We compute SNR to detect x; in second hop from relay to D2 as

oma _ Prlgimal” 2 19
TRD22 =~ 2 T PRISkD2|" (49)
0
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It is shown SNR to detect signal x1, x, at E respectively

Ps|hg|?
yOMA = | 2E| = orlhel, (50)
UE
and )
Ps|he 2
VS = |2 D pelhel (51)
UE
Similarly, the secrecy capacity for D1 in OMA is obtained as
+
COMA llog % . (52)
277\ 146
The secrecy capacity for D2 in OMA is obtained as
1 1+4oOMA
OMA _ |13 . 53
Cra [4 082 <1 +yQMA 3)
It is worth noting that the best relay node is selected by the following criterion 'yOMA =
s, (99294) with 744 i (191, 1914, ).

In similar way, SOP at D1 in OMA scheme is given by

OMA COMA 1 +’Y§1§/{f}c1
Psopy =1—Pr ( 5)21_1% —oma =61
T+ 75k

—1—Pr <|hD1|2 > fjlﬂ|hE|2+ ‘§1_1> ‘
Ps Ps

In next step, it is calculated as

(54)

PR =1~ Pr (|hD1|2 > APMAel? + B?MA>

00 APMAy + BOMAN x
=1 —/O exp ( Ao ) )\E exp ( AE) dx (55)

=1——exp|— / exp | — + — | x| dx.
AE P ( Ap1 ) o &P < ( Ap1 AE) )

Finally, SOP at D1 in this situation is given by

OMA Ap1 BYMA
Psopt =1 ———ama——Xp | — ’ (56)

/\EAOMA + Ap1
where & = 22K, AOMA C1PE BOMA &-1
s
The SOP at D2 in OMA scheme is further Computed as

OMA

PR = Pr (COMA < Ry) = Pr Ty < 2k
L+ 7se2

(57)
=Pr | max_(min (pslhsi|*, prlgioal®) ) < ¢lhel + 5

¥
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And then, it is rewritten as

e

P = /’ (1= For (=) fy (1)

—/ 1— (1—exp(— (1px+y)))})\1Eexp<Ag>dx

= TE exp (—knp) (58)

X /Ooo (:21 ( ]If ) (—1)F Lexp <— <k171p+ /\15> x))dx

K K k—1 1
=1—exp(—kqu) ) k (=1) kippAg +17

k=1

__ n4R __ n4R _ 1 1
where p = 2%%2pg, p = 2°% — 1,1 = psAsrk + PRAKD2

The SOP for secure performance evaluation of whole OMA is given as

OPopma =1— (1 —=0P_oma) (1 —OPr_oma) - (59)

Regarding SPSC analysis for an OMA scenario, we have the following equation in similar
computation. We first present SPSC metric at D1 as

OMA OMA OMA
Pspsc1 = (C > 0) =Dr (’YSDl x1 > YSE1 )

o 60)
1 PE 1 ) ) PsAp1 (
= — exp [ — + —|x)dx=—""F""""—.
AE /o P < (Ps/\m AE PEAE + psAD1

Furthermore, the expression of SPSC metric can be derived at D2 as

[e9)

POMA, = / (1~ For (~1y2)) fy, p (3) dx

\

1 —x
— (1 —exp (—1ypEx)) } pY exp <)\E> dx

£(£)o o 2

vl 1
kﬂpE/\E +17

(61)

~ = 1=

A
%/
"

1 1
PsAsRK + PRAkD2 "

where 7 =

6. Numerical Results

In this section, we provide numerical examples to evaluate the secrecy performance of RS-NOMA
under impact of eavesdropper based on two system metrics including SOP and SPSC. Specifically, we
investigate these metrics by considering the effects of transmit SNR, fixed power allocation factors,
the number of relays, channel gains.

As an important parameter of NOMA, the impact of different threshold rates on the SOP
performance of user D1 is simulated in Figure 2. The reason for such observation is that the threshold
rate is the limited secure capacity as performing probability calculation. At high threshold rate,
the performance gap between NOMA and OMA can be observed clearly. In addition, asymptotic
evaluation shows that outage behavior is constant because such outage does not depend on pg.
This observation can be seen in the following experiments.
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Figure 2. Comparison study on SOP of NOMA and OMA for User D1 versus ps = pr as changing R
(ADl = )LE = 1,pE = OdB, R2 = 1)

Another observation is that the impact of the number of relays selected to forward signal to user
D2. As a further development, Figure 3 plots the SOP of NOMA scheme versus a different number of
relays. As observed from the figure, we can see that the higher number of selected relays also strongly
affect secure performance of RS-NOMA scheme compared with small variations at OMA. The most
important thing is that the RS-NOMA furnishes with K = 5 relay providing remarkable improvement
in secure outage performance. This is due to the fact that there are more chances to achieve improved
signal to serve far NOMA user. This observation confirms a role of relay selection to enhanced secure
performance in the considered RS-NOMA.

10°

10

1072
R SRR ¥ 00 W A D
O 103 ]
b 10
D
-4
10 -
PLOMA | ana.
-------- PSP aym
- = P, ana.
10°F | O K=1,sim.
¥ K =3, sim.
{ K =5,sim.
10 ‘ ‘

0 5 10 15 20 25 30 35 40 45 50
p,(dB)

Figure 3. Comparison study on SOP of NOMA and OMA for User D2 versus pg = pr as changing K
(Ap1 = Ap12 = Asrk = Akp2 = A = 1, g = —10dB, Ry = 1).

Figure 4 plots the outage probability of RS-NOMA and OMA schemes versus SNR for simulation
settings with A = 1, pp = 0 dB, R; = 0.5, R, = 1. Obviously, the outage probability curves match
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precisely with the Monte Carlo simulation results. In this observation, the performance gap between
NOMA and OMA is small as changing channel gain of link S-D1. This is in contrast with Figure 4,
which shows larger a performance gap between NOMA and OMA for secure consideration at D2.

S 102
o 10

-3 pswo(f\lu |
1077 F [reeeeees SOP1—asym \
SR s R Ty
O Api=1 (dB), sim. VN \
¥ Api=5 (dB), sim. Q \\ Q
o Ap1 = 10 (dB), sim. \\* \\
10 NIRRT,
-10 0 10 20 30 40 50 60
p,(B)

Figure 4. Comparison study on SOP of NOMA and OMA for User D1 versus transmit pg = pr as
varying Apj.

In Figure 5, the SOP performance of the RS-NOMA and OMA schemes with different threshold
rates at D2 are compared to provide an impact of the required rates on secure performance. We setup
the main parameters as Ap; = Ap1p = Asrx = Akpp = Ap = 1, pp = —10dB, K = 1. It can be
seen from both figures that the proposed RS-NOMA scheme can remarkably enhance the secure
performance compared to the OMA scheme. Performance gaps between NOMA and OMA can be

seen clearly at higher threshold rate Rj.

— PYOMA, ana.
-------- P
105k |- = PO, ana.
O Ry=0.5, sim.
¥ Ro=1, sim.
O Ry=15,sim.
10_5 I I I I I
0 5 10 15 20 25 30 35 40 45 50

p,(dB)

Figure 5. SOP of NOMA and OMA for User D2 versus pg = pr as varying Rj.
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In Figure 6, we compare the secure performance for the RS-NOMA and OMA schemes with
different strong levels of eavesdroppers. To perform the simulation, the required parameters are
summarized as Ap; = A = 1, Ry = 0.5, Ry = 1. It can be evidently seen that SOP in the OMA is
better than that in the RS-NOMA scheme. The main reason for this is that the cooperative NOMA
network is sensitive to the relation between the target data rates and power allocation. In a similar
trend, we see the performance gap at user D2 as in Figure 7. In this situation, the simulated parameters
are shown in this case as Ap; = Ap1p = Agrk = Akpp = Ar =1, Ry = 0.5, K = 3. To provide more
insights, the secure performance of the whole system needs be considered. In Figure 8, the curves of
SOP are illustrated to show performance gaps among these cases including User D1, User D2 and the
whole NOMA system.

10t IR\ R N

1072

SOP

—— Pggpi#, ana.

103 | [rreeee PP oy N ¥
— PO ana.

O pp=-5 (dB), sim.

¥ pe=0 (dB), sim.

0 pp=5 (dB), sim.

0 10 20 30 40 50 60

1072
o
o
n
1073
P e
"""" PEO‘PZ—(MWV \

g e r | N = o b
QO pp=-5(dB), sim. v \
¥ pp= 0 (dB), sim. v N \
O pe=5 (dB), sim. o \ \

0 5 10 15 20 25 30 35 40 45 50
p,(dB)

Figure 7. Comparison study of SOP for NOMA and OMA for User D2 versus ps = pr as varying pk.
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NOM :
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W DL SIM.  fcisbisssissississisiiississsisiisss ggisss scissiscs VPR
O D2, sim. * U%

\
System, sim. N L
1 1 1 1 A 1 a\

0 10 20 30 40 50 60

Figure 8. Comparison study of SOP in several cases versus ps = pr (Ap1 = Ap12 = Asgrk = AMpy =
Ap=1,pp=-8dB,K=1,R; =Ry =1).

In Figure 9, an optimal value of power allocation factor, i.e., a1 can be checked by a numerical
method. It can be confirmed that our derivation in an approximate manner is similar to numerical
value obtained. This is the guideline for designing NOMA to achieve the lowest outage performance.

0.9

0.8

0.7

0.6

0.5

SOP

0.4

Ana.

0.3 % PYOMA sim. | |
O P s
0.2 System, sim. |
o= 0.25
0. Y =005 ,
ai=0.225

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5

1

Figure 9. Optimal SOP in several cases with indication of optimal value regarding a; (Ap; = Ap1p =
/\SRk = /\sz = /\E =1, PE = —5dB, K =1, R1 = R2 = 0.5).

In Figure 10, further simulation is performed for consideration at D1; the SPSC performance
versus transmit SNR is presented. As can be seen, at lower SNR regime, SPSC performance between
OMA and NOMA is similar. This observation will change at higher SNR. The strong characterization
of eavesdropper leads to varying SPSC performance. As seen in other simulations, this result verifies
the exactness of the analytical computations presented in the previous section.
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Figure 10. Comparison study of SPSC in several cases versus ps = pr at D1 as setting different values
Opr (ADl = /\E = 1, Rl = 05, R2 = 1)

In Figure 11, the curves of SPSC versus transmit SNR at D2 are presented. As can be seen,
the analytical results can match the simulations very well. Obviously, by varying channel gains of
the eavesdropper, the SPSC will be changed. Meanwhile, the performance gap between OMA and
NOMA in such SPSC is linear in the range of SNR from —20 dB to 5 dB and it does not exist if the SNR
is greater than 10 dB. Like previous simulations, this result coincides with the analysis in analytical

computations presented in the previous section.

10°

PYOMA | ana.
POA,, ana.
pE= -5, sim.
prp=0, sim.

pEp= 5, sim.

p,(dB)

Figure 11. SPSC performance in several cases versus ps = pg as different choices of pr (Ap1 = Apyp =
Asrk = Mpy =Ap =1,K=1,R; = 05,R, = 1).

7. Conclusions

In this study, the closed-form expressions are derived in a scenario of relaying network deploying
NOMA. In such NOMA, relay in group is selected to evaluate secure performance in situations
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regarding the existence of secrecy probability in such RS-NOMA. In this scenario, we considered
a system with an eavesdropper, multiple-relay, two NOMA users, and a base station. As an
important achievement, the best relay selection criteria was recommended to enhance system secrecy
performance against eavesdropping attacks. By evaluating the effects of various indicators of the
system, we investigated two main metrics, the SPSC and the SOP and then secrecy performance
analysis is achieved. In addition, we further demonstrated the accuracy of the analysis using Monte
Carlo simulations. In addition, we confirmed the advantage of NOMA scheme compared with OMA
at specific values of simulated parameters. For future work, multiple antenna at the base station and
multiple eavesdroppers should be examined together with relaying techniques to illustrate a practical
implementation of RS-NOMA.
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Appendix A

Proof of Proposition A1l. We first compute SOP based on the concerned definition as

NOMA NOMA
Psop1 " =1—Pr (Cxl > Rl)

NOMA NOMA
=1-—"Pr 1log min I+ 5Dt 1+ Tspia > Ry
= 2 4 -
2 R (A
~ 1= Pr (50 > 22 (1209) — 1) pr (4B > 20 (14488M) 1),
Xi X2

To compute such outage, X; can be first calculated as

2
X, = Pr <|thz > P1lhel +1P1>
x10s

2
o0 e1lhel"+ 91| 1 ( x) A2
= ex _— — eX —_ dx ( )
/0 P ( ®10sAp1 > AE P AE
__ ™psAp <_ ! )
X10sAp1 + e1AE x10sAp1

where @1 = 22Ria o, ¢ = 22K — 1.
In addition, X, can be expressed by

o1lhe|” + 1

Xp = Pr | |hp|* > 5
Ps (062 — a1 — @raq |hE] )

(A3)

It is noted that strict constraint here is pg (txz — 1 — (p1vc1|hE|2> >0 — |he* < “2(;17‘5611“1 then

X3 can be further computed by

Py

[ + lpl 1 X
X, = M ex <— P ) — ex (—> dx. (A4)
27 Jo P (g — P11 — @1a1x) psAp1 ) A P
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. —praq—t
Next, new variable can be seen as t; = ap — 107 — Q01X — X = % then X, can be
re-expressed by

1 a—Pra — — —
X, = / I e (_M> exp (_W> it
P11 Jo a1t10sAp1 P101AE (A5)

= 1 xp< ! —az_lPlM)U(tl).

e
P1x1AE x10sAp1 P1&1AE

After performing simple manipulations, it can be obtained that

A 1 —
pNOMA _ a10sAD1 ( /21 n LY 1P1¢¥1) U(t). (A6)

SOPL (x10sAD1 + @1AE) 1a1AE a1psApr - ®1PsAp1 PIiAE

This is end of the proof. [J

Appendix B

Proof of Proposition A2. From the definition, it can be expressed SOP as

s0P2
— Pr (Y98 < 2% (14+98914) ~1UBRY <2 (149080 1)
<Pr (G < 2 (14 48M) LU <2 (1448 -1)
= (1=Pr (135 = 2 (14909M4) 1,08 = 28 (14938M0) —1)) (A7)
Q1
< TT(1-Pe (109 > 2% (14 29"%) ~ 1 > 2% (14939%) -1)).
k=1

pNOMA _ p, (C%OMA < R2)

Q2

In this situation, Ry can be written as

Q1 =1—Pr (1AGMA > 22R2 (14 9JgMA) —1,9JOMA > 2282 (14 4JQMA) — 1)

h 2 =+ h 2 +
:1Pr<hD1|22 Pallel” + ¢z 2>Pr<|gD12|22 Plhel" g2} (A8
a5 — Pott1 05 — o105 |hE| PR
I J2

This case requires the constraint as a5 — Y105 — gaayps|he|> > 0 — kel < % then

J1 can be expressed by

XP5—Po&1pg

= [ e P+ =i (A9)

Ae Jo a2ps — Par1ps — P2r1PsX) Ap1 g
To further computation, we set new variable as t; = w05 — Prx1ps5 — P21psX — X =
2052019512 then it can be expressed by
P2210s

1 azps — ¢20€1Ps>
= ———ex — ty). A10
h P201PSAE P (ﬂlps/\m P20105AE 7(t2) (A10)



Sensors 2019, 19, 736 21 of 23

In this step, it can be shown |, as

2
Jo =Pr <|h]312|2 > (P2|hEp +¢2>
R

o0 P2x + le) 1 ( X ) All
= exp| ————"= ) —exp | —— | dx ( )
/0 P ( PrRAD12 ) AE P AE

_ _ PrRADD exp (_ P2 )
PRAD12 + P2AE PRADI2

From (A10) and (A11), it can be obtained R; as

PRAD12 < 1 w205 — Po1Ps ¥ )
=1- ex = — h), (A12
& (PRAD12 + @2AE) Q2tt1psAE P a10sAD1 P2010sAE PRADI12 1(t2),  (AL2)

_ n2R _ 92R __ [a20s—ou « t
where g; = 2720, 5 = 272 = 1,4 () = fo e P (_“U?Sztgg\m T fﬂzﬂlzs/\E)dtz'

Then, R; can be calculated as

K hel? he|?
Q=] 1—Pf<|hsm|2 e L (AR =L 23 | BN
k=1 a205 — Paa105 — Pao10s|hE| PR
Y, Y,

Such outage event need the condition as 05 — 105 — a1 ps|he|* > 0 — |hp|* < 2924

P21
then Yj can be expressed by
ap—¢rmg
vie L[ e (— P2+ ¥ - ")dx. (A14)
A Jo (a2 — oay — @aa1x) psAsr1 Ap

Similarly, we set new variable as f3 = ay — o] — Par;x — x = % then it can be
expressed by

! xp( ! —"‘2_"’2“1)q(t3). (A15)

= e
! Qrx1AE X10sAsr1 P201AE

As a result, we have Y5

0 +P\ 1 X
Y. :/ ex (—W)ex (—) dx
27 Jo O PrRAD2 /) AE P AE
__ PRMD2 (_ P2 )
PRAKD2 + @2AE PRAKD2

(A16)

From (A15) and (A17), R, is rewritten as

0 = ﬁ (1 - PRAKD2 . < 1 ;= ¢ ) ] (t3)>. (A17)

ex
Pl PRAKD2 + P2AE) P201AE wpsAsr1 P20AE PRARD2

Then, Pé\]OOPAZAA can be achieved that

pNOMA _ (1 _ PRADI2 exp ( 1 amps—tomps P ) t2)>
SOP2 (PRAD12 + P2AE) P2&105AE a10s5Ap1 P20105AE PRADI12 (A1)
o 15[ (1 B PRAKD2 exp ( 1 ;= Y ) ] (t3))
kel (PRAKD2 + @2AE) P21 AE a105AsR1 P201AE  PRAD2

This is end of the proof. [
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