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Abstract

:

Here, we propose a novel application of a low-cost robust gravimetric system for public place access monitoring purposes. The proposed solution is intended to be exploited in a multi-sensor scenario, where heterogeneous information, coming from different sources (e.g., metal detectors and surveillance cameras), are collected in a central data fusion unit to obtain a more detailed and accurate evaluation of notable events. Specifically, the word “notable” refers essentially to two event categories: the first category is represented by irregular events, corresponding typically to multiple people passing together through a security gate; the second category includes some event subsets, whose notification can be interesting for assistance provision (in the case of people with disabilities), or for statistical analysis. The employed gravimetric sensor, compared to other devices existing in the literature, exhibits a simple scalable robust structure, made up of an array of rigid steel plates, each laid on four load cells. We developed a tailored hardware and software to individually acquire the load cell signals, and to post-process the data to formulate a classification of the notable events. The results are encouraging, showing a remarkable detectability of irregularities (95.3% of all the test cases) and a satisfactory identification of the other event types.
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1. Introduction


Smart floors, footboards, and platforms are used in a large variety of applications. Traditionally, they are employed in the biomedical field, for postural or gait analysis [1,2,3,4,5] as an alternative to other techniques based on wearable sensors [6,7]. Furthermore, one of the main targets of the existing devices is related to the sensing, with high spatial resolution and high sensitivity, of the pressure field exerted by the feet of a patient standing, walking, or running. Technological solutions to this problem are usually offered by soft or flexible materials embedded within a large matrix of capacitive or piezoresistive pressure sensors, able to perform a dense spatial sampling of the sensitive device surface [2,3]. Despite the required high spatial resolution and sensitivity, in these applications, the robustness and cost usually are not critical issues: the smart floor is trodden in a controlled manner, at a moderate frequency, with the aim of analyzing the transit event in detail while performing complex, expensive and time-consuming examinations.



A different field of application for smart floors, footboards and platforms is security [8,9,10,11,12,13,14,15,16,17,18]. Herein, the floor is used to monitor the occupancy of surveilled or sensitive areas, possibly to identify the people present inside these areas and, finally, in the novel application field considered in this paper, for the control of access in walk-through gates.



Some of the solutions present in the literature exploit the same typology of devices as those developed for the biomedical field, accompanying them with specific signal processing strategies [8,9]. Actually, however, the requirements for this kind of application, in most cases, are different from those listed previously concerning the biomedical field. Truthfully, in the context of security or access control, two very critical issues are the robustness and cost of the device, whereas high spatial resolution and sensitivity can be considered less essential. This is especially true for the application proposed in this paper, i.e., automatic control of accesses in public places through walk-through gates, where a very high throughput is expected, and fast (theoretically on-line) analysis of transit events is needed. The technology proposed to meet the requirements of this specific application is provided by gravimetric systems: in fact, different from sensor matrix-based footboards, gravimetric platforms have a simpler but more robust structure, similar to the one of a common weighing scale, consisting of a rigid plate supported by a small number of force sensors (such as load cells), usually placed at the platform corners [17,18]. Obviously, the platform surface is not an active sensing area; nevertheless, the output of the force sensors besides providing information about the magnitude of the net vertical force applied to the plate, can be used to accurately assess its application point position [17,18] as a function of time. When only one person or object is present on the footboard, her/his/its position can be estimated quite simply and accurately, as shown in [18], where this approach is applied to the localization of a robot. Things get more complicated if more than one person is present on the gravimetric platform, or if one person is pulling a luggage on wheels, or, more generally speaking, if there are other application points of the vertical forces beyond the feet of a single person [17]. Indeed, the force information is integrated over the relatively large area of the plate and this limits the capability of spotting any type of irregularities.



Here, we analyze the working principle and the performance of a scalable smart gravimetric system, described in a previous paper by the same authors [17], which is specifically designed for the control of walk-through accesses to public places with the aim of detecting simultaneous passages of more than one person. The system is based on a gravimetric footboard composed of a small array of traditional gravimetric platforms [17]. The proposed system is conceived to operate together with other deployed systems, such as surveillance cameras, metal detectors and Radio Frequency Identification (RFID) readers. This data fusion approach, brought to the fore by the spreading paradigm of the Internet of Things (IoT), can lead to a more detailed and trustable characterization of events or phenomena of interest [19]. Therefore, the main purpose is to add a further security level, which coincides, in the case of places with an entrance pass required, with the detection of the contemporary presence on the footboard of more than one person trying to get in the area under observation using only one ticket. Conversely, the proposed gravimetric system can be used to detect not irregular but still relevant events, such as the passage of a person with a luggage on wheels, with a stroller, or a person in a wheelchair or on crutches. Along these lines, the appropriate assistance could be arranged more quickly and effectively. Furthermore, this kind of data can be useful for the statistical characterization of the monitored place frequentation.



This manuscript is organized as follows: Section 2 describes the proposed gravimetric system working principle from a general theoretical perspective, also providing the derivation of the net force application point position uncertainty; in Section 3 the effectiveness and the performance of the proposed solution are investigated by means of experiments and tests. To this end, a prototype of the gravimetric sensor array is used together with a tailored laboratory acquisition system; Section 4 contains comments and further details on the results presented in Section 3. Section 5 presents the overall final gravimetric system, comprising the gravimetric sensor and the embedded electronics. Finally, Section 6 draws the conclusions.



State of the Art


The technological evolution of gravimetric sensors is pushing toward integrable, scalable, and pervasive but non-intrusive solutions. Regarding this, slim and flexible sensor matrices, that can be embedded into the floor with no encumbrance for human activities, represent one of the latest research fields. Different sensor types are employed: the more common and recent proposals, that can be found in the literature, involve capacitive sensors [16] and piezoresistive Polymer Thick Films (PTFs) [8,9,10,11,14]. A more advanced piezoresistive carbon nanotube polymer sensor matrix is presented in [20]. The authors introduce a smart sensing floor based on triboelectricity in [4]. This effect also is used in other interesting research lines, where smart floors are even depicted as possible energy harvesters: for example, triboelectric nanogenerators (TENGs) are inserted in the floor to exploit the triboelectric effect both for motion sensing and for collecting energy from low-frequency mechanical vibrations [21].



As already stated in the previous section, the novel application introduced in this article, that is the monitoring of the access to public places, poses some serious challenges in terms of durability and reliability, since the system should be able to sustain a high throughput (many passages per day) without undergoing structural faults. Conversely, sensor integrability and size are less restrictive constraints with respect to domestic, office or biomedical applications. Thus, we opted for a simpler but more robust architecture, like the one proposed in [18], that we already introduced in our previous work [17].



Concerning data processing, the more advanced techniques include Fisher discriminant analysis [8], Support Vector Machines [13], and Convolutional Neural Networks (CNN) [4,15].





2. The Gravimetric System Working Principle


2.1. Gravimetric Sensor: Structure


A simple and robust realization of a gravimetric platform consists of a rigid plate laid on force sensors, with a vertical sensitivity axis, as already mentioned in the Introduction. There are usually four sensors placed at the platform corners. This configuration allows them to obtain the weight and the trajectory of a body moving upon the platform; as a disadvantage, it permits neither the extraction of detailed pressure maps for gait or postural analysis, nor the straightforward recognition of multiple objects on the platform, since the information provided by the platform is related to the motion of a single center of mass. Nevertheless, the usage of an array of gravimetric platforms can enhance the distinction capabilities when different objects are located on different elements of the array.



Figure 1a shows a schematic of a single gravimetric platform with four force sensors (e.g., load cells) located near the four corners and individuated by    x  i , 1   ,    x  i , 2   ,    y  i , 1   ,    y  i , 2     coordinates with respect to one corner. The  i  subscript is the platform index, used later to extend the calculations to the generic case of an array of  N  platforms. A gravimetric footboard can be obtained as an array of  N  identical platforms as in Figure 1b, which shows a possible disposition of gravimetric platforms.



The idea at the basis of the extension of the sensor into an array is to improve the capability of detecting the passage of more than one person at a time on the footboard. Therefore, the width of the single platform can be optimally selected so as to maximize the probability that only one person at time can comfortably pass on the single platform, whereas the length can be selected as to accommodate a single average step.




2.2. Gravimetric Sensor: Load and Trajectory Estimation


The magnitude    M i   ( t )    of the net vertical force applied on the  i -th footboard at the time  t  can be obtained by the sum of the forces    m  i , j    ( t )    acting on each force sensor and measured by the sensors themselves:


   M i   ( t )  =   ∑   j = 1  4   m  i , j    ( t )  ,  



(1)




where  j  is the sensor index. Note that the resultant force    M i   ( t )    is the product of the inertial mass of the object and the vertical acceleration and, in static conditions, coincides with the weight of the object; therefore, in this paper we sometimes refer to this quantity with the term weight or load.



The extraction of object trajectories on a single gravimetric platform is plainly based on torque equilibrium calculations. The location coordinates    X i   ( t )   ,    Y i   ( t )    of the net force application point on the  i -th footboard at the time  t  can be inferred applying torque equilibrium with respect to the corner chosen as a reference:


   X i   ( t )  =     ∑   j = 1  4   x  i , j    m  i , j    ( t )     M i   ( t )    ;    Y i   ( t )  =     ∑   j = 1  4   y  i , j    m  i , j    ( t )     M i   ( t )    .  



(2)







Figure 2 gives an explanatory visualization of Equation (2), showing the constraint reactions opposing the total force acting on the footboard and measured by the force sensors.



Let now us consider a two-dimensional array of  N  gravimetric platforms. Then, the total force   M  ( t )    acting on the array at the time  t  is:


  M  ( t )  =   ∑   i = 1  N   M i   ( t )  ,  



(3)




and the position of the total force application point on the platform at the time  t , given by the   X  ( t )   ,   Y  ( t )    coordinates, can be written as follows:


  X  ( t )  =     ∑   i = 1  N   X i   ( t )   M i   ( t )    M  ( t )    ;   Y  ( t )  =     ∑   i = 1  N   Y i   ( t )   M i   ( t )    M  ( t )    .  



(4)








2.3. Performance of the Gravimetric System: Uncertainty


An important aspect to be considered is the accuracy with which a system such the one described in Section 2.1 is capable of determining forces and trajectories by applying Equations (1)–(4).



To assess this performance, we used the well-known propagation formula of uncertainty for indirect measurement under the assumption of statistically independent errors, which is based on the evaluation of the variance. Assuming the measurand  ζ  related through the function  f  to  k  quantities    ξ i   , i.e.,   ζ = f  (   ξ 1  ,    ξ 2  ,   … ,    ξ k   )   , for small errors we can write:


   σ ζ 2  =   ∑   i = 1  k     (    ∂ f   ∂  ξ i     )   2   σ   ξ i   2  ,  



(5)




where    σ   ξ i   2    are the standard deviations of the measurement error of    ξ i   , whereas    σ ζ 2    is the resulting standard deviation of the measurement error of  ζ .



This formula, which concerns variances, is straightforwardly exploited to derive the uncertainties replacing all the standard deviations with their estimations (uncertainties) and is used for the measured weights and the trajectories.



The statistical independence assumption is supported by the physical separation of the acquisition of each sensor signal. Regarding the following, the force sensors are supposed as identical, characterized by measurement noise modeled by white ergodic stationary stochastic processes independent and identically distributed, with zero mean, therefore characterized by the same time-invariant uncertainty   u  ( m )   . Likewise, the errors on the positioning of all sensors along the two axes are considered independent identically distributed random variables, with zero mean, characterized by the uncertainties   u  ( x )    and   u  ( y )  ,   respectively.



The application of Equation (5) for uncertainty evaluation to the case of a single platform yields:


  u  (   M i   )  = 2 u  ( m )   



(6)






   u  (   X i   ( t )   )  =     ∑   j = 1  4     (     m  i , j    ( t )     M i   ( t )    u  ( x )   )   2  +   ∑   j = 1  4     (     x  i , j    M i   ( t )  −   ∑   k = 1  4   x  i , k    m  i , k    ( t )       (   M i   ( t )   )   2    u  ( m )   )   2    ;    u  (   Y i   ( t )   )  =     ∑   j = 1  4     (     m  i , j    ( t )     M i   ( t )    u  ( y )   )   2  +   ∑   j = 1  4     (     y  i , j    M i   ( t )  −   ∑   k = 1  4   y  i , k    m  i , k    ( t )       (   M i   ( t )   )   2    u  ( m )   )   2    ,   



(7)




where   u  (   X i   ( t )   )    and   u  (   Y i   ( t )   )    are the uncertainties on the trajectory coordinates on the  i -th platform, whereas   u  (   M i   )    indicates the uncertainty of the measured load on each platform.



It can be seen that the uncertainty of the trajectory estimation varies depending on the load application point position. Considering, as an example, the uncertainty evaluated for    X i   ( t )   , it can be easily shown that:


  u  (   X i   ( t )   )  <   u    ( x )   2  +    (    2 w    M i   ( t )     )   2  u    ( m )   2     



(8)







Note that   w =  x  i , 2   −  x  i , 1     is the distance between the sensors along the x direction. Therefore, the estimation of the x coordinate becomes critical when the measured load signal becomes small (very low load on the platform). These situations can be easily excluded setting a load threshold for platform operations,    M  i m i n    , that is chosen as the minimum significant load for the proposed application (e.g., 10 N corresponding to a standing mass equal to 10 kg). Below this threshold the signal from the force sensors are considered only noise and are not processed.



Therefore, the worst-case uncertainty can be evaluated:


  u  (   X i   ( t )   )  <   u    ( x )   2  + 4  w 2     (    u  ( m )     M  i m i n      )   2    =   u    ( x )   2  + 4  w 2   u   R  M A X        ( m )   2     



(9)







Equation (9) clarifies that the coordinate estimation accuracy is limited by the maximum accepted relative load error,    u   R  M A X      ( m )   . This discussion can be easily extended to   u  (   Y i   ( t )   )   . More in general, given a certain platform, i.e., once the force sensors are chosen, as well as the platform geometry and the load sensor positioning tolerances, the minimum load threshold for trajectory calculation can be selected to guarantee a given level of accuracy.



The extension to the  N  footboard array case is straightforward:


  u  (   M i   )  = 2  N  u  ( m )   



(10)






   u  (  X  ( t )   )  =     ∑   i = 1  N     (     M i   ( t )    M  ( t )    u  (   X i   ( t )   )   )   2  +   ∑   i = 1  N     (     X i   ( t )  M  ( t )  −   ∑   k = 1  N   X k   ( t )   M k   ( t )       (  M  ( t )   )   2    u (  M i  )  )   2    ;    u  (  X  ( t )   )  =     ∑   i = 1  N     (     M i   ( t )    M  ( t )    u  (   Y i   ( t )   )   )   2  +   ∑   i = 1  N     (     Y i   ( t )  M  ( t )  −   ∑   k = 1  N   Y k   ( t )   M k   ( t )       (  M  ( t )   )   2    u (  M i  )  )   2    .   



(11)







Considering plausible values for the sensor position errors (≈5 mm), and force sensors with a ∼2 N peak-to-peak noise value and a signal full range of 2000 N, a gravimetric footboard size in the range (2 ÷ 3 m2) and a minimum load of ten of kilograms, a satisfactory trajectory estimation, with an uncertainty in the order of some centimeters, is achievable. Figure 3 shows a simulated trajectory (in blue) on a gravimetric footboard of 2 × 0.9 m2, with the error bounds (in red) resulting from evaluating Equation (11).




2.4. Data Processing


The capability of the proposed system of recognizing different situations is obtained exploiting the equations reported in Section 2.1, allowing the estimation of loads and trajectories on the single platforms and loads and trajectory on the complete footboard.



The different situations (test cases) chosen in this paper for assessing the gravimetric system applicability are typical occurrences in an access monitoring scenario. Particularly, we considered the following event categories: single person without any particular object (“standard event” category), single person with luggage on wheels or with a stroller (grouped in a “wheel event” category), single person on crutches (“crutches event” category), two people side-by-side or two or more people queued (grouped in an “irregular event” category). The first three categories do not represent a security violation and, therefore, they are eventually grouped in a generic “regular event” category, as opposed to the irregular event category.



The data processing can be subdivided into two phases: the load and trajectory calculation and preprocessing, and the event recognition. During the first phase, Equations (1)–(4) are applied to the analog to digital (A/D) converted force sensor output signals (   m  i , j    ( k )  ,   i = 1 , … ,   N ;   j = 1 , … ,   4 ;   k ∈ ℕ  , such that    M i   ( k )  >  M  i m i n    ) when the load on the single platform is above the predetermined threshold,    M  i m i n    , and low-pass filtered, to produce the set of discrete signals    {   M i   ( k )  ,    X i   ( k )  ,    Y i   ( k )  ,   M  ( k )  ,   X  ( k )  , Y  ( k )   }  ,   i = 1 , … , N ,   k ∈ ℕ   sampling the trajectory of the person who crossed the platform. Trajectory and load data are the input for the second part of the processing, namely the event recognition algorithm. The proposed recognition strategy is a multi-layer approach with a two-tier structure. The first level only separates standard events (i.e., the passage of a single person without any particular object) from all the other event categories, which are collectively named “special events” at this step. Concerning the case of a standard event, no warning is generated, and the algorithm exits. Conversely, in the case of a special event, the analysis continues with the second level event recognition algorithm. This second tier can generate either an alarm (in the case of irregularities, i.e., more than one person passing together on the platform), or only a notification (in the other cases), always providing a label indicating the hypothesized category for the occurred event. The first and second levels of the event recognition algorithm are described in detail in Section 2.4.1 and Section 2.4.2, respectively. Figure 4 shows a flow chart summarizing the whole algorithm working logic.



2.4.1. First Tier Event Recognition Algorithm


The first level of the event recognition algorithm is based on the analysis of the two coordinates   X  ( k )    and   Y  ( k )   , the transit direction, which are processed separately. The coordinate   Y  ( k )    is analyzed to detect the so-called ‘back steps’. Indeed, during a usual regular event of a walk-through, this coordinate is a non-decreasing function of time; only if the passing person decides to invert the walking direction on the footboard, the coordinate slope changes sign. Conversely, a second person stepping on the platform suddenly adds a load applied close to the footboard edge (  Y  ( k )    = 0 m), with the consequence of a displacement of the net force application point toward this edge, resulting in a change of the slope sign of   Y  ( k )   . When a ‘back step’ event is found, a first net force average is evaluated using the n samples preceding the event (with n at least equal to ten), and a second average is calculated using the n samples following it. These two values are verified to be close within a certain threshold; if this is true, then the event is considered a real and regular back-step, i.e., the passage is regular but the single person on the footboard decides to invert the transit direction. Conversely, if the two average values difference exceeds the preset threshold, then the algorithm associates the back step to the arrival of a second person on the platform and sets a special event flag, passing the execution to the second-tier event recognition algorithm.



Regarding the   X  ( k )    coordinate, the algorithm seeks in every sample the maximum distance between the application points of the net force relative to the loaded platforms. As in the previous case, when this distance exceeds an appropriate threshold, the algorithm sets the special event flag, as it is likely that two people side-by-side are crossing the platform. This processing applied to the  X  coordinate is useful when the platform width is chosen as described in Section 2.1, i.e., granting a high probability that only one person at time can comfortably pass on the single platform.




2.4.2. Second Tier Event Recognition Algorithm


The second-tier event recognition algorithm is based on a particular feature extraction. The algorithm is capable of extracting people, wheel (e.g., a stroller or luggage on wheels), and pressure spot (e.g., crutches or walking sticks) signals, considering force magnitude and distribution. Particularly, the process of separating people tracks from wheel tracks makes use only of the force magnitude information, while the force distribution information is added for isolating pressure spot tracks. The effect of this procedure will be clear in the next section, comparing Figures 6a, 9 and 10a,c. Fully, a number   C = 3   of trajectory types is considered. The output of this algorithm is a larger set of trajectories and loads of the above listed types. Therefore, the input of the algorithm is a set of   N + 1   trajectories and loads,    {   M i   ( k )  ,    X i   ( k )  ,    Y i   ( k )  ,   M  ( k )  ,   X  ( k )  , Y  ( k )   }  ,   i = 1 , … , N ,   k ∈ ℕ ,   whereas its output consists of    (  N + 1  )  · C   trajectories and loads, i.e.,    {   M  i , c   ,  (   k c   )  ,    X  i , c    (   k c   )  ,    Y  i , c    (   k c   )  ,    M c   (   k c   )  ,    X c   (   k c   )  ,  Y c   (   k c   )   }  ,   c = p e o p l e ,   w h e e l ,   s p o t ,   i = 1 , … , N ,    k c  ∈ ℕ   such that    M  c M a x   >  M i   (   k c   )  >  M  c M i n    . This means that the trajectories    X  i , c    (   k c   )  ,    Y  i , c    (   k c   )  ,   and the loads    M  i , c    (   k c   )    are extracted only if the weight belongs to a specified force interval. This algorithm allows to extract from a complex trajectory the contribution of wheels, people, and crutches. After this operation, for each trajectory type, the algorithm calculates the first and second moments of the spatial coordinates. We experimentally found these values, depending on the trajectory types (people, wheels, pressure spots), are different for the diverse event categories and, therefore, can be compared with appropriate thresholds to eventually establish the event type.






3. Experimental Results


3.1. Characterization System


We proved the feasibility of the system depicted in the previous section, and we characterized its performance, realizing a gravimetric apparatus made up of a gravimetric footboard prototype handled by tailored acquisition, analysis electronics and software. The gravimetric sensor prototype (produced by Saima Sicurezza S.p.a.) was an array of six 2 × 0.9 m2 steel plates, arranged as in Figure 1b, each laid on four load cells (range 250 kg–2 mV/V, produced by N.B.C. Elettronica Group) placed near the corners. A custom front-end circuit was designed and manufactured to power the load cells with a regulated voltage (from a 12 V power source to a 4.096 V regulated voltage reference) and to individually acquire their signals. The first realization of this circuit, that we used for the study presented in this paper, included no amplification stage in the analogic chain, but performed only the routing of each load cell signal to a different channel of one of three NI USB6361 (National Instruments) acquisition boards (16 bits A/D, 8 differential channels), which were connected to an acquisition PC. The software managing the acquisition and the real time analysis, i.e., trajectory estimation and classification, was implemented in the LabVIEW and Matlab programs, and it was capable of a 100 Hz sampling speed per channel. This frequency was sufficient for reconstructing the variable force exerted by a person walking on the footboard and his/her trajectory. Figure 5a shows a block scheme of the realized acquisition system, while Figure 5b shows the front panel of the LabVIEW VI managing the acquisition and implementing the data processing.




3.2. Characterization Results: Trajectory Estimation


Figure 6 shows an example of trajectory estimation in the case of a person pulling a luggage on wheels. Regarding both Figure 6a,b, the trajectory of the application point of the force resultant,    (  X  ( k )  ,   Y  ( k )   )   , is drawn in blue, while the other colors refer to the trajectories on the individual platform (   X i   ( k )  ,    Y i   ( k )  ) ,   i = 1 , … ,   6  . Figure 6b is the 3D visualization of the 2D trajectories in Figure 6a, with the measured force,   M  ( k )    and    M i   ( k )  ,   i = 1 , … ,   6  , in newtons as the third dimension. It also is interesting to plot the load and the trajectory coordinates with respect to the time, as shown in Figure 7, for the same event of Figure 6. Figure 7a,b shows the spatial coordinates and the load magnitude, respectively, for each single platform, while Figure 7c,d show the coordinates of the resultant force application point and its intensity.



The accuracy performances of the described gravimetric system were evaluated using the method introduced in Section 2.2, applying Equations (6)–(11). The obtained trajectories and related error envelopes were similar to the results shown in Figure 3, with a maximum error on the assessment of the net force application point location of 10 cm (uncertainty 3 cm).




3.3. First Level Event Recognition Algorithm Results


Table 1 reports, for each tested event category, the number of test cases, the expected output for the two event recognition levels, and the expected signaling (alarm or no alarm). Figure 7c, for example, shows how the entering on the footboard by the luggage on wheels causes inversions in the  Y  coordinate trend (in red). These inversions are the ones called “back steps” in Section 2.4.1. Regarding the event represented in Figure 6 and Figure 7, the back steps correspond to dramatic changes in the total mean applied load, as can be determined from Figure 7d. Therefore, in this case, the first-tier event recognition algorithm is surely capable of classifying the event as “special” and passing the execution to the second-tier recognition algorithm. Figure 8 summarizes the results for the first level event recognition algorithm: the special event category, thanks to the check on both spatial coordinates, shows an excellent detectability.




3.4. Second Level Event Recognition Algorithm Results


Figure 9 displays the results of wheel extraction (Figure 9a) and people extraction (Figure 9b) for the same event in Figure 6 and Figure 7. It is clearly visible how the extraction procedure, in this case, is capable of isolating the wheel tracks from the person tracks. Another meaningful example is given in Figure 10, which refers to the passage of a person on a pair of crutches. Concerning Figure 10, Figure 10b is the 3D representation of the 2D trajectories of Figure 10a, with the applied force in newtons as the third dimension. Furthermore, it is interesting to observe the effect of load spot extraction (Figure 10c), which is capable of evidencing the footholds of the crutches.



As explained in Section 2.4.2, after the extraction of the different tracks, the second level event recognition algorithm calculates the mean and the variance for the spatial coordinates for each track type. Plotting these moments one versus the other reveals a remarkable differentiation of the events depending on the event type and on the performed extraction. Specifically, we found that the relevant quantities for classification are the mean and the variance of the    Y c    coordinate in the case of people extraction and in the case of pressure spot extraction, plotted respectively in Figure 11a,b. Observing these two images, it is apparent that imposing appropriate thresholds on the    Y  p e o p l e     coordinate moments after people extraction allows the identification of irregular events (i.e., people queued and people side-by-side), as they are rather sharply separated from the others (Figure 11a); similarly, spot extraction permits the recognition of people on crutches (Figure 11b). Consequently, the events that are categorized neither as irregular nor as crutches are labeled as “wheel events”.



The confusion matrix of Figure 12 summarizes the results for the second-tier event recognition algorithm. During this performance evaluation, we considered as input only the special events (301 in total), neglecting the errors introduced by the first step event recognition algorithm. Thus, we could assess the performance of the second-tier event recognition algorithm independently. Lastly, the confusion matrix of Figure 13 recaps the overall performance of the entire classification method, in terms of true/false positive (TP and FP) and true/false negative (TN and FN) alarms (see Table 1).





4. Discussion


The results presented in Section 3 are really encouraging, showing, in particular, an excellent detectability of irregularities (95.3% of all the test cases). The difference between irregular category detectability in Figure 12 and true positives in Figure 13 is due to the first level event recognition algorithm errors, that we excluded in evaluating second level event recognition algorithm performance (as stated in Section 3.3). The overall performance of the algorithm, in other words, is spoiled by the inability of the first-tier event recognition algorithm to individuate all the special events (see Figure 8).



The capability of spotting the irregularities, in the application of interest, should be the most desirable; on the other hand, the occurrence of some false alarms is more acceptable than missing a security violation. Taking this perspective, the algorithm flexibility in changing the classification parameters is a key feature to adapt the system to different situations. Indeed, the parameter setting can give a boost to the recognition of a specific event category: for example, acting properly on the first level event recognition algorithm parameters, and making the thresholds more restrictive on the quantities plotted in Figure 11a for the second level event recognition algorithm, led to the results presented in Figure 14. Therein, the modified set of parameters allowed a better identification of the irregularities, bringing more frequent false alarms as a drawback. Thus, generally speaking, the choice of the algorithm thresholds and parameters is a critical task, which must be accomplished while assessing the field application of the system and deciding which error type is more tolerable.



To the best of our knowledge, the presented work is a total novel application of this kind of gravimetric system. The authors of [18] employ a similar gravimetric sensor architecture, based on a platform laid on four load cells, but applied to indoor localization of objects, people, or robots; instead, in our proposal, the aim is to recognize the signatures of different events. Found in most of the other works, more packed gravimetric sensor matrices are used, resulting in finer information but in greater complexity, with a higher cost and less robustness as well, making these devices unfeasible for the automatic entrance control of busy public places; our system, on the other hand, exploits only four sensors per platform, lowering the costs, and easing the hardware structure and the analysis software. Additionally, the load cell data processing reconstructing the trajectories, although very simple, actually builds a sort of virtual array of load cells, with the limitation of the position calculation accuracy (see the Conclusions).




5. The Complete Gravimetric System


Here, the overall gravimetric system architecture is described. The diagram shown in Figure 15a illustrates the architecture of the complete gravimetric system, also showing the connection between the different components of the system. Fully, each gravimetric platform (dark gray rectangles) composing the total footboard is equipped with its own analog conditioning electronics and digital signal processing capability (based on a microprocessor embedded in the slave block in Figure 15a). Each slave performs load cell signal sampling, provides on-line signal filtering, and extrapolates the force application point trajectory for the platform it serves. The as-obtained data are then sent to a central processing unit (labeled master in Figure 15a) via Controller Area Network (CAN) bus (1 Mb/s at 40 m). We provided two different communication layers at this step: a high-priority low rate data flow for pre-processed data (force and trajectory for each platform), and a low-priority high frequency data flow for transmitting raw data, if required, and for service communications (i.e., configuration parameters from the master). A PC or another microcontroller acts as the master, configuring the slaves, collecting the data from all the platforms, performing data processing, presenting the results (through a Human to Machine Interface, HMI) and making them available to other devices (Machine To Machine, M2M) in JavaScript Object Notation (JSON) format. Figure 15b shows the complete gravimetric system setup: the gravimetric footboard and the acquisition master (Intel Next Unit of Computing, NUC). Seen in the background, a part of the LabVIEW VI, acting both as an HMI (see Figure 5b) and as an M2M, is visible.



The described gravimetric apparatus demonstrates the fundamental benefit of scalability, thanks to its modular architecture. An arbitrary number of gravimetric platforms can be assembled, with almost no change in the slave block realization, and with minor modifications to the master software, granting the flexibility of the system.



Regarding the next sections, the slave and master hardware and software architectures are described in detail. The adopted policy for the communication between the master and the slaves via CAN bus is reported in a separate section.



5.1. Slave Architecture


Each gravimetric platform is equipped with a circuitry which is called slave in this discussion. The slave hardware is composed of two main blocks: an analog front-end and a Cortex-M4 based STM32F373 (STMicroelectronics) microcontroller mounted on a readapted Nucleo-64 board. The analog conditioning circuit is made up of four identical channels (one per each load cell) providing signal filtering and amplification. The amplification is conveniently set to match the input range of the 16-bit sigma-delta converter present on the microcontroller. Occurring at the system start-up, the microcontroller reads some configuration parameters from a dedicated area of its on-board non-volatile memory, which also is accessible to the master via CAN bus (see Section 5.3 for details on the configuration parameters). The microcontroller samples the ADC output at a frequency called the “sampling frequency”, averages the acquired data reducing the sampling frequency to a lower one, called the “update frequency” (the data obtained at this point are called “raw data”), calculates the resultant force magnitude (   M i   ) and application point position (   X i   ,    Y i   ), and sends this processed information through the CAN bus. This main routine is executed by each slave microcontroller continuously. Each slave microcontroller, in other words, independently presents the samples of the three signals (   M i   ,    X i   ,    Y i   ) on the CAN bus at the update frequency, with no need for a request from the master. Additionally, each slave listens for configuration parameter changes from the master.




5.2. Master Architecture


The role of the master in the proposed system is played by an Intel NUC. The master configures the slaves, collects the information from all the platforms, performs data processing and produces the final output (i.e., event categorization, Human to Machine Interface (HMI) and Machine To Machine (M2M) interfaces). The master software consists of two separate threads working in parallel, as illustrated in Figure 16. Thread A (Figure 16a) is the CAN bus reading thread: it waits in an idle state until a new message (i.e., a platform state update consisting of the three new samples of    M i   ,    X i   ,    Y i   ) from one of the slaves is available on the CAN bus; when a slave sends a platform status update, it is stored in a buffer memory, which represents the current overall footboard status; then, the thread A goes back into the idle state. Thread B (Figure 16b) is the data processing thread: it reads the footboard status from the buffer memory at the update frequency (PLATFORM CLEAR state) and compares the total load charging the footboard with a load threshold (see Section 2.4); if the total load is over the threshold, the master continues reading from the buffer memory (and switches to PLATFORM OCCUPIED state), but stores the data in a queue rather than discarding them; when the footboard is recognized to be clear again (total load under the threshold), the data queue is passed to the data processing and event classification algorithm (see Section 2.4) to produce the final output, which is presented to the user and exposed via TCP/IP in JSON format (Figure 17 reports an example of JSON output for a standard event).




5.3. CAN Communication


A CAN frame has 11 bits for the message identifier and up to 8 bytes for the data payload. During our CAN bus implementation, we reserved 8 message identifiers per each platform (slave). This means that a maximum of 256 platforms can be connected simultaneously in our system. The message identifier, therefore, is composed of a base address, that is the platform identifier, settable by means of dip switches mounted on the slave boards, and of an offset from 0 to 7 determining the message type. The meanings of the 8 possible message types are listed in Table 2. Occurring at the system start up, the master sends the configuration to all the slave platforms, namely the sampling frequency, the update frequency (see Section 5.1), the number of connected load cells (we added this option for flexibility, to be able to also connect gravimetric platforms with a different number of sensors), and a mask for excluding cells from the acquisition in case of faults. This last option is particularly useful in security applications, where faults must be addressed without interrupting the service. Once the configuration is complete, the platforms begin to send their pre-processed data (   M i   ,    X i   ,    Y i   ), as described in Section 5.1, using the offset message identifier 0 (high priority). The debug mode, activatable with offset 5, instructs the platforms to send the raw data (see Section 5.1) using the high speed CAN data layer (see Section 5 introduction). The raw data are sent using offset 7. Thus, the raw data are given the lowest priority. This way, even if the CAN bus is congested with raw data communications, it is still possible to force off the debug mode thanks to the higher priority of the offset 5.





6. Conclusions


Here, we presented a low cost, robust, and flexible gravimetric system for access monitoring applications, consisting of an array of simple gravimetric footboards based on load cells. The operations of the system were described and analyzed from a theoretical point of view and validated by means of a data acquisition set-up.



Considering the presented results, it can be seen that, despite its simplicity and the small number of sensors used, the system was able to reconstruct the trajectory of the application point of the vertical component of the applied force, resulting in high accuracy.



Regarding the presented system implementation devoted to public place access control, the typical accuracy is in the order of centimeters. Generally, the spatial accuracy is related to the ratio between the magnitude of the net vertical force itself and the load cell uncertainty; therefore, in most applications, a satisfactory accuracy can be obtained through a fit selection of the sensors.



Furthermore, the trajectory on the complete footboard is split into the elementary trajectories on the individual platforms. This allows a refinement in the knowledge about the spatial distribution of the forces applied on the overall footboard, and to gain more information about the transit occurring on the footboard. Here, the proposed gravimetric system has been applied to access control in public places, but it also can be applied in other fields by adapting the size and number of platforms. Gait analysis, for example, represents a possible area of employment: in fact, although our gravimetric system is not capable of drawing a detailed force map of the feet, it can extract the trajectory and the intensity of the force exerted on the lower limbs.



An ad hoc trajectory analysis algorithm was presented, aimed at an on-line identification of irregular events, i.e., multiple and simultaneous transits. Considering this, the experimental results showed good performance in detecting multiple people stepping simultaneously on the gravimetric footboard, both side-by-side and queued. This type of event is generally relevant to access control activities and is crucial if the goal is to perform these activities automatically. Other types of events, such as people with wheeled luggage or on crutches, have been investigated with satisfactory results. Correct recognition of these patterns also could be relevant to minimize false positives in security checks performed with heterogeneous technologies such as metal detectors, video analysis, etc., allowing a data fusion approach for non-invasive checks in public spaces.



The implemented event recognition algorithm can be further improved in future development of this work. Particularly, a Machine Learning (ML) approach can be introduced to refine the accuracy of the event classification; moreover, thanks to ML, it might be possible to add to the event category set other likely occurrences, currently hard if not impossible to spot, such as the passage of a person on a wheelchair.



Finally, it must be underlined that, to the authors’ knowledge, all the other approaches for safety applications are based on dense matrices of sensors embedded in a floor. The proposed approach has the peculiarity of combining a ‘real’ but very simple sensor array (the six platforms) with a ‘virtual’ array (the single platform) created by exploiting the torque equilibrium. The ‘virtual’ array is able to reach a very fine resolution (as if having a very large number of sensing elements), which is limited only by the sensor uncertainty. The virtual array performance, nonetheless, is limited because the obtainable information is related to the ‘resultant’ force on the individual platform, therefore the virtual array works very well in the case of a single force application point but has a limited performance in the case of multiple application points, and it can be used only in conjunction with advanced signal processing techniques or artificial intelligence to unravel the condensed information.







Author Contributions


Conceptualization, S.D.M., M.T. (Marco Tani), A.F., V.V.; methodology, A.F., V.V., M.I., M.M., M.T. (Marco Tani), Department of Information Engineering and Mathematics, T.A., formal analysis, A.F., M.I., M.M., V.V., investigation, T.A., M.I., M.T. (Marco Tani); data curation, M.I., A.F.; writing—original draft preparation, A.F., M.I., Department of Information Engineering and Mathematics M.T. (Marco Tani); writing—review and editing, V.V., M.M., T.A., M.T. (Marco Tesei). All authors have read and agreed to the published version of the manuscript.




Funding


This research was developed in collaboration with Rete Ferroviaria Italiana S.p.A.




Conflicts of Interest


The authors declare no conflict of interest.




References


	



Oh, H.-W.; Yun, J.-K.; Huh, J.-D. Implementation of CoM footboard sensor for lower limb rehabilitation. In Proceedings of the 2016 IEEE 6th International Conference on Consumer Electronics—Berlin (ICCE-Berlin), Berlin, Germany, 5–7 September 2016; pp. 33–35. [Google Scholar]

	



Middleton, L.; Buss, A.; Bazin, A.; Nixon, M. A Floor Sensor System for Gait Recognition. In Proceedings of the Fourth IEEE Workshop on Automatic Identification Advanced Technologies (AutoID’05), Buffalo, NY, USA, 17–18 October 2006; pp. 171–176. [Google Scholar]

	



Muheidat, F.; Tyrer, H.W.; Popescu, M.; Rantz, M. Estimating walking speed, stride length, and stride time using a passive floor based electronic scavenging system. In Proceedings of the 2017 IEEE Sensors Applications Symposium (SAS), Glassboro, NJ, USA, 13–15 March 2017; pp. 1–5. [Google Scholar]

	



Shi, Q.; Zhang, Z.; He, T.; Sun, Z.; Wang, B.; Feng, Y.; Shan, X.; Salam, B.; Lee, C. Deep learning enabled smart mats as a scalable floor monitoring system. Nat. Commun. 2020, 11, 1–11. [Google Scholar] [CrossRef] [PubMed]

	



Altilio, R.; Paoloni, M.; Panella, M. Selection of clinical features for pattern recognition applied to gait analysis. Med. Biol. Eng. Comput. 2017, 55, 685–695. [Google Scholar] [CrossRef] [PubMed]

	



Beyea, J.; McGibbon, C.A.; Sexton, A.; Noble, J.; O’Connell, C. Convergent Validity of a Wearable Sensor System for Measuring Sub-Task Performance during the Timed Up-and-Go Test. Sensors 2017, 17, 934. [Google Scholar] [CrossRef] [PubMed]

	



Guaitolini, M.; Federica, A.; Mannini, A.; Micera, S.; Vito, M.; Sabatini, A.M. Ambulatory Assessment of the Dynamic Margin of Stability Using an Inertial Sensor Network. Sensors 2019, 19, 4117. [Google Scholar] [CrossRef] [PubMed]

	



Qian, G.; Zhang, J.; Kidane, A. People Identification Using Floor Pressure Sensing and Analysis. IEEE Sens. J. 2010, 10, 1447–1460. [Google Scholar] [CrossRef]

	



Al-Naimi, I.; Wong, C.B.; Moore, P.; Chen, X. Advanced approach for indoor identification and tracking using smart floor and pyroelectric infrared sensors. In Proceedings of the 2013 IEEE International Conference on Computer Vision Workshops, Irbid, Jordan, 1–3 April 2014; pp. 1–6. [Google Scholar]

	



Al-Naimi, I.; Wong, C.B. Indoor human detection and tracking using advanced smart floor. In Proceedings of the 2017 8th International Conference on Information and Communication Systems (ICICS), Irbid, Jordan, 4–6 April 2017; pp. 34–39. [Google Scholar]

	



Agrawal, T.K.; Thomassey, S.; Cochrane, C.; Lemort, G.; Koncar, V. Low-Cost Intelligent Carpet System for Footstep Detection. IEEE Sens. J. 2017, 17, 4239–4247. [Google Scholar] [CrossRef]

	



Andries, M.; Simonin, O.; Charpillet, F. Localization of Humans, Objects, and Robots Interacting on Load-Sensing Floors. IEEE Sens. J. 2016, 16, 1026–1037. [Google Scholar] [CrossRef]

	



Heydarzadeh, M.; Birjandtalab, J.; Pouyan, M.B.; Nourani, M.; Ostadabbas, S. Gaits analysis using pressure image for subject identification. In Proceedings of the 2017 IEEE EMBS International Conference on Biomedical & Health Informatics (BHI), Orlando, FL, USA, 16–19 February 2017; pp. 333–336. [Google Scholar]

	



Zhou, B.; Singh, M.S.; Doda, S.; Yildirim, M.; Cheng, J.; Lukowicz, P. The carpet knows: Identifying people in a smart environment from a single step. In Proceedings of the 2017 IEEE International Conference on Pervasive Computing and Communications Workshops (PerCom Workshops), Kona, HI, USA, 13–17 March 2017; pp. 527–532. [Google Scholar]

	



Terrier, P. Gait Recognition via Deep Learning of the Center-of-Pressure Trajectory. Appl. Sci. 2020, 10, 774. [Google Scholar] [CrossRef]

	



Faulkner, N.; Parr, B.; Alam, F.; Legg, M.; Demidenko, S. CapLoc: Capacitive Sensing Floor for Device-Free Localization and Fall Detection. IEEE Access 2020, 8, 187353–187364. [Google Scholar] [CrossRef]

	



Addabbo, T.; Fort, A.; Mugnaini, M.; Vignoli, V.; Intravaia, M.; Tani, M.; De Muro, S.; Tesei, M. Low-cost, robust gravimetric system for enhanced security of accesses to public places. In Proceedings of the 2020 IEEE International Workshop on Metrology for Industry 4.0 & IoT, Roma, Italy, 3–5 June 2020; pp. 137–141. [Google Scholar]

	



Cheng, C.-H.; Wu, M.-F.; Guo, S.-H.; Chen, K.-S. Realization and performance assessment of a force-sensing based smart floor panel for indoor localization applications. Sens. Actuators A Phys. 2019, 285, 468–481. [Google Scholar] [CrossRef]

	



Krishnamurthi, R.; Kumar, A.; Gopinathan, D.; Nayyar, A.; Qureshi, B. An Overview of IoT Sensor Data Processing, Fusion, and Analysis Techniques. Sensors 2020, 20, 6076. [Google Scholar] [CrossRef]

	



Ramalingame, R.; Hu, Z.; Gerlach, C.; Rajendran, D.; Zubkova, T.; Baumann, R.; Kanoun, O. Flexible piezoresistive sensor matrix based on a carbon nanotube PDMS composite for dynamic pressure distribution measurement. J. Sens. Sens. Syst. 2019, 8, 1–7. [Google Scholar] [CrossRef]

	



He, C.; Zhu, W.; Chen, B.; Xu, L.; Jiang, T.; Han, C.B.; Gu, G.Q.; Li, D.; Wang, Z.L. Smart Floor with Integrated Triboelectric Nanogenerator As Energy Harvester and Motion Sensor. ACS Appl. Mater. Interfaces 2017, 9, 26126–26133. [Google Scholar] [CrossRef] [PubMed]








[image: Sensors 20 07225 g001 550] 





Figure 1. (a) Single gravimetric platform schematic; (b) Total gravimetric sensor (footboard) schematic. 
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Figure 2. Constraint reactions of the load cells and total applied force. 
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Figure 3. Simulated trajectory (blue) on a 2 × 0.9 m2 footboard with error band (red). 
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Figure 4. Data processing flow chart. 
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Figure 5. (a) Acquisition system block scheme. (b) Detail of the front panel of the LabView VI managing the acquisition and implementing the data processing. 
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Figure 6. Trajectory extrapolation: case of a person pulling a luggage on wheels (a) 2D, (b) 3D. 
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Figure 7. Trajectories and applied forces with respect to time: case of a person pulling a luggage on wheels. (a)  X  and  Y  coordinates for each footboard; (b) vertical force resultant magnitude for each footboard; (c) total  X  and  Y  coordinates; (d) total vertical force resultant magnitude. 
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Figure 8. Confusion matrix summarizing first tier event recognition algorithm results. 
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Figure 9. (a) Wheel extraction    (   X  i , w h e e l    (   k  w h e e l    )  ,    Y  i , w h e e l    (   k  w h e e l    )   )    and (b) people extraction    (   X  i , p e o p l e    (   k  p e o p l e    )  ,    Y  i , p e o p l e    (   k  p e o p l e    )   )   : case of a person pulling luggage on wheels. 
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Figure 10. Trajectory extrapolation: case of a person on crutches (a) 2D, (b) 3D. (c) Load spot extraction    (   X  i , s p o t    (   k  s p o t    )  ,    Y  i , s p o t    (   k  s p o t    )   )   . 
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Figure 11. (a) Mean and variance of    Y  p e o p l e     coordinate after people extraction; (b) mean and variance of    Y  s p o t     coordinate after pressure spot extraction. 
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Figure 12. Confusion matrix summarizing second tier event recognition algorithm results. 
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Figure 13. Confusion matrix summarizing the results for the entire event recognition algorithm. 
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Figure 14. Confusion matrix summarizing the results for the entire event recognition algorithm in the case of irregular event recognition boost. 
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Figure 15. (a) Block diagram of the complete gravimetric system architecture. (b) Complete gravimetric system set-up. 
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Figure 16. Master software architecture: (a) thread A, (b) thread B. 
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Figure 17. JSON output (seen in JSON viewer) in case of a standard event. 
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Table 1. Test cases and expected behavior of the classification algorithm.
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	Event Category
	Description
	Expected First Tier Classifier Output
	Expected Second Tier Classifier Output
	Expected Signaling
	Test Cases





	Standard event
	Single person without any particular object
	STANDARD
	-
	NO ALARM
	82



	Wheel event
	Single person with luggage on wheels or with a stroller
	SPECIAL
	WHEELS
	NO ALARM
	120



	Crutches event
	Single person on crutches
	SPECIAL
	CRUTCHES
	NO ALARM
	52



	Irregular event
	Two people side-by-side or two or more people queued
	SPECIAL
	IRREGULAR
	ALARM
	129
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Table 2. CAN Message types.
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	Offset
	Meaning
	From Master to Slaves
	From Slaves to Master





	0
	Pre-processed data (M, X, Y)
	
	X



	1
	Sampling frequency
	X
	



	2
	Update frequency
	X
	



	3
	Number of connected load cells
	X
	



	4
	Mask of functioning cells
	X
	



	5
	Debug mode
	X
	



	6
	Not used (left for future use)
	
	



	7
	Raw data (only in debug mode)
	
	X
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