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Abstract: In 2019, Wen et al. proposed authenticated semi-quantum key distribution (ASQKD) for
identity and message using the teleportation of W states and GHZ-like states without pre-shared
keys. However, the ASQKD protocol presents a vital issue in the teleportation of W states owing
to its inappropriate design. Bob recovers the teleported W states without obtaining the position
of the corresponding photons and then returns the recovered photons back to Alice. Hence, the
teleportation of W states in Wen et al.’s ASQKD protocol was malfunctioning. Moreover, Wen et al.’s
ASQKD protocol requires quantum memory, which strongly disobeys the definition of semi-quantum
proposed by Boyer et al. Therefore, in this study, we discover the flaws of Wen et al.’s ASQKD
protocol and propose an authenticated semi-quantum key distribution protocol. When compared to
Wen et al.’s ASQKD protocol, the proposed ASQKD protocol has the following advantages: legal
semi-quantum environment (i.e., does not require quantum memory), reduced quantum hardware
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requirement (i.e., based only on W states), does not involve classical cryptography (i.e., the hash
function), and provided 1.6 times higher qubit efficiency.
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1. Introduction

To ensure security, applications perform encryption techniques to secure data. Main-
stream encryption based on prime factorization mostly relies on public-key cryptography

to distribute secured keys. However, in 1994, Shor [1] proposed a quantum algorithm for
determining the prime factors of an integer in polynomial time, which revealed the inse-
curity of popular public-key cryptography (PKC) systems, such as RSA encryption. This
revelational breakthrough indicated the unsafe cryptography of classical computers and led
to the research on quantum cryptography. Thus, the design of a protocol that can withstand
quantum computer attacks has become an important topic in quantum cryptography.

In 1984, Bennett and Brassard proposed the first quantum key distribution (QKD) proto-
col based on single photons [2]. The QKD protocols distribute keys between two participants
based on quantum mechanics. Participants can detect eavesdropping during transmission
by using quantum states. Eventually, a secret key is shared using quantum and authenti-
cated classical channels. QKD protocols have been adapted to various versions based on
different security and environmental issues. Since then, researchers conducted research
on quantum cryptography (i.e., quantum secure direct communication [3-7] and quantum
secret sharing [8-12]). However, QKD protocols assume an authenticated classical channel
Attribution (CC BY) license (https://  Petween Alice and Bob (i.e., the transmitted classical messages can be eavesdropped upon
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is required to prevent impersonation attacks in QKD protocols. Therefore, authenticated
QKD (AQKD) protocols [13-15] have been proposed to circumvent these security problems.

However, the AQKD protocols [13-15] mentioned above typically assume that both
participants possess full quantum capabilities. Quantum hardware, which is prohibitively
expensive, is still in the development phase. Hence, assuming that all participants have full
quantum capabilities is not practical. In light of this, in 2007, Boyer et al. [16] proposed the
semi-quantum key distribution (SQKD) protocol. Boyer et al. [17] defined an environment
that involves two types of users: suppose one user (Alice) obtains full quantum capabilities,
and another user (Bob) retains classical capabilities with limited quantum capabilities.
Bob can perform three operations by the following abilities: (1) measuring qubits in Z-
basis (i.e., {|0), |1)}); (2) preparing Z-basis qubits; (3) using delay line to reorder qubits;
and (4) reflecting qubits without any disturbance. Boyer et al. [17] defined two schemes for
SQKD protocols: randomization-based and measure-resend. In the randomization SQKD
protocol, Bob can perform (1) Z-basis measurement, (3) reordering qubits through delay
lines, and (4) reflecting qubits without any disturbance. In the measure-resend SQKD pro-
tocol, Bob can perform (1) Z-basis measurements, (2) prepare Z-basis qubits, and (4) reflect
qubits without any disturbance. After the proposal, miscellaneous protocols have been ap-
plied within a “semi” environment. For example, SQKD protocols [18-28], semi-quantum
secret sharing protocols [29-39], semi-quantum secure direct communication [40-49], semi-
quantum key agreement [50-53], and semi-quantum private comparison [54-58].

In 2014, Yu et al. [59] presented the first authenticated semi-quantum key distribution
(ASQKD) protocol that does not require authenticated classical channels. By pre-sharing a
master secret key between two communicants, a sender with advanced quantum devices
can transmit a working key to a receiver who can only perform classical operations. The
concept of ASQKD enables the establishment of a key hierarchy in security systems that
also eases key management problems. In 2016, Li et al. [60] presented two advanced
ASQKD protocols. When compared with Yu et al.’s [59] ASQKD protocols, the proposed
protocols ensure better qubit efficiency and require fewer pre-shared keys. In 2016, Mes-
louhi and Hassouni [61] identified a vulnerability that allows a malicious person to recover
a partial master key and launch a successful man-in-the-middle attack. In 2020, Tsai and
Yang [62] proposed a lightweight authenticated semi-quantum key distribution (LASQKD)
protocol. By pre-sharing a master key and adopting a one-way communication strategy,
the proposed protocol allows a quantum user and classical user to share secret keys with-
out using an authenticated classical channel or a Trojan horse detection device. In 2020,
Zwbboudj et al. [63] presented a new ASQKD protocol without entanglement, which can
realize higher security than the schemes of Yu et al. [59] and Li et al. [60]. The proposed
scheme is also simpler and demands less advanced quantum devices than ASQKD schemes
that use entanglement. In 2021, Chang et al. [64] proposed a new measure-resend ASQKD
protocol. The proposed ASQKD protocol uses only single photons, requires fewer pre-
shared keys, and provides better qubit efficiency than state-of-the-art ASQKD protocols.
However, an eavesdropper can launch a reflective attack to forge the receiver’s identity
without being detected. In addition, Chang et al.’s ASQKD protocol assumes an authen-
ticated classical channel between the sender and the receiver. It is considered illogical to
have an authenticated channel in the ASQKD protocol. Therefore, in 2022, Wang et al. [65]
proposed an efficient and secure ASQKD protocol to circumvent these problems using only
single photons.

In 2019, Wen et al. [66] proposed a authenticated semi-quantum key distribution for
message and identity based on W state and GHZ-like state. Wen et al.’s ASQKD protocol
exhibits the following advantages when compared to other related protocols:

(1) Itreduces the quantum hardware equipment when compared to other ASQKD protocols.

(2) It does not require pre-share keys.

(3) Wen et al. demonstrated that the proposed ASQKD protocol is robust against
typical attacks.

(4) Itis highly efficient than some of the existing ASQKD protocols.
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Although Wen et al.’s ASQKD protocol is highly efficient and secure, in this study,
we discover the design flaws of Wen et al.’s ASQKD protocol as follows: (1.) Wen et al.’s
ASQKD protocol is impossible to execute. In Wen et al.’s ASQKD protocol, Bob recovers
the teleportation of W states without obtaining the positions of the corresponding qubits.
Theoretically, Alice and Bob cannot perform a security check on the transmission qubits
because Bob is unable to perform teleportation of the W state appropriately. (2.) Wen et al.’s
ASQKD protocol requires quantum memory, which strongly disobeys the semi-quantum
definition of Boyer et al. [17]. Hence, in this study, we propose an ASQKD protocol based
only on the W states. When compared to Wen et al.’s ASQKD protocol [66], the proposed
ASQKD protocol has several advantages.

1. The proposed ASQKD protocol ensures the procedure is functional.

2. The proposed ASQKD protocol does not require quantum memory and legally fulfills
a semi-quantum environment [17].

3. The proposed ASQKD protocol, based on W states, only reduces the quantum hard-
ware requirements.

4. The qubit efficiency of the proposed ASQKD protocol is 1.6 times higher than that of
Wen et al.’s ASQKD protocol.

5. The proposed ASQKD protocol does not require classical cryptography (i.e., the hash
function), which does not show the potential menace of the advance quantum computing.

The remainder of this paper is organized as follows. Section 2 provides a review
of Wen et al.’s ASQKD protocol. Section 3 describes the security issues associated with
Wen et al.’s ASQKD protocol. Section 4 describes the proposed measure-resend ASQKD
protocol. Section 5 presents security analysis. Section 6 presents efficiency analysis. Finally,
conclusions of the study are stated in Section 7.

2. Review of Wen et al.’s ASQKD Protocol

Wen et al.’s ASQKD protocol, based on W states and GHZ-like states, allows quan-
tum user Alice and classical user Bob to authenticate messages and identities mutually
within the semi-quantum environment. In Wen et al.’s ASQKD protocol, Alice possesses
all quantum capabilities, whereas Bob is treated as a classical user who can only perform
measurements on a Z-basis, preparing Z-basis qubits, and reflecting qubits without dis-
turbing. To initiate the protocol, Alice and Bob must pre-share a secret specific bases
set, {|kT), |x7),|7"), |7~ )} Alice and Bob mark these four bases. When Alice measures
the qubits, she announces the notation ({x™,x~, ™, 7~ }) as opposed to the quantum basis
to Bob. Alice and Bob determine the notation. They notify each other of the changes
according to one binary string. The binary string includes nine numbers. The first num-
ber denotes the order of change, sequential or reverse. The remaining numbers indicate
the notation and corresponding bases. The corresponding notation changes after each
successful authentication process. Eventually, Alice will send the state string |Y), and
the authentication information to Bob. |Y) will be conveyed by teleportation of W state.
Wen et al.’s ASQKD protocol is as follows:

Step W1. Alice prepares n GHZ-like states as shown in Equation (1) and divides these states
into three sequences: S;, Sy, S¢. Every photon in S, represents all the first particles in
GHZ-like states, and S, and S, represent all the second and third particles in GHZ-like
states. Then, she inserts random decoy states {|0), [1), |[+),|—)} into S, and obtains
S’ as follows:

|G)ape = %(|001) +]010) + [100) + [111))

1
1
= 10100, 19 ) + 1)) 50) @
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Alice prepares 2n W states, as in Equation (2), and divides these states into three
sequences: 51, Sp, S3. Photons in S include all the first particles in the W state. Similarly,
Sy and S3 include all the second and third particles in the W state.

[W)io3 = %(|100> +1010) + xﬁyoon) 2)

Suppose one of the four W bases is selected as follows:
+ 1
Kty = §(|010> +|001) + v/2[100)) 3)

lyE) = %(mo) +[101) + x/§|000>) @)

These bases are utilized to measure W states’ first and second particles (|W)1,) and a
single particle m, |¢),;, = («|0) 4 B|1)),,- Then, the measurement result is as follows:

|9)m|W)123

= (]0) + B|1))m @ 3(]100)+(010) + v/2|001))123

= 3[2(]010)+]001))12|0)3 + v/2&[000) m12|1)3
+B(]110)+[101) ) m12/0)3 + V28[100) m12|1)3]

= 3[lx ) miz (&]0) 4+ Bl1))3 + [k )m12(@]0) — BI1))5
1 ) miz(a]1) + Bl0))s + |77 )mi2(—a[0) + B[1))3)

Eventually, Alice sends S’, and S3 to Bob.

Step W2. Alice encodes state string |Y) according to the specific coding rule (see also
Table 1), generates a binary message string L = {L;|i = 1,2,...,2n.}, then recodes
the binary string L according to the following rules: binary message {0,1} re-
codes into the Z-basis {|0), |1) }. Eventually, Alice obtains the new particle string
lor) ={lor,) | j =1, 2, ..., 2n.}. Alice performs W-basis measurement on (|Y), [S;), [S,))
and (|¢r), |S1), |S,)) and performs Bell measurement on (|S;),|Sc)). Then, Alice can
obtain the measurement results MRy, MR}, MRp,;, respectively. Alice informs Bob
of the measurement results via a classical channel. It should be noted that MRy, MR},
is presented in notation format {|x ™), [x7),|v"),[v ")}

Table 1. Coding rule of generating L.

[Y)=10) Y)=[1) V)=|+) V)=[-)
L =00 L =01 L=10 L=11

Step W3. Bob receives the measurement results, MRy, MR}, from Alice. He can perform the
unitary operation on S3 to recover the states |Y) and |¢; ) based on the measurement
result MRy, MR. Bob measures |¢;) in S3 using a Z-basis. Then, he records the

measurement results as M3z = {mé, m%, ...... , m%”} According to the notation and
the measurement result of M3, Bob applies the corresponding coding rule and obtains

M} = {m’é, m'3, ..., m%”} as shown in Table 2 below.

Table 2. Coding rule of generating Mg

m3=0 m3=1
xt mh =0 mh =1
K~ ny =0 my =1
v my =1 mh =0
e my =1 mh =0
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Step W4. Bob obtains |Y) and M} and returns |Y’) based on Mj. If Mj = 00 or M} = 01,
then he measures |Y) in the Z-basis, prepares the same photon as |Y’), and resends it
back to Alice. If M} = 10 or M} = 11, then Bob returns |Y) as |Y’) directly to Alice. Fur-
thermore, Alice checks the received decoy states using the correct corresponding basis.

Step W5. Alice measures |Y’) on the correct basis and checks if |Y’) equals to the original
|Y). Alice then announces the position of |¢;) and decoy photons in S, to Bob via
the classical channel. According to this announcement, Bob removes the decoy state
in S}, and recovers sequence S,. Then, Bob measures S, on the Z-basis to check its
correlation with MRpg,j;.

Step W6. Based on the measurement results of S,, Bob generates binary string
Lp = {LB], i=12 ..., 211} according to the following coding rules: if the measure-

ment result is |0>, then he encodes L B = 00. Furthermore, while the measurement

result is |1), he encodes L B = 01. Bob hashes Lg to obtain the hash value H(Lg). Bob
then sends H(Lp) to Alice.

Step W7. Alice calculates H(L) and checks if H(Lg) equals H(L).

3. Security Issues in Wen et al.’s ASQKD Protocol

Wen et al.’s ASQKD protocol proved security analysis under popular attacks. However,
the protocol suffers from vital flaws in the procedure. Hence, it can be considered as a
malfunctioning protocol. Moreover, the protocol requires classical Bob to equip quantum
memory, which strongly disobeys the principle of the semi-quantum environment as stated
by Boyer et al. [17]. The issues in the teleportation of W states and quantum environment
are described as follows.

3.1. Teleportation of W States in Wen et al.’s ASQKD Protocol

In Wen et al.’s ASQKD protocol, teleportation of W states between Alice and Bob
is a vital procedure flaw. In Step W1, Bob receives S, and S3 from Alice. In Step W3,
Bob recovers corresponding photons in S3 into |Y) and |¢r) based on MRy, MR, and
the measurement result of S3. In Step W4, Bob returns |Y’) to Alice. It should be noted
that Alice announces the position of |¢r) in Step W5, and it is inferred that Bob does
not obtain any position of |Y) and |¢;) in line with S3 in Step W3. This implies that the
insufficient information on the corresponding position of |Y) and |¢;) cannot allow Bob
to distinguish between |Y) and |¢r). Thus, Bob cannot perform any recovery in Step W3,
which eventually leads to the failure of the teleportation of W states. Hence, Wen et al.’s
ASQKD protocol teleportation of W states cannot be performed under all circumstances.

3.2. Quantum Environment Issue in Wen et al.’s ASQKD Protocol

In Wen et al.’s ASQKD protocol, Alice sends photons (S, and S3) to Bob in Step W1, and
Bob obtains all received photons. Then, Bob receives the measurement results from Alice
in Step W2. In Step W4, Bob performs corresponding unitary operations on each photon
in S3, recovers Sz into |Y) and |¢; ) based on MRy, MR}, and the measurement result of
Ss, respectively. Eventually, Bob returns |Y’) to Alice. The interval between receiving
the photons (Step W1), measuring the Sz photon sequence, calculating and performing
the recovery based on notations and measurement results (Step W3), and returning |Y”)
based on M} (Step W4) obviously requires quantum memory to store the photons for
performing all the procedures until resending back to Alice. Hence, the classical Bob in
Wen et al.’s ASQKD protocol is equipped with quantum memory, which strongly disobeys
the definition of a semi-quantum environment [17].

4. Proposed Measure-Resend ASQKD Protocol

The proposed ASQKD protocol ensures that the quantum environment fulfills the
definition of semi-quantum, which was defined by Boyer et al. [17] by using W states only.
Assume that Alice is a quantum user and Bob is a classical user with limited quantum
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capabilities. Alice and Bob pre-share three binary keys, K, K2 K3. Specifically, K; determines
the initial state of the prepared W state and K; represents measure-resending or reflecting
photons. K3 determines the photon to be the check sequence or key sequence. Figure 1
illustrates the proposed scheme. The steps involved in the proposed ASQKD protocol are

as follows:
K; € {0, 1} : decides the initial states of the prepared W states
K, € {0, 1,2} : measure-resends {0, 1} / reflects {2}
K; € {0, 1} : check sequence / raw key
S eeseesesmRRER
N T T Bob
(Quantum user) (Classical user)

(1010 ) + (001 ) + vZ[100 )

(110 ) + (101 ) + vZ/000 )

B0 O Y (1))
K,=1- [y*) @ ——————————— > 2. K,=0: Measure-resend

MRy, ~K;=0 - MR (check)

=1
i) :

1
yi):;

K3;=1 = MRy (key)

K,= 1 : Measure-resend
@@ K,=2 : Reflect
3. K,=0: Z-basis measurement A= = = —— e ————
MR~ K3=0 = MR, (check)
Ky=1 = MRy, (key)
K,=1: W-basis measurement

Check entanglement (W state)

™) = {lre*), 1)}

o=y v

If results are all the same as initial states
(|*) or [y*)), detects the reflecting attack

K,=2 : W-basis measurement

Measurement results = Initial states MR, 4. Check MRey — MRep

Ideal quantum channel Public classical channel
- ———— ——

Figure 1. Proposed ASQKD protocol.

Step 1. Alice prepares the initial W states based on Kj. If K; = 0, then Alice prepares
|xT), and while K; = 1, she prepares |y"). Alice then divides the W states into three
sequences: Wi, Wy, and W3. W represents all the first particles of W states. Similarly,
W, and W3 represent all the second and third particles of W states, respectively. Alice
sends W, and W3 to Bob one photon at a time.

Step 2. For every received photon, Bob performs measure-resending or reflects photons
based on K.

o If Ky = 0, then Bob measures the received photon on a Z-basis, prepares the same
photon as the measurement result, and resends it to Alice. For the measured
sequence at Ky = 0, if K3 = 0, then Bob records the measurement results to the
check sequence MRcp; if K3 = 1, then Bob records the measurement results to
the key sequence MRgp.

e If Ky =1, then Bob measures the received photon on a Z-basis, prepares the same
photon as the measurement result, and resends it to Alice.

e IfK; = 2, then Bob reflects the received photon back to Alice without any influence.

Step 3. Alice receives W; and Wj from Bob. She performs Z-basis or W-basis measurements
based on K5.

e If K; = 0, then Alice performs a Z-basis measurement and classifies it into

two measured sequences based on K. If K3 = 0, then Alice records the measure-
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ment results as a check sequence MRc4, whereas if K3 = 1, Alice records the
measurement results to the key sequence MRk 4.

o If K; =1, then Alice performs a W-basis measurement to check the entanglement
correlation of the W states. Hence, according to the uncertainty principle, if
the initial state is [x™) or |yT), then the measured states should collapse into
{Ix™), [x7)}or {|7"), |v~)}. Otherwise, if the states remain the same as the
initial state, then it is inferred that Bob does not measure the photons and Alice
will detect that the protocol may suffer from the reflecting attack.

o If Ky = 2, then Alice performs a W-basis measurement for the eavesdropping
check. Alice compares the measurement results with the initial states. This
implies that if the states remain the same as the original states, neither Bob nor
Eve measure the photons, proving the security of the transmission.

After the eavesdropping check, Alice announces MR 4 to Bob.

Step 4. Bob checks if MRca = MRcp to secure the channel. Eventually, Alice and Bob
share a raw key as the measurement result of MRg4, MRgp (i.e., if one measures
|00),|01), |10), |11), represents classical bits “00”, “01”, “10”, “11”, respectively.). Then,
they perform a privacy amplification process [67,68] on the raw key to distill the
private key.

5. Security Analysis

In this section, the security of the proposed ASQKD protocol is analyzed with respect
to the five main attacks.

5.1. Impersonation Attack
5.1.1. Assume Eve Essayed to Impersonate Alice

Suppose Eve attempts to impersonate Alice. In Step 1, Eve may generate photon
sequences, E; and E3, to impersonate the photons sent by Alice, W, and W3. Bob receives
E; and E3, performs the measure-resend mode or the reflected mode based on K3, obtains
MRcp and MRgg. In Step 4, Alice announces the check sequence MR 4. After Bob receives
it, he verifies Alice by collating the check sequence with MRcg. Bob detects eavesdropping
because MRcp # MRca. Eve cannot impersonate any check sequence MRc4 because it
was generated based on K3, which was previously pre-shared privately. Hence, Eve cannot
successfully impersonate Alice in the proposed ASQKD protocol.

5.1.2. Assume Eve Essayed to Impersonate Bob

Suppose that Eve attempts to impersonate Bob. Eve may generate photons E} and Ej
to impersonate W} and Wj. In Step 3, Alice performs an eavesdropping check. She
measured E} and Ej to check the entanglement of the W states. According to the uncertainty
principle, if K; = 1, then the measure-resend photons should collapse into {|x™), [x7)}
or {|yT), |77 )} if Kz = 2, then the reflected state should be the same as the initial state.
Thus, if the states are not related to the correct procedure based on Kj, then Alice detects
impersonation of Eve.

5.2. Reflecting Attack

If Eve tries to perform the reflecting attack, then Eve may intercept the photon se-
quences W, and Wj in Step 1 and subsequently resend the same photons back to Alice
(i.e., Wp and W3). For every received photon in W, and W3, Alice performs an eavesdrop-
ping check in Step 3 based on K. If Bob measure-resends W, and W3, then the state
should collapse into {|x™), |x~)} or {|7"), |7~ )} according to the uncertainty principle.
As mentioned, the photon sequence W, and Wi is reflected by Eve and not measured by
Bob, which does not collapse into {|x*), [x~)} or {|]7"),|77)}. From the perspective of
Alice, if the state remains in the same state as the initial state, then she can infer that Bob
does not measure any photons and Alice detects that the protocol is suffering from the
reflecting attack.
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5.3. Man-in-the-Middle Attack

Assume that Eve attempts to perform a man-in-the-middle attack on the transmitted
photon between Alice and Bob. In Step 1, Eve may intercept W, and W3, in which the
initial states of W states are {|x"), |y")}. Then, Eve measures W, and W3 to obtain the
information, and eventually, Eve generates photon sequences E, and E3 based on the
measurement results and sends them to Bob. It should be noted that the photon sequence
E; and Ej collapses into the random state {|x™), [x ")} or {|y"), |7 )}. In Step 2, Bob
measure-resends or reflects E; and E3 based on Ky, namely E} and E}. After receiving
E} and Ej, Alice proceeds with an eavesdropping check. If Eve can pass the eavesdropping
check in Step 3, then she is able to successfully perform a man-in-the-middle attack. How-
ever, without knowing the pre-shared key Kj, Eve cannot compute the check sequence for
the reflected photons. Once Eve measures W, and W3, it can successfully pass the eaves-
dropping check with a probability of 1/2. Hence, the probability of Eve being detected

in the proposed ASQKD protocol is 1 — (%) *. While n is large enough, the detection

probability is approximately 100%. Thus, in Step 3, Alice detects that the ASQKD protocol
is attacked by Eve in Step 3.

5.4. Collective Attack

This section proves the proposed ASQKD protocol is immune to collective attack and
does not show leakage if there is no error detected.

In the attack scheme, let Eve obtains all quantum abilities and gains the control of
quantum channels. Eve may try to eavesdrop on private information from Alice and Bob
through the collective attack. To initiate the attack, Eve prepares a probe qubit |E;) and
operates a unitary operation on the joint state |g), the qubits which transmit through the
quantum channel. Eve performs the U; operation in Step 1, Eve entangles the probe qubits
with the traveling qubit which sent by Alice. Then, Eve performs the U, operation in Step
2 and entangles the probe qubits with the transmitting qubit which is resent by Bob.

Theorem 1. Eve can operate the collective attack to eavesdrop on private information without being
detected. To initiate the attack, Eve performs the first unitary operation Uy operation on the qubits
sent by Alice. Then, Eve performs the second unitary operation Uy operation on the qubits which
are resent by Bob. However, no operation can provide Eve to deduce the private information without
being detected.

Proof of Theorem 1. Assume Eve operates a unitary operator to eavesdrop on the qubit
sent from Alice in Step 1 by Uj, the possibilities are presented as follows:

Uy (]00) @ |Eq)) = ao|00)[ga0) + a1|01)[g 1) + a2[10)
Uy (01) ® |Eqy)) = bo|00) |k ag) + b1|01)|ha1) + b2|10)
U3 ([10) @ [E1)) = c0|00) |iao) + c1|01)[ia1) + 2|10} [ia2) + c3]11)iaz)
U (]00) ® |E1)) = do|00)[ja0) + d1|01)[ja1) + d2[10)[ja2) + d3|11)|ja3)
U (|01) @ [E1)) = e0|00) ko) + e1|01)|ka1) + e2|10) [k a2) + e3|11) [k a3)
Uz ([10) @ [E1)) = f0|00)|La0) + f1101)|1a1) + f2[10)[142) + f3]11)[l43)

I42) + a3|11)|g43)
|hap) + b3|11)|ha3)

The initial state of Eve’s probe qubit denotes |E;). |g40),|941),1842),1843), |h40),

ha1), |haz), [has), o), liar), lia2), lias), |jao), ljar), lja2), |ias) Jkao), kat), |k aa), [k as),
I140),|1a1),|la2) and |1 43) are distinguished by Bob, where

lag)* + | |* + |az|* + |as]* = |b0|i+ \b1|22+ |b2|22+ |b3|22: |c0|22+ \c1|22+ |c2|22+ \c3|22
|‘710|2+|511|2+|dz|2 JF|d3|2 = leg|” + |e1|” + |e2|” + |es]
= lfol"+ 1A+l 7 =1

To demonstrate the attack clearly, assume Alice chooses |k*) = 1 (|010> -+ 1001) + \ﬁ|100>)
as the initial state. It should be noted that the choice of initial state does not affect the
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security analysis. Suppose Eve performs the U; operation, the possibilities are described
as follows:

0) 4 @ (bo]00) [hag) + b1]01) |ha1) + b2|10) [haz) + b3|11) [ha3) )+
V2(|1) 4 @ (a0]00) pe|ga0) + a1]01) pelga1) + a2[10) pelgaz) + a3|11) pelgas)))

|0) 4 ® (c0|00) gecliao) +c1]01) peliar) +c2|10) peliaa) +c3[11) peliaz) )+
Ur([k7) gpc ® |E1)) = %( )
= 1((co|000) 4pcling) +c1]001) 4pcliar) + c2|010) 4pcliaz) + c3|011) 4pcliag))
+(b0]000) 4pclhao) +b1]001) 4pc|ga1) + b2|010) opc|gaz) +b3|011) 4pclgas))
+v/2(a0|100) 4pc|8.0) +a1]101) 4pclga1) + a2|110) apclgaz) + a3111) apclgas))))
|000) 4pc ® (coliao) + bolhao)))+
|001) opc @ (c1lia1) +b1lga1) )+
|010) 4pc @ (c2liaz) + b2|ga2) )+
|011) 4pc @ (c3liaz) + b3|gas) )+
V2(|100) 4pc © (a0]g.40) )+
[101) ppc ® (a1]ga1) )+
1110) ppc @ (a2]g42) )+
[111) 4pc ® (a3/843) )

Il
Nl

Bob performs Z-basis measurement on the received qubits and saves the measurement
results MRcp based on Kj. If the qubits are modified, MR¢p will be altered and detected
by Bob. Hence, the attack is assumed not to modify the value of the Z-basis qubits to pass
the eavesdropping check. The restriction limits the possibilities of U as follows:

L (100 45c @ (rlian) + b g )+
Uy (1k7) gpc @ |E1)) = 5 |010) ypc @ (c2liaz) + b2|ga2))+
V2([100) 45 © (a0/g40))

Then, Eve performs the second unitary operation U on the qubits that are resent by
Bob. The possibilities are described as follows:

|0) 4 @ (€0]00) [kao) + e1]01) [ka1) +e2(10) [ka2) +e3]11) [kas) ) ® (c1liar) + bilga1) )+
Uy ([k™) g4pe @ |E1)) = 5| 10) 4 ® (f0]00) [La0) + f1]01) [La1) + f2]10) [Laz) + f3]11) |la3) ) @ (c2liaz) + b2|ga2) )+
V2(|1) 4 ®@dp|00) |jao) + d1]01) [ja1) +d2|10) [jaz) + d3|11)|jaz) @ (a0|ga0)))
(0]000) Apclkao) +e1]001) opclkat) + €2]010) 4pclkaz) + €3]011) 4pclkaz)) ® (e |'1'A1> +b1lgar) )+
= 3| (f0l000) 4pc|la0) + f11001) pcllat) + f2[010) 4pcllaz) + £31011) gpcllaz)) © (caliaz) + balgaz) )+
V2(do|100) ppcljao) +d1]101) gpcliar) + d2]|110) 4pcliaz) + ds|111) spclias) @ (a0lga0)))
(e0]000) 4pclkao) c1liar) +e1001) 4pclkar) crliar) +€2]010) 4pclkaz)ciliar) +e3]011) 4pclkas)ciliar) )+
(€0]000) 4pclkao) b1]ga1) +€1]001) 4pclkar) bilgar) + €2|010) 4pclka) bilga1) + €3|011) 4pc|kaz) bilgat) )
=3l (fl000) 4pcllao) caliaz) + f1l001) 4pcllar) calinz) + f21010) spcllaz) caling) + f3011) apcllas) c2liaz) )+
(f0l000) apcllao) b2lgaz) + f11001) spclla1) balgaz) + f2[010) apclla2) balgaz) + f3]011) opcllas) ba|gaz) )+
V2(do[100) 4 g lja0) a0lga0) + d1|101) ppcliar) aolgao) + d2]110) 4pcliaz) aolgao) + d3|111) ,pclias) a0lga0) )
|000) 4p5c ® (eolkao) c1liar) + eolkao) b1lgar) + follao) c2liaz) + follao) b2|842) )+
|001) 45c ® (e1lkar) c1liar) +eilkar) bilgar) + filla1) c2liaz) + filla1) b2|842) )+
|010) 45c ® (ealkaz) c1liar) + e2lkaz) b1lgar) + fallaz) c2liaz) + fallaz) b2|842) )+
|011) 4pc ® (eslkaz)c1liar) +eslkas) bilgar) + fallas) c2liaz) + f3|la3) b2|ga2) )+
V2(]100) 55 © (doljao) a0|ga0) )+
[101) 4pc ® (d1]ja1) a0/ 40) )
[110) 4pc ® (d2]ja2) a0/ 40) )
[111) apc @ (d3ja3) a0l 40)

-

NI=

_|_
_|_
)

Alice receives the photons which are resent by Bob and performs the eavesdropping check.
If the quantum state is not equal to W states, Alice will detect the attack. To pass the eavesdrop-
ping check, suppose eglkao)ciliar) +eolkao) b1|ga1) + follao) c2liaz) + follao) b2[ga2)
= e3lkas) c1lia1) + eslkas) b1lgar) +f3_\>lA3> C2linz) + fallas) b2|ga2) = dilja1) aolga0)
= dz|ja2) a0|ga0) = d3lja3)ao0|lga0) = 0. Hence, it is assumed that the attack cannot mod-
ify the value of the Z-basis photons. With the restriction mentioned above, limits U,
possibilities as follows:
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WUy (|k*) apc ® |E1)) =

1 |001) 4pc ® (eolkao) c1lia1) + eolkao) b1|ga1) + follao) c2liaz) + follao) b2|8a2) )+
3 |010) 4pc ® (e2lkaz) ciliar) + ealkan) b1lga1) + fallaz) caliaz) + follaz) ba|ga2) )+
V2(]100) e @ (doljao) a0|8 a0) )

Suppose Eve wants to pass the eavesdropping check, Eve must set all the measurement
result of probe qubits |E1) to be equal (i.e., eg|k a0) c1]ia1) + eolkao) b1|ga1) + follao) c2liaz)
+follao) ba|ga2) = e2lkaz) c1lia1) +ealka2) bi1|ga1) + fallaz) caliaz) +f2lla2) b2 a2)
= dp|ja0) a0|g0) ). Without altering |kT) 45, Eve can pass the eavesdropping check. In
contrast, Eve cannot distinguish the corresponding measurement result of |E;). Hence,
Eve cannot deduce any useful information. On the other hand, suppose Eve wants to
deduce the information from the measurement result of probe qubits |E;), Eve must set
all the measurement results of probe qubits |E;) not to be equal, so Eve can distinguish
the corresponding result. In contrast, Eve will get detected by the eavesdropping check
because the value of |k*) 45 is altered. Thus, the proposed ASQKD protocol is proven to
be immune to the collective attack. [

5.5. Key Leakage Problem

Assume Eve tries to eavesdrop on the raw key from the traveling qubits. Eve
may perform Z-basis measurement on the photon sequence sent by Alice, W, and Ws.
Eve obtains the measurement results of W, and Wj (i.e., |00),]01), |10}, |11)), which im-
plies the raw key (i.e., “00”, “01”, “10”, “11”). Suppose Shannon entropy is defined as
E = —X,;pilog, pi, where pi denotes probability distribution. The entropy E; can be com-
puted as E; = —4 x % log, § = 2 bits. However, the protocol provides an eavesdropping
check, which limits the possibility of the measurement results of W, and W3 being used
as the raw key, hence the probability is % (i.e., Bob receives W, and W3 and performs
measure-resend or reflect based on K. If K, = 0, Bob records the measurement results as
MRcp or MRgg. If K = 1 or 2, Bob measure-resend or reflect for eavesdropping check.
Assume Alice and Bob consume half of the transmitted photons as eavesdropping check,
hence K; = 0 and K, = 1 or 2 consume each half of the measurement results. While in
Ky = 0, the measurement results of K3 = 0 denote as check bit, K3 = 1 denote as key bit,
thus half of the K, = 0 measurement results are used as sharing raw key. Eventually, the
probability of Eve eavesdrops the raw key from the measurement results of W, and W3
is % X % = %). Hence, the entire entropy denotes % x E1 = 0.5 bit. Even though Eve can
obtain 0.5 bit by performing eavesdropping, eventually the attack will be detected by an
eavesdropping check. Even if Eve passes the eavesdropping check, one can still perform the
privacy amplification process [67,68] on the transmitted information to distill the private
key, avoiding the key leakage problem. Thus, Eve cannot obtain any private key under an
eavesdropping attack.

6. Efficiency Analysis

Table 3 provides a comparison of the Yu et al. [59], Li et al. [60], Zebboudj et al. [63],
Chang et al. [64], and Wang et al. [65], and Wen et al.’s [66] measure-resend ASQKD
protocols with the proposed ASQKD protocol. The efficiency of the protocol is calculated
using the following equation: 7 = 5, where ¢ denotes the number of shared classical bits
and g denotes the sum of consumed qubits. We assume that Alice generates a binary string
of length n as the secret key. The length of the hash, decoy photon, and checking bit m is
assumed to equal that of the secret key (i.e., n = m).
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Table 3. Comparison of [59,60,63-66] and the proposed ASQKD protocol.

Yu et al's Lietal’s Zebboudj et al.’s Chang et al.’s
Wang et al.’s Wen et al.’s The Proposed
ASQKD ASQKD ASQKD ASQKD
Protocol [59] Protocol [60] Protocol [63] Protocol [64] ASQKD Protocol [65] ASQKD Protocol [66] ASQKD Protocol
Bell states, . . . GHZ-like states
Quantum resource Bell states Single photons Single photons Single photons Single photons W states W states
Qubit efficiency 10% 11% 14% 17% 14% 7% 11%
Required pre-shared keys (in bits) 6n 4n 3n 3n 3n 4n 5n
Classical participant’s Generate Generate Generate Generate Generate Gﬁ:g:,:e Generate
P pa Reflect Reflect Reflect Reflect Reflect Reflect

quantum capabilities Measure

Measure Measure Measure Measure Measure Measure

Quantum memory

Clas§1cal participant does not Yes Yes Yes Yes Yes No Yes
require quantum memory
Legal semi-quantum environment Yes Yes Yes Yes Yes No Yes
The protoc.ol does not require the Yes No No No No No Yes
hash function
Runnable protocol Yes Yes Yes Yes Yes No Yes
Required classical channel Yes Yes Yes Yes No Yes Yes
Robustness of the reflecting attack Yes Yes Yes No Yes Yes Yes
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The efficiency analysis of Yu et al., Li et al., Zebboudj et al., Chang et al., and
Wang et al.’s ASQKD protocol have been discussed in Wang et al.’s study [65]. For clarity
and readability, this study is briefly summarized as follows: the efficiency of Yu et al.,
Li et al., Zebboudj et al., Chang et al., and Wang et al.’s ASQKD protocol is 10%, 11%, 14%,
17%, 14%, respectively.

In Wen et al.’s ASQKD protocol, Alice generated n GHZ-like states (i.e., 3n qubits)
and n decoy states. She then generates 3n W states (i.e., 9n qubits) for teleportation of the
state |Y) and decoy state |¢ ). Bob measures and generates |Y’) (i.e., n qubits). Thus, the
efficiency of the ASQKD protocol proposed by Wen et al. is 7 = 55,0 = &~ 7%.

In the proposed ASQKD protocol, Alice prepares four pairs of W states (i.e., 121 qubits),
Bob measures the second and third W states and generates three pairs of two single photons
(i.e., based on Ky generates 2n + 2n qubits, K; generates 2n qubits). Eventually, Alice and
Bob share a secret key of 21 bits. Hence, the efficiency of the proposed ASQKD protocol is
1= o = § & 1%

The proposed ASQKD protocol improves the malfunction issue in the ASQKD protocol
of Wen et al. [66]. As mentioned in Section 3.1, in Wen et al.’s ASQKD protocol, Bob cannot
perform the teleportation due to the insufficient information on the corresponding position
of |Y) and |¢). The proposed ASQKD protocol pre-shares keys for the information of
the photon’s position privately, ensuring that the unfunctional situation with Bob will not
occur under all circumstances.

As mentioned in Section 3.2, in Wen et al.’s ASQKD protocol [66], Bob must preserve
all photons sent by Alice in Step W1 for the measurements and calculations to perform the
teleportation of W states later. This implies that Bob must possess quantum memory, which
strongly disobeys the definition of semi-quantum environment [17]. In the proposed ASQKD
protocol, Alice sends the photons individually to Bob, and Bob performs measurements or
reflects the photons as he receives them. The proposed ASQKD protocol ensures that Bob
does not need to equip quantum memory, which is a legal semi-quantum environment.

From the perspective of entangle states applying ASQKD protocols, the proposed
ASQKD protocol provided higher qubit efficiency compared to Yu et al. [59] and Li et al. [60].
Although Chang et al. [64] have higher qubit efficiency, their protocol suffers from the
reflecting attack [65], the protocol must apply more qubits to secure the channel. Thus,
Chang et al. [64] provided lower qubit efficiency than the proposed ASQKD protocol.
Zebboudj et al. [63] and Wang [65] take advantages in qubit efficiency, however, the security
of those protocols is based on classical cryptography, the mathematics of the hash function.
With the advance of quantum computing, powerful quantum computing may be a potential
menace to classical cryptography. The proposed protocol does not require the hash function,
thus is secured even in the future.

From the perspective of quantum hardware, in Wen et al.’s ASQKD protocol [66], Alice
generates GHZ-like states and W states, and Bob equips quantum memory, which requires
advanced quantum mechanics. In the proposed ASQKD protocol, Alice generates only W
states, and Bob does not require quantum memory, which is more practical. Moreover, the
proposed ASQKD protocol has higher efficiency than Wen et al.’s ASQKD protocol.

By combining all the benefits mentioned above, the proposed ASQKD protocol reduces
the quantum hardware requirement and elevates the efficiency significantly when equipped
with a secure legal semi-quantum environment. When compared to Wen et al.’s ASQKD
protocol [66], the proposed ASQKD protocol has several advantages.

1.  The proposed ASQKD protocol ensures the procedure is functional.

2. The proposed ASQKD protocol does not require quantum memory and legally fulfills
a semi-quantum environment [17].

3. The proposed ASQKD protocol, based on W states, only reduces the quantum hard-
ware requirements.

4. The qubit efficiency of the proposed ASQKD protocol is 1.6 times higher than that of
Wen et al.’s ASQKD protocol.
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5. The proposed ASQKD protocol does not require classical cryptography (i.e., the hash
function), which does not show the potential menace of the advance quantum computing.

7. Conclusions

In this study, several important issues in Wen et al.’s ASQKD protocol were addressed
and an improvement was proposed. In 2019, Wen et al. proposed an ASQKD protocol for
identity and messages using the teleportation of W states and GHZ-like states without pre-
shared keys. However, Wen et al.’s ASQKD protocol exhibits significant design flaws. The
teleportation of W states in Wen et al.’s ASQKD protocol was malfunctioning. Moreover,
Wen et al.’s ASQKD protocol requires the classical user to equip quantum memory, which
strongly disobeys the definition of the semi-quantum environment defined by Boyer et al.
Therefore, in this study, we proposed an ASQKD protocol based only on the W states. When
compared with Wen et al.’s ASQKD protocol, the proposed ASQKD protocol circumvented
the aforementioned flaws and obtained the following advantages: runnable ASQKD proto-
col, legal semi-quantum environment (i.e., does not require quantum memory), reduced
quantum hardware requirement (i.e., based only on W states), does not involve classical
cryptography (i.e., the hash function) and provided 1.6 times higher qubit efficiency, which
significantly elevated security and efficiency. To obtain a higher efficiency in the ASQKD
protocol, further research is required.
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