
����������
�������

Citation: Nozari, H.; Szmelter-Jarosz,

A.; Ghahremani-Nahr, J. Analysis of

the Challenges of Artificial

Intelligence of Things (AIoT) for the

Smart Supply Chain (Case Study:

FMCG Industries). Sensors 2022, 22,

2931. https://doi.org/10.3390/

s22082931

Academic Editors: Admela Jukan,

Xavi Masip and Jose Francisco Ruiz

Received: 13 March 2022

Accepted: 9 April 2022

Published: 11 April 2022

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

sensors

Article

Analysis of the Challenges of Artificial Intelligence of Things
(AIoT) for the Smart Supply Chain (Case Study:
FMCG Industries)
Hamed Nozari 1 , Agnieszka Szmelter-Jarosz 2,* and Javid Ghahremani-Nahr 3

1 Department of Industrial Engineering of Central Tehran Branch, Islamic Azad University,
Tehran 1469669191, Iran; ham.nozari.eng@iauctb.ac.ir

2 Department of Logistics, Faculty of Economics, University of Gdańsk, ul. Armii Krajowej 119/121,
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Abstract: In today’s competitive world, supply chain management is one of the fundamental issues
facing businesses that affects all an organization’s activities to produce products and provide services
needed by customers. The technological revolution in supply chain logistics is experiencing a
significant wave of new innovations and challenges. Despite the current fast digital technologies,
customers expect the ordering and delivery process to be faster, and as a result, this has made it easier
and more efficient for organizations looking to implement new technologies. “Artificial Intelligence of
Things (AIoT)”, which means using the Internet of Things to perform intelligent tasks with the help of
artificial intelligence integration, is one of these expected innovations that can turn a complex supply
chain into an integrated process. AIoT innovations such as data sensors and RFID (radio detection
technology), with the power of artificial intelligence analysis, provide information to implement
features such as tracking and instant alerts to improve decision making. Such data can become vital
information to help improve operations and tasks. However, the same evolving technology with
the presence of the Internet and the huge amount of data can pose many challenges for the supply
chain and the factors involved. In this study, by conducting a literature review and interviewing
experts active in FMCG industries as an available case study, the most important challenges facing
the AIoT-powered supply chain were extracted. By examining these challenges using nonlinear
quantitative analysis, the importance of these challenges was examined and their causal relationships
were identified. The results showed that cybersecurity and a lack of proper infrastructure are the
most important challenges facing the AIoT-based supply chain.

Keywords: supply chain management; Artificial Intelligence of Things; smart supply chain; digital
systems; logistics; nonlinear prioritization

1. Introduction

Over the past decade, supply chain management and information technology manage-
ment have attracted much attention from practitioners and researchers. As can be deduced
from information technology, companies have a strong tendency towards integration; in-
tegration is therefore considered an effective technique in the supply chain by sharing
effective information to improve the performance of the sensitive supply chain. Thus, the
growing interest in supply chain management has been driven by competitive pressure and
has led to its eventual promotion to become an essential part of corporate operations and
strategy [1]. On the other hand, due to the high speed of changes in the market and cus-
tomers, companies need to continuously improve their supply chain management systems
to provide the right product to the right customer and at the right time. The integration
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of new technologies in the supply chain has made it possible to improve the exchange of
information and facilitate the monitoring of physical goods throughout the supply chain.
Information technology developments play an essential role in increasing the planning,
implementation and flow control, and storage of goods, services, and information from the
point of origin to the point of consumption to increase customer satisfaction. The Internet
of Things (IoT) is one of the latest developments in information technology and a new
revolution in this field, which has provided a paradigm shift in various fields, including
supply chain management. When artificial intelligence (AI) is added to IoT, it means that
devices can analyze data, make decisions, and act on these data without human interven-
tion [2]. The complete combination of the IoT with artificial intelligence, known as AIoT,
allows companies to take advantage of both at the same time. This technology’s capabili-
ties, such as transparency, agility, and adaptability to the supply chain, offer tremendous
opportunities to address supply chain management challenges more effectively. As smarter,
more technology-driven, and more intertwined supply chains grow, research into the IoT
and its innovative applications in supply chain management is growing faster. There are
several devices in IoT and artificial intelligence in the supply chain [3], such as autonomous
and self-driving vehicles, warning sensors, and customer information. However, the most
interesting use of the IoT and artificial intelligence is to embed intelligent sensors in a
product’s packaging and analyze their data to allow customers to track their goods across
the supply chain until the final delivery stage. Of course, due to the presence of Internet
and network technology and analyses based on them, and the complexity of using these
technologies, it can be realized that the simultaneous presence of these technologies can
bring challenges [4].

Given the growing use of IoT and artificial intelligence in business areas, it seems that
examining the dimensions and challenges of implementing an intelligent supply chain that
uses these technologies simultaneously can be of great importance. Therefore, a proper
understanding of the key elements and components affecting a supply chain based on the
integrated use of these technologies seems essential. In this regard, in this paper, an attempt
has been made to examine the effective parameters of these technologies on the supply chain
to extract the most important challenges facing them. In this regard, fast-moving consumer
goods (FMCG) companies have been selected as the case study due to the availability of
specialists. Moreover, FMCG are products that are sold quickly and at a relatively low
cost. Using quantitative analysis of experts’ opinions in this field, the effectiveness of these
supply chain implementation challenges based on the Artificial Intelligence of Things and
its internal effects were determined. Therefore, using the results of this paper, we can try to
solve the most important challenges in the field of the simultaneous use of IoT technologies
and artificial intelligence to increase the efficiency of the supply chain [5].

The organization of this paper is as follows. In Section 2, the theoretical foundations
and review of the research background are discussed. In Section 3, the most important
challenges facing an intelligent supply chain using the convergence of artificial intelligence
and the IoT are identified based on a systematic review of the literature as well as interviews
with supply chain and information technology (IT) activists in FMCG companies. In
Section 4, the research method, which includes the pattern of causal relationships between
the studied variables using the DEMATEL decision-making method, as well as the nonlinear
prioritization method based on hierarchical analysis, is presented. Section 5 presents the
results and findings. Finally, the conclusions, future research opportunities, and limitations
of this research are presented in Section 6.

2. Literature Review

This section presents brief information about the history and definition of Artificial
Intelligence of Things. Moreover, in addition to expressing the role of AIoT in supply chain
management, the research background is reviewed.
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2.1. Artificial Intelligence of Things

The IoT and artificial intelligence are powerful technologies. When AI and IoT are
combined, Artificial Intelligence of Things or AIoT is obtained. In other words, the IoT
is a digital nervous system, and artificial intelligence is the brain of this system. AIoT is
revolutionary for both types of technology and beneficial for both types of technologies
because artificial intelligence values the IoT through machine learning capabilities and IoT
values artificial intelligence through connectivity, signaling, and data exchange. As IoT
networks are spread across large industries, there will be large amounts of human-centered,
machine-generated data [6]. AIoT can support data analysis solutions that can add value to
the data generated by the IoT. Although some IoT systems are designed for simple event
control in which the sensor signal generates a similar response, such as turning on/off a
light based on changes in ambient light, many events are much more complex and can be
used to interpret events using analytical techniques. AIoT is in place to take the proper
steps to achieve this. It place smart tools on edge and gives devices the ability to perceive
data, observe their surroundings, and make the best decisions—all of which can be done
with minimal human intervention. With the power of artificial intelligence, AIoT devices
are not merely messengers that deliver information to the control center, but have become
intelligent machines capable of self-centered analysis and operating independently [7].

In terms of data analysis, AIoT technology combines machine learning with IoT net-
works and systems to create “learning machines”. This can then be applied to enterprise
and industrial data to control IoT data, such as network edges, to automate tasks in a con-
nected workplace. Real-time data are of key value for all AIoT applications and solutions.
In a specific usage example, AIoT solutions can also be integrated with social media and
HR platforms to create an AI decision as a service function for HR professionals. There are
four main areas that AIoT affects: wearables, smart home, smart city, and smart industry.
Some research has been done in these key areas. In a study, Xiong et al. [7] proposed
an AIoT-based system for the real-time monitoring of tunnel construction. They showed
that the AIoT-based system improves information and automation during construction,
facilitates decision-making, and prevents accidents. Guo et al. [6] created a prior-dependent
graph for data clustering and dimension reduction at the AIoT edge. In their research,
Sun et al. [8] presented an energy-efficient and fast design for hybrid storage-class memory
in an AIoT terminal system. They showed that the proposed system could reduce energy
consumption by an average of 46.2% compared to the traditional system. Sun et al. [8] ex-
amined the virtual store of AI-enabled objects (AIoT) using an automated sensor-enhanced
robotic software manipulator. Their findings showed that using IoT analysis and artificial
intelligence (AI), a virtual store can provide customers with real-time feedback on product
details. Chen [9], in a paper examining the implementation of an intelligent linking service
on AIoT, examined the hierarchy for material flow management. Hu et al. [10] proposed a
new two-step unsupervised error detection framework combining feature extraction and
fuzzy clustering for common AIoT. In a paper, Yang et al. [11] used industrial AIoT to
improve quality at an HP plant. The results showed the high impact of this technology on
quality improvement.

2.2. AI and IoT-Based Supply Chain

Many businesses have embraced artificial intelligence and the IoT as part of their
processes and products in today’s world. Recent studies have shown that these are two
well-known technologies that are used seamlessly today. They were also found to be the
best technologies that companies invest in to increase efficiency and create a competitive
advantage [12]. Thus far, several definitions have been proposed for the IoT. However, the
definition provided by Ben-Daya et al. [13] emphasizes the concept of the IoT and supply
chain management and, therefore, has been considered in this paper. Based on this, the
IoT can be defined as follows: the Internet of Things is a network of physical objects that
are digitally connected to sense, monitor, and interact within a company and between
the company and its supply chain, enabling agility, visibility, tracking, and information
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sharing to facilitate the timely planning, control, and coordination of the supply chain
processes. Thus, IoT technology has played a vital role in operations excellence in supply
chain management. This technology has significantly contributed to industrial automation,
allowing the integration of industrial sensor networks, radio frequency identification
networks, factory control networks, and information management systems. The IoT as a
new technology has become more popular since the advent of wireless technology and has
attracted the attention of supply chain activists. The IoT has enabled companies to simplify
the flow of information and, at all stages of the supply chain, produce significant profits
for companies by improving productivity and facilitating the integration of disorganized
communications. Through the use of the IoT, companies can make significant gains in
productivity at all stages of the supply chain and facilitate in-house and inter-organizational
communications [14]. Artificial intelligence also has numerous applications in the supply
chain. Areas of impact of artificial intelligence in the supply chain and logistics areas
include operational procurement using smart data and chat bots, supply chain planning to
forecast supply and demand, warehouse management to optimize inventory, transportation,
and faster and more accurate shipping to reduce delivery time and shipping costs and
optimally select suppliers through the use of up-to-date data. In addition to artificial
intelligence, machine learning is also used in transportation. Organizations now embrace
and use machine learning to refine core strategies for issues such as warehouse optimization
and day-to-day activities such as availability, costs, inventory, transportation, suppliers,
and staff.

Combining these factors has made the IoT and artificial intelligence topics of interest
among researchers and industry activists in the supply chain. According to the research
work done in IoT and artificial intelligence and supply chain management, it is clear that
the research conducted in this field covers a diverse range of topics and different industries.
Moreover, some researchers have identified and analyzed the issues emphasized in the
theoretical foundations. For example, some have studied the dimensions of using these
technologies in the healthcare industry [15,16]. Some studies have pointed to the role of
these technologies in creating smart cities [17,18]. In addition, some review studies con-
ducted in this field have specifically studied the IoT in the food and agricultural industries
and have considered the results of the application of this technology in the agri-food supply
chain [19,20]. Nozari et al. [2], in a paper, provided a framework for IoT-based supply chain
and big data analysis. Their research showed how to implement a supply chain empha-
sizing IoT technologies. In a paper, Arora et al. [21] investigated the effect of integrating
artificial intelligence with an IoT-enabled supply chain. In a study, Bamakan et al. [22]
also presented an integrated framework based on the Chinese solutions of integrating
blockchain, IoT andbig data to evaluate service chain performance. Ghahremani Nahr
et al. [23] also provided a framework for using a supply chain emphasizing AIoT in a study.
Many studies have pointed to the effects of the simultaneous use of these two technologies
and its key role in today’s world. These technologies always play positive roles in today’s
world. However, using these technologies can lead to challenges, which will be evaluated
in the next section.

3. Challenges in AIoT-Based Supply Chain

Technology, as a driving force in accelerating processes in the face of various activ-
ities, has played a significant role; one of these important branches of technology is IoT
technologies and artificial intelligence, which today plays a significant role in the industry.
Nevertheless, these technologies, similar to other emerging technologies, face challenges. In
this paper, we try to examine the challenges in the IoT and artificial intelligence within the
supply chain as one of the most important parts of manufacturing organizations. Although
the concept of smart industries has only been around for a few years with the presence
of technologies such as the IoT and the development of the concept and tools of big data
analytics, and research has been done in this area, its rapid repetition and upgrading also
pose many challenges. In this section, the influencing factors are identified and summarized
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using a systematic literature review of published articles and studies. These challenges
are also assessed using expert opinions, and the most important challenges facing a power
supply chain are extracted from IoT technologies and artificial intelligence. In order to
analyze the data, experts active in the fields of supply chain and information technology
working in FMCG industries were used. The reason for choosing these industries was the
availability of this field for researchers. Therefore, seven companies (four food companies
and three pharmaceutical companies) were considered as a case study. Since there has
not been much proprietary research for the AIoT-based supply chain, the first step was to
search for the keywords artificial intelligence and the IoT and their relationship with the
supply chain to extract the most important challenges of a smart supply chain. For this
purpose, a research question was developed in the first step. In this research, the main
questions are: What are the most important key challenges in implementing supply chain
based on artificial intelligence, and what category do they have? The statistical population
and the search period were determined in the same step. Articles indexed in Scopus and
Google Scholar databases were considered to determine the statistical population. It was
also considered in light of the background in the field literature.

In the second step, studies related to the research questions were identified. For this
purpose, the appropriate keywords for the search must be determined. Keywords for
search were: AI and IoT challenges, smart supply chain challenges, IoT-based supply chain
implementation challenges, AI-based supply chain implementation challenges, and AI and
IoT challenges in the supply chain. In order to extract relevant studies in this field, Scopus
and Google Scholar indexing databases were referred to. After searching for keywords in
these databases, 278 related document titles were found.

In the third step, the studies that should be reviewed were identified by determining
the inclusion criteria. Criteria for inclusion included the English language, quality findings,
and the key challenges of using AI and IoT simultaneously in the supply chain. Thus, out
of 278 articles published during the review years, 51 non-English items were removed
from the review list. After reviewing the titles of the articles and abstracts of the remaining
227 articles, according to the inclusion criteria and the subject, question, and purpose of
the research, 24 articles were deleted and 203 articles were considered to review the full
content of the article. By reviewing the content of the articles, 20 articles did not have the
necessary features for use in the present study and were removed from the study process,
and 183 articles with the necessary features for in-depth review and use in this study
were identified.

Then, using the modified Delphi method and using the 5-level Likert scale proposed
by Azadi et al. [24] with the opinions of experts, 29 challenges as the most important key
challenges in implementing the supply chain based on the use of artificial intelligence and
IoT were extracted during the studied years. These challenges were then presented to
twenty-five experts active in the field of supply chain and information technology in FMCG
companies and fifteen experts from the university in this field. Using a questionnaire and a
five-level Likert scale, nine major challenges were selected as the most important challenges
in this field. These challenges are shown in Table 1.

Table 1. Units for magnetic properties.

Code Challenges Category

C11 Cybersecurity
Security (C1)C12 Lack of Trust in AIoT

C13 Connectivity
C21 Environmental Risks

Environmental (C2)C22 Managing Energy
C23 Smart Waste
C31 Managing Transportation

Managerial (C3)C32 Lack of Proper Infrastructure
C33 Lack of Professionals
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3.1. Cybersecurity

There is a combination of physical and digital systems in an intelligent factory and,
accordingly, in an intelligent supply chain that, in addition to generating and maintain-
ing data using IoT technology, uses artificial intelligence for analysis, enabling real-time
collaboration, but there is a risk of expanding the level of attack [25,26]. With multiple
machines and devices connected to single or multiple networks in intelligent processes,
vulnerabilities in any of these devices can open the system to attacks [27]. Companies
must anticipate both organizational system vulnerabilities and machine-level operational
vulnerabilities. Companies are not always prepared to deal with these security threats, and
many rely on their technology and solution providers to do so.

3.2. Lack of Trust in AIoT

Trust is often at the level of interpersonal relationships. In today’s intelligent modern
life, people’s trust is increasingly systemic. Lack of trust in artificial intelligence and the IoT
may slow the development of a strong and intelligent supply chain. However, by reviewing
the literature, it can be seen that one of the basic features of systems based on artificial
intelligence is their high reliability [28]. However, studies show that there is always concern
and distrust of text-based intelligent systems on the IoT. It is seldom claimed that an IoT
system works perfectly accurately for any environment, context, and unusual event that
the system can experience [29]. Trust means that reliability assessment is highly dependent
on accurate knowledge of the context and environment and flexibility to handle unusual
events and data. Rarely will such knowledge exist and provide complete flexibility [30].

3.3. Connectivity

Wired connectivity is popular in the industry, so pushing the IoT to wireless connec-
tivity could signal a change in network infrastructure design. The use of wireless networks
may lead to security concerns [31,32]. In the IoT, digital devices connect and communicate
with each other via the Internet, and in small, multi-device networks, the connection is
seamless. However, when the IoT is used globally and a number of devices and sensors
are connected and communicate with each other, connection problems arise. Moreover,
the Internet is not merely a network; it includes heterogeneous networks with cell towers,
slow connection, fast connection, proxy servers and firewalls, and different companies
with different standards and technologies that can disrupt the connection. Connection is
considered one of IoT’s important components because data transfer depends on a good
connection [33]. In addition, big data analysis using artificial intelligence and with many
connections has its own complexities and is one of the main challenges of a supply chain
based on these technologies [34].

3.4. Environmental Risks

Businesses are increasingly vulnerable to environmental risks and climate change.
A smart supply chain powered by the IoT and artificial intelligence must have highly
responsive and agile disaster management systems, such as alerting stakeholders to risk
prevention measures and reducing pollution levels [35]. Artificial intelligence and the
IoT can be used in the design phase to minimize environmental risks in the business
environment as well as product development. Automated drones have been used in
various fields, such as detecting and recording environmental hazards, regulating traffic
for product distribution, and monitoring environmental pollution [36]. Air quality sensors
on online platforms in supply chain processes, especially in manufacturing, can support
the measurement of environmental hazards.

3.5. Managing Energy

The advantage of IoT devices is that they enable automation. However, a significant
amount of energy is required to connect the billions of connected devices to each other.
This need for energy, unless managed, can be an obstacle to the full implementation of IoT
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systems. Technological advances and changes in consumer habits are leading to increased
energy demand, and energy producers are now seeking the help of artificial intelligence
and IoT to optimize the energy distribution needed [37,38].

3.6. Smart Waste

Waste management is one of the main concerns of many industries. This waste is
also very high in the production process and has many environmental effects. Waste
management from start to finish is one of the key challenges for industrial warehouses
worldwide [39]. With the current lifestyle situation in which most food and other items
are packaged in plastic or paper packaging, dealing with the waste generated in the
manufacturing and industrial sectors is a major concern. Garbage collection must be
completed on time, as they require smarter collection [40]. Artificial intelligence and the
IoT must address collection, transportation, refining, recycling, and intelligent disposal
issues through optimization techniques. Using these technologies, the whole process can
be centrally monitored and, as a result, services are provided in a smart supply chain [41].

3.7. Managing Transportation

In today’s world, transportation is one of the most critical sectors of the economy.
Although transportation has greatly improved modern life, many problems in this area
are still unresolved. Current modes of transportation are heavily dependent on crude oil
products such as oil, diesel, and so on. Electric vehicles are a good alternative to combat
greenhouse gas emissions. Electric vehicles use batteries and electric motors to generate
the power needed to drive [42]. If existing fuel stations are upgraded to hybrid modes that
offer petroleum products as well as electronic charging stations, the charging requirements
of electric vehicles can be met. To avoid traffic jams, urban design is important to minimize
the need for daily public transportation, filling this gap and reducing residents’ travel
time [43]. Machine learning methods that are an essential part of artificial intelligence
must be sufficiently capable of analyzing past data from public and private transportation
activities to address the root causes of frequent congestion or most accidents and disruption
and distribution. Preventive measures are needed to address them [44].

3.8. Lack of Proper Infrastructure

The smart industries, and consequently the smart supply chain, need the latest highly
advanced infrastructure, and every piece of equipment must be connected to the Internet
to monitor it. In the smart supply chain, IoT-connected devices collect data from physical
media to optimize decisions to improve all supply chain processes from supply to distribu-
tion. Creating an information service to support information is one of the tasks of smart
companies to create a smart and robust supply chain [45,46]. Digital supply chain services
must have the infrastructure necessary to build cyber and physical systems. Smart factory
services must have the infrastructure components necessary to complete the technological
operation of the product in automatic mode with cyber equipment [47]. The smart supply
chain infrastructure must have the infrastructure necessary for personnel to control the
item during remote operation [48].

3.9. Lack of Professionals

To successfully implement new technology and maintain operations, a company must
have a workforce with “digital skills”—people must understand both the production
processes and the digital tools that support those processes. In the absence of forces familiar
with digital developments and the IoT or artificial intelligence, in addition to slowing down
all progressive activities, there is organizational resistance to implementing AIoT-based
intelligent processes in organizations [49]. Thus, training in digital tools and skills (which
is important in today’s world but vital to the future) must be provided. Incorporating
concepts related to cybersecurity, digital infrastructure, artificial intelligence, big data,



Sensors 2022, 22, 2931 8 of 18

storage, and computing needs into the educational content of the actors involved in supply
chain activities must be implemented to continue to succeed in the world to come [50].

4. Research Methodology

This research is applied in terms of purpose and is descriptive in nature. In this
study, in the first stage, library studies were used to prepare a list of challenges facing
an AIoT-based supply chain or the simultaneous use of IoT and artificial intelligence
technologies, and then the most important challenges were selected using the opinions of
experts. Therefore, experts’ knowledge was used in the challenge ranking stage. Since the
information required to prioritize challenges is based on the knowledge of industrial and
academic experts, and on the other hand, the number of people with sufficient knowledge
and experience in information management in the supply chain is limited, we chose to select
experts using the sampling method. In order to analyze the data in this research, industrial
and academic experts have been used. Therefore, among the people active in the field of
information technology and supply chain in FMCG industries, 30 specialists, who had more
than 5 years of experience and had sufficient knowledge in the field of artificial intelligence
and IoT and worked in the field of the supply chain of these important industries, were
considered as industrial experts. Moreover, 15 university specialists whose specialized
background in the university was related to research and had academic and industrial
experience were considered as academic experts. The computational results confirmed the
consistency between the experts’ opinions, which indicates the correct choice and alignment
of the experts’ opinions. Therefore, judicial and purposeful research has been used. This
research was conducted in the fall of 2021, and the FMCG industry in Iran was selected
as a case study. The reason for choosing this industry was the availability of companies
as well as the presence of knowledgeable experts in the field of digital transformation in
these companies. Considering that the present research is about extracting knowledge
from experts’ minds, most of it is in the field of qualitative studies. Solving methods in
this research are structural modelling and fuzzy decision-making method DEMATEL to
investigate the internal impact of challenges. In addition, a group fuzzy priority planning
method is used to understand the importance of challenges and rank them. This method
is a practical and approved method in the subject literature and has a short run time and
can be implemented in the fastest possible time. In order to converge the answers for the
reliability of the questionnaires, we tried to monitor the scatter of experts’ answers visually.
The evaluation model of this research is summarized as follows.

Step 1: Identify and select the most important challenges of implementing an AIoT-
based supply chain. In the present study, we first tried to extract the challenges faced by
an intelligent supply chain powered by both IoT and artificial intelligence technologies by
reviewing the literature among Google Scholar, Scopus, and Web of Science databases. Then,
using the opinions of experts active in the field of supply chain and information technology
working in FMCG companies (due to the authors’ access to these experts), three categories
(security, environmental, and managerial), as the main challenges in implementing a supply
chain based on AIoT, were selected.

Step 2: Create a hierarchical decision structure. At this stage, the hierarchical structure
of the decision was determined using the target levels, criteria, and options (Table 1).

Step 3: Determine the internal relationships between the challenges. At this stage,
using the fuzzy DEMATEL method, an attempt is made to examine how the challenges
are addressed.

Step 4: Determine the weight and priority of each of the challenges facing an AIoT-
based supply chain. Finally, in this stage, using the Mikhailov fuzzy nonlinear mathematical
model [51], which is based on pairwise comparisons in the AHP method, the existing
challenges are prioritized and the most important challenges ahead are selected.

The following will examine the decision-making methods used in this research.
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4.1. Fuzzy DEMATEL Method

Fuzzy DEMATEL is a way to identify the pattern of causal relationships between
decision criteria with a fuzzy inference approach. This method is an extension of the
traditional DEMATEL method using fuzzy logic. For the first time, [52] used the fuzzy
approach DEMATEL technique in a paper entitled “Developing global managers’ compe-
tencies using the fuzzy DEMATEL method”. In fact, the fuzzy approach is used to deal
with the uncertainty and ambiguity in the verbal expressions of the respondents.

Therefore, to perform the calculations of the DEMATEL method with the fuzzy ap-
proach in the first fuzzy stage, a suitable linguistic spectrum must be used for data collection.
A variety of ranges are suggested based on the conventional DEMATEL rating scale. The
fuzzy language scale is given in Table 2.

Table 2. Fuzzy linguistic scale.

Linguistic Terms Triangular Fuzzy Number

Very low (VL) (0, 0, 0.25)
Low (L) (0, 0.25, 0.5)

Medium (M) (0.25, 0.5, 0.75)
High (H) (0.5, 0.75, 1)

Very high (VH) (0.75, 1, 1)

Triangular fuzzy numbers equivalent to the DEMATEL spectrum are shown in Figure 1.

Figure 1. Membership function of triangular fuzzy numbers.

Several models have been proposed to perform fuzzy DEMATEL calculations. De-
fuzzification methods have heavily influenced a common pattern used.

The fuzzy DEMATEL implementation algorithm is as follows.
Step 1: Calculate the direct relation matrix
After gathering the experts’ points of view, the fuzzy direct communication matrix X̃

is formed. The simple fuzzy mean method is used to aggregate the opinions of experts. If n
experts exist and each direct fuzzy matrix object is represented by X̃ij, then X̃ij is calculated
as follows:

X̃ij = (
∑ lij

n
,

∑ mij

n
,

∑ uij

n
) (1)

Step 2: Normalize the direct relation matrix
To normalize the values, ∑ uij per row must be calculated. By dividing the matrix X̃

by the maximum values, the ∑ uij values of the fuzzy normal matrix are obtained:

k = max

(
n

∑
j=1

uij

)
Ñ =

1
k
× X̃ (2)

Step 3: Calculate the complete relation matrix
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The relation N × (I − N)−1 is used to calculate the complete correlation matrix. In
fuzzy DEMATEL, the normal fuzzy matrix is subdivided into three definite matrices:

Nu =


0 u12 · · · u1n

u21 0 · · · u2n
...

...
. . .

un1 un2 · · · 0

, Nm =


0 m12 · · · m1n

m21 0 · · · m2n
...

...
. . .

mn1 mn2 · · · 0

, Nl =


0 l12 · · · l1n

l21 0 · · · l2n
...

...
. . .

ln1 ln2 · · · 0

 (3)

Then, the identity matrix In×n is formed and the following operations are performed:

Tl = Nl × (I − Nl)
−1, Tm = Nm × (I − Nm)

−1, Tu = Nu × (I − Nu)
−1 (4)

t̃ij = (tl
ij, tm

ij , tu
ij) (5)

We define r and c as two matrices n× 1, which represent the sum of the rows and
columns of the complete relation matrix.

r = [ri]n×1 =

(
n

∑
j=1

tij

)
n×1

(6)

c = [cj]
′
1×n =

(
n

∑
i=1

tij

)′
1×n (7)

ri is equal to the sum of the ith row of the total relation matrix T. Thus, ri represents
the effect of the total factor i on other factors. This effect includes direct and indirect effects.
cj is equal to the sum of jth columns of the matrix of the total relation T. Thus, cj represents
the overall effect that factor j has received from other factors. This effect includes direct and
indirect effects. Therefore, when j = i, then (ri + ci) is equal to the total effect applied and
received by factor i. In other words, (ri + ci) indicates the degree of importance of factor i
in the system. (ri − ci) also represents the net effect that factor i exerts on the entire system.
When (ri − ci) is a positive value, it means that factor i is an influential factor in the system
as a whole, and when (ri − ci) is a negative value, it means that factor i is an influential
factor in the whole system [53].

Step 4: Determine the threshold value and obtain the effect relationship map
In many studies, in order to show the structural relationship between the factors,

while maintaining the complexity of the system in a controllable way, it is necessary to
determine the value of the p thresholds in such a way that only the negligible effects in
the T matrix are filtered. Only effects in the T matrix that are larger than the threshold
value should be selected and displayed in the impact relationship map (IRM) or causal
relationship map diagram.

4.2. Nonlinear Fuzzy Prioritization

This research uses a fuzzy nonlinear prioritization method to measure the weight and
rank of challenges in implementing an AIoT-based smart supply chain. Since the fuzzy
weight determination methods use a pairwise comparison matrix, and inspired by the
definitive hierarchical analysis method, the reciprocal matrix is explained, which leads to
problems. In addition, sometimes, decision makers may or may not want to make all the
comparisons, so the Mikhailov nonlinear method is used in this study. The steps for using
this method are as follows.

Step 1. Drawing the hierarchical structure. In this step, the hierarchical structure of the
decision is drawn using the target levels of criteria and options. This structure is presented
in Table 1.

Step 2. Formation of fuzzy judgment matrix. Agreed fuzzy judgment matrices are
formed based on decision makers’ opinions. Therefore, it is necessary to use fuzzy numbers
in explaining people’s preferences and polls, which is important in this study. In this
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method, fuzzy language scales will be used to obtain expert opinions. These linguistic
scales for matrices of pairwise comparisons and their fuzzy equations are given in Table 3.

Table 3. Linguistic scale for the pairwise comparison matrix.

Linguistic Values for Pairwise Comparisons Triangular Fuzzy Scales

Very low (VL) (1, 2, 3)
Low (L) (2, 3, 4)

Medium (M) (3, 4, 5)
High (H) (4, 5, 6)

Very high (VH) (5, 6, 7)

Step 3. Formulation and solution of the model. In this method, even fuzzy compar-
isons are assumed to be fuzzy triangular numbers. The definite weight vector (priority)
w = (w1, w2, . . . , wn) is extracted in such a way that the priority rate is approximately
within the range of the initial fuzzy judgments. In other words, the weights are determined
to establish the following relation.

lij ≤
wi
wj
≤ uij (8)

Each definite weight vector (w) holds with a degree in the above fuzzy inequalities,
which can be measured by the linear membership function of the following relation (in
terms of unknown rate):

µij

(
wi
wj

)
=


(wi/wj)−lij

mij−lij
wi
wj
≤ mij

uij−(wi/wj)
uij−mij

wi
wj
≤ mij

(9)

Given the specific form of membership functions, the fuzzy prioritization problem
becomes a nonlinear optimization problem as follows.

max λ
Subject to :
(mij − lij)λwj − wi + lijwj ≤ 0
(uij −mij)λwj + wi − uijwj ≤ 0
i = 1, 2, . . . , n− 1, j = 2, 3, . . . , n, j > i,

n
∑

k=1
wk = 1 wk > 0, k = 1, 2, . . . , n

(10)

Due to the model’s nonlinearity, it is impossible to solve it by the simplex method and
it must be solved using appropriate quantitative and software methods. Positive optimal
values for the index indicate that all weight ratios are entirely true in the initial judgment,
but if the index is negative, it can be seen that the fuzzy judgments are strongly inconsistent
and the weight ratios are almost true in these judgments.

5. Research Findings
5.1. Internal Relationship of Supply Chain Implementation Challenges Based on AIoT

In this research, we use the fuzzy DEMATEL method to find the effect of factors on
each other. For this purpose, for accurate analysis, questionnaires were sent to forty-five
experts. Thirty of these specialists were active in FMCG companies and in the supply
chain and information technology departments, and fifteen questionnaires were sent to
academic specialists. The experts had industrial and academic backgrounds in the field
under study and were selected according to the access of the researchers. The experts were
asked to express their views on the extent of the internal effects of these challenges based
on linguistic variables. Of these questionnaires, forty questionnaires were completed and
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received. As a result, the fuzzy direct relation matrix was formed for the performance
indicators, as presented in Table 4.

Table 4. Fuzzy direct relationship matrix between AIoT-based supply chain implementation chal-
lenges (summarized).

C11 C12 C . . . C32 C33

L M U L M U . . . L M U L M U
C11 0 0 0 0.75 0.45 0.25 . . . 0.55 0.35 0.1 0.95 0.35 0.17
C12 0.9 0.85 0.38 0 0 0 . . . 0.75 0.5 0.3 0.8 0.32 0.25
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

C32 0.75 0.71 0.41 0.9 0.81 0.25 . . . 0 0 0 0.9 0.84 0.42
C33 0.7 0.6 0.3 0.85 0.55 0.45 . . . 0.91 0.84 0.41 0 0 0

In Table 5, the general fuzzy relation matrix for AIoT-based supply chain implementa-
tion challenges is shown.

Table 5. Total fuzzy relation matrix for AIoT-based supply chain implementation challenges (summarized).

C11 C12 C . . . C32 C33

L M U L M U . . . L M U L M U
C11 0.12 0.11 0.05 0.21 0.2 0.06 . . . 0.22 0.11 0.09 0.21 0.11 0.08
C12 0.21 0.14 0.04 0.21 0.11 0.038 . . . 0.2 0.12 0.07 0.22 0.13 0.06
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

C32 0.21 0.13 0.1 0.24 0.14 0.11 . . . 0.14 0.11 0.03 0.17 0.15 0.08
C33 0.24 0.15 0.1 0.21 0.12 0.1 . . . 0.2 0.17 0.12 0.19 0.16 0.07

The sum of the elements in the columns and rows of the whole matrix was calculated
for the implementation challenges to present the relational map. These values are called
effective vectors (R) and effective vectors (D). The results are shown in Table 6.

Table 6. Results of calculating the internal effects of implementation challenges.

Challenges D R D+R D−R

Cybersecurity 0.841 0.214 1.055 0.627
Lack of Trust in AIoT 0.354 0.541 0.895 −0.187

Connectivity 0.657 0.0487 0.706 0.608
Environmental Risks 0.354 0.411 0.765 −0.057

Managing Energy 0.421 0.487 0.908 −0.066
Smart Waste 0.311 0.452 0.763 −0.141

Managing
Transportation 0.751 0.554 1.305 0.197

Lack of Proper
Infrastructure 3.214 2.234 5.448 0.980

Lack of Professionals 2.114 1.471 3.585 0.643

Table 6 shows the results of internal impact calculations of the challenges of imple-
menting an intelligent supply chain based on the combined use of artificial intelligence
and the IoT. As shown in the table, the lack of proper infrastructure is one of the most
influential challenges affecting others. The effective internal relationships of the challenges
are shown in Figure 2.
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Figure 2. Internal impacts of AIoT-based supply chain implementation challenges.

5.2. Ranking of Implementation Challenges Using Nonlinear Fuzzy Prioritization
Method (Mikhailov)

The steps related to evaluating and ranking the challenges of implementing an AIoT-
based supply chain in this study are divided into two main parts:

1. Determining the matrix of pairwise comparisons based on the integration of experts;
2. Applying mathematical modeling in ranking and obtaining the weights of factors in

the research model.

In order to evaluate and prioritize the challenges in this study, fuzzy questionnaires
using language variables were sent to 30 experts active in the FMCG industry, as well
as 15 academic experts. In total, 40 questionnaires were completed and received. These
pairwise comparison tables are shown as Tables 7–9. These tables have been used for
calculations in the Mikhailov method.

Table 7. Parallel comparison matrix of security challenges.

C11 C12 C13

W1 W2 W3
W1 - - - - - - - - -
W2 2.7 2.9 6.5 - - - - - -
W3 2.6 2.4 3.1 1.1 1.3 4.2 - - -

Table 8. Parallel comparison matrix of challenges in the environmental category.

C21 C22 C23

W1 W2 W3
W1 - - - - - - - - -
W2 2.5 2.8 4.1 - - - - - -
W3 3.1 3.5 4.0 2.1 2.5 5.1 - - -
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Table 9. Parallel comparison matrix of challenges in the management category.

C21 C22 C23

W1 W2 W3
W1 - - - - - - - - -
W2 3.1 3.4 5.7 - - - - - -
W3 3.4 4.1 4.2 3.1 3.5 6.0 - - -

After this step and reviewing the experts’ opinions, we used the data of these matrices
obtained in mathematical modeling for ranking. For this purpose, fuzzy values were placed
in the nonlinear mathematical model. Since the model was nonlinear, Lingo software was
used to solve the model. The results showed the weight of each of the factors, and they are
shown in Tables 10–12.

Table 10. Ranking AIoT-based supply chain implementation challenges in the security category.

Challenges Code Weight Rank

Cybersecurity W1 0.536274 1
Lack of Trust in AIoT W2 0.413259 2

Connectivity W3 0.051289 3

Table 11. Ranking AIoT-based supply chain implementation challenges in the environmental category.

Challenges Code Weight Rank

Environmental Risks W1 0.457404 1
Managing Energy W2 0.257241 3

Smart Waste W3 0.284401 2

Table 12. Ranking AIoT-based supply chain implementation challenges in the management category.

Challenges Code Weight Rank

Managing
Transportation W1 0.095241 3

Lack of Proper
Infrastructure W2 0.546234 1

Lack of Professionals W3 0.362154 2

Next, using the information obtained from Tables 10–12, we obtained the normal
weight for the challenge group. This normalized weight is shown in Table 13.

Table 13. Normal weight and ranking of AIoT-based supply chain implementation challenges in
FMCG industries.

Category Challenges Weight Normal Weight Rank

Security
Cybersecurity 0.536274 0.177583 2

Lack of Trust in AIoT 0.413259 0.136847 4
Connectivity 0.051289 0.016984 9

Environmental
Environmental Risks 0.457404 0.11625 5

Managing Energy 0.257241 0.065378 7
Smart Waste 0.284401 0.072281 6

Managerial
Managing Transportation 0.095241 0.039824 8

Lack of Proper Infrastructure 0.546234 0.2284 1
Lack of Professionals 0.362154 0.151429 3

Considering the normal weights obtained in Table 13, it can be seen that the lack of
proper infrastructure is always one of the most important challenges in implementing an
intelligent supply chain based on artificial intelligence and IoT technologies. In addition,
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and as it is possible, security challenges are also one of the most important challenges of
these smart supply chains. Therefore, senior managers of organizations need to pay special
attention to these points to create an intelligent framework in the supply chain.

6. Discussion and Conclusions

Industrial intelligence means using control devices such as computers instead of
using humans to guide and control industrial machinery during the production process,
which aims to reduce the need for human intervention and increase the speed of industrial
production. It is considered one of the main infrastructures in all industries, equipment,
and devices for industrial control and intelligence, so it is important to consider the extent
to which the intelligence of industries can be effective in transforming a country’s industry.

A supply chain is one of the areas affected by the Fourth Industrial Revolution and
digital technologies such as the IoT, artificial intelligence, advanced robotics, and big data
analytics in today’s world. The concept of the intelligent supply chain is important to pro-
vide sustainable conditions in all chain processes. However, achieving stability is difficult
due to the involvement of multiple factors. Artificial intelligence and IoT technologies can
change challenges and provide compelling solutions to problems that actors involved in
industrial processes understand. For this reason, this study was conducted to identify and
analyze the impact of important challenges that hinder the adoption of artificial intelligence
and the IoT in developing a sustainable, intelligent supply chain. Therefore, this study
first tried to extract the most important challenges in implementing the intelligent supply
chain affected by the IoT and artificial intelligence using a literature review. Then, using
experts’ opinions in FMCG industries, the most important of these challenges were selected
as a case study. Then, using the fuzzy DEMATEL method, the internal effects of these
challenges on each other were determined. The absence of appropriate infrastructure was
identified as one of the most influential and environmental hazards as one of the most com-
pelling challenges. Then, using nonlinear ranking analysis and based on matrix comparison
matrices, the importance of each of the implementation challenges was examined.

The results showed that the challenges related to the lack of proper infrastructure
are among the most important challenges of implementing a system based on digital
transformation needs. This part can be one of the basic requirements for implementation in
any other technology. As a result, many companies do not take the path of implementation
without the appropriate infrastructure (technological and technical, as well as the lack
of necessary preparation in the organization to accept technology). This infrastructure
is one of the components of organizational maturity that confirms the high ranking of
this option. Security challenges are in second place; given the presence of Internet and
network technology, it can be seen how important issues related to cybersecurity can
be. Cybersecurity and privacy risks are a major concern for researchers and security
professionals. This poses significant challenges for many business organizations. Common
cybersecurity attacks have shown the vulnerability of IoT technologies. This vulnerability
is simply due to the interconnectedness of networks in the Internet of Things, which
provides access through anonymous and unreliable Internet connections, which requires
new security solutions. None of the known challenges have a significant impact on IoT
compatibilities, such as security and privacy. However, many users often do not have the
necessary confirmation of security effects until a problem occurs, and this can lead to many
damages, such as the loss of important information. In the next stage, the lack of sufficient
knowledge of the most important challenges in implementing a digital supply chain based
on the IoT and artificial intelligence should be considered. The organization must take
steps to increase public knowledge about digital developments among the general staff of
organizations to increase the organization’s readiness to accept technologies and increase
confidence in the use of these technologies in industrial cycles. Therefore, it can be seen
that managing these challenges is one of the most critical tasks of technology development
managers in organizations and can increase the agility and stability of the supply chain
to an acceptable level. As highlighted in this study, it should be noted that, in addition
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to the existence and implementation of technological infrastructure in various industries,
the presence of capable and expert human resources is necessary to understand better the
concepts related to the effects of digital transformation, and thus remove these limitations
and train experts. This can increase the accuracy of research to the latest technologies in
the world. The presence of IoT technology in the supply chain of other industries as a case
study can also provide a more powerful model and framework. Therefore, in addition
to examining the presence of IoT technology in the supply chain of other industries (to
provide more powerful and accurate prioritization), the challenges of the presence of many
transformational technologies, such as blockchain, machine learning, etc., can be examined
in future research.
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42. Milić, D.C.; Tolić, I.H.; Peko, M. Internet of Things (IoT) solutions in smart transportation management. In Proceedings of the
Business Logistics in Modern Management, Osijek, Croatia, 7–9 October 2020.

http://doi.org/10.4108/eai.13-7-2018.163997
http://doi.org/10.4018/IJAEC.2020100102
http://doi.org/10.1016/j.uclim.2021.100972
http://doi.org/10.1145/3406115
http://doi.org/10.1108/IJLM-11-2018-0284
http://doi.org/10.22105/jarie.2021.301205.1368
http://doi.org/10.1007/978-981-15-8542-5_105
http://doi.org/10.1093/jcde/qwab007
http://doi.org/10.52547/ijie.1.2.40
http://doi.org/10.1016/j.jmig.2020.12.001
http://doi.org/10.1109/ACCESS.2021.3056650
http://doi.org/10.3390/app11146376
http://doi.org/10.1109/TEM.2021.3060956
http://doi.org/10.1016/j.compag.2021.106405
http://doi.org/10.1109/TNSM.2021.3122147
http://doi.org/10.1016/j.cie.2021.107746
http://doi.org/10.3390/s21238117
http://doi.org/10.1108/IJCHM-06-2020-0621
http://doi.org/10.1109/JIOT.2020.2998584
http://doi.org/10.1108/SCM-03-2018-0136
http://doi.org/10.1080/09537287.2021.1882690
http://doi.org/10.1109/MCOM.2019.1800332
http://doi.org/10.1016/j.jclepro.2020.122263


Sensors 2022, 22, 2931 18 of 18

43. Mahamuni, A. Internet of Things, machine learning, and artificial intelligence in the modern supply chain and transportation.
Def. Transp. J. 2018, 74, 14–17.

44. Muni Sankar, K.; Booba, B. The Usage of Internet of Things in Transportation and Logistic Industry. In Lecture Notes in Networks
and Systems; Springer: Singapore, 2020; Volume 118. [CrossRef]

45. Stellios, I.; Kotzanikolaou, P.; Psarakis, M.; Alcaraz, C.; Lopez, J. A survey of iot-enabled cyberattacks: Assessing attack paths to
critical infrastructures and services. IEEE Commun. Surv. Tutorials 2018, 20, 3453–3495. [CrossRef]

46. Sotres, P.; Santana, J.R.; Sanchez, L.; Lanza, J.; Munoz, L. Practical Lessons from the Deployment and Management of a Smart City
Internet-of-Things Infrastructure: The SmartSantander Testbed Case. IEEE Access 2017, 5, 14309–14322. [CrossRef]

47. Mistry, I.; Tanwar, S.; Tyagi, S.; Kumar, N. Blockchain for 5G-enabled IoT for industrial automation: A systematic review, solutions,
and challenges. Mech. Syst. Signal Process. 2020, 135, 106382. [CrossRef]

48. Wang, K.; Zhao, Y.; Gangadhari, R.K.; Li, Z. Analyzing the adoption challenges of the Internet of things (Iot) and artificial
intelligence (ai) for smart cities in china. Sustainability 2021, 13, 10983. [CrossRef]

49. Jindal, A.; Sharma, S.K.; Sangwan, K.S.; Gupta, G. Modelling Supply Chain Agility Antecedents Using Fuzzy DEMATEL. Procedia
CIRP 2021, 98, 436–441. [CrossRef]

50. Raman, S.; Patwa, N.; Niranjan, I.; Ranjan, U.; Moorthy, K.; Mehta, A. Impact of big data on supply chain management. Int. J.
Logist. Res. Appl. 2018, 21, 579–596. [CrossRef]

51. Mikhailov, L. A Fuzzy Programming Method for Deriving Priorities in the Analytic Hierarchy Process. J. Oper. Res. Soc. 2000,
51, 341–349. [CrossRef]

52. Wu, W.W.; Lee, Y.T. Developing global managers’ competencies using the fuzzy DEMATEL method. Expert Syst. Appl. 2007,
32, 9050–9051. [CrossRef]

53. Tzeng, G.H.; Chiang, C.H.; Li, C.W. Evaluating intertwined effects in e-learning programs: A novel hybrid MCDM model based
on factor analysis and DEMATEL. Expert Syst. Appl. 2007, 32, 1028–1044. [CrossRef]

http://doi.org/10.1007/978-981-15-3284-9_47
http://doi.org/10.1109/COMST.2018.2855563
http://doi.org/10.1109/ACCESS.2017.2723659
http://doi.org/10.1016/j.ymssp.2019.106382
http://doi.org/10.3390/su131910983
http://doi.org/10.1016/j.procir.2021.01.130
http://doi.org/10.1080/13675567.2018.1459523
http://doi.org/10.1057/palgrave.jors.2600899
http://doi.org/10.1016/j.eswa.2005.12.005
http://doi.org/10.1016/j.eswa.2006.02.004

	Introduction 
	Literature Review 
	Artificial Intelligence of Things 
	AI and IoT-Based Supply Chain 

	Challenges in AIoT-Based Supply Chain 
	Cybersecurity 
	Lack of Trust in AIoT 
	Connectivity 
	Environmental Risks 
	Managing Energy 
	Smart Waste 
	Managing Transportation 
	Lack of Proper Infrastructure 
	Lack of Professionals 

	Research Methodology 
	Fuzzy DEMATEL Method 
	Nonlinear Fuzzy Prioritization 

	Research Findings 
	Internal Relationship of Supply Chain Implementation Challenges Based on AIoT 
	Ranking of Implementation Challenges Using Nonlinear Fuzzy Prioritization Method (Mikhailov) 

	Discussion and Conclusions 
	References

