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Abstract

:

A passive keyless entry and start (PKES) system is an electronic lock for an automobile that provides the great convenience of opening the door when the user is in proximity. However, the system suffers from relay attacks. Recent studies revealed that relayed signals result in valid packets that are sufficient to unlock doors. In particular, the adversary causes proximity errors by injecting a certain time delay before relaying to manipulate the phase rotation in the response signal. To this end, we present a novel relay-resilient proximity detection solution, BackProx, which uses pseudo-random frequency hopping with the assistance of a reference backscattering device. Since the relay adversary transmits the relayed signals from the key fob at long distances, the signals should propagate over longer distances, resulting in inevitable significant phase rotation with different frequencies. Inspired by this finding, BackProx uses an additional backscattering device to ensure the proximity of the key fob using the invariant characteristics of radio frequency signals in the physical layer (i.e., phase rotation). Our evaluation demonstrates the effectiveness of BackProx in resisting three types of relay attacks. The results show that it achieved a 98% true positive rate at close range and a 0.3% false positive rate at long range.
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1. Introduction


Proximity detection is widely used in a variety of applications, such as toilet flush sensors, parking assistance, payment systems, transportation ticketing, physical access control [1], contagion tracking [2], and PKES systems [3]. In particular, in PKES systems, car doors are unlocked automatically when the vehicle detects the key fob in the vicinity. PKES systems allow users to open their cars without active user interaction with the keys, and the only thing they need to do is get close to their cars. Unlike other applications, the PKES system requires a more accurate and secure proximity detection technique since it is related to property directly. With the prevalence of keyless systems, the significance of secure proximity detection is increasing.



Today, modern cars that use PKES systems rely on challenge–response approaches [3,4]. Since PKES systems do not require user interaction, the user cannot notice whether their keys are working or not. Hence, the attacker can freely access the key and relay the signal responses to the car to purport that the key is in the vicinity. This is an example of a relay attack. Although the attacker lacks knowledge on how to respond to the challenge, he or she can argue the proximity and pass authentication by only relaying the signals between the car and the key.



Unfortunately, most proximity detection techniques are inherently insecure, because no matter how well designed the cryptographic protocols in RFID devices are, they cannot avoid the threat of distance-decreasing attacks [5,6]. Since these attacks do not require the messages to be modified or decrypted, the prover and verifier may not be aware of such attacks [7,8]. Even worse, the widespread adoption of the Internet of Things has led to a proliferation of proximity detection applications without proper consideration of the threat posed by wireless distance-decreasing attacks, such as relay attacks [9,10]. Therefore, it is obvious that the design of a secure proximity detection system is necessary [11].



Conventional proximity detection techniques can be classified as follows. First, several techniques use distance-bounding protocols using the measured received signal strength indication (RSSI) or time of flight (ToF). These mainly depend on changes in the physical layer’s radiometric characteristics due to signal propagation. However, an attacker can deceive the communication systems with an amplified signal strength or relayed signals [3,12]. To detect the relayed signals from a distance, a response timeout (i.e., RTT) is given by distance-bounding protocols [13,14,15,16,17]. However, the precision of the time estimate depends on the system’s bandwidth. For example, commercial proximity detection transceivers typically use sampling rates of up to 2 Mbps. This restriction leads to a large spacing of 150 m, given the speed of light. This space is considered a sufficient distance for an attacker to commit relay attacks. Furthermore, D. Celiano pointed out that overclocked electromagnetic carriers can speed up the computation of an NFC card and allow relay attacks within the timeout period [18].



Typically, short-range communication technologies such as radio frequency identification (RFID) and near-field communication (NFC) can be used as inherent proximity detection techniques. Based on their limited communication ranges, they are common communication technologies for proximity detection systems. Unfortunately, relay attacks on these technologies easily compromise the systems, even though they use cryptographic approaches [12,19,20,21].



Another method is a context-based co-presence detection technique based on the fact that the vehicle and the key fob should share the same context information, such as the GPS location, humidity, temperature, barometer, and altitude [22,23]. Since the technique requires the exchanges of information obtained from additional sensor modalities, both cars and key fobs have to pay an extra cost for the additional hardware, power, and time to collect the environmental factors for each detection attempt. This restriction discourages market entry.



In this context, we propose BackProx, a new secure proximity detection technique that uses an additional backscatter tag to resist relay attacks. BackProx is basically based on multi-carrier phase information. In our attack models, the attacker manipulates the phase information in a signal and relays it to the verifier without any knowledge of the cryptographic primitives implemented. Existing carrier phase-based proximity detection techniques are vulnerable to phase-manipulating attacks [24]. Briefly, the distance estimate from the phase information is vulnerable to phase manipulation attacks because the estimated distance can be decreased or increased by the attacker.



To address this vulnerability, we designed a novel relay-resilient proximity detection scheme called BackProx. Instead of using a single key fob, BackProx uses an additional backscatter tag to prove proximity, as shown in Figure 1. The additional tag provides evidence of proximity in relay attacks. We do not estimate the distance between the verifier and prover but compare the distances among the additional tag, verifier, and prover. To purport proximity, the attacker would change the phase information from the response signals. The change causes estimation errors from the tag to the verifier and the prover to the verifier. BackProx then calculates the difference between the two phase values measured by the verifier, which effectively mitigates the effects of phase manipulation. Our evaluation demonstrates that BackProx can resist the relay attacks effectively and achieve a 98% true positive rate at close range and a low false positive rate of 0.3% at far range.



The main contributions of this paper are as follows:




	
We present BackProx, a novel and secure proximity detection system which uses an additional backscatter tag to provide evidence of proximity.



	
We investigate concrete attack models for relay attacks and examine how BackProx defends against these attacks effectively. Our security analysis is theoretical and aims to provide the mechanisms behind the resistance of BackProx to these attacks.



	
We provide analytic evaluation of BackProx and demonstrate its proximity detection performance.








The rest of this paper is organized as follows. In Section 2, we review the previous work on proximity detection. Section 3 presents a system model for BackProx and includes the conventional phase-based proximity detection schemes in the literature. The concrete attack models against phase-based proximity detection schemes are explained in Section 4. Section 5 describes the technique details of BackProx. We present an analytical evaluation of BackProx that provides theoretical analysis of how BackProx resits relay attacks and its proximity detection performance in Section 6. Section 7 addresses the limitations of BackProx and suggests potential countermeasures to improve security, as well as a future work direction. Finally, we conclude this paper in Section 8.




2. Related Work


Recently, there has been interest in using the characteristics of radio frequencies (RFs) for proximity detection. In [25], the authors utilized their observations on fluctuations of ZigBee signals in the near field. However, the approach does not address the threat of relay attacks. HODOR [26] is based on an RF fingerprinting approach that verifies an RF’s features using a trained classifier. While the method is effective, it requires the extraction of an RF’s features, which are highly specific to the current environment, devices, and other factors and which can be time-consuming or may not be feasible for everyday users. Additionally, HODOR assumes that the key fob is an active transmitter with an oscillator. Since a passive RFID-based key fob backscatters the ambient RF signals from a dedicated carrier emitter instead of emitting the carrier frequency itself, the features introduced in HODOR cannot be applied directly. In this context, we propose a new relay-resilient proximity detection method, BackProx, which uses the RF’s characteristics but does not require any training sets.



Other approaches have incorporated machine learning techniques to mitigate relay attacks [27,28]. The proposed methods utilize security features including key fob acceleration, signal strength, location, and time to achieve a high accuracy rate of 99.8%. However, these approaches rely heavily on a time-consuming and labor-intensive feature data collection phase to establish a dataset for a legitimate user. For example, in [27], the authors collected 3 months of key fob logs and 300 records of a driver, with each record taking 5 min to gather. Additionally, not all ambient condition sensors are available in RFID-based systems.



In SNAP [29], the authors proposed a proximity detection method that uses a single antenna. The method is based on the observation that mismatching of WiFi signals will occur at the same part in the preamble, which should appear repeatedly in each packet. When the target device is close, the received parts do not match each other due to near-field effects. However, this mismatching can also be caused by an adversary. The authors also discussed the attack and propose a countermeasure that uses a trusted device located far away to verify the proximity. If the target is legitimate, then the far away device should observe the matching in the preamble, which can help confirm the proximity. While SNAP presents a practical method for proximity detection, the requirement for an additional trusted device may not be feasible for all users.



Other recent studies, such as those on Move2Auth [30] and RF-Rhythm [31], proposed approaches for device authentication that are based on a change in RF characteristics. These methods use changing patterns in RF characteristics to authenticate users who are in the vicinity. However, both approaches require user interaction, which limits their usability and practicality for proximity detection applications such as PKES. To provide practical proximity detection applications, it is important to design systems that do not require user interaction and operate in a seamless manner.



BackProx uses a multi-tag based technique to provide a practical solution for secure proximity detection in existing systems. In this context, there are several studies that proposed security enhancement methods based on multi-tag technology, such as Butterfly [32], SCBF [33], Tagora [34], and Hu-Fu [35]. These approaches aim to minimize environmental sensitivity [32] or use collision signals [33,34] or inductive coupling [35] as a kind of fingerprint to authenticate backscattering devices. While these methods are effective at providing resistance to traceability, impersonation attacks, and environmental sensitivity, they require the users to have redundant tags or reduce the authentication range dramatically, which limits the design space for backscattering applications such as PKES systems [3]. BackProx has a similar approach to providing security enhancement, but it does not require the user to have additional devices or a limited range, which makes it more practical and convenient for everyday users.




3. System Model


Suppose we have a PKES system with a passive RFID-based key fob. When a legitimate user tries to unlock the door by pulling the door handle, the car emits an excitation signal to wake up the key fob. The key fob backscatters the excitation signal and transmits its response message. From this point on, we call the car the verifier and the key fob the prover.



From the perspective of a backscattering communication system, the verifier acts as a reader with prudent power and computation resources. When the verifier transmits a constant wave (CW) as the excitation signal, the tag at the prover backscatters the CW to the verifier with its modulated message. The response message is received at the verifier, and the phase is measured. Then, the phase is expressed as follows [36]:


  θ =   θ  p r o p   +  θ  o r i e n t   +  θ  r e a d e r   +  θ  t a g     mod  2 π .  



(1)







At the verifier, the received signal is propagated from the reader’s transmitter antenna to the tag and back to the reader’s receiver antenna as shown in Figure 2.



The phase change caused by the signal’s propagation (i.e.,   θ  p r o p   ) can be calculated as    θ  p r o p   =   4 π  λ  d  , where d is the distance between the verifier and prover and  λ  is the wavelength of the CW. The orientation of the tag also affects the phase information   θ  o r i e n t   . It is constant and does not change depending on the frequency. The phase values caused by the impedance of the reader and tag are denoted by   θ  r e a d e r    and   θ  t a g   , respectively. Although the previous work shows the impedance changes according to the attached material [37], we assume that the tagged material does not change during the proximity detection process. Thus, the phase change caused by impedance is stable. Now, we can express Equation (1) as follows:


  θ =    4 π  λ  d +  θ  o r i e n t   +  θ  r e a d e r   +  θ  t a g     mod  2 π .  



(2)




For simplicity, commercial off-the-shelf (COTS) RFID systems [38] and the existing work [39] often summarize the stable values as a constant k. The wavelength  λ  at constant speed of light c is given by   λ =  c f   . Therefore, the relationship between the phase and frequency is given by


  θ  ( f )  =    4 π d  c  f + k   mod  2 π .  



(3)




Equation (3) indicates that the measured phase   θ ( f )   changes linearly with the frequency f, and the slope of the line is determined by a certain distance d.



For multi-carrier phase-based proximity detection, we can use different frequencies such as   f 1   and   f 2  . From the difference between   θ (  f 1  )   and   θ (  f 2  )  , the distance estimate is expressed as


  d =  c  4 π   ·   θ  (  f 1  )  − θ  (  f 2  )     f 1  −  f 2    .  



(4)




Then, if the system estimates the distance d to be less than a certain threshold, then it decides the proximity of the prover. However, when an attacker manipulates the measured phase information as he or she wants, this decision can be compromised. The details of the attacks are described in Section 4. In the attacks, BackProx uses an additional backscatter tag to provide evidence for proximity. The additional tag also acts as an ordinary backscattering tag in the prover that satisfies Equations (1)–(4).




4. Adversarial Model


With the prevalence of low-cost software-defined radio systems, an attacker can easily eavesdrop on, manipulate, replay, and relay radio signals. This means that the attacker has full control over the wireless radio channels used to authenticate the proximity. We posit that the attacker does not know encryption techniques at all. Therefore, this paper focuses on the capability of an attacker that manipulates the radio signals in the physical layer.



The adversarial model is based on the Chess Grandmaster problem [40]. In this problem, a little girl who does not know how to play chess plays two chess games against grandmasters at the same time: one with black and the other with white. Then, by only relaying the moves of each grandmaster, she can defeat at least one grandmaster. If we apply this problem to our model, then an attacker can deceive a verifier by relaying the signals from a prover without any knowledge of implemented cryptographic primitives.



The goal of an attacker is to deceive the proximity detection at a verifier, where the attacker is located close to the verifier and the prover is outside the neighborhood. In particular, our adversarial model focuses on relay attacks that relay the legitimate signals from the prover to pretend to be close to the verifier. Some early papers considered a weaker relay attack model that relays only the messages between a verifier and a prover without any manipulation. However, this weak relay attack model could be defended by basic phase- or ToF-based distance-bounding protocols.



For a stronger adversarial model, we consider three concrete attack models that try to decrease the distance, such as a phase-slope rollover attack, an RF cycle slip attack, and an on-the-fly phase manipulation attack [24]. In the following, we describe the details of these attack models.



4.1. Phase-Slope Rollover Attack


For distance estimation based on multi-carrier phase information, a phase difference caused by radio propagation is used. However, if an attacker manipulates the phase information as he or she wants, then this can lead to an estimation error.



In the phase-slope rollover attack, the attacker simply injects the intended phase rotation   ϕ a   to all response signals from the prover. Recall from Equation (4) that the estimated distance d is proportional to the phase difference, denoted by   Δ θ  . Since the phase value ranges from 0 to   2 π  , the maximum value of   Δ θ   is   2 π  . If the phase value exceeds   2 π  , it returns to zero (rollover). The attacker can manipulate the phase difference with a time delay   Δ t   before relaying the response signals. A specific time delay is chosen to trigger the phase rollover.



We assume that the attacker is located close to the verifier and the prover is far away from the verifier, as shown in Figure 3. The goal of the attacker is to reduce the estimated distance from the verifier.



The phase information for the phase-slope rollover attack is derived with the time delay   Δ t   as follows:


  θ  ( f )  =  2 π ( t + Δ t ) f + k   mod  2 π ,  



(5)




The round-trip time t is the total time it takes for a signal to travel from a transmitter to a receiver and back over a certain distance d. Since the verifier uses multi-carrier frequencies, two phase values are used, such as   θ (  f 1  )   and   θ (  f 2  )  . We express the phase difference as   Δ θ = 2 π ( t + Δ t ) Δ f  , where   Δ θ = θ  (  f 1  )  − θ  (  f 2  )   . The frequency difference between the two phase measurements is denoted by   Δ f  . To estimate the distance, Equation (4) is given by


  d =  c 2   ( t + Δ t )   mod   c  2 Δ f   .  



(6)




The modulo operation is added due to the maximum phase difference   2 π  . If the attacker injects a certain   Δ t   which causes rollover of the modulo operation, then it leads to a reduced distance at the verifier. In general cases,   Δ f   is specified as 2 MHz and presents 75 m as a maximum distance.



As shown in Figure 4, the graph illustrates the trend of each phase value and the difference depending on the time delay   Δ t   introduced by the attacker, where the distance is 10 m and the frequency hopping size is 2 MHz. This shows that the estimated distance also goes through the rollover effect, depending on the time delay introduced. The rollover effect occurs when the distance estimation exceeds a certain limit and returns to the starting point, which could result in incorrect distance readings and could be used by an attacker to inject a false distance.




4.2. RF Cycle Slip Attack


An RF cycle slip attack is similar to the phase-slope rollover attack, except for the values for the time delay. In the attack previously described, the attacker relays all the response signals with the same time delay. On the other hand, in this attack, the attacker manipulates the phase values of individual carrier frequencies. For each frequency   f i  , the attacker selects a different time delay   Δ  t i   .



The phase difference is specified by the time delays   Δ  t 1    and   Δ  t 2    for the frequencies   f 1   and   f 2  , respectively. Then, the estimated distance from Equation (4) is given by


  d = c  t +   Δ  t 1   f 1  − Δ  t 2   f 2     f 1  −  f 2      mod   c  2 Δ f   .  



(7)




Briefly, the attacker can manipulate the phase information at the verifier using different time delays for each frequency. However, this attack requires more high-cost hardware than the phase-slope rollover attack, since it needs a very high sampling rate to know the individual frequencies before injecting the time delays.




4.3. On-the-Fly Phase Manipulation Attack


In on-the-fly (OTF) phase manipulation attacks, the attacker does not simply relay the response signals. Instead, an intermediate frequency (IF) signal is used to manipulate the phase rotation. At the attacker device, the response signal is intercepted and mixed with an IF signal generated by the attacker.



We assume that the response signal from the prover is    s p   ( t )   :


   s p   ( t )  = A  ( t )  cos  ( 2 π f t + k )   



(8)




where   A ( t )   is the amplitude modulated by the prover. The attacker receives the response signal and generates an intermediate frequency signal    s  i f    ( t )   :


   s  i f    ( t )  = cos  ( 4 π f t +  θ  a t t   )  ,  



(9)




where   θ  a t t    denotes the injected phase offset by the attacker.



The attacker uses a mixer to manipulate the phase information in the response signal. After mixing of the two signals in Equations (8) and (9), the manipulated signal is given by


      s m   ( t )  =  s p   ( t )  ·  s  i f    ( t )     =    A  ( t )  cos  ( 2 π f t + k )  · cos  ( 4 π f t +  θ  a t t   )        =     1 2  A  ( t )   cos  ( 2 π f t +  θ  a t t   − k )  + cos  ( 6 π f t +  θ  a t t   + k )   .     



(10)







The attacker then transmits the manipulated signal through a low-pass filter that removes the high-frequency component. In short, the phase information of the received signal at the verifier can be manipulated with the injected phase offset   θ  a t t   .





5. Methodology


Proving secure proximity detection in wireless systems is not trivial. To be a secure proximity detection technique, we should consider a number of design requirements. We first show the design requirements for secure proximity detection. Then, an overview of the proposed method, BackProx, is presented. Next, we elaborate on the design of BackProx, which uses an additional backscattering tag with multi-carrier frequencies.



5.1. Design Requirements


We provide the design requirements for BackProx, which are as follows:



Requirement 1. The proposed solution should be easily adaptable to existing systems. The target of BackProx is assumed to be currently used proximity-based applications such as PKES systems. On the other side, the solutions based on RF radiometric characteristics cannot be applied to the systems currently in use. The main reason for this is that the solutions require reader hardware such as a software-defined radio that is able to measure an RF’s radiometric characteristics.



Requirement 2. The proposed solution does not require any changes in the upper layer protocols. Since the upper layer is not involved in the physical layer, an adversary can easily perform a distance-decreasing attack by relaying a signal, regardless of the encryption technique being used. BackProx is designed to provide secure proximity detection while still being able to utilize already-existing protocols. This means that BackProx is designed to work seamlessly with the encryption technologies that are currently in place without the need for modifications to be made to the upper layer protocols.



Requirement 3. The proposed solution should be able to defend against relay attacks with legitimate tag signals. To ensure secure proximity detection, the solution should be able to defend against the different types of relay attacks described in Section 4. This means that BackProx should be designed with the ability to prevent relay attacks and be resilient enough to maintain its performance even when facing these types of attacks.




5.2. Overview


The core of BackProx is the use of a simple-to-use backscattering tag. BackProx consists of three entities: the additional tag and reader, which are owned by the verifier, and the legitimate tag, which is owned by the prover. The additional tag performs the same function as the legitimate tag of the prover, but it is installed by the verifier, which makes it a trusted object at close range. We assume that the additional tag is trustworthy and not compromised by an attacker. The legitimate tag and the additional tag respond in sequence to the signal sent by the verifier, following the existing COTS RFID communication protocol without requiring any additional features to be extracted from the RF signals. This makes it easy to integrate BackProx into existing systems without the need to change the upper layer’s protocols.




5.3. BackProx Details


Currently, communication protocols for proximity detection in COTS PKES systems involve a wake-up signal from the verifier and a response from the prover, as described in [3]. In addition, to start the engine, proximity detection is carried out through backscattering communication between the vehicle and the RFID tag inside the key fob.



BackProx maintains communication between the reader and the legitimate tag and also performs supplementary communication with the additional tag. This approach assumes a multi-tag scenario in backscattering networks, and it can easily be implemented in existing systems. Figure 5 illustrates the protocol for sequential tag interrogation.



Essentially, BackProx utilizes a multi-carrier phase-based proximity detection method, where each tag (the one inside the prover and the additional tag) is interrogated with multiple frequencies. At this time, the response order of each tag is not specified, and the tag is read according to the reader’s selected command [41]. As shown in Figure 5, multi-carrier phase measurements should be performed through two or more frequencies. Since multi-carrier frequencies are also recommended in FCC 15.247 as a frequency hopping spread spectrum (FHSS) scheme [42], it is applicable in COTS backscatter systems. Additionally, the measurement process can be repeated more than two times using options.



The decision basis for proximity detection in BackProx relies on the locations of both the additional tag and the legitimate tag in close proximity. Since the additional tag belongs to the verifier and is fixed in a specific location, the proximity of the additional tag to the legitimate tag indicates that the legitimate tag is within the proximity of the verifier. The reader measures the phase information from each tag for each frequency. The measured phase information is referred to as    θ  L T    ( f )    and    θ  A T    ( f )   . The equation for the phase information is given by Equation (3). In this case, LT and AT refer to the legitimate tag and the additional tag, respectively.



To prove the distance similarity of the two tags, BackProx uses the phase difference between    θ  L T    ( f )    and    θ  A T    ( f )   . Since the response signals from the tags are based on the same frequency f, the phase difference is expressed as follows:


  Δ θ  ( f )  =  θ  L T    ( f )  −  θ  A T    ( f )  =    4 π (  d  L T   −  d  A T   )  c  f +  k N   ,  



(11)




where   k N   denotes the difference between the stable rotations (i.e.,    k  L T   −  k  A T    ). Equation (11) indicates that the phase difference   Δ θ ( f )   is proportional to the frequency f, and the slope is determined by the distance difference    d  L T   −  d  A T    . If the legitimate tag is near the additional tag (i.e., alongside the verifier), then this leads to a very low slope value. Otherwise, the slope will be large. Therefore, the slope can be the basis for determining the proximity.



We denote the slope of the phase function as   ∇ Δ θ ( f )  . BackProx obtains the phase information by using two or more multi-carrier frequencies to estimate the slope value. To determine the proximity, we set a threshold   θ  t h   . If the slope of the phase difference is above the threshold, then BackProx determines that the key fob is in the neighborhood. Otherwise, it determines that the response is not valid. The decision rule can be expressed as


   | ∇ Δ θ  ( f )  |        A c c e p t       ≶        R e j e c t       θ  t h   .  



(12)









6. Evaluation


In this section, we explain how BackProx resists the relay attacks described in Section 4. We also evaluate the performance of BackProx with our simulation.



6.1. Security Analysis


Here, to validate the security of BackProx, we analyze the behavior of BackProx under relay attacks.



6.1.1. Phase-Slope Rollover Attack


An adversary simply relays all the signals with a certain time delay, except for the excitation signal from the verifier. The time delay causes phase rollover, where the phase rotation over the limit   2 π   induces measurement errors at the verifier.



In BackProx, the signal from an additional tag is analogous to the response signal from the prover. Recall that the phase information of the tag under a phase-slope rollover attack is expressed as shown in Equation (5). Then, the phase information from each tag is given by


   θ i   ( f )  =  4 π  (  t i  + Δ t )  f +  k i    mod  2 π ,    i ∈  { L T , A T }  .  



(13)




Note that the time delay   Δ t   is injected by an attacker to all response signals except for the excitation signal from the verifier (i.e., CW).



Then, we measure the two phase values and calculate the phase difference   Δ θ ( f )   between two tags:


  Δ θ  ( f )  = [ 4 π  {  (  t  L T   + Δ t )  −  (  t  A T   + Δ t )  }  f +  k N  ]  mod  2 π ,  



(14)




where   k N   denotes the phase rotation difference between each tag   k  L T    and   k  A T   .



Equation (14) shows that the injected time delay is canceled in the phase difference. Since    t i  =  d i  / c   for   i ∈ { L T , A T }  , the equation is re-expressed as Equation (11). Then, if the distance difference is close to zero   (  d  L T   ≈  d  A T   )  , the slope of the phase function will be very low. Otherwise, under the relay attacks   (  d  L T   > >  d  A T   )  , the slope will be larger at a predefined threshold. Hence, no matter how much time delay the attacker injects, BackProx defends against the phase-slope rollover attack.




6.1.2. RF Cycle Slip Attack


In this attack, the response signal is relayed with different time delays for individual carrier frequencies. In short, instead of   Δ t  ,   Δ  t f    is used to insert the delay for each frequency f. Since the legitimate tag and the additional tag respond with the same frequency, the attacker injects the same time delay   Δ  t f    for the frequency f. The phase information is expressed as follows:


   θ i   ( f )  =  4 π  (  t i  + Δ  t f  )  f +  k i    mod  2 π ,    i ∈  { L T , A T }  .  



(15)







Next, when we find the phase difference across the two tags, it also eliminates the injected time delay   t f   for each frequency f. As a result, regardless of the injected time delay, BackProx always obtains a refined phase difference function. Then, using the slope of the given function (i.e.,   ∇ Δ θ ( f )  ), BackProx determines the proximity.




6.1.3. On-the-Fly Phase Manipulation Attack


To manipulate the phase information at the verifier, the attacker intercepts the response signals and mixes them with a specially crafted IF signal. After mixing and transmitting through a low-pass filter, the phase information from each tag is given by


   θ i   ( f )  =  ( 2 π f  t i  +  θ  a t t   −  k i  )   mod  2 π ,    i ∈  { L T , A T }  ,  



(16)




where   θ  a t t    is the injected phase offset from the attacker.



From the two tags, BackProx also calculates the phase difference. The difference is expressed as


  Δ θ  ( f )  = [ 2 π  {  t  L T   −  t  A T   }  f +  θ  a t t   −  θ  a t t   +  k N  ]  mod  2 π .  



(17)







Equation (17) indicates that the gradient gets smoother as the prover gets closer to the verifier, and the injected phase rotation is also eliminated. Therefore, it shows that BackProx effectively defends against OTF phase manipulation attacks as well.





6.2. Simulation


To validate the effectiveness of BackProx, we evaluated the performance with simulations in terms of the SNR variable. We assumed that the received signals at the verifier were under additive white Gaussian noise (AWGN) channels. We used   CN ( μ ,  σ 2  )   to denote the circular system complex Gaussian distribution with a mean  μ  and variance   σ 2  . This means that the magnitude of the noise followed the Rayleigh distribution, and the phase was uniformly distributed [43].



6.2.1. Simulation Set-up


First, we used a specific scenario where a PKES system determineed the proximity if the prover was closer than 30 cm. The additional tag was located 30 cm from the verifier, and the prover was 30 (close), 60 (close), 200 (near), and 300 (far) cm away. In an ideal case (without noise), we could set the threshold in Equation (12) to    θ  t h   =  { 4 π  (  d  L T   −  d  A T   )  }  / c = 1.26 ×  10  − 8    , where the distance difference was    d  L T   −  d  A T   = 0.3   and the speed of light was assumed to be   3 ×  10 8    m/s.




6.2.2. Impact of the SNR


To evaluate the effectiveness of BackProx for a given scenario, we measured the gradient of phase difference, which is a crucial decision value. Figure 6 illustrates the average gradient of phase difference obtained by varying the signal-to-noise ratio (SNR) from 10 dB to 30 dB. The results show that the average value decreased if the channel was clear. Furthermore, the closer the distance, the lower the resulting value. In proximity detection applications, the SNR is expected to be high when the prover is near the verifier. To achieve a low result value at a high SNR, the distance must be sufficiently small. On the other hand, if the key is far away, even if the channel is clear, a low result value cannot be obtained. Therefore, using the slope of the phase difference between the two tags in BackProx can be a reliable way to confirm that the key is in proximity.




6.2.3. Phase Gradient Threshold


Note that the theoretical threshold for proximity detection at a distance of 30 cm was calculated to be   1.26 ×  10  − 8    . However, as shown in Figure 6, even when the channel was in a clear state, this value was affected by the presence of noise. To determine the appropriate threshold value, we obtained the probability of BackProx detecting the proximity at various distances and SNR conditions through simulations. Each rate was the result of performing 1000 trials. Figure 7 shows the rate at which BackProx recognized the presence of a prover at distances of 30 cm and 60 cm. In this case, the higher the rate, the better BackProx functioned.



At close range, the SNR was high, and there was little interference from noise. Hence, we measured the rates at high SNRs. When the SNR was 30 dB, it was perceived at rates of 98% and 95%. The remaining rates of 2% and 5% were affected by the phase noise, resulting in false rejection. To reduce the false rejection rate, we can increase the threshold. This makes it possible to adjust the range of proximity by adjusting the threshold, because the accuracy improves as the key approaches the verifier.



On the other hand, Figure 8 shows the access rate in the near or far state. In this case, since this was not a proximity situation, it was desirable for the access rate to be as low as possible. For example, at a distance of 200 cm, the acceptance rate was about 20% at the threshold, while the close (30 cm) access rate was 98%. Additionally, unlike the close situation, the false acceptance rate increased as the channel quality became worse.



Since the value of the phase gradient increased as the distance increased, the acceptance range could be reduced by lowering the threshold. In the case of 300 cm, even when the maximum value of the given threshold was used, the acceptance rate was only 0.3%, which shows that it would not pass BackProx in the case of a long distance. However, false acceptance may occur when the channel condition becomes worse due to the phase noise. A countermeasure to compensate for this is discussed in Section 7.






7. Discussion and Future Work


While BackProx is designed to not pass the prover when over 300 cm, it is possible that phase errors occur according to channel conditions, resulting in false acceptances. To address this issue, in the protocol described in Section 5.3, the error could be reduced by phase measurements totaling more than the mandatory two times. The average value of the phase difference is more tolerable in burst noise situations. Another approach to mitigate the error is to lower the threshold instead of the additional measurements. The threshold also affects the proximity range and the false acceptance rate. If the threshold is reduced, then it forces the user to be closer to the verifier and shrinks the proximity detection range.



The robustness of BackProx can be improved by cooperation with existing solutions. It is worth noting that the proposed method uses only the phase information provided by the existing system, so it can be used in conjunction with existing solutions such as distance-bounding protocols [15,16,17,44], encryption techniques, or using the radiometric signatures [26,45] to further enhance security.



One direction for future work is to investigate the possibility of an attacker being able to manipulate the response signals from LT and AT. Specifically, the attacker could inject different time delays into each signal, which makes it more difficult to measure the phase rotation at the verifier. This indicates a stronger adversarial model where the attacker can separate the response signals using specialized equipment with a high sampling rate, such as software-defined radios.



To this end, a more complex authentication process based on a multi-tag approach can be used. This requires hardware that is capable of analyzing the signals in the physical layer. Rather than measuring each tag individually, this approach imposes tag signal collisions between AT and LT signals and receives them simultaneously. Since the response signals arrives at the adversary simultaneously, this should inject the same time delay into the collided signal. This makes it impossible for the adversary to manipulate the response signal of LT or AT. This method has been used in previous studies such as [34,35], where it was used for simultaneous responses from multi-tagging to resist attacks such as tag counterfeiting or signal replay. We can adopt it to prevent attackers from separating the signals and inserting different time delays. On the other hand, with collision recovery techniques [46,47], the verifier can still obtain the phase information of each response signal, allowing application of the BackProx methodology.




8. Conclusions


In this paper, we proposed a novel secure proximity detection solution for backscattering networks called BackProx, which uses an additional backscattering tag to provide evidence of proximity. We examined three different types of relay attack models and provided security analysis on how BackProx effectively defends against these attacks. By using the phase difference between the legitimate tag and the additional tag, BackProx can successfully eliminate the time delay inserted by an adversary. We also provided a performance evaluation of BackProx. This showed that service providers can select their desired proximity boundaries by changing the threshold. The main advantage of BackProx is that it does not require any RF feature extraction or modification of the standard protocol, which makes it a practical solution for integrating into existing systems.
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The following abbreviations are used in this manuscript:



	AWGN
	Additive white Gaussian noise



	COTS
	Commercial off-the-shelf



	CW
	Continuous wave



	FHSS
	Frequency hopping spread spectrum



	GPS
	Global positioning system



	NFC
	Near-field communication



	PKES
	Passive keyless entry and start



	RF
	Radio frequency



	RFID
	Radio frequency identification



	RSSI
	Received signal strength indication



	SNR
	Signal-to-noise ratio



	ToF
	Time of flight









References


	



Gurulian, I.; Markantonakis, K.; Akram, R.N.; Mayes, K. Artificial Ambient Environments for Proximity Critical Applications. In Proceedings of the 12th International Conference on Availability, Reliability and Security (ARES ’17), Reggio Calabria, Italy, 29 August–1 September 2017. [Google Scholar]

	



Shubina, V.; Holcer, S.; Gould, M.; Lohan, E.S. Survey of Decentralized Solutions with Mobile Devices for User Location Tracking, Proximity Detection, and Contact Tracing in the COVID-19 Era. Data 2020, 5, 87. [Google Scholar] [CrossRef]

	



Francillon, A.; Danev, B.; Capkun, S. Relay Attacks on Passive Keyless Entry and Start Systems in Modern Cars. In Proceedings of the Network and Distributed System Security Symposium (NDSS), San Diego, CA, USA, 6–9 February 2011. [Google Scholar]

	



Garcia, F.D.; Oswald, D.; Kasper, T.; Pavlidès, P. Lock It and Still Lose It—On the (In)Security of Automotive Remote Keyless Entry Systems. In Proceedings of the 25th USENIX Security Symposium (USENIX Security 16), Austin, TX, USA, 10–12 August 2016. [Google Scholar]

	



Leu, P.; Camurati, G.; Heinrich, A.; Roeschlin, M.; Anliker, C.; Hollick, M.; Capkun, S.; Classen, J. Ghost Peak: Practical Distance Reduction Attacks against HRP UWB Ranging. In Proceedings of the 31st USENIX Security Symposium (USENIX Security 22), Boston, MA, USA, 10–12 August 2022; pp. 1343–1359. [Google Scholar]

	



Trustonic. Top 10 Security Challenges in the Automotive Industry for Connected Cars. Available online: https://www.trustonic.com/opinion/top-10-security-challenges-for-connected-cars (accessed on 12 February 2023).

	



He, L.; Shin, K.G. Battery-Enabled Anti-Theft Vehicle Immobilizer. In Proceedings of the 20th Annual International Conference on Mobile Systems, Applications and Services (MobiSys 22), Portland, OR, USA, 27 June–1 July 2022; pp. 142–154. [Google Scholar]

	



Juels, A. RFID Security and Privacy: A Research Survey. IEEE J. Sel. Areas Commun. 2006, 24, 381–394. [Google Scholar] [CrossRef]

	



Police, W.M. Relay Attack Soihull. Available online: https://www.youtube.com/watch?v=8pffcngJJq0&ab_channel=WestMidlandsPolice (accessed on 12 February 2023).

	



Bolic, M.; Rostamian, M.; Djuric, P.M. Proximity Detection with RFID: A Step Toward the Internet of Things. IEEE Pervasive Comput. 2015, 14, 70–76. [Google Scholar] [CrossRef]

	



Tu, Y.J.; Piramuthu, S. On addressing RFID/NFC-based relay attacks: An overview. Decis. Support Syst. 2020, 129, 113194. [Google Scholar] [CrossRef]

	



Sun, Y.; Kumar, S.; He, S.; Chen, J.; Shi, Z. You Foot the Bill! Attacking NFC with Passive Relays. IEEE Internet Things J. 2021, 8, 1197–1210. [Google Scholar] [CrossRef]

	



Leu, P.; Kotuliak, M.; Roeschlin, M.; Capkun, S. Security of Multicarrier Time-of-Flight Ranging. In Proceedings of the Annual Computer Security Applications Conference (ACSAC), Virtual Event, 6–10 December 2021; pp. 887–899. [Google Scholar]

	



Singh, M.; Roeschlin, M.; Zalzala, E.; Leu, P.; Čapkun, S. Security Analysis of IEEE 802.15.4z/HRP UWB Time-of-Flight Distance Measurement. In Proceedings of the 14th ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec ’21), Abu Dhabi, United Arab Emirates, 28 June–2 July 2021; pp. 227–237. [Google Scholar]

	



Drimer, S.; Murdoch, S.J. Keep Your Enemies Close: Distance Bounding Against Smartcard Relay Attacks. In Proceedings of the USENIX Security Symposium, Boston, MA, USA, 6–10 August 2007. [Google Scholar]

	



Hancke, G.; Kuhn, M. An RFID Distance Bounding Protocol. In Proceedings of the First International Conference on Security and Privacy for Emerging Areas in Communications Networks (SECURECOMM’05), Athens, Greece, 5–9 September 2005; pp. 67–73. [Google Scholar]

	



Brands, S.; Chaum, D. Distance-Bounding Protocols. In Proceedings of the Advances in Cryptology—EUROCRYPT ’93, Lofthus, Norway, 23–27 May 1993; pp. 344–359. [Google Scholar]

	



Celiano, D. Overclocking Proximity Checks in Contactless Smartcards. Master’s Thesis, University of Cambridge, Cambridge, UK, 2018. [Google Scholar]

	



Wetzels, J. Broken keys to the kingdom: Security and privacy aspects of RFID-based car keys. arXiv 2014, arXiv:1405.7424. [Google Scholar] [CrossRef]

	



Roland, M.; Langer, J.; Scharinger, J. Applying relay attacks to Google Wallet. In Proceedings of the 2013 5th International Workshop on Near Field Communication (NFC), Zurich, Switzerland, 5 February 2013; pp. 1–6. [Google Scholar]

	



Francis, L.; Hancke, G.; Mayes, K.; Markantonakis, K. Practical NFC Peer-to-Peer Relay Attack Using Mobile Phones. In Proceedings of the Radio Frequency Identification: Security and Privacy Issues; Ors Yalcin, S.B., Ed.; Springer: Berlin/Heidelberg, Germany, 2010; pp. 35–49. [Google Scholar]

	



Shrestha, B.; Saxena, N.; Truong, H.T.T.; Asokan, N. Sensor-Based Proximity Detection in the Face of Active Adversaries. IEEE Trans. Mob. Comput. 2019, 18, 444–457. [Google Scholar] [CrossRef]

	



Li, J.; Dong, Y.; Fang, S.; Zhang, H.; Xu, D. User Context Detection for Relay Attack Resistance in Passive Keyless Entry and Start System. Sensors 2020, 20, 4446. [Google Scholar] [CrossRef] [PubMed]

	



Ólafsdóttir, H.; Ranganathan, A.; Capkun, S. On the Security of Carrier Phase-Based Ranging. In Proceedings of the Cryptographic Hardware and Embedded Systems (CHES), Taipei, Taiwan, 25–28 September 2017; pp. 490–509. [Google Scholar]

	



Shao, C.; Kim, Y.; Lee, W. Zero-Effort Proximity Detection with ZigBee. IEEE Commun. Lett. 2020, 24, 2047–2050. [Google Scholar] [CrossRef]

	



Joo, K.; Choi, W.; Lee, D.H. Hold the Door! Fingerprinting Your Car Key to Prevent Keyless Entry Car Theft. In Proceedings of the Network and Distributed System Security Symposium (NDSS), San Diego, CA, USA, 23–26 February 2020. [Google Scholar]

	



Ahmad, U.; Song, H.; Bilal, A.; Alazab, M.; Jolfaei, A. Securing smart vehicles from relay attacks using machine learning. J. Supercomput. 2020, 76, 2665–2682. [Google Scholar] [CrossRef]

	



Ahmad, U.; Song, H.; Bilal, A.; Alazab, M.; Jolfaei, A. Secure Passive Keyless Entry and Start System Using Machine Learning. In Proceedings of the Security, Privacy, and Anonymity in Computation, Communication, and Storage, Melbourne, Australia, 11–13 December 2018; pp. 304–313. [Google Scholar]

	



Pierson, T.J.; Peters, T.; Peterson, R.; Kotz, D. Proximity Detection with Single-Antenna IoT Devices. In Proceedings of the Annual International Conference on Mobile Computing and Networking (ACM MobiCom), New Delhi, India, 29 October–2 November 2018; pp. 663–665. [Google Scholar]

	



Zhang, J.; Wang, Z.; Yang, Z.; Zhang, Q. Proximity based IoT device authentication. In Proceedings of the IEEE Conference on Computer Communications (INFOCOM), Atlanta, GA, USA, 1–4 May 2017; pp. 1–9. [Google Scholar]

	



Li, J.; Wang, C.; Li, A.; Han, D.; Zhang, Y.; Zuo, J.; Zhang, R.; Xie, L.; Zhang, Y. RF-Rhythm: Secure and Usable Two-Factor RFID Authentication. In Proceedings of the IEEE Conference on Computer Communications (INFOCOM), Toronto, ON, Canada, 6–9 July 2020; pp. 2194–2203. [Google Scholar]

	



Han, J.; Qian, C.; Yang, Y.; Wang, G.; Ding, H.; Li, X.; Ren, K. Butterfly: Environment-Independent Physical-Layer Authentication for Passive RFID. Proc. ACM Interact. Mob. Wearable Ubiquit. Technol. 2018, 2, 166. [Google Scholar] [CrossRef]

	



Park, H.; Yu, J.; Roh, H.; Lee, W. SCBF: Exploiting a Collision for Authentication in Backscatter Networks. IEEE Commun. Lett. 2017, 21, 1413–1416. [Google Scholar] [CrossRef]

	



Park, H.; Roh, H.; Lee, W. Tagora: A Collision-Exploitative RFID Authentication Protocol Based on Cross-Layer Approach. IEEE Internet Things J. 2020, 7, 3571–3585. [Google Scholar] [CrossRef]

	



Wang, G.; Cai, H.; Qian, C.; Han, J.; Shi, S.; Li, X.; Ding, H.; Xi, W.; Zhao, J. Hu-Fu: Replay-Resilient RFID Authentication. IEEE/ACM Trans. Netw. 2020, 28, 547–560. [Google Scholar] [CrossRef]

	



Yang, S.; Jin, M.; He, Y.; Liu, Y. RF-Prism: Versatile RFID-based Sensing through Phase Disentangling. In Proceedings of the IEEE 41st International Conference on Distributed Computing Systems (ICDCS), Washington, DC, USA, 7–10 July 2021; pp. 1053–1063. [Google Scholar]

	



Xie, B.; Xiong, J.; Chen, X.; Chai, E.; Li, L.; Tang, Z.; Fang, D. Tagtag: Material Sensing with Commodity RFID. In Proceedings of the 17th Conference on Embedded Networked Sensor Systems (SenSys ’19), New York, NY, USA, 10–13 November 2019; pp. 338–350. [Google Scholar]

	



Impinj Inc. Speedway Revolution Reader Application Note: Low Level User Data Support; Impinj Inc.: Seattle, WA, USA, 2013. [Google Scholar]

	



Yang, L.; Chen, Y.; Li, X.Y.; Xiao, C.; Li, M.; Liu, Y. Tagoram: Real-Time Tracking of Mobile RFID Tags to High Precision Using COTS Devices. In Proceedings of the Annual International Conference on Mobile Computing and Networking (ACM MobiCom), Maui, HI, USA, 7–11 September 2014; pp. 237–248. [Google Scholar]

	



Conway, J. On Numbers and Games; Academic Press: Cambridge, MA, USA, 1976. [Google Scholar]

	



EPCglobal Inc. EPC Radio-Frequency Identity Protocols Generation-2 UHF RFID; EPCglobal Inc.: Lawrenceville, NJ, USA, 2015. [Google Scholar]

	



FCC. FCC Part 15 Radio Frequency Devices; FCC: Washington, DC, USA, 2021.

	



Liu, Y.; Lotfi, R.; Hu, Y.; Serdijn, W.A. A Comparative Analysis of Phase-Domain ADC and Amplitude-Domain IQ ADC. IEEE Trans. Circuits Syst. I Regul. Pap. 2015, 62, 671–679. [Google Scholar] [CrossRef]

	



Munilla, J.; Peinado, A. Distance Bounding Protocols for RFID Enhanced by Using Void-Challenges and Analysis in Noisy Channels. Wirel. Commun. Mob. Comput. 2008, 8, 1227–1232. [Google Scholar] [CrossRef]

	



Zanetti, D.; Danev, B.; Capkun, S. Physical-layer Identification of UHF RFID Tags. In Proceedings of the Annual International Conference on Mobile Computing and Networking (ACM MobiCom), Boston, MA, USA, 6–11 August 2010; pp. 353–364. [Google Scholar]

	



Jin, M.; He, Y.; Meng, X.; Zheng, Y.; Fang, D.; Chen, X. FlipTracer: Practical Parallel Decoding for Backscatter Communication. IEEE/ACM Trans. Netw. 2019, 27, 330–343. [Google Scholar] [CrossRef]

	



Ou, J.; Li, M.; Zheng, Y. Come and Be Served: Parallel Decoding for COTS RFID Tags. IEEE/ACM Trans. Netw. 2017, 25, 1569–1581. [Google Scholar] [CrossRef]








[image: Sensors 23 02330 g001 550] 





Figure 1. BackProx system model and relay attack. BackProx aims to defend against relay attacks, in which an attacker obtains a legitimate signal from a key and forwards it to a verifier to pass the proximity detection system. 
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Figure 2. Phase model of backscattering systems. A continuous wave is transmitted from the reader to the tag, and a response backscattering signal is transmitted back to the reader with phase rotation. 
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Figure 3. A relay attack model. An attacker is near the verifier, and the prover is located outside the neighborhood of the verifier (called Mafia Fraud). 
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Figure 4. Phase value at the verifier vs. time delay by an attacker. (a) The trends of the phase values with two different frequencies. (b) The estimated distance calculated from the phase difference, in which the injected time delay causes the rollover effect. 
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Figure 5. Phase measurement protocol. BackProx does not require any modification of the standard protocol or extraction of RF features. This makes BackProx a practical and convenient solution for secure proximity detection that can be easily integrated into existing systems. 
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Figure 6. Average gradient of phase difference at difference distances. The gradient can be used as a criterion for proximity detection. When the distance between LT and AT is small, the gradient is very low. When LT is farther away, the gradient becomes very steep. By setting a proper threshold, it is possible to distinguish between these two scenarios and determine the proximity of LT. 
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Figure 7. Access rate for different phase gradient thresholds when the distance is close: (a) 30 cm and (b) 60 cm. 
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Figure 8. Access rate for different phase gradient threshold when the distance is near or far: (a) 200 cm and (b) 300 cm. 
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