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Abstract

:

Distributed ledger technology, also known as the blockchain, is gaining traction globally. Blockchain offers a secure validation mechanism and decentralized mass collaboration. Cryptocurrencies make use of this technology as a new asset class for investors worldwide. Cryptocurrencies are being used by companies to raise capital via initial coin offerings (ICOs). The substantial inflow of unregulated capital into a transactional and transnational industry has aroused interest from not just investors, but also national securities and monetary regulatory agencies. In this paper, we review the Security and Exchange Commission’s initial statements and subsequent pronouncements on ICO’s to illustrate the potential problems with applying an older legal framework to an ever-evolving ecosystem. Recognizing the inability of enforcement within existing regulatory frameworks, we discuss the importance of regulation of the crypto asset class and internal collaboration between government agencies and developers in the establishment of an ecosystem that integrates investor protection and investments.
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1. Introduction


Blockchain has recently emerged as a secure, peer-to-peer platform for verifying digital events and validating transactions in an increasingly decentralized economy. It facilitates security verification, background checks, and payments, even of small amounts. Entrepreneurs benefit from the creation of transparent and accountable supply chains, and the reduction of background checks for identity verification. Perhaps most importantly for entrepreneurs, several barriers to entry for individuals and firms with good, but unfunded ideas are further lowered as they have been in recent years with the new, less regulated methods of raising capital and seeking financing (Ahlstrom et al. 2018a).



Yet with blockchain and related technologies such as cryptocurrency, there are also some concerns that have arisen alongside this important new technology with respect to security and the required regulation, especially given the very nascent nature of this technology and its potential for disruption. Thus, in this paper, we explain the regulatory and security issues around blockchain and initial coin offerings (ICOs) in an increasingly decentralized economy. We examine ICO structures, and how this crowdfunding mechanism has the promise for economic innovation. We explain how fraud may be carried out within the context of these innovative asset classes, and the evolving regulatory struggles. Given the value that entrepreneurship can generate for economies and societies (Ahlstrom 2010), it is crucial that these financial innovations are better understood so as to facilitate their regulation and development (Crafts 2006; Spulber 2008).



In the spring of 2016, an entity called the Decentralized Autonomous Organization (DAO became one of the most successful crowdfunded entities in history, with an ICO that raised over US$150 million worth of Ether, a cryptocurrency, in less than thirty days (Popper 2016a). The DAO, funded through Ether by equity investors situated globally, was not registered as a legal entity in any sovereign jurisdiction, and additionally, had no employees. As such, it did not have within its “structure,” a board of directors, a chief executive officer or a management team (Dale 2016). The rationale behind the crowdfunding was the creation of new software applications, but before the venture could be executed, it was hit with a cyber-attack that effectively drained DAO of a third of the capital raised (Popper 2016b). It was soon made clear that the ICO initiated by DAO violated a long list of securities laws. Many entrepreneurs, while appreciating the desire to find exemptions from registration under the US Securities Act of 1933, and to raise money with security “tokens,” argued that a new structure was needed to accomplish both goals: raise capital and launch a successful blockchain protocol.



Across the globe, another digital venture investment fund from India called GainBitCoin, guaranteed its investors a monthly return of 10% on their crypto-token investment. The scheme was a multi-level-marketing scheme that aimed to extract the liquid bitcoin from the investors and provide returns in the form of another cryptocurrency called the MCAP. The value of the MCAP is negligible to the market. The mastermind of the scheme, one Amit Bhardwaj, was arrested by the Enforcement Directorate and charged with defrauding investors to the tune of $300 million through this nouveau Ponzi scheme (Anupam 2018).



Along with cryptocurrency investment funds DAO and GainBitCoin, multiple ICOs (also called token sales) are still being launched worldwide. In 2017, these ICOs raised a collective $5.6 billion, of which only 48% were successful (Williams-Grut 2018). In late May 2017, SingularityNet, a decentralized marketplace for AI, raised $36 million in 30 seconds (Alois 2017). Bancor, a company that is developing a cryptocurrency exchange platform, raised in excess of $153 million in just three hours (Suberg 2017).



As investors risk their unsecured capital investments, the market participants started questioning the silence of the regulators. In July 2017, the question was answered by the Securities and Exchange Commission (SEC) of the United States, in a report detailing its findings after its investigation in the DAO. In the report, the SEC stated that the method used to raise equity in the DAO was in fact not a currency, but a security.1 This report used the 70-year-old Howey Test in that the report indicated that ICOs are subject to federal securities law as they primarily profit from the efforts of others. In May 2017, the SEC chairman mentioned the usage of the term coin/token does not circumvent the fact that capital is eventually raised from the public, classifying it as a security and not a currency (Roberts 2018).2



The scale of these fintech marketplace developments clearly creates new avenues for entrepreneurial financing but also for financial fraud (Ahlstrom et al. 2018a). Thus, in this paper, we explain the current issues and overview some of the regulatory developments and highlight current regulatory uncertainty. Hence, the paper is organized as follows. Section 2 and Section 3 provide an overview of blockchain and initial coin offerings, respectively, in terms of the new technology, the evolving regulatory process, and regulatory needs. Section 4 and Section 5 provide more details about crypto and cybersecurity fraud, respectively. Section 6 discusses regulatory developments in select countries around the world and different paces of regulatory development. A discussion of the implications of managing crypto risks, challenges, and regulatory uncertainty follows in the last two sections.




2. Blockchain


A person or a group of persons (depending on what you believe) under the name of Satoshi Nakamoto3 published a whitepaper that introduced the world to the Bitcoin, a decentralized cryptocurrency system that is neither produced nor regulated by any government.4 It introduced a cryptographically proven electronic payment system, allowing parties to transact directly without an intermediary (Arslanian and Fischer 2019). The technology aimed to move the focus from centralized institutions to peer-to-peer transactions in the market with the equanimity of control distribution as a key goal. The peer-to-peer architecture of the technology itself, as well as its open source accessibility and privacy, ensures, through encryption, the direct exchange of value between parties without interference from banks, governments, and other intermediaries. From an underground unknown currency, Bitcoin has now become a globally recognized asset, with Bitcoin futures contracts being traded on the Chicago Mercantile Exchange Inc. (CME) and the CBOE Futures Exchange (CFE), holding a market cap more than $136 billion.5 Bitcoin is both a cryptocurrency and a worldwide payment system. It is based on a technology called the Bitcoin Blockchain. Blockchain is a distributed public ledger that uses a cryptographic consensus protocol known as “proof of work” to allow the exchange of value between two parties. It is a ledger which can be used to virtually record any type of transaction, from cryptocurrency transfers to medical records to real estate chains of title. It is set up as a peer-to-peer network that allows its participants to agree on the state of the ledger at any given time by reaching consensus through a mathematical protocol. Owing to the fact that every individual participant works to ensure that the blockchain is accurate and secure, it is not dependent on the actions of any single central authority (Tapscott and Tapscott 2016). The blockchain aims to solve the double spend problem—the problem that until that time had prevented the widespread use of digital currencies. Although the blockchain is pseudonymous, it is not truly anonymous. The anonymity is removed in the transactional purchase of the cryptocurrency with the national fiat currency (Extance 2015). These exchanges which facilitate such transactions are regulated under the national law and are subject to national know your client (KYC) and anti-money laundering requirements. However, some operators that keep the proceeds of their transactions in cryptocurrency or exchange the cryptocurrency via cash or a private transaction are still impervious to regulation.




3. Initial Coin Offerings


Initial coin offerings (ICOs) could be seen as a new form of crowdoffering in which participants exchange fiat currencies or existing cryptocurrency tokens for entity-specific tokens (Amsden and Schweizer 2018). ICOs have exploded as the preferred mechanism used by blockchain entities to raise funds. Bellevatis et al. (2019) provide theoretical rationales and empirical evidence from 73 countries over 2013 to 2017 for the view that the cross-country diffusion of ICOs depend on governmental financial regulators, the media, and academic institutions as they affect the institutional legitimacy of ICOs. They also show that bans on ICOs in China and South Korea have internationally mobile governance implications that affect the diffusion of ICOs in other countries. This spillover in diffusion and effects of regulation from one country to the next shows that a harmonized and coordinated approach to regulation is appropriate, as these markets are internationally integrated and the effect of regulations is not limited to national borders.



ICOs are often compared with initial public offerings (IPOs), with which companies sell stock shares to the public for the first time. Both of them are used to raise equity for budding companies, both produce substantial amounts of cash, and both have the potential to make company founders instantly wealthy. This is where the similarity lies. On the flip side, IPOs are heavily regulated (Carpentier et al. 2012) In the U.S, the Securities Act of 1933 and the Securities Exchange Act of 1934 subject firms seeking to raise funds to registration, ongoing compliance and disclosure requirements. These regulations ensure that firms raising funds provide truthful, sufficient and accurate information. Owing to the extensive and exhaustive complex requirements of an IPO, the launching of the same requires a months-long process that requires hiring an investment bank and legal counsel. The acts require every security offered to the public in the US to be either registered with the SEC or meet one of the several complex enumerated exemptions from registration.



In the traditional world of raising capital, companies with exciting ideas for new products or services first have to build a prototype or beta to demonstrate to investors the validity of the idea. Post the demonstrated functionality of the product, and usually post a certain level of adaptation, a company can seek out venture funding to further develop or scale the idea. Entrepreneurs are then forced to give up significant equity in their own creations in exchange for early seed round capital. This limits those entrepreneurs with ideas who do not have a network of wealthy accredited investors. It also limits who can invest as most early round fundraising are limited to wealthy accredited investors. ICOs stand for a substantial shift in the way ideas are developed and commercialized. They allow developers with strong ideas for new applications/products/services on the blockchain to raise funds from those who would ultimately utilize the product/service built.



The issued tokens in an ICO do not grant the purchasers any form of equity or ownership interest in the issuing company. Instead, most ICOs issue some form of an application token or crypto-asset that has some utility within the software program being developed. These tokens can be used to power decentralized applications built on the blockchain or to purchase products or services in the issuing entity decentralized software of protocol. Although primarily designed to be used as payment within the issuing entity blockchain ecosystem, app tokens may also operate as an independent store of value that can be traded through online cryptocurrency exchanges. Therefore, ICOs are less like IPOs and more akin to pre-orders, with investors purchasing assets which would have value within the issuing entity system once the system is actually built, if at all.



ICOs also differ from IPOs in that, to date, they largely have not complied with any registration or disclosure requirements under US securities laws (Arnold et al. 2019; Day and Osborne 2018). Some of these ICOs have raised immense sums of money (Rohr and Wright 2018). Some ICOs are launched by companies with no established track record, no history of bringing a viable product to the marketplace. There have been ICOs—like the DAO’s token sale—launched by developers without ever forming a corporation or other legal entity. Other ICOs have completed multi-million dollar fundraisers by marketing tokens that are explicitly held out as having no “rights, uses, purpose, attributes, functions or features” (Williams-Grut 2018).




4. Types of Cryptocurrency Frauds and Regulatory Uncertainty


4.1. Fictitious Assets


Digital assets, unregistered with the regulatory authorities, promise substantial returns (Roberts 2017). However, these assets are neither registered with the regulatory authorities, nor securitized by the firm. Hence, with the absence of a registered prospectus certifying the security, information about the management, or financial statements, the asset being sold to the public lacks credibility.



With the substantial increase in the issuance of crypto-securities and the absence of a clear common understanding of the industry or the issues, regulators are understandably rushing towards securing the interests of the investors with significant effort towards the regulation and regularization of the ICOs. To illustrate, we refer to the SECs and Commodity Futures Trading Commissions cryptocurrency hearing in February 2018 which established that every ICO that the SEC had seen so far would be considered a security, only recently to be refuted and negated with the exclusion of the Bitcoin and Ether as neither securities or currencies (Oyedele 2017). The continual advent toward the incorporation and inclusion of regulation for the world’s fastest growing industry has left many dazzled, dazed, and confused. On 11 February 2019, the SEC issued guidelines on ICOs in an attempt to formalize the sector, and confirmed, among other things, that ICOs are a security regardless of how it is referred to by marketplace participants, issuers, and promoters.6



However, legal scholars have raised concerns about regulatory uncertainty with different types of crypto assets (Clements 2019a, 2019b). Digitized securities are clearly within the realm of securities regulation, while decentralized crypto-assets, asset tokens, and multi-purpose utility tokens are not necessarily within the realm of securities regulation, as graphically summarized by Clements (2019a) reproduced here in Figure 1.



The rationale behind the negation of addressing the crypto assets as a currency is the decentralization of the issuing authority, negating the possibility of the asset being addressed as a general ledger—which is the accepted mode of payment for debt and can be used to trade within the economy backed by the central bank of the government. The rationale behind the negation of the digital assets as a security is the absence of a third party that is expecting to seek a return on the investment—the absence of which negates the assets being a security. The SECs analysis, however, has been received without much criticism. The reasons are substantive. There is not much historical understanding of the industry, and, hence, not many legal experts working toward the regulatory aspects of the same. The limited knowledge of the disruptive nature of the technology is another reason. Lawyers tend to accommodate newer technology in older frameworks. The SECs report on the DAO was not just a one-time investigation. The report on the DAO was a message by the SEC to future ICOs that it is on alert, and it has the resources to not just investigate, but also to enforce. The SECs scrutiny into the ICO industry threatens future fundraisers with legal implications. The so-called promise of democratization without substantive implementation is under threat as the increased regulatory constraints would impose substantial compliance requirements as the SEC expands upon investigative and enforcement challenges regarding the ICOs such as tracing of money, international scope, and the ability to freeze cryptocurrency assets.



It is important for investor protection that crypto-assets be within securities regulation jurisdiction. The US Securities Act of 1933 governs the issue of new securities in the public domain. The Act requires that investors receive financial and other significant information concerning securities being offered for public sale, and prohibits deceit, misrepresentations, and other fraud in the sale of securities. The regulations safeguard the disclosure of pertinent financial information regarding the security being offered for sale in the US by firms raising funds for outside investors. In the case of an ICO, none of these companies have filed any registration with the SEC as they do not consider their offering a security. In the absence of any formal documentation, the investment in these assets is held at the mercy of the companies issuing the ICO, with the SEC unable to hold the company accountable. The SEC in recent disclosures has indicated that the ICOs are similar to securities being issued via other exchanges and need to be registered with the agency. Compliance is to ensure not only the protection of the investor’s capital, but also to ensure the growth of the industry, and innovation brought about through the capital raising mechanism.




4.2. Fake Investment Funds/Advisors


With asset management one of the key drivers for growth, many cryptocurrency investment funds have propped up trying to entice investors with unsubstantiated substantial returns. Most of these schemes run on multi-level marketing schemes that induce the investor into not only contributing toward the scheme, but also participating in the business to increase returns. As the Bitcoin futures have been listed on the CME and CFE, the increase and decrease in the price of the asset can be bet against in the market, increasing the investors’ interest toward the asset. The inclusion of the bitcoin on these established exchanges lures investors into the purchase of the asset as assumptions of legitimacy are made.



With a clear classification of crypto-currencies as securities and this being within the domain of securities regulators, the next step would be the regulation of the investment funds and their advisors. In the U.S for example, the Investment Company Act of 1940 regulates the organization of companies, including mutual funds, which engage primarily in the investing, reinvesting, and trading securities. The Act requires these companies to disclose information about the fund, and its investment objectives, as well as the investment company structure and operations, to the investing public. The same Act also regulates investment advisors, requiring firms or sole practitioners compensated for advising others about securities investments to register with the SEC, and conform to regulations designed to protect investors. To the extent that ICOs are weakly regulated, their investment funds and advisors are likewise scantly within registration compliance. The SEC eventually would ensure the regulation of these funds in accordance with the rules and regulations of the two acts regulating the non-digital securities.




4.3. Unregulated Manipulated Crypto-Exchanges


Market manipulation is a deliberate creation of a false price for a product, security, commodity, or currency. With minimal regulation binding these assets, and the assets being traded on portals which are also not bound with much regulation—investors may be exposed to multiple counts of market manipulation. Not unlike more traditional securities or commodities exchanges, there are numerous instances in the past where market manipulative if not fraudulent trades are carried out on portals, including but not limited to churning and ramping. Researchers found that just one person was able to drive the price of the bitcoin up from $100 to $1000 with the use of bots (Gandal et al. 2018). Some of these exchanges may also not adhere to the filing of the prerequisite KYC documentation. With the absence of the regulatory oversight, these exchanges operating on a global scale act as money laundering schemes and move money across geographic boundaries without much regulation. In 2006, the operators of a US-based Exchange called GoldAge Inc., were indicted “on charges of operating an illegal digital currency exchange and money transmittal business. They were charged with transmitting $30 million to digital currency accounts owned by clients limited identification documentation, with transaction fees of up to $100,000 (U.S. Department of Justice National Drug Intelligence Center 2008).





5. Cyber-Security Fraud


Ownership of cryptocurrency has led to a demand for methods of storage. Cryptocurrency is stored in forms of “cryptocurrency wallets” where sensitive information is encrypted and securely stored (Bauer and Ahmad 2017) There are desktop wallets, mobile app wallets and online wallets, also known as an “Exchange”. The Exchange provider stores the encrypted information on behalf of the owner (although Exchanges are considered the storage method most vulnerable to theft or fraud and may not be subject to regulatory oversight (FINRA 2018). Bauer and Ahmad 2017 identified a few popular methods utilized by cyber-criminals or hackers.



5.1. Exchange Hacks


Exchanges are counterintuitive to the decentralized nature of cryptocurrency (Valdivia et al. 2019). Their vulnerability can be exemplified by the Mt. Gox hack in 2014, and approximately 25,000 investors lost approximately 650,000 bitcoins (approximate value of $400 million). Investors had no recourse as Exchanges not only unregulated, but also uninsured (Bauer and Ahmad 2017). The cryptocurrencies’ anonymity and encryption, is thus a double edged sword. A study funded by the US Department of Homeland Security found that 33% of Bitcoin Trading Platforms have been hacked (Gandal et al. 2018).



Cryptocurrency hacks significantly reduce the price discovery of the hacked currency (Corbet et al. 2018). Moreover, cryptocurrency hacks increase both the volatility of the hacked currency and cross-cryptocurrency correlations (Corbet et al. 2018). Significant regulation, surveillance, and enforcement are needed to protect all cryptocurrencies, in view of the disruption they cause internally and spillovers to other related crypto markets. It is consistent with the shift toward a global approach to financial regulation (see also Chan and Milne 2019).



Cryptocurrency hacks also give rise to abnormal returns in the hours prior to the actual hacking event, but those abnormal returns revert to zero at the time of the public announcement of the hack (Corbet et al. 2018). This evidence suggests that current regulatory and surveillance efforts are too slow to be an effective protection for investors.



In the future, regulation and computerized market surveillance (Aitken et al. 2015a; Aitken et al. 2015b; Cumming et al. 2015; Cumming and Johan 2008, 2019; Cumming et al. 2011) could be improved in crypto marketplaces. To this end, a number of stylized facts identified from studies of the volatility and price discovery process from cryptocurrencies provide guidance as to some of the pronounced issues that are distinct from other securities trading (Corbet et al. 2018). For example, cryptocurrencies exhibit weekend-volatility effects, which suggests pronounced surveillance is needed in traditional aftermarket trading period. Similarly, intra-day volatility is significantly influenced by international trading times, which suggests significant cross-market surveillance would help detect market manipulation in crypto markets. Moreover, intra-day volatility is influenced by periods of substantial volatility in the markets for oil and exchange rates, which indicates significant cross-product surveillance would help detect market manipulation in crypto markets.




5.2. Social Media Identity Hacking


The ubiquitous use of social media has led to innovative methods of identity theft. It is unfortunately extremely simple for hackers to obtain information such as email addresses, mobile phone numbers and personal details such as pet names and childhood nicknames (common passwords use by online users). Exchanges that unfortunately rely on the traditional two factor identification will thus be vulnerable to hackers seeking to transfer cryptocurrency held in investors’ wallets. The stolen cryptocurrency can then be converted to real currency or other encrypted cryptocurrencies (Bauer and Ahmad 2017).




5.3. Ransomware


Since 2016, cybersecurity experts have noted an increase in ransomware attacks. Liska (2019) noted 46 attacks in 2016, 38 in 2017 and 53 in 2018. In the first quarter of 2019, 21 attacks have been reported. After a more recent attack on the city of Riviera Beach, Florida in June 2019, city official paid hackers 65 Bitcoin $592,000 in digital currency (Mazzei 2019). Bauer and Ahmad 2017 highlighted two ransomware attacks that gained worldwide attention, WannaCry and Petyah and they find that the same modus operendi is used where the computer systems of a company, or city, is held hostage and data will only be released upon payment of a ransom. The peer-to-peer architecture of the cryptocurrency or rather the direct exchange of value between hostage without interference from other intermediaries enables payment of ransom remotely and anonymously.




5.4. Crypto-Jacking


Bauer and Ahmad 2017 identifies a method used by hackers to “mine” cryptocurrencies. Hackers use malware to hijack a mobile device or computer by using its processing power to mine a cryptocurrency. Not only are owners of these devices unaware of the crypto-jacking but even websites may oblivious to their role in the distribution of the malware. Other more nefarious sites encourage the distribution to share in the profit of the mining.




5.5. Taxation Fraud


Tax havens enable taxpayers to conceal earnings from home country tax authorities by offering an environment with little taxation, where the activity is usually not subject to information exchange because of strict bank secrecy regulations (Westhuizen 2017). Worldwide, revenue loss as a result of unattributed earnings add up to $255 billion, with $40 billion to $70 billion for the U.S alone (Brunson 2012; Marian 2013). As a result, there is considerable international pressure for the tax havens to minimize their taxation of income earned by foreign investors (Dharmapala and Hines 2009). Cryptocurrencies, while having no “jurisdiction” per se, possess the two crucial elements of a traditional tax haven: The absence of jurisdiction of operation and anonymity (Marian 2013). Therefore, they would not be subject to taxation at source.



Marian (2013) suggests that the concealment of earnings may be further extended. One example is the usage of tax-exempt buying agents to exchange financial contract obligations. Under the swap, the agent receives bitcoin, buys a security with legal currency value, and any dividends earned would be paid in bitcoin value to the swap holder. Losses or gains would be paid the same way. At all times, the bitcoin holder would be untraceable, and the agent would also have no tax liability because of his tax-exempt status. Currently, the US Internal Revenue Service (IRS) has through IRS Notice 2014–21 categorized cryptocurrency as property. General taxation principles applicable to property transactions apply to transactions using virtual currency. According to the notice, a taxpayer receiving virtual currency as income must declare it as income calculated at fair market value at the date of payment or receipt. Any transaction of the virtual currency with respect to a property has to be adjusted with respect to its adjusted cost base and gain or loss depending upon the fair market value at the time. Any gain or loss on the exchange of the cryptocurrency is considered as capital gains on the asset. Currently, the IRS Criminal Investigation Division is training its agents to detect Cryptocurrency wallets in its efforts to minimize tax fraud and evasion (IRS 2018).



There are of course many other possible illegal uses including criminal money laundering and terrorism. Organizations such as Al-Sadaqah is targeting Muslims in the West to raise capital to supply fighters with resources in Syria (Stalinsky 2018). As the potential for illegality is real, regulation and surveillance are needed. Some regulatory trends are discussed in the next section.





6. Current International Regulatory Trends


To illustrate the differing pace of regulatory development across markets, we highlight key issues in select jurisdictions.



6.1. Canada


While Canada allows the usage of digital currency to buy goods and services on the internet, and its usage in stores that accept digital currencies, digital currencies are not considered legal tender. Canada still only considers banknotes and coins issued by the Bank of Canada as legal tender. Digital currencies are however considered a commodity and are subject to the barter rules of the Income Tax Act (Al-Shikarchy et al. 2017). It allows digital currency to be bought and sold on Exchanges. Digital currencies are subject to the Income Tax Act and GST/HST also applies to the fair market value of any goods or services bought using digital currency. In that regard, goods purchased using digital currency must be included in the seller’s income for tax purposes.7




6.2. India


In January 2018, Arun Jaitley, the Finance Minister of India, declared the Bitcoin as not being legal tender. Being a virtual currency (VC), and having no physical attributes, the Indian government deemed to be neither currency nor coin, thus without the formal authorization by the Reserve Bank of India to enable the VC to be used as a medium of exchange. This is not terribly surprising as the very nature of the VC would make the country’s stringent currency control measures ineffectual (Nupur 2018). Having said that, India has determined that the growth in capital from the asset class will be taken into consideration as capital gains. The Income Tax Department, the Securities and Exchange Board of India, and the Ministry of Finance have sought details from various crypto-exchanges about their transactions (Jain and Kumar 2018). India has currently banned the usage of cryptocurrency as an asset class by both businesses and financial institutions. The conversion of Indian currency to cryptocurrency is illegal within India. The conversion between different ICOs is however still allowed.




6.3. China


The Chinese government has decided to stifle the cryptocurrency industry by completely not recognizing of VCs, banning the trading of VCs and the issuance of Initial Coin Offerings. In September, 2017, seven central government regulators issued the Announcement on Preventing Financial Risks from Initial Coin Offerings (ICO Rules) for purposes of investor protection (Pilarowski and Yue 2017). The ICO Rules essentially prohibit the Exchanges from dealing with VC, converting VC into legal tender and setting prices for VC. This, however, has led to capital raising from domestic Chinese investors by platforms relocated to Hong Kong and other offshore centers (Perper 2018). China is however known to have the highest number of bitcoin miners in the world (Huang 2018).




6.4. United Kingdom


With its threat to leave the European Union, the United Kingdom was impacted by political and economic uncertainty that motivated many U.K. platforms to relocate to Paris, Amsterdam, and Frankfurt. The U.K. Financial Conduct Authority announced that it would be working with the United Kingdom Treasury Committee in order to analyze the risks and opportunities related to cryptocurrencies and blockchain technologies (Tomzack 2018).




6.5. Norway & Sweden


Norway, like many other jurisdictions, considers the Bitcoin as a taxable asset, but not as a currency. Norway Bank is, however, moving toward the direct integration of the currency (Mandelli 2017). Similarly Sweden has embraced the technology and plans to launch its own currency called the E-Krona.




6.6. The European Union


In January 2019, the EU released a set of guidelines for ICOs.8 There are clear differences across European countries, but these guidelines will help to harmonize policies and regulations pertaining to ICOs and crypto assets. Future research could empirically examine the implications of the introduction of these guidelines on marketplace volatility and uncertainty, among other things, when more time has passed and data are available (see also (Corbet et al. 2018) for earlier work that pre-dates these guidelines). Regulatory approaches and their effects on markets in other regions around the world could likewise be examined in more detail in future work.





7. Contributions


This paper contributes to the nascent research on new financing techniques and their growing importance (Cumming et al. 2019). It also adds to research on regulation and encouraging innovation (Butenko and LaRouche 2015). Effective regulation is crucial to encouraging innovation (Spulber 2008). Though as Butenko and LaRouche (2015) highlight, regulation and effective enforcement often lag behind innovation.



The law and technology literature shows potential for harmful innovation, while the law and economic literature is more concerned with identifying market failures and the flow of information, and motivating innovation (Butenko and LaRouche 2015; Crafts 2006). In the case of the rapidly changing crypto-currency market and other entrepreneurial applications of blockchain technology, there is a need for a sort of intersection of the law and technology with the law and economics literatures. Blockchain applications are not exogenous to the regulatory process, which creates a need for law and economics perspectives. However, blockchain applications are not all necessarily positive, particularly as they may better enable financing of illegal activities and other illegal market misconduct, which requires law and technology perspectives and the regulation of innovation.



At this early stage of legal and institutional developments, there is much research that needs to be done to better understand the appropriate legal and surveillance/enforcement regimes that will minimize negative externalities from blockchain applications, while not stifling innovation. Further, additional work on international cooperation and harmonization of regulation is needed, as financial innovations with blockchain are clearly designed with little regard to national borders. Some of the regulatory changes reviewed here could be the subject of future empirical studies on the causes and consequences of financial regulation in blockchain and cryptocurrencies. Moreover, the blockchain and cryptocurrency markets offer a natural setting for intersecting the law and technology and law and economics literatures as advocated by Butenko and LaRouche (2015). Inclusive institutions are critical for technological development and economic growth (Acemoglu and Robinson 2012; Ahlstrom et al. 2018b; Tomizawa et al. 2019). More work is needed to better understand how laws and institutions enable the most economic growth at the minimal expected costs with blockchain and cryptocurrencies.




8. Conclusions


This paper reviewed the Security and Exchange Commission’s initial statements on ICOs, and subsequent pronouncements and the evolving legal framework. Enforcement is problematic with the existing regulatory framework and there is a greater need for collaboration between government agencies and developers to establish an ecosystem which integrates investor protection and investment.



On the positive side, the distributed ledger technology backed by the blockchain industry is set to revolutionize the world in effectively mitigating trust constraints while reducing transaction costs. The crowdfunding for software development has already reduced the distance between venture capitalists and ventures. The ability for an entrepreneur to raise millions of dollars in equity within days shows the interest of the general public toward not just the venture, but also the equity stake or tokens received in return. The ever-expansive interest is reflective of the world’s interest in the asset class and the world’s trust in the asset class.



On the negative side, the inherent nature of the crypto-assets can facilitate fraud. There are multiple cases of investors losing their capital from investing in the nouveau offerings, resulting in the much evaded and much-negated skepticism toward the industry. Despite these concerns, there is much regulatory uncertainty. Debate even continues regarding the categorization of crypto assets as currency or securities (Agrawal 2018; Clements 2019a). The Pecora Commission in the post-1930’s Depression and Dodd-Frank in the post-2008 Financial Crisis are examples of how regulation and solid institutions substantially helped in avoiding (or mitigating) economic crises. The inherent “trust” nature of the technology backing the crypto-assets should not determine or undermine the regulation’s guarding the industry for decades. At the end of the day, the conversion of fiat currency to any asset is guarded by various securities laws governing the industry. These laws ensure the protection of not just the investors’ capital, but also the extreme volatility and possible future economic ripple effects which can be caused.



If blockchain and its ancillary technologies can be regulated and managed, it may be that it will enables a whole new wave of entrepreneurs and engineers to build and implement this infrastructure and facilitate faster advances along this key technological trajectory (Dunbar and Ahlstrom, 1995). The major opportunities in the blockchain may be comparable to the internet of the 1990s, with new Amazons and Alibabas waiting to be founded and built up. In the next five years, we will see a number of critical innovations and their applications emerge come from it.



Given that cryptocurrencies like bitcoin operate independently of geographic location or central banks, Blockchain can thus allow entrepreneurs from virtually anywhere in the world access to startup funds and developmental capital. What microfinance and other disruptive funding methods started (Bonini et al. 2019; Newman et al. 2017), blockchain technology can bring much further along. Blockchain can be a major facilitator of entrepreneurship, which is a crucial part of a growing economy (Tomizawa et al. 2019). It needs a regulatory framework that will protect investors and firms alike (Peng et al. 2017), while not discouraging needed innovation and continuing the facilitation of entrepreneurial financing.
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Figure 1. Crypto-Assets: Evolution of Form and Jurisdictional Uncertainty. 
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