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Abstract: The cognitive smart grid (SG) communication paradigm aims to mitigate quality of service
(QoS) issues in obsolete communication architecture associated with the conventional electrical grid.
This paradigm entails the integration of advanced information and communication technologies
(ICTs) into power grids, enabling a two-way flow of information. However, due to the exponential
increase in wireless applications and services, also driven by the deployment of the Internet of
Things (IoT) smart devices, SG communication systems are expected to handle large volumes of
data. As a result, the operation of SG networks is confronted with the major challenge of managing
and processing data in a reliable and secure manner. The existing works in the literature proposed
architectures with the objective to mitigate the underlying QoS issues such as latency, bandwidth,
data congestion, energy efficiency, etc. In addition, a variety of communication technologies have
been analyzed for their capacity to support stringent QoS requirements for diverse SGs environments.
This notwithstanding, a standard architecture designed to mitigate the aforementioned issues for SG
networks remains a work-in-progress. The main objective of this paper is to investigate the emerging
technologies such as cognitive radio networks (CRNs) as part of the Fifth-Generation (5G) mobile
technology for reliable communication in SG networks. Furthermore, a hybrid architecture based on
the combination of fog computing and cloud computing is proposed. In this architecture, real-time
latency-sensitive information is given high priority, with fog edge based servers deployed in close
proximity to home area networks (HANs) for preprocessing and analyzing of information collected
from smart IoT devices. In comparison to the recent works in the literature, which are mainly based
on CRNs and 5G separately, the proposed architecture in this paper incorporates the combination of
CRNs and 5G for reliable and efficient communication in SG networks.

Keywords: cognitive radio (CR); cloud computing; Fifth-Generation (5G); fog computing;
information and communication technologies (ICTs); smart grids (SGs)

1. Introduction

Traditional power grids have been designed to fulfill the 20th Century needs of consumers.
These power grids consist of four major domains: generation, transmission, distribution,
and consumption. In this configuration, information and communication technology (ICT) and
intelligence (cognitive) features, if any, are usually found within the high-voltage domain [1,2].
It was argued in [3] that existing grids could be considered as a mere power transportation from
a few central power plants to numerous consumers. These grids are prone to power disturbances
and unplanned outages, electricity theft, as well as inaccurate electricity metering and billing [4].
These shortcomings stem from the obsolete communication infrastructure and outdated technologies

Energies 2020, 13, 3245; doi:10.3390/en13123245 www.mdpi.com/journal/energies

http://www.mdpi.com/journal/energies
http://www.mdpi.com
https://orcid.org/0000-0002-4294-1605
https://orcid.org/0000-0002-6941-934X
https://orcid.org/0000-0002-9178-2700
http://dx.doi.org/10.3390/en13123245
http://www.mdpi.com/journal/energies
https://www.mdpi.com/1996-1073/13/12/3245?type=check_update&version=2


Energies 2020, 13, 3245 2 of 20

continuing to be relied upon to carry out the primary function of power grids [5]. Furthermore,
the existing or traditional power grids are known for their characteristic feature of a one-way flow
of information and electricity [6–8]. This implies that centralized generating plants (e.g., combined
heat and power (CHP), hydro plants, etc.) can only distribute power to consumers through traditional
infrastructure [9]. Despite their shortcomings, traditional power grids have revolutionized the daily
lives of consumers since their inception. Fundamentally, the existing power grids suffer from a lack
of pervasive and effective real-time communication between consumers and utility control center
(UCC), which yields a poor quality of experience (QoE) for consumers [10]. A typical traditional
power grid is depicted in Figure 1. Among these deficiencies, one of the most significant is the
aging communication infrastructure, which comprises electromechanical metering, manual restoration,
and limited monitoring abilities [8]. In essence, traditional power grids were designed without the
consideration of 21st Century challenges [5]. To resolve the aforementioned issues, the smart grid (SG)
concept has been developed towards the realization of an effective and reliable solution. The concept
of SG has been around for several years. However, due to the evolution of advanced ICT, SGs gained
significant attention in the academia and research industry recently. In essence, SGs comprise the
incorporation of advanced ICT and functionalities intending to mitigate existing grids’ challenges [11].
ICTs are envisaged as an essential requirement for sensing, analyzing, monitoring, and integration of
core elements into the network architecture [12,13]. Hence, the design and practical implementation of
an efficient ICT infrastructure should be considered as a critical task towards the realization of SGs [2].
Prior works have therefore mainly focused on a variety of appropriate ICT architecture designs and
frameworks in order to address the unique and diverse QoS requirements for SGs [14–21].

Figure 1. Conceptual model of traditional power grids. HAN, home area network; BAN, business area
network; IAN, industrial area network.

The development and practical implementation of SGs mandate a complete redefinition of power
grids phenomenon from radial to network architecture, with the exploitation of the two-way flow of
information and electricity [22]. However, this paradigm emerges along with various challenges
that consist of distinct and stringent QoS requirements to be fulfilled, such as latency, security,
reliability, and efficiency, to mention a few [23,24]. Some of the emerging concepts associated
with SGs include distribution automation (DA), demand response (DR) [25], wide-area monitoring
systems (WAMS), demand side management (DSM) [26], and advanced metering infrastructure (AMI)
[27,28]. To support the QoS requirements, the following enabling technologies must be developed and
implemented: (1) ICTs to facilitate an open architecture for plug-and-play smart appliances, (2) two-way
communication technologies to enable interoperability among SGs components, and (3) software
and hardware interfaces to ensure greater control optimization and monitoring [29,30]. With no
strategic path developed to implement SGs yet, several works for pilot projects such as the qatar
general electricity and water corporation (KAHRAMAA)AMI pilot research project have been used
as a guideline towards the realization of SGs [31–33]. Some of the previous works proposed
the integration of various communication technologies to mitigate QoS issues in SG networks.
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Besides their demanding QoS requirements, SGs promise to transform the intelligence level for
all stakeholders at different levels. This can be achieved by the facilitation of two-way communication,
increased integration of distributed generation (DG), and storage technologies, as well as improved
interoperability among the electricity supply industry (ESI) and customers [15]. The aforementioned
benefits are thoroughly discussed in subsequent sections. With the increasing demand for wireless
applications and deployment of smart IoT devices, latency and security are among the major issues
in SGs’ communication architecture [34]. As a result, security has been one of the main focuses of
research in SGs [20]. Furthermore, wireless communication architecture based on wireless mesh
networks (WMN) was proposed in [20]. However, large-scale deployment of SG components based on
WMN may not be an efficient solution due to issues related to latency, complexity, and high power
consumption. In terms of complexity, each node in WMN is considered as a gateway. As a result,
data packets need to be transmitted through each hop to reach their destination, which results in
communication delay. Alternatively, this paper proposes a single-hop architecture based on 5G and
CRNs, with the aim to improve reliability, as well as spectrum efficiency and energy efficiency by
adopting some of the ideas presented in [35,36]. This also involves investigation on how to employ
unused spectrum bands efficiently [37,38]. In general, the main components of SGs include the
large-scale deployment of smart devices, sensors, and UCC with smart meters (SMs) serving as a
gateway [39]. In order to allow remote and advanced control services within grids, these components
are usually connected to the cloud servers via the Internet backhaul network [40]. Traditional SGs
adopt cloud services for data storage, processing, analysis, and decision-making. Since cloud servers
do not possess features such as scalability, edge analytics, real-time interactions, and service delivery,
they fail to manage the huge data volume. For instance, cloud servers are geographically distributed.
Thus, consumers and power providers may fail to access some services from the cloud. Moreover,
cloud servers are not latency-sensitive for real-time applications. This results in huge delays and
packet losses. Inherently, security and privacy are major challenges in cloud servers since they operate
on shared backgrounds (public servers) [41]. The IoT smart devices generate raw data transmitted
to UCC periodically to cloud servers. Such data may contain personal information of consumers,
which if compromised may place the safety of consumers at risk. However, with the evolution of
advanced technologies, fog computing has been identified as an effective technique to resolve the
issues in traditional cloud servers. Fog computing can be defined as an extension of cloud servers by
incorporating essential features that cloud servers do not have. This includes the ability to support
latency-sensitive and real-time communication, location awareness for IoT devices in home area
networks (HANs), analyzing data without the need to be transmitted to the cloud, and the ability
to manage a huge volume of data. This paper aims to employ the combination of fog computing
and cloud computing to address latency and security issues. Considering a large number of smart
devices and wireless applications, the deployment of ICT infrastructure is a critical design issue in
SGs. This paper also presents the review of the state-of-the-art architectures and the underlying issues
associated with the design and implementation of ICT infrastructure in the context of SGs. The key
contributions of this paper are outlined as follows:

• To provide an extensive review on the state-of-the-art architectures proposed in the literature and
to fulfill the distinct and stringent QoS requirements in SG communication systems.

• The incorporation of fog computing and cloud computing with the aim to support QoS
requirements for SG communication systems such as latency and security.

• The identification of possible communication technologies that can mitigate QoS requirement
issues such as spectrum efficiency, energy efficiency, and security as latency.

• To propose a hybrid SG communication architecture based on CRNs and 5G mobile technology,
with the aim to improve reliability and network efficiency.

The rest of this paper is organized as follows: Section 2 presents the review on the state-of-the-art
architectures from the existing works. Section 3 presents the next-generation power grids and the
active players for the realization of SGs. In Section 4, an overview of hierarchical communication layers
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for SGs is explored. Then, Section 5 presents network communication requirements and technologies,
followed by Section 6 for the proposed architecture. Finally, the paper is summarized in Section 7.

2. Related Works

The significant increase in SGs wireless applications and smart IoT devices yields rapid growth
in the vulnerability of network stability and data privacy. SGs encounter the challenge to optimize
network configuration intelligently and issue control demands autonomously without the intervention
of a third party. The authors in [42] reported a significant innovation that ICT brought into major
domains of grids. The rise in data volume becomes a challenging task for the communication
architecture to manage and process in a reliable manner. As a result, prior works have devoted
significant attention to enhancing QoS in SG networks, which entails finding the appropriate
communication technologies to mitigate latency, response time, and security issues, among others [40].
This section presents the related prior works, subdivided into two categories.

2.1. Traditional Architectures

To resolve QoS issues in SGs, prior works proposed several types of ICT architectures, each of
which had different research directions and objectives. The work in [42] was among the initial
works that surveyed energy-efficient SG communication infrastructures, with the objective of
improving energy efficiency. In [7], the authors outlined vital aspects in the deployment of SGs
including standard interoperability, SG applications, and communication technologies, both wired
and wireless. A similar study that reviewed issues related to SG communications architecture was also
presented in [29]. Furthermore, the authors in [7,43] identified issues in designing and implementing
SGs, which included: energy efficiency, the instable nature of DG, interoperability, and security.
The incorporation of DGs in SGs is one of the emerging techniques aspiring to enhance performance
in SG networks. However, the instable nature of wind and solar systems in DGs affects the overall
performance of the network, especially if mismanaged [44]. Despite their demerits, DGs mainly
contribute to enhancing the resiliency of SG networks and reducing the energy bill of customers.
Improving the reliability of DSM is among the major research focus areas in SG deployments.
An optimization problem regarding the energy storage system that analyzed the impact of battery size
and operational decisions on peak shaving technique was presented in [45]. Peak shaving involves the
flexibility of consumers in the daily operational grid, by allowing customers to purchase from and sell
electricity to the grids. This yields improved energy efficiency and stability of the power grids. With the
significant increase in wireless applications and multiple transmission points, conventional architecture
finds it difficult to manage and control data traffic in the network. To control, monitor, analyze,
and optimize the complex and dynamic SG environment, reliable and secure infrastructure is of great
importance [13]. However, several aspects of SGs need to be investigated and established towards the
design of appropriate communication infrastructure [46,47]. The authors in [43] conducted a survey
on existing technologies using the wired and wireless medium to address a variety of issues in diverse
SG environments. Furthermore, SGs are expected to employ more than one technology due to their
dynamic nature. In essence, the design and implementation of SG infrastructure is a challenging task.
To enable communication between HAN and wide area network (WAN), the AMI architecture has been
proposed [48]. In this architecture, the IEEE 802.11/IEEE 802.15.4 standards are considered to be ideal
for short- and medium-range communication (i.e., from SMs to SMs and SMs to gateways). AMI has
been identified as an initial step in the realization of SGs [49]. An indoor architecture design was
developed in [3]. In the development of their proposed architecture, three aspects were investigated:
advanced meter reading (AMR), advanced meter management, and AMI [50]. In this model, the focus
was solely placed on improving the energy efficiency and reliability, which were reported to have been
achieved. However, the communication technology employed was not mentioned. The development
of suitable architectures is mandatory as the existing technologies may not be able to fulfill the diverse
and stringent QoS requirements for SGs.
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2.2. The State-of-the-Art Architectures

The data generated in SGs require a reliable infrastructure for transmission in a secure and scalable
manner. In the case of wireless networks, connectivity and resource optimization are one of the key
factors that affect network performance [51]. In addition, the issue of packet loss due to fading channels
is inevitable in wireless networks [52]. Fourth-Generation (4G) based communication infrastructure
was proposed in [53]. The authors highlighted issues related to the adoption of 4G technology in a
diverse SG environment, taking into consideration the demanding QoS requirements. Among other
issues, the dynamic structure of 4G has been highlighted as a challenge for its adoption in ubiquitous
SG applications. With the emergence of advanced mobile technologies, 5G has been realized as an
effective technology for diverse the SG environment. In [13], a comparison between the 4G Long-Term
Evolution (LTE) and 5G technologies was conducted for power network monitoring and control,
with the aim to evaluate the performance of SG distribution networks under fault management. In [54],
the authors presented a comprehensive review on 5G and its level of support for SGs’ deployment.
However, their focus was solely placed on enhancing energy efficiency by adopting 5G. Several aspects
were highlighted in this work, which included the challenges of adopting 5G in the SG environment.
Among the challenges highlighted were standard interoperability and data congestion due to the
significant increase in the deployment of smart IoT devices. An increase in power consumption due
to smart IoT devices may be a challenging issue in their proposed architecture. To address the issue
of power consumption, CRNs were considered in [36]. In [55], a CRN communication infrastructure
was proposed. The proposed infrastructure was divided into three hierarchical layers: cognitive HAN,
neighborhood area network (NAN), and WAN. The main aim of their proposed model was to enhance
throughput and dynamic spectrum access and minimizing interference between the users. Currently,
wireless technologies are the most preferred over wired technologies in SGs, due to their robustness,
reliability, and less installation and maintenance costs, among other benefits as discussed in detail
in Section 5. With the evolution of advanced technologies, 5G is a prominent technology to mitigate
the underlying issues. In [56], the authors proposed a CRN based communication architecture to
address the traffic issue within HAN/WAN frameworks. To improve the resilience of the network and
allocation of spectrum bands, the proposed framework was developed to control data traffic between
licensed and unlicensed users. This was achieved by identifying the available spectrum, as well as
defining the state of licensed users [57]. The prior works proposed architectures based on 5G and
CRNs separately. This paper proposes an architecture based on the joint operation of 5G and CRNs in
order to improve the reliability and efficiency of networks.

3. The Next-Generation Power Grid

The next-generation power grids consist of a variety of essential components distributed in wide
geographical areas. A conceptual model of the National Institute of Standards and Technology (NIST)
is an ideal definition of SGs’ operation. This model was designed to support the network planning,
requirements, and development of ubiquitous SGs with distinct QoS requirements, as depicted in
Figure 2.

It consists of seven major domains: electricity market, network operation, service provider,
and power systems (e.g., bulk generation, transmission, distribution, and consumption). With an
exponential increase in mobile users in the next-generation power grid, spectrum and energy
efficiency are among the major challenges in the deployment of the new paradigm. In order to allow
interoperability across different domains, reliable and efficient communication technologies need to be
incorporated within the SG infrastructure, with the ability to meet the QoS requirements for each of the
stakeholders involved. To address the fundamental issue based on finding an appropriate technology
for SGs’ realization, this section presents an overview based on the communication requirements,
as well as the existing and emerging technologies. Some of the previous works in the literature
surveyed wireless and wired communication technologies with the potential to address the varying
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QoS requirements for SGs [58]. Some of the investigated technologies are presented in Section 4 of this
paper. The next subsections describe the roles of different domains for the next-generation power grid.

Figure 2. NIST conceptual model for smart grids [24].

3.1. Bulk Generation Domain

Traditionally, the power generation grid is associated with the adoption of thermal, nuclear,
and hydro plants to generate electricity. In the next-generation power grid, renewable energy sources
(RESs) promise to take over for the fossil fuels. The adoption of RESs such as wind and solar systems in
the generation grid aims to minimize the carbon footprints in terms of the environmental sustainability
index (ESI). Despite their benefits, an increase in the penetration of RESs into the generation power
grids further complicates issues due to their instable nature [59]. In order to resolve the issue of
instability, the concept of DG has been developed. DG can be defined as an integration of various power
sources and storage technologies in the vicinity of the consumer’s premises and power generation
domain. This comprises the integration of RESs with advanced communication technologies and
storage technologies such as plug-in electric vehicles (PHEV) [60]. The enhancement of energy
efficiency and reliability using these techniques will be achieved by supplying energy into the macro
grid when renewable energy production is low or simultaneously storing energy when renewable
power production is high. This technique is known as vehicle-to-grid (V2G)/grid-to-vehicle(G2V),
respectively. Previous research focused on the issue of managing the DGs as a result of instability
and variations in geographical deployments. To address the above-mentioned issues, virtual power
plants (VPPs) have been identified as a viable solution. VPP can be defined as an aggregation of DGs
into a single entity; thus improving the stability and reliability of power grids. Moreover, the issue
of dispatchability affects the stability of RESs. In [61], a criterion to address dispatchability in DGs
was proposed, where the authors also presented the analysis of RESs with the objective to enhance
energy efficiency.

3.2. Transmission Domain

The transmission grid has played an essential role in the delivery of power to consumers in an
efficient, reliable, and secure manner in the existing power grids and will continue to ensure a high
degree of continuity of power supply in future power grids [5,62]. With the significant increase of
advanced ICTs and power electronics components in SGs, an overall performance and intelligence
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feature of the transmission grid is transformed to high level. This is due to enabling technologies
such as flexible AC transmission systems (FACTS), optimized transmission dispatch, high capacity
conductors, and advanced storage systems, among others, which offer a great solution to enhance
the network capacity of the transmission grid [5]. The primary function of the transmission grid in
ESI is to maintain the quality of electricity over long distances to consumers, while also serving as
a communication bridge between remote generating plants and consumers. In order to realize the
benefits that emerge with these enabling technologies, the objectives of the transmission grid need
to align with that of SGs. However, the traditional transmission grid was not designed to cater to
some concepts that emerge with SGs’ innovation. These include ensuring interoperability between
energy markets and consumers, significant variation in the utilization of transmission, and instability
complications that arise with the penetration of RESs such as wind and solar systems [63]. In a nutshell,
the smart transmission grid aspires to enable constant reconfiguration of power generation sources
depending on power demand and availability [64].

3.3. Distribution Domain

The design of distribution systems in conventional grids is dependent on the radial design
architecture, with centralized generation, limited sensors, manual monitoring, and restoration
abilities [65]. In this sense, a low degree of the distribution network in the existing grid is transformed
into a smart distribution by facilitating sensors throughout the network. As a result, this improves
the restoration and optimization control abilities of the network in the case of unplanned outages and
scheduled interruptions. Therefore, this leads to an advanced concept of a distribution management
system, which will be achieved through a decentralized network paradigm that incorporates energy
management incentive programs to balance the load demand and supply [66]. The SGs encompass
advanced ICT infrastructure in the network, which guarantees an improved automatic restoration
and pervasive control of real-time communication in the network [67]. This leads to the fundamental
question of determining a candidate communication technology to ensure the realization of these
benefits in the future distribution network. A smart distribution network addresses some stringent
requirements such as high throughput and reliability. This offers efficient infrastructure for information
transmission, interoperability, and allowing real-time communication. Discontinuous transmission
is also identified as an essential technology to improve energy efficiency, particularly in wireless
cellular networks [68]. This is achieved by incorporating the sleep/active mode technique on particular
components embedded in the network, which further minimizes the power consumption and improves
the reliability of the grids.

3.4. Electricity Markets

The conceptual model depicted in Figure 2 above consists of actors or domains that are
distinguished according to their functions and responsibilities in an SG architecture. In this sense,
electricity markets consist of actors involved in electricity trading, providing control commands,
or incentive programs, which aim to manage and balance power demand and supply. These include
power providers, customers, traders, and aggregators [24]. The information collected from this domain
can further be used to profile customers for specific and targeted advertisements.

4. An Overview of Communication Infrastructure

A typical communication infrastructure for advanced metering is depicted in Figure 3,
which illustrates an ideal definition of the two-way flow of communication concept. This infrastructure
comprises three hierarchical communication layers: WAN, NAN, and HAN.
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Figure 3. A typical two-way communication architecture.

4.1. Wide Area Network

Conventionally, WAN comprises a backhaul network with cloud servers geographically
distributed over the network. In SGs, WANs facilitate communication between the electricity markets
and power providers. To enable communication within the diverse SG network, WAN serves as a
communication link between UCC and HAN. Furthermore, WAN links these servers to UCC to enable
communication among them. 5G can be considered as an ideal technology for WAN applications
and services. The CRNs can also be adapted to improve the spectral efficiency of the network by
dynamically accessing unused spectrum bands [69].

4.2. Neighborhood Area Network

The primary function of NAN in SGs is to serve as a communication bridge between HAN and
WAN; that is, transmission of real-time power consumption data of each smart electrical appliances
embedded in HAN. NANs interconnect HANs and also serve as the communication link between
HANs and WANs. NANs serve as an intermediary node, by transmitting SMs’ information to UCC.
The selection of communication technologies in this layer varies due to the SG applications. Hence,
both wireless and wired communication technologies are ideal solutions for NAN applications with
diverse QoS requirements. Optical fiber and 5G are considered ideal technologies for NAN applications
due to the ability to support real-time latency-sensitive applications. Furthermore, implementing
a suitable information architecture between smart meters, sensors, and utility data centers is still a
challenge. As a result, NAN gateways need to be deployed to transmit information from heterogeneous
IoT smart devices to WAN [70]. In [71], the authors reported the adoption of wireless communication
technologies as the appropriate solutions for NAN applications due to their ability to enable rapid
deployment in a cost- and energy-efficient manner.

4.3. Home Area Network

The customer’s premises area network can be categorized into three depending on the
environment: HAN, business area network (BAN), and an industrial area network (IAN) [18].
These areas can be distinguished by climate and economic conditions, among other factors. The load
demand in HAN is determined by the daily routine of the consumers integrated into the network,
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as well as the change in climate conditions. The load demand from consumers during peak hours and
winter season is expected to be higher than during sunny seasons and off-peak hours; whereas in BAN,
the load demand is determined by the economic condition and is less impacted by the change in climate
conditions. Hence, HAN serves as a communication link between smart devices and SMs. The primary
function of SMs in HAN is to collect power consumption data and monitoring the grid status in
real-time. The traditional communication architecture fails to manage the huge data volume generated
from SMs. AMI has been realized as the paradigm to support QoS requirements in HAN [72,73].
Furthermore, AMI enables two-way communication between smart devices and SMs. The DR and DSM
are among the concepts that emerge with the innovation of AMI to enhance the reliability and stability
of grids. The DR concept can be achieved by employing advanced communication technologies that
will enable electric utilities to turn on/off smart power plugs wirelessly within consumer’s households
based on the on/off-peak periods [74]. However, finding a suitable communication technology is still a
challenge. Several works have proposed power line communication (PLC) as the candidate technology,
but there is still a debate on the role of PLC in SGs. HAN applications require a coverage area ranging
up to 100 m, tolerable latency, and also support low bandwidth within the smart meters and electrical
appliances. ZigBee, Wi-Fi, HomePlug, Z-Wave, and M-Bus are identified by the Association of Home
Appliance Manufacturers (AHAM) as the best candidate technologies for HAN applications [29].

4.4. Cognitive Radio Network in SGs

Two-way communication is imposed as an essential fundamental for the realization of SGs. In this
manner, SGs comprise multiple transmission points, as well as an increase in mobile users, which leads
to data congestion and packet losses. This further minimizes the reliability and concurrently maximizes
energy consumption in the network. The demand for radio spectrum increases, leading to a scarcity
of radio resources in the wireless network. The adoption of CRNs has been realized as an effective
solution for inefficient use of the spectrum [69,75]. In the presence of CRN, the HAN gateway
enables a bi-directional flow of communication between the smart devices deployed within the
customer’s premises. Furthermore, the gateway provides an application of cognition capability
to enable SGs to adapt to changing environments [76]. For management purposes, the collected
data are further transmitted to UCC to initiate necessary commands such as dynamic incentive
programs. Concurrently, IoT smart devices within HAN allow consumers to manage their power
consumption. As a result, the cognitive radio (CR) NAN gateway reduces data traffic on the network
by detecting unused frequencies on the network. Furthermore, NAN gateways allocate IP addresses
and channels to all smart devices deployed in HAN; thus reducing data traffic on the network. In other
words, CRNs allow two radio users, i.e., primary user (PU) and secondary user (SU), to share the
same frequency band [36,57]. This is achieved by allowing the SU to utilize the licensed spectrum
opportunistically in the absence of PU. The adoption of CRN in SGs might improve the reliability of
the network and reduce data traffic by improving the utilization of unused spectrum [4]. However,
to improve data traffic between SU and PU, CRN needs to sense the state of PU before allowing SU to
utilize a certain spectrum. PU can either be in active or the idle state as defined in [77]. Prior works
have proposed unique schemes to manage and reduce communication interference between PU and
SU in CRNs [36,78].

4.5. Issues in Traditional Cloud Servers

Traditional SGs comprise cloud servers for data storage, processing, and analysis [79].
This architecture design is prone to security challenges, communication delay, and stability issues.
The main components include SMs, gateways, backhaul network, and cloud control center, as depicted
in Figure 4 with reference to [24]. SMs gather information periodically from smart IoT devices in
HAN and transmit it to the control center for further decision-making [39]. However, since SMs are
located far away from the control center, gateways are deployed to aggregate and transmit the data in
manageable sizes to the control center. In this decentralized network, distributed cloud servers form a
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multi-hop network. Therefore, during transmission of data, each packet needs to pass through multiple
hops deployed on the network before it can reach its final destination (control center), which leads to
the rise in communication delays and packet losses.

The significant increase of IoT functionalities in SGs results in a huge data volume, which also leads
to data congestion since traditional cloud servers fail to manage the huge data volume. Furthermore,
cloud based architectures operate on shared backgrounds (public) [80,81], which increases the
vulnerability and safety of consumers.

Figure 4. Traditional cloud architecture.

4.6. Fog Computing as a Solution

In 2012, Computer Information System Company (Cisco) identified the fog computing concept
as a solution to address issues in cloud computing. Fog computing is not a replacement of cloud
computing, but an extension by offering additional features to traditional SGs [82]. Additionally,
this concept is considered as an essential requirement in 5G. Fog nodes serve as the intermediary
between SGs and cloud servers [83]. To manage and analyze the large data volume, a fog computing
architecture such as illustrated in [40] is proposed in this paper. The proposed architecture comprises a
group of fog gateways that transmit raw data to the servers for further preprocessing and analytic
purposes. However, since fog servers are located close to HAN, data can be analyzed in fog servers
without the intervention of any third parties. Furthermore, fog computing manages smart devices
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as different clusters/classes based on a certain criterion to reduce data traffic. To reduce traffic in
the network, fog gateways receive merged data from their associated clusters. The distinguishing
factor between different clusters is explained in detail in Section 6 of this paper. The data are further
transmitted to cloud servers depending on their priority classes.

5. Communication Network

In SGs, communication infrastructure has become an essential element towards addressing
the requirements of power grids by incorporation of advanced ICTs and intelligence features [84].
Different communication requirements for SG networks are discussed in the sequel.

5.1. Communication Requirements

5.1.1. Latency

The information processed within SG applications and services is distinguished by its latency
sensitivity. For instance, communication delay in non-real-time communication can be tolerable,
whereas in the case of real-time communication, such as fault detection, power or service restoration,
quality monitoring, etc., the level of latency sensitivity is extremely high. In [47], latency was defined
as the time between when the state occurred and when it was acted upon by the application (delay).
However, in a diverse SG environment, the latency requirements for different applications vary.

5.1.2. Bandwidth

The variety of wireless applications and services employed in SGs consist of distinct levels
of bandwidth requirements, which range from low, medium, to high radio frequency ranges.
In small-scale SG applications such as AMI and DR, the low to medium radio frequency should
be sufficient for data delivery in the network, whereas in large-scale applications such as virtual power
plants (VPPs)and meter data management system (MDMS), medium to high radio frequencies are
required. In essence, bandwidth can be defined as a range of frequencies required for the transmission
of data for various applications.

5.1.3. Security

Security is the ability of the communication infrastructure to combat physical and cyber-security
attacks to protect the critical data gathered from various smart grid components. SG applications
and services consist of crucial information, which if accessed and/or leaked by unauthorized person,
can be utilized to break the stability of the grid and/or to access the daily routines of consumers.
Information leakage can occur during data transmission or storage [85]. Traditional power grids
utilize electromechanical meters installed on customer’s premises to measure, gather, and store
power consumption data. However, this system poses several concerns or issues to both utilities and
customers, such as the possibility of meter reading errors, i.e., the under-billing or over-billing of
customers since manpower is hired to acquire data from the consumer’s premises manually. To mitigate
security issues in SGs, HAN and SMs are deployed on the customer’s premises.

5.1.4. Reliability

Reliability can be evaluated as the probability of successfully transmitting a specified number
of bytes within a certain user-plane latency, given a certain channel quality, e.g., a few SMs,
or coverage-edge [86]. To ensure accurate continuity of communication between devices, a reliable
communication architecture is required. Reliability is considered as the basic requirement of
communication networks in SGs, which determines the availability of data transmission links [87].
In traditional power grids, the detection of power outages on time is still a challenge due to a lack of
automated analysis and few sensors deployed in the network. The concept of load-shedding has been
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another technique to improve the system reliability to an acceptable level by reducing the load when
all the available generation units are exhausted [88]. In SGs, features such as smart load control (direct
or indirect) are allowed to improve the reliability and QoS of the network.

5.2. Communication Technologies

5.2.1. Power Line Communication

In this technology, information is transmitted through existing transmission lines at a rate of
2–3 Mb/s, which results in low installation cost. PLC is suitable for HAN applications due to its
characteristic features of low data rate, low bandwidth, etc. [27]. Furthermore, it is usually applied
in remote metering and home automation applications. However, the authors in [8] reported that
the debate regarding the application of PLC in SGs is still an open issue. Signal attenuation is a
major drawback in PLC due to the operating nature of transformers [7]. As indicated in [64], some of
the challenges for PLC include the inability to transmit data over long distances and the noise level
generated by power lines. Considering the increasing amount of data that need to be transmitted over
the same medium for different applications, the massive data volume remains a challenge that may be
beyond the capacity of PLC systems.

5.2.2. Optical Fiber

Optical fiber is considered as the appropriate wired communication technology to be implemented
for various WAN applications, due to its ability to withstand the noise levels and also transmit the
information over long distances. Optical fiber can be an ideal communication technology for SG
applications such as distribution automation, DR, AMI, etc. [89]. Optical fiber provides several
benefits such as high bandwidth, immunity to radio interference, and its ability to eliminate virtually
unauthorized access of information such as eavesdropping, which inherently improves network
security. Despite its benefits, it poses some disadvantages such as high installation costs due to the
need to map them along with the existing distribution and transmission network lines, limitations
in terms of geographical areas that may be difficult to reach, and the overall time it would take for
practical implementation.

5.2.3. ZigBee

ZigBee is a wireless technology that is designed for radio frequency applications that require
a low data rate, a long battery life, and secure networking and is also based on the IEEE 802.15.4
standard [8,90]. This technology is ideal for short-range communication such as HAN applications.
SGs comprise a variety of wireless applications and IoT smart devices with distinct QoS requirements.
Considering the huge data volume generated from these components, ZigBee may not be appropriate
for latency-sensitive applications such as remote monitoring and distribution automation because
of its inability to share the same communication medium with other applications, as well as low
processing capabilities.

5.2.4. Wireless Cellular Technologies

In recent years, LTE also known as 4G technology has been making waves in the industry as the
promising technology for crucial applications such as smart homes, health care, etc. The traditional 4G
already provides enhanced mobile broadband (eMBB) for its applications. As compared to other existing
technologies, 4G is the most preferred technology in most cases due to low installation and maintenance
costs, as well as its ability to transmit large volumes of data over long distances. 4G presents some features
that were not used before in wireless and mobile technologies [53]. 4G’s benefits include deployment
flexibility, high data ratio, and efficient capacity for SG applications and services. However, security remains
a major challenge in 4G since it operates on shared backgrounds. Initially, 4G was not designed to cater to
some of the SG applications; therefore, its adoption on ubiquitous SGs becomes a challenging issue [91].



Energies 2020, 13, 3245 13 of 20

Considering the information generated by smart IoT devices and sensors, reliable technology with the
ability to ensure the privacy of such information is required. Prior works such as in [32] proposed the use
of 4G in SGs’ deployment. With the evolution of advanced ICTs, 5G has recently been gaining popularity
or preference over other wireless technologies [92]. In [35,93], the authors defined 5G as the revolutionizing
mobile communication providing a pervasive and ultra-broadband fiber-like experience for everyone
and everything to consume emerging mobile services. These services include but are not limited to
three-dimensional or ultra-high-definition video sharing, machine type communication (MTC), intelligent
transportation systems (ITS), and smart homes. The 5G framework comprises both the unlicensed and
licensed frequency bands, which can be exploited to enhance spectrum and energy efficiency [54]. A set
of techniques developed in 5G includes massive machine type communication (mMTC), ultra-reliable
and low latency communications (URLLC), and eMBB, which is currently offered in 4G [94]. Considering
that SGs consist of large-scale deployment of SMs and sensors, URLLC may be an effective service to
offer support for latency-sensitive applications in SGs. Since SGs are among the main applications of 5G,
this can be an appropriate technology for real-time latency-sensitive applications and services.

6. Proposed Cognitive ICT Infrastructure

The conceptual model is depicted in Figure 2, which adopts communication technologies belonging
to the IEEE 802.11 standard family for short-range and medium-range communication. For long-range
communication, wireless technologies such as 5G and LTE are preferred. However, existing technologies
using both the wired and wireless medium were not designed with the SG requirements taken into
consideration. SGs consist of multiple transmission points, where data are usually transmitted through
multi-hop communication. With the adoption of CRNs in our proposed model, the CR HAN gateway is
deployed as an essential segment that allows bi-directional flow of communication between the power
providers and UCC [57,95]. However, the proposed model in this paper adopts 5G for long-range
communication and then connects through the wired backhaul (e.g., fiber) to the cloud servers. As a
result, this architecture facilitates multi-hop communication for SGs [96]. To resolve the issues related
to cloud based architectures, this paper proposes a hybrid architecture based on fog computing and
cloud computing [97,98]. The proposed architecture as depicted in Figure 5 is further divided into three
hierarchical layers, namely smart IoT devices, fog layer, and cloud layer, as summarized below.

Figure 5. Smart IoT fog based architecture [99].
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6.1. Smart IoT Devices Layer

This layer consists of large-scale deployment of smart IoT devices throughout the network.
According to Cisco, the number of these devices is estimated to be around 50 billion, as reported in [97].
These devices include sensors, SMs, and mobile devices such as smart phones and tablets, to mention
a few. These devices are envisaged to connect through 5G networks, which has the capacity to enhance
network performance in terms of data rate, coverage, and energy efficiency. The data volume generated
from the large number of devices is hard to manage by traditional cloud based architectures [99]. Thus,
traditional cloud servers may not address the QoS requirements for large volumes of data in terms
of latency, data rate, and response time. Fog computing can therefore be regarded as an essential
technology to address the aforementioned issues. In the proposed architecture, smart IoT devices are
grouped into sets of clusters to manage large data volumes. In addition, each cluster is allocated to a
nearby fog node for further processing and analyses of data. Prior to clustering, fog computing utilizes
the geographical information system (GIS) employed within cloud based servers to determine the
location of HANs. The squared Euclidean distance ‖Xi−Xj‖2, where j and i denote SMs and fog nodes,
respectively, can be employed for clustering [100]. The proposed clustering aims to improve the quality
of communication and energy efficiency [101]. This technique further allows devices within clusters to
communicate among themselves or directly through the network; this is referred to as device-to-device
(D2D) or machine-to-machine (M2M) communication in the 5G context, respectively [40]. Moreover,
the D2D and M2M concepts enhance interoperability within HANs. For further information on these
communication technologies, readers can refer to [102]. The fog computing not only reduces the data
volume in the network, but also minimizes packet losses and communication delays.

6.2. Fog and Cloud Layer

In Figure 5, fog nodes serve as both the gateways and edge based servers for nearby HANs.
The fog nodes are distributed throughout the network to mitigate latency and packet losses by
allowing communication between the HANs and cloud servers through the 5G wireless network.
Due to the remote location of HANs from the cloud servers, the communication is also subject to latency
issues [40]. To address this, fog computing is adopted in the form of fog nodes distributed throughout
the network [99]. Furthermore, latency and packet losses are the most critical issues in this layer due to
the remote location of SMs from cloud servers. As devices are clustered into sets of groups, fog nodes
distinguish data packets based on their latency requirements. Latency-tolerant communication is
extracted and transmitted to the cloud servers for processing, whereas latency-sensitive communication
is processed in edge based servers. In future works, a framework can be developed to determine the
optimal number of fog nodes, ensuring that each device in the network is covered within their range.

7. Summary

The work in this paper reviewed the state-of-the-art communication architectures, with the
aim to find appropriate communication technologies for SG networks. This involved reviewing
both existing and emerging technologies on their ability to support large-scale deployment of SGs.
Furthermore, a suitable architecture was proposed based on the merits and demerits of various
communication technologies. The existing technologies using both the wired and wireless medium are
not equipped with the capabilities to support the distinct and stringent communication requirements
of SG applications. However, 5G cellular technology has been identified as an effective and flexible
technology to support SGs with high speed communication, low latency, and high reliability. To realize
the benefits of 5G in the proposed architecture, fog computing technology has been employed to
mitigate issues related to latency, security, and data congestion. Fog computing does not necessarily
replace cloud servers in this framework, but serves as an extension to provide services that cloud
servers may not provide. This therefore reduces packet losses as data can be transmitted to the nearby
fog nodes, which can analyze and process the data instead of being transmitted to remote cloud servers
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for further processing. As it is evident that there is increasing demands for the radio spectrum in
wireless communications, while the allocated spectrum is underutilized, this paper adopted CRNs with
the aim to utilize unused radio spectrum bands to mitigate the issue of the scarcity of radio resources.
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