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Abstract

:

The benefits and risks associated with Volt-Var Curve (VVC) control for management of voltages in electric feeders with distributed, roof-top photovoltaic (PV) can be defined using a stochastic hosting capacity analysis methodology. Although past work showed that a PV inverter’s reactive power can improve grid voltages for large PV installations, this study adds to the past research by evaluating the control method’s impact (both good and bad) when deployed throughout the feeder within small, distributed PV systems. The stochastic hosting capacity simulation effort iterated through hundreds of load and PV generation scenarios and various control types. The simulations also tested the impact of VVCs with tampered settings to understand the potential risks associated with a cyber-attack on all of the PV inverters scattered throughout a feeder. The simulation effort found that the VVC can have an insignificant role in managing the voltage when deployed in distributed roof-top PV inverters. This type of integration strategy will result in little to no harm when subjected to a successful cyber-attack that alters the VVC settings.
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1. Introduction


Suitable integration of photovoltaic (PV) generators within an electric feeder requires a detailed hosting capacity analysis that reviews the benefits and risks associated with voltage management. Typical feeders can handle significant swings in load distributed throughout the system. In general, the PV generation sources on the feeder cause the voltages to increase; controlling the voltage, to avoid ANSI C84.1 limits [1], typically involves conventional Load Tap Changers (LTC) and switching capacitor banks (SCB). PV inverters also provide grid services that inject or absorb reactive power based on a Volt-Var curve (VVC) to lower or raise the voltage. The VVC defines the reactive power autonomously based on the reference voltage at the point of common coupling (PCC) [2]. This type of control can improve line voltages, but may not be enough to mitigate voltage violations alone. Furthermore, adding a control mechanism with internet based communications may introduce unnecessary risks. To understand the need and the potential drawbacks of VVC control, this paper performs a stochastic hosting capacity analysis that iterates through hundreds of distributed PV integration scenarios with and without LTCs and SCB enabled and at different VVC settings.



IEEE Standard 1547 requires that PV inverters include VVC control capabilities to counter the increase in voltage caused by circuit imbalance [3,4]. The control functions result in a closer to nominal grid voltage that reduces drastic fluctuations caused by significant drops in PV power output [5]. To understand VVC control impacts, past hosting capacity simulations included VVC and Volt–Watt Curve capabilities [6]. Other investigations revealed how VVC control can increase a feeder’s PV hosting capacity [7]. However, proper integration of this emerging and autonomous control mechanism requires a detailed understanding of its role when operating in conjunction with, or instead of, other regulation systems or devices.



In most cases, feeders include the necessary components and infrastructure to avoid voltage issues caused by an increase in distributed PV generation. For instance, LTC adjusts the voltage by altering the turns ratio in transformer(s); SCBs inject reactive power to increase the voltage; VVC controls define the amount of reactive power injected or absorbed by PV inverter. In some cases, feeders may require a coordinated approach that considers both the conventional regulation and VVC capabilities [8,9,10]. This paper presents a methodology for exploring the need for VVC controls. It also reviews the additional risk associated with VVC controls when subjected to a successful breach of PV inverters during a cyber-attack event.



PV inverters, required by IEEE 1547 to have communications capabilities, are susceptible to cyber-attacks that could result in unwanted changes to the reactive power control settings [11]. Experiments examined vulnerabilities of PV inverters connected to the internet by implementing various security tests (i.e., packet replay, Man-in-the-Middle, Denial-of-Service, and others) [12]. Exploitation of the PV inverter could result in deviations from the expected reactive power output as outlined in [13]. An initial exploration study highlighted potential consequences associated with maliciously altered VVCs on the distribution and transmission system [14]. However, a more thorough review of a feeder’s response to an attack at different operating conditions and the role of other grid devices, such as LTCs, has yet to be explored. This work investigates the potential need for PV inverter VVC controls and investigates the potential impacts associated with a cyber-attack through hosting capacity simulations.



To assess the control need and cyber-attack risks, the present work performed detailed stochastic hosting capacity simulations. The simulations emulated potential distributed integration scenarios to evaluate the voltage changes caused by distributed PV systems sized to offset local energy consumption. In contrast, conventionally hosting capacity analysis identifies the point at which the integration of PV at a certain location causes performance issues [15]. The single-point simulations determine the effect of increasing system size on line loading and feeder voltage violations [16]. Ultimately, it determines when new customer interconnections will need to pay for upgrades to the distribution system [17]. The process, described by Reno et al. [18], loops through different PV sizes until a violation occurs and then moves to a new bus and repeats the process. Past work used the iterative process to evaluate the impact of reactive power control to maintain grid voltages [19]. The present work took a different approach, and did not include a single-point analysis and instead used the stochastic hosting capacity methodology to test multiple integration strategies and identified the overall need for voltage management using the interconnected PV inverter’s VVC control devices.



Early hosting capacity research developed and tested a distributed, stochastic PV integration methodology to assess the impacts on electric feeders. The investigations simulated an assortment of viable PV interconnection scenarios to study the voltage response [20,21] and its impact on faults [22] at different penetration levels. This research, conducted by Electric Power Research Institute (EPRI), led to the creation of a streamlined approach for determining optimal PV locations [23,24]. In an effort to help utilities, the EPRI created a hosting capacity tool that used hybrid approaches to assess PV integration options [25]. The hybrid methodology assessed the feeders ability to host both centralized and distributed PV systems using single-point and stochastic distributed analysis techniques [26].



Although valuable, published hosting capacity methodologies and results lack a thorough review of the potential voltage management needs associated with feeders that support different levels of small-scale roof-top systems. This paper steps beyond current research that typically sized small-scale systems based on the transformer size, by estimating the roof-top PV capacity based on the building load provided by the OpenDSS model (Section 2.2). Often, hosting capacity analysis considers the impact of PV at a single load condition (e.g., maximum load or 30% of maximum load), this paper reviews the changes in voltage at different load and PV generation amounts to provide a more complete assessment of the systems capabilities. The paper also describes the voltage response to different control scenarios, which include LTC, SCB, and VVCs embedded in PV inverters. Finally, the paper considers a cybersecurity event where the VVC control parameters are maliciously altered, which has not been considered in past hosting capacity work for distributed small scale systems.



The paper considers two feeders, modeled in OpenDSS, that include the primary and secondary lines. Simulations, that included the various control strategies, provided voltage outputs at different load and PV generation amounts. To access the impact of the controls, the paper evaluates each system in the following manner:




	
Define feeder’s voltage response at different load and PV generation amounts to review each control approaches impact.



	
Assess sample voltage profiles from the substation to a PV system, which highlights the difference in voltage on the primary and secondary lines under different operating conditions (i.e., no PV systems, with PV systems, and PV systems with the VVC turned on).



	
Perform a statistical evaluation, using boxplots, of the feeder voltages when subjected to potential daily operations using different voltage management methods.



	
Compare the distributed, roof-top PV integration strategy with a different strategy (i.e., large scale systems installed at a single point) to review the potential differences.









2. Methodology


Determination of a feeder’s control needs and the potential risks associated with VVC controls involved a three step process depicted in Figure 1. The first step, labeled as the initial setup, established specific voltage control methods (Section 2.1) and PV integration strategies (Section 2.2). The simulation stage used the control methods and PV integration scenarios to run a stochastic hosting capacity analysis. The analysis subjected OpenDSS feeder models, described in Section 2.3.1, to various levels of load and PV generation (Section 2.3.2) throughout 100 different iterations. The end result estimated the impact of the voltage control types (Section 3.1) and approximated the consequences of malicious modifications to the VVC settings (Section 3.2).



2.1. Voltage Controls


Maintaining proper voltage on the feeder’s lines may require intervention to avoid ANSI violations. Often, utilities use LTCs and SCB to regulate the voltage. PV inverters offer an alternative method for controlling voltage by injecting or absorbing reactive power depending on the reference voltage. This experiment implemented the three control types and reviewed the impact of each on the feeder’s performance when subjected to various levels of distributed, small-scale PV. The effort focused on the PV inverter’s VVC ability to regulate voltage by-itself and in conjunction with the LTC and SCB voltage regulation mechanisms.



2.1.1. Voltage Control Strategies


The simulation effort implemented four control strategies to highlight the impact of each at different operating conditions. The strategies included:




	
No Control—Simulations with the LTCs, SCBs, and PV inverter VVC functions disabled.



	
Regulators Only—Simulations that had none of the PV inverters VVCs providing reactive power support, but the LTCs and SCB could operate and potentially alter the feeder’s voltage.



	
PV Inverter VVC Only—Simulations where each of the PV inverters absorbed or injected reactive power and none of the LTCs or SCB provided support.



	
Regulators plus PV Inverter VVC—Simulations that enabled all of the control functions (LTCs, SCBs, and PV inverter VVCs).








The results from each approach described the overall systems response to a large range of distributed, small-scale PV system integration types and load amounts. A review of the different control impacts highlighted the need for small-scale PV inverter’s to have their VVC functions enabled. The simulations also tested modified VVC settings to define the potential risk associated with a cyber-attack. The initial hypothesis expected the feeders and their existing control functions to support the integration of large amounts of distributed PV. To confirm this prediction, normal and maliciously modified VVCs were deployed within each PV inverter and ran alongside other control strategies or by itself.




2.1.2. Volt-Var Curve Control Parameter Settings


The simulations that used VVC control included two different curve settings, depicted in Figure 2. The curves represented both normal and malicious settings. The normal settings matched with typical operations, where the PV inverter intended to absorb reactive power when the nearby voltage was above 1.02 pu. The modified settings represented situations where the PV inverters were improperly programmed to injected reactive power at high voltage. This altered setting could be disallowed in future software implementations as described by Johnson et al. [14], but as of today the capability exists.



Each of the control scenarios (i.e., normal or malicious), shown in Figure 2, include a pre-set configuration that had reactive power (Q) priority and defined the Q from a corresponding voltage (V). All of the curves had the same settings for voltages below 1.02 pu. The dead band, where the reactive power equalled zero, extended between 0.98 and 1.02 pu. Below 0.98 pu, it extended up to a reactive power percentage of 44%. The normal VVC had negative reactive power percentages above 1.02 pu; the VVC reached a low of −44% at 1.05 pu. The malicious VVC had a positive reactive power that reached a high of 99% at 1.05 pu.





2.2. PV Integration Strategy


The hosting capacity analysis evaluated the impact of distributed PV systems, often installed on building roof-tops, on a feeder’s voltage. Implementation of the distributed integration strategy in the simulation environment involved the random placement of the PV systems at different penetration levels. The PV systems were each connected to the same phase as the load. In cases where the load had a three phase connection, the PV system was divided across the three phases. In addition, the size of each PV plant depended on the nearby load’s annual energy consumption.



The size of distributed PV systems installed on building roof-tops or parking lots often depend on the annual energy consumption of the building. Therefore, the current work sized the simulated PV systems based on each loads projected energy use. However, the OpenDSS models only provided the maximum load of the building. To estimate the potential energy consumption, this work considered residential and commercial building model outputs and an associated PV system designed to offset the loads energy use. A peak power ratio, estimated by comparing the building and PV models, was multiplied by each OpenDSS model load value to determine each PV systems’ capacity.



The determination of a PV power peak ratio involved the comparison of the typical annual power outputs for residential and commercial buildings with a corresponding PV system. Building loads profiles, provided by the Department of Energy Office of Energy (DOE) Efficiency and Renewable Energy (EERE) [27], shown in Figure 3 represented residential and commercial buildings located in Albuquerque, New Mexico. The PV generation estimates came from the PVWatts [28] model available in Python’s PVLIB package [29]. The rated capacity of the PV system was modulated until the annual energy equalled that of the corresponding building model using the TMY3 Albuquerque data. Then, the peak load and maximum PV generation over the entire year for each case were discovered as depicted with the orange and blue stars in Figure 3a,b. The ratio between the maximum load and PV generation for the residential and commercial cases each equaled about 1.35. Therefore, 1.35 was used to determine the PV output for each system in the model by multiplying it times the maximum load provided by the OpenDSS model load file.




2.3. Grid Simulations


The grid simulations iterated through hundreds of input conditions and output the respective voltage response for each feeder. This paper reviewed the performance of two feeders subjected to a similar range of load and PV generation conditions. Each feeder had different characteristics that could potentially result in varied voltage outputs. The feeders used in this work, included the EPRI K1 feeder, and a representation of an actual system labeled as the Unnamed feeder in this paper.



2.3.1. Feeder Model


The two feeder models, described in Table 1, had different system sizes and configurations, which were anticipated to produce varied voltage response results. Each of the feeder models included both the primary and secondary systems. The K1 feeder, provided by EPRI, had a rated voltage of 12 kV (Figure 4a). It had a total length of about 7 kilometers (km) that connected 321 loads to the substation. The primary system’s voltage was 7.2 kV and dropped to 0.24 kV on the secondary lines. The maximum load for the entire circuit reached 4.8 MW. The system included two devices meant to regulate voltage; it had one LTC regulator and a single 300 kVar SCB. The second feeder had a smaller number of loads, but a higher overall power demand compared to the K1 feeder.



The Unnamed feeder, shown in Figure 4b, represented an actual system. The system supported 39 loads (maximum demand of about 7.9 MW) located at a maximum distance of 4.6 km from the substation. The substation, indicated by the diamond shape in Figure 4b, had a rated voltage of 12 kV and included two LTC regulators. The primary system supplied power at 7.6 kV, which dropped to 0.24 kV and 0.277 kV on the secondary system. Quiroz et al. used the same OpenDSS feeder model to test VVC control strategies that countered the impact of two large PV systems [30]. The model was also used in a cyber-attack consequence tests [14], which described the impact of a potential attack on the VVC at a given integration scenario.




2.3.2. Stochastic Hosting Capacity


The hosting capacity analysis iterated through hundreds of different load and PV generation conditions, and control strategies to understand each feeder’s voltage response. The iterations varied the model inputs by altering the amount of load; each simulation included a different number of PV systems connected to the feeder; the different simulations arbitrarily selected the location for each PV system. The simulations varied the loads between 30% and 120% of the maximum, OpenDSS defined value. The number of PV systems ranged between 10% and 50% of the number of loads in the feeder. The location of each PV system was selected by randomly choosing a subset of the load names at each simulation iteration. To understand the outputs, the voltages were plotted with respect to the relative difference between the load and PV generation power values.



The stochastic hosting capacity results produced the average minimum and maximum, and the mean voltage values for a range of PV generation and load demand scenarios. To appropriately review the voltage results for the different scenarios, the evaluation compared the voltage outputs with the relative difference between the load (  P  L o a d   ) and the PV generation (  P  P V   ) as described in Equation (1):


  Relative  Difference =    P  L o a d   −  P  P V     P  L o a d     



(1)







The relative difference accounted for the deviation in load and PV generation at different scales and provided a single reference point to compare with the feeder’s voltage response. The following example highlights this need. The K1 feeder simulation produced a maximum voltage of 1.028 pu when the load equaled 3.808 MW and the PV generation reached 1.907 MW at a relative difference of −0.99. At a similar absolute difference, where the load and PV generation totaled 6.425 MW and 4.483 MW, respectively, the maximum voltage dropped to 1.026 pu and the relative difference equaled −0.43.






3. Results


Unlike past hosting capacity work, the present work describes each feeders voltage management needs when subjected to the integration of small-scale systems at different load and PV generation operating conditions. Detailed stochastic hosting capacity iterations provided a complete review of the systems’ voltage response under normal conditions and during cyber-attack events. This work also provided examples of how the small-scale PV systems changed the voltage by examining primary and secondary voltage profiles.



3.1. Photovoltaic Integration Impact and Control Need


Identification of the control requirements for feeders with distributed PV on building roof-tops included a stochastic hosting capacity assessment (Section 3.1.1). The analysis also reviewed, in Section 3.1.2, the primary and secondary system voltage profiles to highlight the small changes in voltage due to the addition of PV and the reactive power absorption defined by the VVC of the PV inverter. In addition, each of the the feeder’s performance over a potential day was assessed in Section 3.1.3 to provide a sense of actual operations under different operating conditions at a set integration strategy.



3.1.1. Stochastic Hosting Capacity


The stochastic hosting capacity analysis that iterated through hundreds of random PV integration scenarios at different load cases found that the distributed PV scenario had limited impact on the feeder’s voltage performance. Figure 5 provides an overview of the simulation results by plotting the range (minimum and maximum) and the average of line voltages versus the relative difference for all of the control scenarios. The two columns, in Figure 5, correspond with each of the feeders, and the rows compare simulations that used conventional regulation, VVC control only, and VVC control with conventional regulation with the no control baseline.



The two feeders did not show a significant change in the uncontrolled voltage as the relative difference between the overall load and PV generation decreased. The uncontrolled profiles, shown at the top of Figure 5, had a slope close to 0 when the relative difference was between 0 and 1. Below 0, the profiles followed a slightly upward trend. However, at no point did the uncontrolled voltage exceed the ANSI defined thresholds of 1.05 pu and 0.95 pu. Although unnecessary for avoiding voltage violations, the conventional regulation devices did provide a slight reduction in the maximum voltage.



The conventional regulators caused the voltage to decrease slightly from the baseline case in each of the feeders, as shown at the top of Figure 5. The EPRI K1 feeder used the regulation devices to reduce the voltages on the feeder when the relative difference dropped below 0.25. The Unnamed feeder did not require regulation until the relative difference decreased below −0.75. The results show that the feeders did not require the PV inverters’ VVC control mechanisms to maintain an acceptable voltage.



The iterative simulations that included the VVC control capability did not modify the line voltages (both primary and secondary) by a noticeable amount on average. This is evident in the middle plots of Figure 5. The two feeders voltage profiles for the no control baseline and the simulations with VVC enabled resemble each other very well. The bottom plots in Figure 5 show the voltage response of each feeder when regulation and regulation with VVC were implemented. The plots almost resemble each other exactly. This indicated that the regulation devices provide sufficient support and the VVC did not play a role in managing the feeders voltage. To explore the PV inverters’ VVC impact further, the next section describes example voltage profiles that highlight the extent of the voltage change caused by adding PV generation; the profiles also describe the extent that the VVC defined reactive power from the PV inverters impacts the local voltage.




3.1.2. Voltage Profile Example


To explore the impact that the roof-top PV systems have on each feeder further, the assessment reviewed example voltage profiles when the relative difference was around 0. Voltage profiles that describe the voltage at each bus with respect to the distance from the substation provided a means to compare three cases: (1) no PV systems, (2) PV system with no VVC control, and (3) PV systems with VVC control. To highlight the change in performance for the three cases, a profile of a single path for each of the feeders were analyzed and shown in Figure 6 and Figure 7. The subplots Figure 6a and Figure 7a describe the particular paths for the respective profiles in red. The voltage profiles, shown in subplots Figure 6b and Figure 7b, describe the voltage on the primary and secondary lines. The plots provide a zoomed in window to show the slight difference between the three cases on the secondary lines.



The K1 feeder example profile showed the voltage drop from the substation to a PV system that was about 7 km away from the substation with conventional regulators turned off. In this scenario, where the relative difference was equal to 0.082 the total demand equaled 3815 kW and the overall PV generation reached 3504 kW. The maximum and minimum voltages on the feeder remained the same, at 1.027 pu and 0.984 pu, respectively, for the no PV, PV, and PV with VVC cases. In this case, PV inverters throughout the feeder only absorbed about 1.45 kVar.



The primary system profile for the path in the K1 feeder shown in Figure 6a indicated a gradual drop in voltage for each of the three cases (No PV, PV, and PV with VVC) that plotted almost directly on top of one another (Figure 6b). The secondary system buses, at the end of the line, had a significant drop in voltage. This drop in voltage was expected because of the transformer in-between the primary and secondary systems. The difference between the three cases was very small as shown in extra zoomed in portion of Figure 6b. The simulation with PV did result in a slight increase in voltage. The increase, shown here, did not extend past the dead-band threshold (1.02 pu) of the VVC, which did not cause the PV inverter to absorb reactive power. Therefore, the PV system with VVC capabilities had the same voltage profile as the one that did not include VVC control.



The Unnamed feeder also showed a drop in voltage from the substation to a particular PV system at the edge of the circuit that was about 5 km away from the substation. The voltage profile (Figure 7b) describes the systems response without conventional regulation along the path shown in Figure 7a when the feeder demanded 6387 kW and PV systems generated 6327 kW. Under these conditions the relative difference equaled 0.009 and the maximum and minimum voltages on the feeder for the three cases (No PV, PV, and PV with VVC) were 1.027 pu and 0.966 pu respectively. The feeder minimum voltage dropped below the VVC threshold of 0.98 pu and therefore many of the PV inverters injected reactive power. The PV inverter at the end of the path shown in Figure 7a had a voltage below 0.98 pu without PV and increased only slightly after a PV system was added as shown in Figure 7b. The primary system voltages under the three cases had very similar results. The voltages on the secondary system experienced an increase that brought it closer to the nominal voltage when the PV system was added. The PV system with the VVC control attempted to raise the voltage further, but the low amount of reactive power on the secondary lines resulted in an insignificant change.




3.1.3. Statistical Assessment for Realistic Operations


The snapshot simulations corroborated the stochastic hosting capacity results and found that the integration of PV in a distributed manner did not cause voltage to increase beyond what the conventional regulators could mitigate. The simulation effort subjected the feeders to three similar demand and PV generation conditions as defined by the graph at the bottom of Figure 8. Throughout the day, the simulations held the locations of the PV inverters constant (at 60% of the feeder loads) and altered the amount of solar irradiance. The graph portrays the load and PV in per unit (pu) values, which translates to different power quantities in each feeder. Box plots describe the voltage response for each feeder with various types of control enabled at 9:30 a.m., 12:30 p.m., and 3:30 p.m.



The EPRI K1 and Unnamed feeder simulations produced similar results and did not exhibit voltage issues. For instance at 12:30 p.m., when the PV generation (3.2 MW and 5.7 MW for the EPRI K1 and Unnamed, respectively) exceeded the total load (2.1 MW and 3.0 MW for the EPRI K1 and Unnamed, respectively), both the EPRI K1 and Unnamed feeder did not exceed 1.05 pu in the no regulation case. Any changes in the voltage response due to VVC control could not be observed visually in the box plots for either of the feeders. At 3:30 p.m., the PV generation fell to a very low value while the load increased to its maximum and caused the Unnamed feeder to not need voltage regulators. These results highlight the limited impact that VVC control has on the feeders operations with small PV systems dispersed throughout.





3.2. Cyber-Attack Consequences


Assessment of the cyber-attack risk for VVC control settings found that modifications to the curve’s characteristics did not create a significant shift in voltage. The stochastic hosting capacity results for each of the feeders, shown in Figure 9, indicated that an unnecessary injection of reactive power was minimal and did not alter the system’s voltage. At a relative difference greater than 0, the VVC control did not attempt to inject any reactive power. The EPRI K1 feeder experienced some reactive power injection on the secondary lines from the PV inverters at low relative difference, but was not enough to cause any change in the maximum feeder voltage.





4. Discussion


The simulations found that PV intent on countering the local building’s energy does not have a significant influence on the overall systems voltage. As a result, VVC control embedded inside PV inverters had an insignificant role in voltage management. Also, a wide spread attack on each PV inverters’ VVC settings interconnected to either of the two feeders will most likely not cause a significant problem, especially when regulators are enabled. However, the experiment did not consider the VVC overall impact on the system’s conventional control functions.



The methodology used in this paper focused on the voltage response at different load and PV generation conditions and did not consider VVC control’s long-term impact on LTC’s performance. Enabling VVC controls in PV inverters could potentially ease the voltage management burden on the LTCs by reducing the number of tap changes and thus extend the life of the device. The methodology used in this work could be expanded to include a review of LTC operations. For example, the OpenDSS simulation outputs could include the number of tap changes performed under each operating condition and control type—or, to investigate other PV integration types, the methodology could be expanded to consider the impact of large-scale PV systems.



Large PV systems, installed at one or more locations on the feeder’s primary lines, will have a more significant impact in comparison to smaller systems distributed throughout the secondary lines. For instance, as Quiroz et al. showed in [30], two 750 kW systems connected to the Unnamed feeder can cause the voltage to respond significantly and the VVC reactive power control can help manage the voltage.



For example, Figure 10c shows the path from the substation to the two PV systems installed at the same locations as the experiment documented by Quiroz et al. [30]. Using the same PV system sizes and reducing the loads to 20% of their maximum value, this paper describes the impact of PV with and without conventional regulation. The initial simulation found that along the defined path (Figure 10c) the voltage profile followed a downward trajectory when no PV was added to the system that reached a low of about 1.028 pu and 1.041 pu for the simulations without and with regulation respectively (Figure 10a,b). When operating with the PV systems at full capacity (1500 kW) the voltage along the path initially decreased until about 2.75 km and then increased to a maximum of 1.051 pu in the no regulation case (Figure 10a) and 1.039 pu with regulation enabled (Figure 10b). The VVC provided some voltage support that reduced the maximum voltage in the no regulation case to 1.043 pu by absorbing 264 kVar and 1.034 pu without regulators by absorbing 455 kVar.



The stochastic hosting capacity analysis, depicted in Figure 1, can be used to assess the integration of large-scale PV systems at different locations on a feeder. The assessment of large-scale systems could include a similar setup with the same type of control mechanism and parameters. However, the PV integration strategy definition would be different and instead include pre-determined locations and PV sizes that do not correspond with nearby loads. The grid simulation stage would be very similar and would include iterations where the PV locations and quantities change, while the load amounts also fluctuate. In the end, similar results could be produced and processed to estimate the control need and approximate the attack consequences.




5. Conclusions


The analysis presented here quantified the impact of small-scale PV generators dispersed throughout two feeders. The experiment included two key findings:




	
The maximum voltage on the two feeders rose only slightly as the relative difference decreased.



	
VVC control did not play a role in managing the voltage for the two feeders.








These results confirmed our hypothesis that the small-scale systems installed on the secondary system of the feeders would have little to no impact on the overall voltage. This was quantified using the stochastic hosting capacity analysis. A similar approach can be used in future work to explore the integration of single or multiple large PV plants sized independently of the nearby building loads.
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Figure 1. The experiment included three key stages: (1) setup the simulation inputs, (2) simulations, and (3) compilation of results. The setup stage involved the definition of voltage control and photovoltaic integration strategies. The simulation effort ran OpenDSS in an iterative process that updated photovoltaic and load quantities, and randomly changed the location of the distributed photovoltaic systems. Compilation of the model results determined the control needs and approximated the cyber-attack consequences. 
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Figure 2. All of the distributed PV inverters used the normal and malicious VVC to emulate good and bad behavior. The normal VVCs defined a negative reactive power when the voltage exceeded 1.02 pu, while the malicious curves dictated a positive reactive power. 
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Figure 3. The residential and commercial building’s photovoltaic (PV) systems each generated a maximum amount of power that was larger than the load. The PV systems were sized to offset the annual energy consumption and therefore did not match the load on a daily basis. For each building type, the maximum generated PV power exceeded the largest load demand by a factor of 135%. (a) Residential building’s estimated load reached a maximum in July (blue star) and the PV generation largest value occurred in April (orange star). (b) The commercial building’s maximum daily load occurred in Febuary (blue star) and the highest power generation of the PV happened in April (orange star). 
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Figure 4. The two feeders used in this work included the EPRI K1, and an Unnamed feeder. The EPRI K1 feeder provided power to 321 loads and included one LTC and one SCB. The Unnamed feeder connected 39 loads to the substation and had two LTCs. (a) EPRI K1 Feeder; (b) Unnamed Feeder. 
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Figure 5. The voltage response of the EPRI K1 (a) and the Unnamed feeder (b) showed that the distributed, roof-top systems had very little impact on the systems overall voltage. Furthermore, the observed voltage increases were mitigated using the conventional regulation devices. The Volt-Var Curve reactive power control in each of the PV inverters did not provide any voltage support. 
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Figure 6. The voltage profile from the substation to a single phase PV system at the edge of the K1 feeder. The PV generation on the secondary system caused a very small increase in voltage and an even smaller change in voltage when the VVC was enabled. (a) feeder map and path for voltage profile; (b) the voltage profile for primary and secondary lines with and without PV and with Volt-Var Curve control. 
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Figure 7. The Unnamed feeder’s voltage profile showed a significant drop from the substation to the PV system at the edge of the grid. The additional PV system caused a slight increase in voltage to occur that was only mitigated slightly by VVC controls. (a) feeder map and path for voltage profile; (b) the voltage profile for primary and secondary lines with and without PV and with Volt-Var Curve control. 
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Figure 8. Box plots show each feeders’ overall voltage response to the corresponding load and distributed photovoltaic (PV) generation given in a per unit (pu) value. The EPRI K1 and Unnamed feeders’ voltage remained relatively constant throughout the day and resided closer to nominal with the help of conventional regulators. 
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Figure 9. Implementation of the malicious Volt-Var Curves (VVC) that stipulate the injection of reactive power at high voltage, did not result in any voltage issues. (a) EPRI K1 Feeder; (b) Unnamed Feeder. 
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Figure 10. Two large systems located at the end of the path described in (c) caused the voltage to increase. Enabling the Volt-Var curve capabilities in each of the PV systems and using the conventional regulators provided voltage support that avoided a voltage violation. (a) Voltage Profile w/out Regulation; (b) Voltage Profile w/Regulation; (c) Voltage Profile Path. 






Figure 10. Two large systems located at the end of the path described in (c) caused the voltage to increase. Enabling the Volt-Var curve capabilities in each of the PV systems and using the conventional regulators provided voltage support that avoided a voltage violation. (a) Voltage Profile w/out Regulation; (b) Voltage Profile w/Regulation; (c) Voltage Profile Path.



[image: Energies 13 04303 g010]







[image: Table] 





Table 1. Feeder characteristics.
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	Feeder
	Voltage Rating (kV)
	Length (km)
	Max. Load Demand (MW)
	Number of Loads
	Voltage Regulation Device





	EPRI K1
	12
	7
	4.8
	321
	Capcitor



	Unnamed
	12
	4.6
	7.9
	39
	Load Tap Changer, Capacitor
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