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Abstract: In order to ensure the information security, most of the important information including
the data of advanced metering infrastructure (AMI) in the energy internet is currently transmitted
and exchanged through the intranet or the carrier communication. The former increases the cost
of network construction, and the latter is susceptible to interference and attacks in the process of
information dissemination. The blockchain is an emerging decentralized architecture and distributed
computing paradigm. Under the premise that these nodes do not need mutual trust, the blockchain
can implement trusted peer-to-peer communication for protecting the important information by
adopting distributed consensus mechanisms, encryption algorithms, point-to-point transmission
and smart contracts. In response to the above issues, this paper firstly analyzes the information
security problems existing in the energy internet from the four perspectives of system control layer,
device access, market transaction and user privacy. Then blockchain technology is introduced, and its
working principles and technical characteristics are analyzed. Based on the technical characteristics,
we propose the multilevel and multichain information transmission model for the weak centralization
of scheduling and the decentralization of transaction. Furthermore, we discuss that the information
transmission model helps solve some of the information security issues from the four perspectives of
system control, device access, market transaction and user privacy. Application examples are used to
illustrate the technical features that benefited from the blockchain for the information security of the
energy internet.

Keywords: blockchain; energy internet; information security

1. Introduction

The energy internet is used mainly to realize the optimal allocation of resources across regions,
the integrated utilization of multienergy and the optimized operation of multienergy systems [1-3].
It not only includes electricity, gas, heat, cold and other multienergy physical systems, but also includes
a new type of information communication system represented by the secondary system of the smart
grid. The information security crisis is hidden behind the rapid development of the energy internet [4].
In 2010, the first computer virus Stuxnet for industrial control systems was discovered [5,6]. Stuxnet
first penetrated the computer network through an infected USB and other devices. Therefore, even
an intranet that is isolated from the external network can be attacked by Stuxnet [7]. It has been
reported that more than one-fifth of Iran’s nuclear power plant centrifuges were damaged by Stuxnet.
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In addition to Stuxnet, the United States and other countries have repeatedly found examples of hacking
in industrial systems, including the power system [8-10]. These have highlighted the vulnerability of
information security. With equipment informatization and the wide application of information and
communication technology, security considerations and protection of the energy system should be
expanded from the physical level to the informational level.

The emerging blockchain technology originated in the financial sector and has shown remarkable
development in the financial field, which enables participator to trade with others and maintain a
consistent and temper-proof ledger without a centralized bank [11,12]. The core advantage of the
blockchain is the non-tampering, point-to-point transitivity, distributed storage and privacy protection.
These characteristics ensure that different subjects can trust each other, which greatly reduces the cost
of reshaping or maintaining trust, so that the blockchain technology can be further developed in other
tields besides content delivery [13], key management [14], and decentralized storage [15,16]. Regarding
the application of blockchain in energy internet, some domestic and foreign scholars have carried out
some researches. In [17], the application scenarios and business models of the blockchain technology
are introduced for energy generation, transmission, distribution and storage. In [18], a new hybrid
blockchain storage mode is proposed to improve the overall efficiency of internet running, achieve
a decentralized supervision, and provide a credible, safe and efficient performance of the energy
internet in the storage of massive data. In [19], blockchain technology is utilized to realize a security
check and congestion management for transactions verified by the central institution. In [20], the role
of blockchain technology in different parts of the energy internet is expounded, such as in energy
metrology certification, energy market transaction and energy finance. In [21], the decentralized energy
trading system using blockchain technology was implemented. The result demonstrates this energy
trading system using blockchain technology can be resistant to significant known attacks and keep
financial profiles secure and private. In [22], a blockchain-based energy trading platform is proposed
for electric vehicles in smart campus parking lots. Therefore, it is feasible to introduce blockchain
technology into the energy internet.

Although blockchain technology has been applied in energy internet from the above articles,
it has not been explored in information security. The blockchain can be a promising technique to
help cope with the information security problems in energy internet because of characteristics such
as non-tampering, point-to-point transitivity, distributed storage and privacy protection. In [23],
the smart grid data storage alliance chain system is constructed through the alliance blockchain
technology for collectively maintaining a secure and reliable data storage database in a decentralized
way to prevent single point failure caused by malicious attacks and deliberate data tampering. In [24],
the blockchain-based supply-demand interaction system architecture is designed for realizing the
non-tamperable modification of the information generated by supply-demand interaction to prevent
single point failure.

In this article, the application of blockchain in the energy internet is investigated from the
perspective of multidimensional information security. The information security requirements existing
in the energy internet is analyzed from the four perspectives of system control layer, device access,
market transaction and user privacy. Then blockchain technology is introduced, and its working
principles and technical characteristics are analyzed. Considering the large number of demand response
resources, wide distribution and difficulty in direct control, we propose the multilevel and multichain
information transmission model based on the blockchain for the weak centralization of scheduling
and the decentralization of transaction. According to the functional requirements, the importance
of the data, the computational power and the control area, the nodes based on the blockchain in the
energy internet are divided into several types. Then the operational process of the proposed model is
analyzed. Furthermore, we discuss how the proposed model can play the role of information protection
in system control, device access, market transaction and user privacy. The superiority of the blockchain
is discussed by comparing with other information defense technologies. Finally, the feasibility of using
the blockchain for improving information security is analyzed by combining existing practical projects.
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2. Demand Analysis of Information Security in Energy Internet

Energy internet is mainly composed of the physical system and information system shown in
Figure 1, according to the difference in function [25]. The information system realizes the currency
of the information among energy subnets, the energy interface, energy switches and energy routers.
All running operations require accurate and timely information for technical support, including state
estimation, fault handling, fault detection, operation optimization, optimal scheduling, load transfer,
etc. The information systems require far more security than physical systems. Once a fault of the
information system occurs, it would affect the operation of the entire multienergy system instead of
the single one. This section analyzed the information security requirements of the energy system
from four aspects: system operation layer, equipment access layer, market transactions layer and user
privacy layer.
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Figure 1. The partitioning-hierarchical architecture of the energy internet.
2.1. Information Security Requirements of the System Operation Layer

With the massive access of distributed devices, the energy-optimized scheduling must be
developed toward being distributed. Figure 1 shows an energy internet with partitioning-distributed
architecture including physical systems and information systems. The distributed control in this
structure decomposes the set global optimization goals into several independent local optimization
goals, which are computed in parallel on several nodes that can communicate with each other, such
as the energy router in this architecture. These nodes are actually the regional control centers or the
dispatching centers for each subsystem. Each node is only responsible for optimizing the local device
and making adjustments based on the interaction information of adjacent nodes. This information does
not necessarily come from its own system, but may also come from other energy systems. This control
mode, such as the Alternating Direction Method of Multipliers (ADMM), is largely dependent on
the information system, and only through continuous information interaction with neighboring
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nodes can it achieve the same convergence as the centralized optimization algorithm [26]. Most
distributed protection and distributed optimization are inseparable from information sharing. In [27],
the integrated protection is proposed to realize more reliable and sensitive fault detection by sharing
information and cooperation among different protection functions.

The information attacks vary in their type, form and impact, such as (1) GPS spoofing attacks [28],
(2) time synchronization attacks [29], (3) Denial-of-Service (DOS) attacks [30] and False Data Injection
(FDI) attacks [31]. The FDI attack is the more common information attack. If the attacker successfully
launches an attack by manipulating or injecting false data either in the measurements or the control
signals to the energy internet, it may lead to the wrong decision of the control center and eventually
cause the chain failure. Countermeasures against FDI attacks are classified in the literature into
protection-based methods [32] and detection-based methods [33]. However, when FDI attacks closely
imitating the normal distribution of the measurements, these methods have the incapability of detecting
the attacks [34]. Meanwhile the data mining technology is used to identify and correct data that
may contain bad data or attack information [35]. However, the data mining technology is not a strict
information protection technology. The defense measures applied to the smart grid are to establish a
more targeted defense model for specific attacks, which has poor generalization ability. As soon as a
new information attack technology emerges, it needs to be upgraded [20].

2.2. Information Security Requirements of the Equipment Access Layer

The distributed equipment connected to the system is rich and diverse, including electric vehicles,
air conditioners and other smart home, as well as energy storage, power-to-gas, distributed energy
and other large equipment [36,37]. At the same time, access methods are also various, which can
be either through the industrial communication network or through open network access systems
such as the internet [38-40]. It is difficult to manage and control the information interface of access
equipment uniformly. The attacker can use the security vulnerability to obtain the identity information
of the access device, interact with other devices through forgery or counterfeit identity, and initiate a
Distributed Denial of Service (DDOS) attack [41,42], spreading illegal content [43], trace users identity
and other information attacks by listening to the information and issuing false messages to interfere
with the normal operation of the device.

2.3. Information Security Requirements of the Market Transactions Layer

With the development of energy internet, the distributed energy sources will be connected to the
power grid [44,45]. Meanwhile, information data and the information scale will increase dramatically,
the centralized decision-making method will increase the operating cost of the trading center and the
time-consuming [46,47]. If the trading center operates is attacked by an external hacker, the security of
the transaction and the privacy of the participants cannot be guaranteed [48]. Under this background,
the distributed trading model with many participants and small trading volume has gradually become
a trading trend [49]. Due to opaque information, unpublished rules and untimely subsidies during the
distributed energy transaction process, the security of the transaction cannot be guaranteed [50]. For
example, users cheat high subsidies by faking their own transactions and electricity usage data [51].
Furthermore, the distributed energy sources have small capacity and random output, so it is difficult
to be directly connected with power grid [52]. Many scholars have proposed the control concept of
virtual power plants to reduce the impact of these problems by aggregating distributed energy sources
and centrally managing them [53,54]. This process requires accurate and reliable measurement and
multilateral trust between virtual power plants and distributed energy sources. At present, due to the
lack of a credible trading platform and an open transparent information platform, it is impossible to
trade between virtual power plants or between virtual power plant and other users in a symmetrical
environment. That increases transaction costs and transaction risks. The blockchain can help cope
with the trust problem because of characteristics such as non-tampering, point-to-point transitivity,
distributed storage and privacy protection [55].
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2.4. Information Security Requirements of the User Privacy Layer

The energy consumption monitoring is an important component of energy internet [56,57].
For users, it helps to understand their own energy consumption situation, so that users can reduce
excessive energy consumption and make more efficient use of energy by making reasonable energy
use plans without affecting normal life. For the energy management department, it helps to optimize
the allocation of energy and further provides them with real and effective data to reasonably schedule
energy and reducing the energy rescheduling costs [58]. In the process of interaction, a large amount
of information such as time, location, behavior, participants and purpose will inevitably be generated,
which may contain personal sensitive information. If it cannot be effectively protected, it is easy to
be intercepted by attackers in the process of information interaction or sharing [59-61]. If personal
information is leaked, it may bring risks to personal property, life and even personal safety. If the
equipment information is abused, it may affect the normal production order and constitute a serious
security threat. Therefore, while providing users with better services, it is necessary to protect the
private data of the user.

3. Principle and Technical Characteristics of Blockchain Technology

The build process of the blockchain is simplified as shown in Figure 2 and includes three main
steps. The first block begins from the “Genesis Block” [62]. The newly generated blocks are connected
from the previous block in chronological order. The block link is accomplished via the hash value
metadata index of the father block. The blockchain users search the numerical solution that corresponds
to the specific hash value, which is called “digging mine”. When a user in the blockchain finds the
solution, the user will broadcast the value solution over the entire network, and other users in the
network will stop looking for the solution and turn to verifying the numerical solution. Once the
numerical solution is verified, the newly built blocks are added to the existing blockchain. Then,
the complete blockchain is generated.

=t
L oY
=t =t -~
of oY )
=
Step 1: Generate data blocks Step 2: Verify data block

Step 3: Generate blockchain

Figure 2. Workflow of blockchain technology.

The blockchain generally utilizes an intelligent contract to automate contract terms, a hashing
algorithm to safeguard information confidentiality, a consensus mechanism to safeguard data integrity
and an asymmetric key to safeguard data flow security. Figure 3 illustrates the security features of the
blockchain technology.
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Figure 3. Security features of the blockchain technology.

3.1. Distributed Network, Weakly Centered and High Fault Tolerance

The major drawback of a traditional centralized architecture is that third-party owners can change
data in a non-public way. The distributed architecture of the blockchain can solve the problem of
tampering with data. In the blockchain network, there is no absolute central device and management
organization, so that each device can serve as a node. Each node in the blockchain network has
the same rights and obligations. Furthermore, each node has a full backup of data, tampering with
information on any node cannot pass the consistency check of the global network. The only way to
tamper with the information is to change more than 51% of the backup data [63]. Only in this way can
the previous consistency condition be broken and a forged consistency check condition be established.
It is not possible in the energy internet due to the number of nodes. Of course, not all nodes need to
have a full backup. In addition, these nodes can also be set to nodes with different functional attributes
according to different functional requirements.

3.2. Encryption Algorithm

The encryption algorithm mainly contains three parts, including the hash algorithm, the timestamp
and the Merkle tree structure. The SHA-256 (Secure Hash Algorithm-256) hash algorithm is a one-way
cipher system that ensures that transaction information cannot be tampered. The hash algorithm
is used to encrypt the information block into an output hash that consists of a string in a one-way
irreversible manner. In addition to the SHA-256, the typical hash algorithm includes the MD5, SHA1
and SM3. Table 1 is the performance comparison of the four algorithms [64]. The advantage of
SHA-256 is still relatively obvious from Table 1. At present, the hash algorithm of Bitcoin is mainly
SHA-256. The timestamp is part of the block metadata, which naturally causes the block to include
a time attribute and proves the time validity of the data. Furthermore, each subsequent timestamp
will enhance the pre-order timestamp, so the time security of the final blockchain is further promoted.
The Merkle tree structure is used to store hash values for all transaction data and ultimately obtain
a uniform hash value. The Merkle tree is similar to a tree structure in which the branches are the
hash values of the transaction data [65]. The trunk is the hash value generated by the hash algorithm
after combining the hash values on all branches. The Merkle tree greatly reduces the amount of data
transmission and the difficulty of calculation in terms of data consistency. Once the information block
is tampered with, including arbitrary information and the timestamp, the hash value will be different
from the original and then cannot be verified by other nodes [66]. In other words, the best way to
validate the data is checking the hash value.
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Table 1. The performance comparison of the typical hash algorithms.

Hash Algorithm Security Level Calculating Speed Output Byte
MD-5 Lowest Fastest 128
SHA-1 Middle Middle 160

SHA-256 Higher Slightly slower than SHA-1 256
SM-3 Highest Slightly slower than SHA-1 256

3.3. Consensus Mechanism

The consensus mechanism of the blockchain can ensure the consistency of data in the blocks of
each node at a system with highly dispersed decision-making power. Every node in the system has
read and write permissions for the block. However, only the node that first solves this complex but is
easy to verify the mathematical problem can exercise the write permission. The mathematical problem
is to find a random number such that the double hash value of the block header is less than or equal to
a target hash value. As long as one node finds the random number, other nodes will start to verify the
random number. Once more than half of the nodes pass the verification, they will stop searching for
the random number and broadcast the random number directly. All nodes have reached consensus on
the information in this block. According to different functional requirements, the current consensus
mechanism is mainly divided into the following five categories: Proof of Work (POW) [67], Proof of
Stake (POS) [68], Delegated Proof of Stake (DPOS) and Practical Byzantine Fault Tolerance (PBFT) [69].
Energy internet has the dispatch center, so it cannot be completely decentralized. From the Table 2,
the PBFT not only have the highest efficiency and requires the lowest computational power, but also
can realize the weakly centralized. It can be seen that PBFT is more suitable for the energy internet
comparing other consensus mechanisms.

Table 2. The comparison of the typical consensus mechanisms.

Assessment Degree of Efficiency of Computational
- o Fault Tolerance
Criteria Centralization Consensus Power
POW Lowest Lowest Highest 50%
POS Lower Lower Middle 50%
DPOS Middle Middle Lower 50%
PBFT Highest Highest Lowest 33%

3.4. Intelligent Contrast

Intelligent contract refers to the program code stored in the distributed ledger, which realizes the
functions of receiving, storing and transferring information [70]. Essentially, it is the computer program
that can automatically execute the pre-set contract terms. By writing and storing the contents of the
contract in the form of code, the system will be automatically executed without the outside parties once
the conditions of the contract terms are met. Due to the decentralized nature and the cryptographic
algorithms of the blockchain, the participating parties do not have the authority to change the clauses
individually, which makes them trustful [71]. An intelligent contract greatly improves the degree of
automation and idle resources integration ability.

3.5. Privilege Management

Privilege management is implemented primarily through asymmetric keys (public key and private
key). The public key is full-net publicly visible; the private key has information owner control. In the
permission control, information is encrypted by one of the keys and must then be decrypted with
another key that matches it, which makes the information more manageable. The private key is signed
to the information. The public key validates the signature. The information is encrypted by the public
key and decrypted by the private key. These two processes achieve the effective transmission of
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information. The blockchain stores data content in the form of code and creates an algorithmic trust
between codes. In an open platform without third-party endorsement, these special characters can
guarantee information security.

4. Information Transmission Model of Energy Internet Based on Blockchain

With the wide access of distributed energy, flexible and controllable multienergy devices such
as distributed power generation, energy storage, controllable load, heat pump and power-to-gas
equipment will become important regulating equipment in the energy internet. The energy internet is
no longer a traditional single energy system. The number of distributed physical devices that need
to be coordinated is uncountable at the energy internet. Therefore, traditional top-down centralized
decision scheduling is no longer applicable, and decentralized distributed scheduling will become
the development direction of energy internet. Based on whether there is subjective initiative in the
defense strategy, the information defense strategy is classified into the proactive defense, the proactive
defense and other defense strategies. So, we mapped the distributed architecture of blockchain and
segmentation principle of the node permission to the hierarchical architecture and key nodes at energy
internet to construct a multilevel and multichain information transmission model for realizing the weak
centralization of scheduling and the decentralization of transaction. Figure 4 shows the multilevel and
multichain information transmission model of energy internet based on the blockchain.
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Figure 4. The multilevel and multichain information transmission model of energy internet based
on blockchain.

4.1. The MultiLevel and MultiChain Information Transmission Model

Blockchain technology is to achieve decentralization by saving the complete blockchain on most
nodes. Considering the different computational power of the node in the blockchain, it is not required
that all nodes can provide the same amount of computational resources. Similarly, according to the
functional requirements, the importance of the data, the computational power and the control area,
the nodes in the energy internet are divided into the following types:
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1.  The master node: It stores the entire blockchain, verifies the new blocks that are broadcasted onto
the network and ensures that information contained in blocks follow protocol rules. In addition
to including the original functionality of the blockchain node, it can be considered as an energy
trading node with the billing and settlement capabilities. Meanwhile it also can be considered as
a control center for energy dispatch in the region.

2. Thelightweight node: It only downloads block headers rather than the entire blockchain. The size
of block headers is smaller than the block body. So, the lightweight node does not require very
large storage space. It also needs to validate information authenticity by the simplified payment
verification. The information authenticity is validated by solving a mathematical problem that
is hard to solve but easy to verify. So, it does need the strong of the computational power.
The lightweight node is easy to maintain and run than the master one. Most devices in the
energy system can be considered as the lightweight node. Since they do not have the super
computational power and the large storage space and just need to follow the instructions that can
be validated by the decryption algorithm.

3. The pruned node: It only stores the latest fixed-length blockchain. In the energy internet,
the scheduler does not directly control the distributed device, but only issues scheduling
instructions to the agent. So, these agents can be a pruned node. It only needs to adjust the
controlled equipment according to the latest superior scheduling instructions and the latest
energy information of the controlled area.

The traditional centralized management will greatly increase the communication of the system
pressure considering the number of the access devices. It cannot achieve real-time transmission of
information and influence the execution of the scheduling plan. In case of communication network
failure or a malicious attack, the stable operation of the whole system will be affected. Therefore, we
divided the energy internet information system into multiple levels. The principle of hierarchical
division in the different energy system is similar. So, we only described the principle in the power
system. Firstly, the power system was divided into several levels according to the voltage level, and
then each level was further divided into several areas according to the regional and network structure.
In each area, we chose an agent that is responsible for coordinating the distributed devices within the
region. These agents can be divided according to the control scope or the control functions [72,73].
The scheduler does not directly control the distributed device, but only issues scheduling instructions
to the agent. The control center at each level is responsible for only one level of scheduling. It is natural
that the communication pressure is reduced by the hierarchical approach. Meanwhile, the upper
control center does not directly control the lower control center, but only makes a backup correction for
the instructions of the lower control center. It keeps the autonomy of subordinate control centers.

Considering the differences, like the time inertia, between the different energy systems, it is
impossible to build a unified blockchain for storing the entire information of the whole system.
An exclusive blockchain, like the blockchain of power and the blockchain of gas, is built to store its
own information of its own system. By cross-chain technology, energy trading and information fusion
are achieved among the different blockchains [74]. In the hierarchical structure of the information
transmission model, energy trading is not just initiated by the highest-level agents, and all agents can
initiate energy transactions with other agents at the same level. So, the blockchain of different layers
will be established. The different energy systems at each level will have their own blockchain. At last,
the multilevel and multichain information transmission model of energy internet is built. It is beneficial
to make the communication and negotiation between the source and the seller more convenient and
improve the transaction timeliness and demand matching.

4.2. The Operational Process of the Proposed Information Transmission Model

Based on the multilevel and multichain information transmission model proposed in this paper,
the system’s operating process is shown in Figure 5. The process can be divided into three parts shown
as follows:
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1. Collect information: All nodes with scheduling and trading functions will collect information
related to their functions. This information comes from the homologous system and heterologous
system. The information collected in the homologous system includes the lower-level energy
production plan, the higher-level energy scheduling plan, energy price, operation constrain,
the location of energy-rich supply node and so on. The information collected in the heterologous
system mainly includes the energy demand and the energy supply. When the load fluctuates
greatly, it is likely that the shortage or surplus of the energy supply at the original system will
occur, resulting in an imbalance in energy supply and demand. At this moment, on the premise of
obtaining the information of energy supply and demand of other energy systems, energy trading
can be used to alleviate the problem of the energy imbalances.

2. Energy trading: Each node firstly formulates its own energy dispatching strategy including
energy trading with other system based on the collected relevant information and broadcast
these dispatching strategies at the same level of blockchain network. The node with the “mining”
capabilities collects all reasonable response strategies and packages them into a block. If this
scheduling strategy in the block is executed directly without verifying, it is likely to cause the
system to crash. So, the miner verifies whether these response strategies of each at this stage meet the
convergence conditions before the response strategies are executed [75]. If not, the correction variables
are added to these response strategies and recompose the new response strategy. No correction
variable is added until these scheduling strategies of all nodes meet the convergence conditions.
Once these scheduling strategies meet the convergence conditions, the miner adds this block to the
local blockchain and broadcasts the latest blockchain to the whole network.

3.  Execute scheduling instruction: Each device queries the latest blockchain and obtains the
encrypted files stored in the new block. The scheduling instruction in the encrypted files is
encrypted by the recipient’s public key. The device only uses the private key to decrypt the files
for obtaining the scheduling instruction. At last, the scheduling instruction is executed by the
corresponding device.

Collect information
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Figure 5. The flowchart of the multilevel and multichain information transmission model.
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5. Application of the Information Transmission Model in the Information Security of
Energy Internet

In this section, the solutions of the blockchain technology for the information security problems in
the energy internet were discussed from the structural layer, the data layer, the value layer and the
privilege layer, as shown in Figure 6. At last, we compared the advantages and disadvantages of the
proactive defense, passive defense and blockchain in information security.
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Figure 6. Illustration on the application of blockchain technology in the energy internet.

5.1. Security from the Operational Control Layer of the Energy Internet

Figure 7 compares the information flow of the traditional centralized and blockchain architectures.
The traditional centralized architecture exists in the central server, the information gathering center and
the control center. Once the central server is abnormal, the secure operation of the information system
will weaken, even causing cascading failures of non-homogeneous energy systems. The blockchain
adopts a decentralized architecture that can solve the inherent problems.

The multilayer block network, which can be weakly centered or completely decentralized, should
be constructed considering the number of controlled devices or area control centers. Each device and
control center can act as a node in the multilayer block network. All nodes are divided into different
layers according to control area and function attribute. Peer nodes in the same layer of the block-chain
have the same rights and obligations, while these nodes can retain their own matching properties.
Each device or control center has its own private key. When these nodes broadcast their own data, they
will add a digital signature encrypted with the private key at the end of the data package. Only the
authorized node can decrypt the encrypted packet with the public key matching the private key. Since
the attacker does not have the public key, it is impossible to decrypt the data even if the packet is
intercepted. The communication between nodes adopts a mesh structure, and the transmission link is
not unique. Even if an attacker blocks some communication links between nodes, information can still
be transmitted through other paths. Furthermore, the control center of the same layer has written a
complete backup of the blockchain data. Even if some control centers of this layer are paralyzed by an
attack, they can be repaired through the database of other nodes in the same layer or other special
nodes in the upper and lower layers.
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Figure 7. Comparison on information flow and structures between the traditional centralized and
blockchain technologies.

With the help of the ADMM, it is explained how the proposed model can be applied in distributed
optimization. The ADMM is one of the methods to solve distributed optimization problems. It combines
the decomposability of dual rising method and the good convergence of multiplier method. The ADMM
has the advantages of simple form, good convergence and strong robustness. The standard form of the
ADMM is shown as follow [76]:

{ minf(x) + g(z) )

Ax+Bz=c

where f(x) and g(z) are both convex functions; x and z are the variables. A, B and c are the
known parameters.
The augmented Lagrange function is shown as follows:

Lo(x,2,A) = f(x) +g(z) + AT(Ax+Bz—c) + §||Ax+Bz—c||§ ©)

where A is the dual variable and p > 0 is the penalty coefficient.
The standard format for variable substitution in the k + 1 -th iteration is shown as follows:

Xl = argminpr(x, K, /\k)
2kl = argminsz<xk+l,z, /\k) (3)
/\k+1 _ /\k + p(Akarl 4 sz+1 —C)

The convergence conditions are shown as follows:

{ |Axk+L 4 B2+ — )|, < &4 @
T k+1 _ 7k
lpATB(Z1 = ZM)I, < &5
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where ¢1 and ¢ are the preset thresholds.

System S1 and system S2 represent the different systems of the energy system to describe this
process. In the proposed information transmission model, f (x) and g (z) can be considered as the
different objective function of system S1 and system S2. A, B and ¢ represent the collected information
described in the above subsection. x and z represent the different response strategy of the different
system. It is obvious that in this problem exists two objective functions. However, it is easy to convert
the multiple targets model into the single target model by introducing the weight coefficient. At first,
S1 and S2 make the response strategy based on the collected information, respectively. Then the miner
verifies whether these response strategies meet the convergence conditions (4). If not, S1 and S2 revise
the strategy shown in (3), which is based on the previous response strategy. Until these response
strategies meet the convergence condition meet the convergence conditions, the final scheduling policy
is determined.

5.2. Security from the information Interaction Layer of the Energy Internet

As shown in Figure 7, the data in the traditional system are aggregated into the centralized control
center and are then transmitted. While the blockchain system integrates all information into the
information block and then broadcasts and stores the information block after verification, different
nodes in the same layer save full backup files. In the traditional system, if any node or any control
center is at fault, the control area of the abnormal center will collapse. However, the blockchain system
utilizes the backup of adjacent nodes from the same layer to maintain control of the fault area, which
makes information systems more reliable and robust.

The self-description of the intelligent device is stored in the blockchain in the form of code, and the
distributed database of device attributes is built. The intelligent device is identified by the distributed
database and is connected to the energy network. The intelligent device and the control center allocate
asymmetric key pairs separately. The packets generated on the intellectual device are encrypted by the
hash algorithm and are attached with the private key signature. The control center uses the matching
public key to decrypt the packet. The decision system will automatically generate commands that
pass to the related device by similar encryption and decryption methods. In summary, the distributed
database allows efficient identification of the equipment, the hash algorithm guarantees the authenticity
of information security and the asymmetric key of the encryption and decryption methods facilitates
the precise transmission of information.

5.3. Security from the Privacy Protection Layer of the Energy Internet

Information right management of the energy internet can be classified as information sharing,
privacy protection (information non-sharing) and access controls [77]. As shown in Figure 8,
multidomain information sharing achieves high precision of energy optimization configurations.
The lack of comprehensive information will cause decision deviation. For the user, it is necessary
to manage the access rights of the information, which contains privacy content such as the user’s
customary information, head of household information, etc.
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Figure 8. Achieving multioptimization configuration through information sharing based on
the blockchain.

The blockchain records the internal information of the multienergy system (the operating state
of the equipment, the load demand of each node, the real-time energy price, etc.) and the external
information except for the multienergy system (weather conditions, wind speed, wind direction,
illumination, etc.). The real-time sharing of information can be processed by big data technology for
mining the potential of the multienergy systems and can optimize the operating state of the system.

Figure 9 shows the process of information protection in the blockchain. An attacker acquires the
characteristics of the user’s behavior, energy dissipation characteristics, etc. by stealing information and
then performs an accurate attack on the system or the users. The “asymmetric key” in the blockchain
realizes the privilege control of information. The sender uses the private key to sign the information
and the recipient’s public key to encrypt the information. The recipient uses the sender’s public
key to verify his/her identity and decrypts the encrypted information with his/her own private key.
As long as the public key and private keys are controlled, the user can control the permissions of the
information to protect the security of the information. In addition to managing the original single
private key, the secret sharing scheme of private key can be used to protect the private keys [78,79].
Firstly, the private key is divided into n pieces, which are jointly stored by the # participants. Only
when more than t participants cooperate together, the private key can be reconstructed. It greatly
improves the security of the private key.
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5.4. Security from the Energy Trade Layer of the Energy Internet

The integration of distributed energy and the innovation of energy technology make the energy
flow change from unidirectional flow to bidirectional flow. In the new type of energy system, traditional
energy consumers are considered not only as energy producers but also as energy makers. As shown
in Figure 8, the boundary energy prices are generated by utilizing the shared information stored in the
block chain and indirectly promote the transformation from the traditional single-energy commercial
transaction model to the cross-platform multienergy commercial transaction mode.

Traditional trading is from sellers to clients, but now, users in some small areas can directly
trade with other users or energy sellers. The innovation in the energy market allows users to have
multiple options for energy suppliers. Users not only can choose the energy sellers but also can
independently sell energy produced by themselves at a real-time price. In this process, the blockchain
not only verifies the credit of energy sellers but also provides trading platforms. The distributed
“book keeping” principle and the authentication mechanism guarantee the authority of metrology and
certification. Any assets can be stored in the form of code and can then be transformed into intelligent
assets in the blockchain. Blockchain record, track and monitor the properties and changes of assets
to prevent tampering. Furthermore, Smart contracts can be formulated in the blockchain. Once the
contract is reached, the contract terms will be automatically enforced. This not only guarantees the
implementation and reliability of the contract but also is conducive to the fairness of the energy market.

5.5. Comparison of the Blockchain and Other Security Technologies

Important information in the energy internet is mainly transmitted and exchanged through the
intranet, mostly by carrier communication, which is easily disturbed and attacked. For data that
may contain bad data or attack information, data mining techniques are used to identify and correct
such issues. It is not universal that a specific model must be established for a specific attack problem.
Based on whether there is subjective initiative in the defense strategy, the information defense strategy
is classified into the proactive defense, the proactive defense and other defense strategies. Table 3
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compares the advantages and disadvantages of the proactive defense, passive defense and blockchain
in information security.

@

)]

®)

Table 3. Advantages and disadvantages of proactive defense, passive defense and the blockchain.

Categories Advantages Disadvantages
. 1 g/tlonlt%i nett;\lzork aceess io t 1. Once the attack is successful, the original defense
Firewall ) C}ienf hen. fe secu.rlty strategy system is no longer defensive.
technology ’ eck the information to reject 2. Illegal operation of legitimate users cannot

suspicious access. .
P provide better defense.

. 1.  Track the attacker’s attack line. 1.  Cannot make up for the system vulnerabilities
Intrusion 2. Detect flood attacks committed by without user involvement.
monitoring hackers as legitimate users. 2. Cannot prevent an attack without
user involvement.
1. Analyze the captured behavior to
Honeypot obtain the hacker’s feature. 1. iny track‘ anfi capture activities that interact
technology 2. Regulate the behavior of the directly with it.
intruder to reduce the damage. 2. Exposed the real operating system to attackers.
L Bu}ilt_i danﬂibstolu:eli/ téuSt root stored 1. The trust root is stored outside the trusted
Truste.d 5 ;ui; eh € trus hp attorm. h platform module.
computing : ul ttedtl;;lst.c ain among the 2. Once a component is changed, the value of the
connected devices. PCR needs to be recalculated.
1.  Establish a trust hanism.
Stablishh a Liust mechianism 1. Difficult to balance between the degree of
2. Remove the harmful parts. o -
. . decentralization and the efficiency of
Blockchain 3. Ensure the data’s integrity. the consensus.
4. Control the access rights of the )

Difficult to balance between storage capacity and

information network. processing performance.

Passive Defense: This is a pre-set defense against known attacks, but the lack of subjective
considerations makes passive defense lose the ability to fully protect real-time information
systems. A firewall is the most common passive defense technology and establishes a barrier
(security gateway) between the internal trusted network and external non-trusted network to
prevent external users from intruding into the internal network by illegal means [80]. Although a
firewall can defend against known attacks by designing defensive rules in advance, it is helpless
in defending against the threat of internal attacks and backdoor attacks. At the same time, this is
the most serious flaw of the passive defense system. In addition, passive defense includes identity
authentication technology [81], access control [82], intrusion detection [83] and other technologies.
Proactive Defense: This defense is based on the independent analysis and judgement of procedural
behavior, which can be more proactive in searching and dealing with hazards. It can counter
the attackers to safeguard the security of the information system. Honeypot technology is the
most common active defense technology, which designs deliberate system vulnerabilities to
guide hackers to attack [84]. It can detect eavesdropping hackers and collects all kinds of hacker
attack tools for later defense. Proactive defense makes up for the lack of passive defense through
the consideration of subjective factors and can take active defense measures against an attack.
In addition, proactive defense technology includes trap technology, vulnerability scanning [85],
trusted computing technology [86] and other technologies.

Blockchain: A blockchain is not a type of information defense technology, but its unique properties
can provide higher anti-interference and confidentiality to the information data. Block technology
can be used as the bottom of the energy internet information system technology. Each perceptual
device assigns a fixed private key and adds a digital signature encrypted with multiple private
keys at the end of the resulting packet. The information node chain of the whole system forms
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a mesh structure, which makes the data path have high redundancy. The digital signature
not only makes it difficult for attackers to forge sensor data but also makes it impossible for
attackers to decrypt the data content. Even if the attacker blocks part of the data path in the
network, the highly redundant mesh structure allows the information to be transmitted across
other data paths.

6. Typical Application Scenario of The Blockchain in energy internet

The concept and construction mode of blockchain have been relatively mature, and some research
results have been obtained in the application analysis of energy utilization. Meanwhile, the application
of blockchain in information security at the energy internet also has begun to emerge. This section
analyzes the feasibility of using the blockchain for improving information security from several projects.

6.1. Case 1: Info-Interconnection Among Devices

ADEPT (autonomous decentralized peer-to-peer telemetry) was jointly created by the International
Business Machines Corporation and the Samsung Group to build an internet of things based on
the blockchain, aiming to solve the problem of informational interconnection among devices [87].
The system consists of three elements: BitTorrent (file sharing), Ethereum (intelligent contract) and
TeleHash (a point-to-point information transmitting system). BitTorrent is used to transmit data.
It can ensure the dispersion characteristics of data and can avoid the impact of network instability.
TeleHash is a terminal-to-terminal cryptographic library designed for application connections between
devices and management devices. These elements can be used for achieving device registration and
certification, formulating interaction rules based on the consensus mechanism, automatizing contract
executions and other functions.

When the information interacts between the devices, the Adept system will execute the function
of the distributed storage and track the relationships between the participants. The Adept system can
build a bridging information link between devices via various types of protocols. The self-describing
file of the device stored in the blockchain can help the device understand the functions of other devices.
In other words, it allows devices to track relationships with other devices or the user. As shown in
Figure 10, intelligent washing machines achieve information interconnection with other devices using
the Adept system. By obtaining the amount of the user’s exercise and the frequency of laundry from
the smartphone or the smart watch, the intelligent washing machine can automatically calculate the
residual amount of detergent and complete the online purchase behavior. The opening time of the
washing machine can be automatically regulated based on the power market time-sharing price.

® W = @

/User\ / Data \ / Detergent

sharing J—
O —=0B=7

Smartphone Smart watches ~ washing electricity
machine \ market

& }g

Maintenance

Door’s beacon

~ enter
Point-to-point information Coordination Data distributed
sending and receiving in devices sharing

Figure 10. Application scenarios of the autonomous decentralized peer-to-peer telemetry
(ADEPT) system.
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6.2. Case 2: Operation Monitoring of Devices

Filament is the application of IoT (Internet of Things) software stack based on the blockchain
shown in Figure 11, which makes a unique identity for each device [88]. Filament has two main
hardware units: Filament Tap and Filament Patch. The Filament platform includes five protocols:
Blockname, TeleHash, Smart contract, Pennybank and BitTorrent. The operation of Filament Tap
depends on the first three protocols, and the user can choose the next two protocols as a technology
extension. Blockname generates a unique identifier in the embedded chip of the device and stores it in
the blockchain. TeleHash provides peer-to-peer encryption channels. BitTorrent supports file sharing.
Pennybank creates a hosted service between two devices that allows them to settle transactions when
they are online. It achieves perfect communication between the internet and other devices by creating
an intelligent device directory.

Filament uses block-chain technology to upgrade the transmission equipment in the traditional
Australian grid. By arranging a set of “taps” for sensor monitoring on the poles and establishing a
corresponding communication mechanism, the poles are built into a digital node. It can monitor the
operation of the equipment based on the data published and shared in the blockchain system. If the
smart digital pole caught fire or began to tip, it would generate an incident report in real time into the
blockchain and notify the maintenance crews to deal with the fault. Meanwhile, the nearest working
pole would take over responsibility for the faulty pole. In addition to monitoring its own status, smart
digital poles can perform fault diagnosis and fault location through information sharing. Once the
digital node senses any exception, the monitoring platform will issue a status alert.

Point-to-point communication network

@ (Long distance communicam_\* ﬂ
l within ten kilometers) l
Load sensor Filament Tap Wireless
o— Current sensor —e f A » e—Data sharing —e
Blockname, TeleHash, Smart Contract

o— Vibration sensor — e— Fault warning —e

Pennyback,BitTorrent

e Inclination sensor -» o Status monitoring -e

R Y
Weather sensor Filament Patch Blockname

Filament Tap TeleHash
Filament Smart Contract

BitTorrent
Filament Patch
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Hardware units  Protocols

| Traditional Pole ; = | The blockchain | ™ [ Smart Digitized Pole

_______________

Figure 11. Application of the blockchain in the communication poles of the Filament project.

6.3. Case 3: Free and Direct Trade Among Users in the Micro-grid

The transactive grid is a trading platform developed by the Lo3 energy and consensus systems,
shown in Figure 12 [89]. The residents that participate in the project use solar energy to generate
electricity, and each household has a smart meter connected to the blockchain. The smart meter can
monitor the energy flow from the sides of the energy supplier and consumers in order to achieve a
dynamic balance of supply and demand. Energy trading can be automatically executed by using an
intelligent contract. Participants can perform autonomous transactions without relying on third parties.
On the one hand, the excess energy can be fed back to the grid; on the other hand, it can be directly
sold to other users.

Smart meters based on the blockchain can record the flow of energy and enable autonomous
management and transactions of energy. Secure and credible transactions require trusted metering
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and authoritative certification. The technical characteristics of the blockchain can guarantee the
authority. More importantly, the blockchain can expand the scope of the transaction. Once the trading
conditions are met, it can build the trading channels by the authentication mechanism without trust
between participants.
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Figure 12. Demonstration of the blockchain technology in the energy market of a smart community.

7. Conclusions

Blockchain technology provides a series of innovation concepts to energy systems. The research
goal in this paper was to improve information security of the energy internet. On the basis of
summarizing the information security, the principle and technical characteristics of the blockchain were
expounded. Furthermore, by comparing the blockchain to other information defense technologies, this
paper discussed the superiority of the blockchain in information security. Based on the superiority of
blockchain in information security, the multilevel and multichain information transmission model was
proposed for the weak centralization of scheduling and the decentralization of transaction. Then we
systemically analyzed a way to use this model for improving the information security of the energy
internet. Finally, by combining existing practical projects, the final section analyzed the feasibility of
using the blockchain for improving information security.

At present, most research regarding the blockchain pays more attention to virtual currency, finance
and computers and less attention to the fields of energy. The only research regarding the combination
of blockchain and the energy internet focuses on the research directions of energy trading, market
mechanisms and demand response. These research directions can explain the characteristics of the
blockchain to some extent, but they do not expound on their unique characteristics in information
security. The biggest advantage of the blockchain in information security is its ability to prevent
tampering. When tampering with notarized information, attackers must tamper with more than 51%
of the node’s backup information for establishing a new consistency test condition, which requires very
large amounts of computing power. It is very difficult for an ordinary information attacker to possess
such powerful computing power. The new-type chain information security defense system is the most
important research method for the blockchain. In detail, a multilevel information security protection
system combined with multiple security technologies must be built for protecting the security of
systems from every aspect, such as the perception layer, the data transmission layer and the application
control layer. This is expected to truly achieve information security and information self-healing
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