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Abstract

:

It is well known that in a turbulent world (full of processed information), information has a particularly high value. Wide access to technology makes the data transformation and transmission processes faster and more vulnerable to leaks and unauthorized access. This publication discusses the concept of information security management based on a development of a machine called documentomat. It is the machine built to automatically release documents with regard to high security standards. The entire flow of the documents in the company has been presented and the formalized process of decision-making to develop and finally build above-mentioned machine was described. The problems and doubts raised during the machine building process were presented along with the solutions adopted. The device has been designed, constructed, and programmed within the resources of one micro-sized limited liability company in Europe. Thus, it is the solution working in a real world that may find application in many similar companies, not the theoretical concept only. The final result exceeded the expectations of the project team, leading to strengthening of the competitive position of the company. This occurred through the following aspects: adding significant advantage to its offer, which is the ability to release the documents at any time with regard to high security standards. Moreover, the long-term level of costs of such a solution seems to be very low. During the one year of operation period, two malfunctions took place, each was repaired in just 3 h (repair and improvement, labor only, no spare parts needed). Any further maintenance, repair, or development can be done at very affordable prices, at non-available on the market labor cost, which will potentially further strengthen the impact of the solution on the competitiveness of the company. Improvement in terms of competitiveness of the company and data safety has been gained. The success of this project proves that, in some cases, it is worth to develop the necessary solution within the resources of the company rather than buying one from an external enterprise.
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1. Introduction


1.1. Background


Nowadays, filled with numerous data streams, information has a particularly high value. In fact, information and its flow may have a direct impact on the development of various technologies, and what is more, it may affect the development of technologies controlling the analysis of data contained in the information. Generally, wide access to technology makes the data transformation and transmission processes extremely quick and vulnerable to leaks and unauthorized access [1,2]. On the other hand, users of information are expecting easy access with a multitude of electronic means [3], with implemented standards ensuring a sufficient level of security [4,5].



Information security is the process of information protection in order to ensure its separation against various intentional and unintentional threats like data theft, power losses, ransomware encryption, unauthorized access, etc. [6]. The information security management and the construction of related systems are regulated by the ISO/IEC 27000 family standards: ISO/IEC 27001, ISO/IEC 27002 [7,8,9]. The ISO/IEC 27001 standard, Information Technology, Security Techniques, Information Security Management Systems Requirements [8], defines the requirements for the establishment, maintenance, implementation, and continuous improvement of the information security management systems, with regard to the circumstances where the organization operates. It also provides requirements for estimating and dealing with risks in information security. This standard is the canon of information security and is used throughout the world. The ISO/IEC 27002 standard is called Information Technology, Security Techniques, Practical Information Security Principles. It contains recommendations on information security standards in organizations and information security management practices.



Large enterprises and well-organized corporations have introduced the principles of information flow management a long time ago, but nevertheless, still in many enterprises, despite the great involvement in information management (and documents as information carriers), there is a lack of tools and equipment for effective, efficient and, above all, safe information flow—this usually applies to small and medium-sized enterprises (SMEs) [10,11,12,13,14,15,16,17]. The purpose of this article is to present how the design of the document transfer device has been developed. In the article, science meets practical application. As a result of brainstorming and needs analysis, a machine called documentomat was designed. The documentomat is a device that is programmed based on the company’s border requirements and is customized to the company’s needs. In the machine, the programmable modules, electrical and electromagnetic energies have been used to ensure the high level of data security. The main assumption of the documentomat is to support a company’s information management system. In order for communication to be effective, a documentation circulation plan should be created that will allow organizing work in the company. Such a plan should include selecting appropriate forms of communication (document circulation), determining the needs of addressees and recipients, and determining the verification of the effectiveness of the plan.



It must be stated that this article is the development and more practical approach to the subject of a pilot article published in 2019 entitled “Information security management in an individual documentomat project” [18].




1.2. Information Management


Information is the most valuable property that each enterprise, organization, or economic unit have. Its proper placement guarantees the enterprise development in a very turbulent, demanding, and expansive global market. Information management is nothing more than controlling the flow of information processes in order to optimize them. Information management covers both the stage of creating information and organizing its flow, development, storage, distribution, and use [19,20]. Information is a very valuable resource, and the method of its generation may vary and depends largely on the maturity of business processes in the enterprise [21,22,23,24]. In recent years, in the face of the revolution 4.0 approach, generating data and creating a set of information resulting from the analysis of this data is part of the strategy of every enterprise. The growing importance of information as an economic resource and a competitive component means that information has become indispensable for the legal functioning and development of an organization. Valuable and timely information increases confidence in making the right decisions [25].




1.3. Development of a Document Management System


The enterprises are increasingly interested in the careful management of private information. In particular, when the companies comply with the law providing the security maintenance of transferred and stored data. At the same time, the extensive scope of information transfer (the need to document at every operational level) makes the management of documents (as information carriers) more and more difficult. The effectiveness and correctness of the document management system is largely determined by organizational strategy, human resource management, and knowledge management. Highly developed (systematized) business processes in this area guarantee a quick implementation of a document management system, which in turn significantly improves the standards of organization management [26,27,28,29,30,31,32].



One of the methods of document management is the necessity to create an effective internal document management system [33]. The document management system provides the possibility of quick access to a wide range of information, and additionally supports the possibility of secure access to documents—document management system facilitates the management and sharing of information. Besides security, the goal of a document management system is to extend such sophisticated functions and simplify complexity for users and applications in the organization [34,35]. In addition, the creation of inter-organizational systems (IOS) accelerates communication with various units of one company or with cooperators available information resources favor building strong and compatible flows (both material and non-material) of resources [36]. The entire document management system includes: storage, annotation (specifying, indexing), content control, access control, version control (change control), access control (restriction of access) to full versions of documents, and data security Figure 1 [37].



The research results carried out by Ayaz et al. [38] have shown that the use of a document management system in enterprises has a very positive effect on the results of work. Moreover, the efficient functioning of the document management system (which results in the acceleration of data flow) largely depends on the operation of supporting devices, for example, equipping the device with an “intuitive” and ergonomically designed interface. In addition, training and support from higher-level employees improves communication inside the organization, accelerates the process of generating documents, fosters the detection of errors and deficiencies, and many activities take on a systematic nature [38,39]. Each document management system should consist of three basic cells (subsystems): (1) data storage system, (2) content management system, (3) consumer storage service [40,41,42].



The results presented by Kapler [43] prove that in running SMEs in the field of financial services—where the flow of data and information is the most important—there is still considerable reluctance in terms of social acceptance of modern information technologies. On the other hand, the results of Ingaldi and Klimecka’s [44] research prove that, in general, society is resistant to modern technologies, despite the fact that it is known that modern technologies are the only correct direction of enterprise development.



In the literature of the subject, the authors noticed a small gap, which is a practical communication system (module) that can be implemented in enterprises of various sizes. Most of the solutions proposed in the literature refer to expensive and complicated system solutions, the price of which makes them available only to large enterprises [45,46,47,48,49,50].



There are many types of business document production schemes in the circulation of any enterprise that can be classified based on general reference classes. The most important classes include [43,51,52,53]:




	
Business documents must contain predefined data sets. For example, an invoice, an e-invoice containing contractor data-company name, tax identification numbers, amounts due, bank account numbers, etc.



	
Business documents, the arrangement and labeling of which depends on the internal arrangements of the company-diagrams and defined layouts.



	
The designation and structure of business documents are provided with keywords.









1.4. Communication in the Organization


The communication process begins at the moment of the potential sender’s intention, in the form of thoughts or a desire to convey information to the recipient. However, the information can take many forms. The goal of communication is to create direct communication channels that facilitate cooperation. Communication in the organization includes vertical, horizontal, and network communication. Vertical communication takes place between employees at different levels, e.g., between a manager and an employee. On the other hand, horizontal communication is characteristic of project teams, which takes place between group members.



Particular difficulties in communication can be noted in small and medium-sized enterprises (both production and service). Such difficulties result from the specificity of the management of the SME sector. An insufficiently developed organizational culture, aversion to modern technologies, and insufficient financial sources are the most important of the known barriers appearing in modern enterprise management. According to Stacho et al., the frequency of attending communication trainings and the level of the support of employees in bottom-up communication influencing informal communication in organizations [54]. The appropriate level of communication and information flow additionally significantly influences innovative activities in each organization. This is due to the fact that most of the barriers and complications in enterprise management are the result of ineffective or unreliable communication—especially between various units (internal and external) of the organization involved in the process. In addition, the choice of communication media affects the satisfaction with internal communication, and companies that put more effort in adapting their media to the needs of employees have a satisfied internal audience [55,56,57,58]. Internal communication issues are largely grounded in public relations theories and are often used in research on internal communication [59].





2. Development of the Concept


The enterprise is a micro-sized limited liability company located in Katowice, Poland. The company focuses mainly on the data processing area, with over a hundred European clients (other limited liability and joint-stock companies, foundations, and associations). The main task of the company is the accurate processing of current data, mainly correspondence, therefore, the core processing stage must be highly confidential and ensure a high level of quality (i.e., adequate to each client’s expectations). Side processes, in turn, concern both planned activities, such as periodic dispatch of documentation, issuing it to customers’ representatives, assistance in establishing companies in Poland, as well as non-standard tasks, i.e., meeting additional customer expectations, depending on the current situation and basing on conclusions drawn from the currently processed data. First of all, the company had decided to analyze its documentation circulation system in order to realize its strengths and weaknesses. Figure 2 represents a diagram of the documentation flow throughout the company.



To begin, there are three ways that the documentation can be found in the company. The first one is, when client company simply pass the documentation to process. Second, when clients of the client send their documentation directly to the company in order to process it to the client. Third, the documentation may be created in the company as a result of data processing. On the other hand, processed documentation is stored and released to the client with previously settled manner. It can be either sent by a postal service in a scheduled way (once a week) or revealed to the client in the spontaneous way if they ask for it.



The problem occurs when some client decides to collect the data (documents) as soon as possible but is not able to receive it in the office working hours. Then, any sending by post office or courier services would be a waste of time. The company had organized a brainstorming session to bring awareness to the possible options—Table 1.



Because the method of brainstorming has the assumption not to criticize the emerging ideas, the next part of analysis has been enriched with the aspect of criticism—the ideas have been discussed during several internal company meetings. The criticism was presented in Table 2.



To prevent hasty decision-making, each idea has been graded within the recognized (above-mentioned) aspects. Prior to the grading process, each respondent had conducted his or her personal research in the focused area, based on self-knowledge and network of contacts developed in the course of their professional life (professionals in data processing industry). A few employees had additionally sent inquiries (about the necessary solution) to external companies specialized in data processing or automation. The results of personal research are described below. The main producer (the global leader) of similar solutions is the Inpost Sp. z o.o. (Polish limited liability company). However, its solutions are designed strictly for parcels, not for documentation. There is a legitimate concern that a solution designed for parcels might turn out not to be safe for documents. The reason is that the package of documents may be very thin. Moreover, because Inpost produces solutions for its own purpose becoming the international leader in delivery services, they are not revealing any technical information about their machines. During unofficial disputes conducted with professionals from the automation industry, they had revealed that each industry they work for has its own preferred producer of components used to automate its processes. In a private talk, Johnson Controls, Rockwell Automation and Pratt & Whitney were pointed out as the leading automation suppliers. Professionals were reluctant to talk about the cost of the components supplied by the aforementioned companies, claiming that they were “far beyond the micro-firm’s budget”. To be more specific about what they mean, the cost of components of professional automation suppliers required to build the machine would be about 30 to 50 per cent of yearly income of a micro-sized company.



The number of disputes between employees and management of the company has led to choosing the most important aspects of each idea, which can help the decision-making process and give the final grades. They were supposed to evaluate all these aspects on a 10-point scale, where 10 is the best value. In the evaluation, 20 people took part (15 employees and five clients). Next, all aspects and grades were presented to five chosen important clients. The purpose was to engage in the decision-making process a wider scope of stakeholders. The clients have rejected idea 1 unanimously, because they would not like to accept the solution based on overusing the company’s employees, as they say. During the disputes, idea 5 has been split into two separated ideas:




	
5-Automated solution could be potentially developed by external company



	
6-Automated solution could be potentially developed within the company








The results of the evaluation process of each idea are presented in Figure 3 (detailed results) and Figure 4 (total results). In case of the detailed results, the radar chart was chosen. As mentioned before, all examined aspects were evaluated on a 10-point scale, which allowed us to show the obtained results in the form of a field. The higher the evaluations, the larger the coverage area of the radar chart, which is evident in case of idea 6. The bar graph was used to show the difference in total evaluations between individual ideas.



Finally, idea 6 has been chosen: automated proprietary solution will be developed within the company. Therefore, the hypothesis was formulated that the creation of an appropriate device that meets the assumed (mentioned in the text) criteria is possible within the resources possessed by a micro-sized company. The additional general assumptions have been made: the employee working on such a solution will spend time when the workload is low, not working too much or on overtime. The priority must be put on development of company’s capabilities at a moderate cost, with no pressure on time. The long-term cost-effectiveness can be obtained also through deep knowledge about the developed solution—the ability to perform cheap modifications, repairs, as well as maintenance/service at an affordable cost.



At the point when the decision about the development of proprietary solution has been made, the engaged persons have chosen the employee that was the strongest supporter of the proprietary automated solution idea as an individual responsible for the entire project. The formalized assumptions were written in order to ensure a methodological and rational approach to the project realization to ensure long term correlation with company goals of the project.



Assumption 1.

Individual responsible for the project is obligated to work on the project not more than one weekday (8 working hours in total each week).





Assumption 2.

The individual responsible for the project is obligated to report progress (or arising problems), share the doubts, and ask other employees if some important decision to be made in the time range from 15 min (for simple information sharing, f. ex. reporting the progress) to 60 min (15 min of problem description, 30 min for discussion and 15 min for final decision-making with voting possible, if needed) each week.





Assumption 3.

The development process is planned to last for about one year and any necessary decisions will be taken later with respect to the progress pace and generating cost. The company will support the development process with the necessary equipment and materials.





After the period of two months, which corresponds to about eight working days of research, the general vision of the solution was made. The solution was a machine equipped with electromagnetic locks controlled by electric energy thorough the programmable microcomputer in order to open it in a secure way. The following development process has brought further decisions about the machine and its system. All the necessary subsystems are described below.



The authors recognize the outcome of 20 people survey as valuable and significant because of no randomness of the research sample. Each individual engaged in the decision process was also a professional in the data processing area. Moreover, these individuals were specially prepared because of personal research they previously made and the effect of synergy occurred when they exchanged the information they had required. Moreover, all of them were related to the company, understanding its situation and needs. For above-mentioned reasons, the sample size is not that important in this case. The professionals easily understood that buying a solution from another enterprise would be very unreasonable decision for a micro-sized company, while the decision made, despite being brave and risky, turned out to be right. The scientific input of this case is to show to other companies and give an example of how to use the internal company resources and relations with stakeholders (clients) in a better way, to gain or improve the company’s competitiveness and strengthen the long-term core competence of the company.



In the following part of the article, the standardized units of measure will be used to present the parameters of specialized devices: V [Volts], A [Ampers], ms [milliseconds], mm [millimeters], F [Farads], etc.




3. Results and Discussion


First of all, the skeleton of the machine. It was made of a 3-mm-thick sheet of steel plate secured with anti-corrosion laminate. The thickness is important to ensure the safety of the construction. The company equipped the responsible employee with the necessary tools, enabling bending and cutting the sheet of plate. The skeleton was made to cover the documents from each side with metal; this is what the real security is about.



What is more, the general power supply into the machine must be solid and secured. An electric safety strip was built into the machine to separate the internal electronics from the electrical shocks or any peaks of voltage that could result in instability of functioning.



Next step was the choice of locks opened with usage of electromagnetic energy. The locks must be precise and solid. Its nominal operating values are 12 V and 2 A of direct current to open. If closed, locks do not need any power supply. This is an important feature, because documents should be safely locked in case of power loss. Moreover, during the development process it became clear that it is expected that the entire system of the machine should be rather power saving and ecological friendly, that is why all the solutions used in the machine must maximally reduce power consumption when on standby. The experimental measurement was made. The experimental usage of electromagnetic lock showed that it consumes less than nominal 2 A of a direct current, with the tendency to fall with time if the lock is used more and more, thusm 2 A can be treated as a maximal value. Moreover, it can be noted, that the pace of usage of the electromagnetic locks in time is the result of the time they are opened each time, as with time passing the current they consume falls down. This is the premise to support the system with precise mechanism controlling the opening of the locks (boxes). Figure 5 presents the electrical and electromagnetic energies used in order to open the lock.



In order to connect the electromagnetic locks with the source of power, the machine had to be equipped with the additional power adapter. The precise purpose of usage of the power adapter is to transform sine-wave electrical current with parameters 230 V and 50 Hz into a power friendly to the electromagnetic locks, 12 V and a maximum 2 A of direct current.



It must be stated that power with a current about 2 A is too strong to be controlled by a microcomputer directly. The majority of electronic circuits nowadays is too delicate and could burn and be irreversibly defected after contact with such a current. The other circuit is required to separate the comparably high current enabled to power electromagnetic locks from delicate control signals coming from the programmable microcomputer. The specialized KSH122 transistors made by Fairchild Semiconductor have been chosen to perform such separation and control the 2 A current. The main parameters of transistors are: 8 A collector current (16 A if pulse), 120 mA base current, 5 V emitter-base voltage. The maximal current they can control is 8 A. The difference between 8 A and 2 A is enough to provide a long time of service without malfunction. However, it is important to indicate that a transistor, as an electronic element, usually generate heat when operating close to its limits, but in this case, each electromagnetic lock will be energized and open for a fraction of second, precisely what is required to release the doors of the metal box. The precise time control is crucial to have operating experience without an additional cooling system for the right energy dispersion. Figure 6 presents the chosen transistor model with description of its pins.



The transistors in the presented solution are working in the function of a switch opening the electromagnetic locks precisely when needed for the time of 2 ms. Transistors were used as connection of relatively weak, sensitive signals from the controlling microcomputer with much stronger signal directly used to control the locks.



In terms of programmable controlling unit (microcomputer), the Raspberry PI B with the ARM micro-controller has been used (Figure 7). The advantages of this device are:




	
it is a power saving solution, easy to operate at low voltage and to cool down with passive cooling;



	
the circuit is equipped with GPIO pins (General Purpose Input Output pins) and programmable with popular programming languages, f. ex. Python and C#;



	
the microcomputer is powered directly from the micro-USB adapter or power bank;



	
the device is equipped with many widely used industry standards, for example Wi-Fi, HDMI, and USB ports enabling easy diagnostics and development, if required;



	
the microcomputer has a built-in audio card and jack output, which gives an additional way of informing the user of the state of the device.








The microcomputer was programmed with Python programming language using 512 lines of code (including comments). In general, the code implemented most important functions: to save the opening code in the database (it is called the service mode) and to verify if the inputted code is equal to saved value (client mode). Figure 8 presents the fragment of the code. The presented code is important because its execution results in saving the number of the locker in the access codes in the database. The device confirms this by playing a “beep” and printing the text “data is saved” on the service screen (if connected). This gives the opportunity for communication with the machine and makes maintenance easier.



The pseudocode of the entire Algorithms 1 is presented below:






	Algorithms 1. The pseudocode of the entire Algorithms



	
	1 

	
WAIT FOR INPUT (GENERAL STATE OF THE MACHINE);




	2 

	
WHEN VALUE IS INPUTTED, CHECK IF EQUAL TO SERVICE CODE;




	3A 

	
IF YES, ASK FOR NUMBER OF THE LOCKER, WHERE EMPLOYEE WANTS TO LEAVE THE PAPERS;




	3B 

	
IF NO, IT MUST BE CLIENT AND INPUTTED THE NUMBER OF THE LOCKER, HE OR SHE WANTS TO TAKE THE PAPERS FROM;




	4 

	
CHECK IF THE INPUTTED NUMBER OF THE LOCKER IS CORRECT (IF THERE IS LOCKER WITH THIS NUMBER);




	5A 

	
IF YES, GO TO STEP 6;




	5B 

	
IF NO, GO TO THE STEP 1, SEND E-MAIL WITH ERROR MESSAGE TO THE ADMINISTRATOR AND CONFIRM NOTING ERROR WITH TWO LOW TONE (WOOFER) BEEPS;




	6 

	
ASK FOR THE FIRST ACCESS CODE;




	7 

	
WHEN VALUE IS INPUTTED, CONFIRM IT WITH ONE HIGH TONE BEEP;




	8 

	
WAIT FOR THE SECOND ACCESS CODE;




	9 

	
WHEN VALUE IS INPUTTED, CONFIRM IT WITH ONE HIGH TONE BEEP;




	10A 

	
IF THE SERVICE CODE WAS USED IN STEP 2, SAVE ALL CODES IN DATABASE, OPEN THE REQUESTED LOCKER, SEND E-MAIL WITH CONFIRMATION TO THE ADMINISTRATOR AND GO TO THE STEP 1;




	10B 

	
IF THE VALUE INPUTTED IN STEP 2 WAS NOT THE SERVICE CODE, OPEN THE REQUESTED LOCKER AND SEND E-MAIL WITH CONFIRMATION TO THE ADMINISTRATOR (CLIENT RECEIVED THE PAPERS FROM LOCKER X) AND GO TO STEP 1.














In detail, the machine is in the standby mode for the vast majority of time. It means, it is powered on, and the keypad is connected to the microcomputer, minimal power is used. Locks are in the locked positions, preventing access to the boxes.



In order to leave the documents in the box, the employee (user) must open the box. It means the service mode must be used. In order to do so, he or she inputs the service code (that is known to employees only, not to customers). The microcomputer is equipped with internal sound card. That is why playing sounds is possible. The software plays unique signal informing that the service code has been accepted, and the machine is going to learn (record in the database) the opening code. Alternatively, the two low beeps are played to inform that the code is wrong, and the software starts waiting for the next try again. If the right code has been inputted, the machine is waiting for the instructions of the employee. First, the number of the lock to release must be inputted. In practice, the employee enters the number of the steel box to open. They finish by pressing enter. If the right (existing) number of the lock/box has been inputted, one high beep can be heard (or two low beeps, if not). After having inputted the number of the lock to open, the machine waits for the six digit secret code that is going to be revealed to the authorized client’s representative only. At this point, the machine cannot deny the code (no possibility of playing two low beeps) because it is in the state of learning (recording the secret code). It means, every possible code is going to be stored and accepted. The successful finalization of the saving data process (recording the number of the lock and the access code) is signalized with playing the unique sound again and opening the right lock, giving access to the box that the employee asked for. The unique sound is played two times: when entering and exiting service mode only.



The customer, after requesting to collect the documents out of working hours, is informed about a suitable secret code to open the box with required documents. In the case of the most crucial and data-sensitive documents and data, the code can be split in two: the first part can be sent via SMS (or spoken in the phone call) and the second, f. ex., by e-mail. The representative from the customer side must use the client code in order to open the right box. To do so, he or she must input the number of the lock (box) first. He or she will be hearing one high beep if the right number was inputted or two low beeps in opposite situation. The high beep is the invitation to input the most secret part of the code, while the two low beeps are an invitation to try again. Final insertion of the proper secret code is notified by high beep and releasing the requested lock opening the box with the documents. From this moment, the machine turns into the standby mode, again waiting for the next set of codes.



In order to ensure the smooth operation of the microcomputer, the assistive power bank with a set of capacitors have been added. The power bank is Tronsmart Bolt 5000 mAh. In case of power loss, it sustains power for the microcomputer for about 5 h in standby mode. The set of capacitors has been added, because empirical tests revealed that (in about 10% of cases) the power bank cannot switch fast enough from the state of being charged to the state of supporting energy. This resulted in unplanned restart of the microcomputer, which always should be avoided. The total capacity of the set of capacitors (in parallel layout) was determined during empirical test and equals to about 8 kF, which eliminates the above-mentioned problem.



Finally, the additional stereo amplifier has been added to extract clear sound and improve the user experience of the finally built machine.



Figure 9 presents all the elements connected in the one coherent system of the machine to automated distribution of documents, which can be called documentomat. The electrical energy is distributed from an AC adapter to a power bank and a set of capacitors and to an additional power source. The power bank with a set of capacitors ensures stable power for the microcomputer while the additional power source supplies power to the high current circuit—it means it provides power to the electromagnetic locks (presented is just one lock for simplification of the picture). The locks are controlled by signals coming from GPIO pins from the microcomputer. Signals need to be strengthened through the transistor’s circuit (low current turns into high current). Obviously, the microcomputer uses the USB ports to connect with the wireless keyboards and is connected to a Wi-Fi network. Moreover, the microcomputer uses a micro-controller to process inputs from the keyboards and execute the program in Python language. The audio connector is used to pass the analog audio signal into the amplifier and, finally, to the speakers.



The early results turned out to be very promising. The first prototype was working. However, it was not free of, so called, childhood ailments. It means, the machine had some shortcomings resulting from not enough advanced or developed testing processes and also from lack of experience of the company in realization of similar projects.



The main drawback was the fact that when opening the machine to do the maintenance, the connections of some locks was not reliable enough and after the maintenance part of the locks did not work properly. For example, one could hear they are working, but not strong enough to release the ratchet. The connections of all the locks have been improved and the problem vanished.



Another problem noticed in the early phase of using the machine was also related to improper work of locks. Sometimes, after doing reset of the machine, it turned out that some locks were almost open, even if required to be closed. The reason was the improper signal from the controller, that did not stop all opening signals coming passing to the transistors and locks. The software solution was implemented. The part of additional code was added in the front of the core program code. The purpose of this additional code was to open the GPIO port for each lock (for a fraction of a second) and close it immediately. This action was setting the ports of the microcomputer to definitely locked, ensuring the safety of the documents in the machine.



The next improvement of the system was made after six months of using the machine, which stopped responding during night. The most suspected factor was some electrical anomaly. An interview was conducted with the security employees working in the building and they confirmed that there were power anomalies in the electrical network (i.e., security computers shut down and restarted) not only one night, but a few times a month in general. This means that the power bank in the machine works fine, if the machine stopped responding for the first time under such operating conditions. To solve this issue and avoid problems in the future, an additional UPS adaptor was mounted supplying a stable reserve power source.



Another disadvantage was the fact that operator (employee) of the machine, the person who leaves the documents inside, may mistype or forget the right code he or she inputted to the machine. A discussion occurred about the possibility of improvement in this area. The employee responsible for the development of the project proposed the implementation of an additional function to the solution (machine). The microcomputer was connected to the company Wi-Fi network remotely and to the Internet. The internal micro-controller was reprogrammed to send an e-mail every time the secret code is being recorded in the database. The content of the message is the number of the box and the secret code. The new, dedicated to this purpose only, e-mail address was created on the company’s server. This way, all the employees were informed that the next package of documents is in the machine and knew precisely which boxes were occupied. Moreover, this way, no one could forget or mistype the code, since when informing the client, the right code was written right there in the e-mail message. The good practice appeared, that employees simply started to forward the message automatically generated by the machine directly to the clients. Interestingly, another discussion emerged. The employees wanted to know if it is possible to enrich the solution with one more function; to send the e-mail report every time any client uses its secret code. The software of the machine was perfected in the above-mentioned way and the function became available a few days later. Specifically, this improvement resulted in two advantages. First, the employee did not have to check if the client received the documents, which turned out to be very useful. Second, the machine reported also the misuses of the codes, thus, this way it is easy to find out if anyone is trying to get to another box or doing some verification, which will happen if they enter the wrong code. All the employees considered this a significant step towards increasing the general safety level.



Another safety-related discussion arose in relation to the service code that must be inputted into the machine in order to enter the service mode. The concerns were raised by the fact that the code is entered from a keyboard that is also used by customers. Theoretically, it could be possible that some client could randomly press some keys and, being lucky enough, input the service code. The solution to improve the level of security was to provide two separate keyboards, one alphanumerical for employees and the other, numerical, only for customers. The service code was set as a string of letters (service code turned into a password). This way, it is impossible to enter the password coincidentally. Moreover, even if the customer knew the password, it would be impossible to enter it with a numerical keypad. Moreover, the keypads are wireless, which is a good solution, because the machine cannot be damaged by an impact in the keyboard. The additional reason that a numerical keypad is the right solution in terms of security improvement is the limitation of the keys accessible to the customer. Each programmer often manipulates such keys as Alt, Ctrl, Shift, Tab, Del, Ins, and alphabetical keys. Denying open access to such keys improves security. Moreover, the fact that the machine does not require operation via touch screen was also found as an advantage, as it avoids the weak point in the security of the entire system.



An additional level of security was obtained through making the decision of placing the machine into the vestibule of the office. This means each client who wants to take the documents from the machine must retrieve the key from the available for 24-h facility’s gatehouse. This requires a power of attorney to take the key. The porter checks the identity card or passport each time when asked for the key. This way the access to the machine is limited, and each key retrieval is monitored and recorded.



In order to verify, if the solution is able to withstand long term operation time, the additional test was carried out. The suspicion was that the operating system in the microcomputer does so many cycles of reading and writing that after not a long time, the internal memory card may fail. After reviewing the professional knowledge about the industry standards for performance of memory cards used in the solution and identification of number of read and written cycles, it turned out that the thread is not significant in this case. The type of used memory card should withstand at least a few years of failure-free operation.




4. Conclusions


The final result exceeded the expectations of the project team, leading to strengthening of the competitive position of the company. It strengthened its competitive position through adding a strong point, the significant advantage to its offer: the ability to release the documents at any time with regard to high security standards. The programmable microcomputer unit is controlling the flow of electrical impulses and finally generates the electromagnetic energy in order to open the lock to release the package of documents to the client. Moreover, the long-term level of costs of such a solution seems to be very low. During the one year of operation period, two malfunctions took place, each was repaired in just 3 h (repair and improvement, labor only, no spare parts needed). Any further maintenance, repair, or development can be done at very affordable prices, at non-available on the market labor cost, which will potentially further strengthen the impact of the solution on the competitiveness of the company. The improvement in terms of competitiveness of the company and data safety has been gained. The success of this project proves that, in some cases, it is worth to develop the necessary solution within the resources of the company rather than buying one from an external enterprise. The authors believe that the described solution is better than any other commercially available. First of all, it fully serves its purpose. Second, it fits the capital needs of the micro-sized company in terms of creation, maintenance, and improvement options. From the technical point of view, the documents always can be sent electronically and, in fact, the company whose solution is described in this article sends documents electronically every day. However, there are cases when clients expect to have the documents in originals, for example legal acts require that, or the utmost importance of the papers processed means that the client does not wish to digitize and send them via the Internet (i.e., the public network). The hypothesis that the creation of an appropriate device that meets the assumed criteria is possible within the resources possessed by a micro-sized company has been accepted.
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Figure 1. The document management system—general model. 
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Figure 2. The document flow throughout the company. 
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Figure 3. The detailed results of evaluation process among main stakeholders of the company: (a) Idea 1; (b) Idea 2; (c) Idea 3; (d) Idea 4; (e) Idea 5; (f) Idea 6. 
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Figure 4. The total result of the evaluation process among main stakeholders of the company. 
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Figure 5. The internal structure of the electromagnetic lock with description. 






Figure 5. The internal structure of the electromagnetic lock with description.



[image: Energies 14 05304 g005]







[image: Energies 14 05304 g006 550] 





Figure 6. The equivalent circuit presenting the internal structure of NPN Silicon Darlington type Transistor KSH122 manufactured by Fairchild Semiconductor finally used to control the electromagnetic locks (B stands for base, C for collector, and E for emitter). 
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Figure 7. A photograph of Raspberry PI B solution used in the machine. 
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Figure 8. The fragment of the code in Python programming language. 
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Figure 9. All the elements connected in the one coherent system (logical layout) presented in a simplified manner for the one locking mechanism only. 
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Table 1. The outcome of a brainstorming session.
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	Number of Idea
	The Concept of Solving the Problem





	Idea 1
	Employees may take the documents home and give it to clients before or after office opening hours.



	Idea 2
	The company could have its own courier department in order to deliver it to its clients.



	Idea 3
	The company could dedicate additional employee in order to ensure 24 h document releasing service at the company office place.



	Idea 4
	Additional cooperation could be established between the company and the security company at the office place—the security could be engaged into document giving process while company office is closed.



	Idea 5
	Another automated solution could be potentially developed.
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Table 2. The critical approach to the ideas emerged during the brainstorming session.
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	Idea
	Criticism Expressed by Employees





	Idea 1
	The idea is bad, because it makes employees “working after work”. This could make them less focused on the job in working hours. Another disadvantage is the fact that such a solution requires the another remuneration option to engaged employees, which entails additional costs for the enterprise.



	Idea 2
	This solution is bad, because it raises costs significantly. As a result of the internal analysis, it was proved that this solution would not be possible to implement without the rise in prices for final clients. The assumption is to find the solution to enrich the company offer and make it more attractive. Not better, but finally more expensive, too.



	Idea 3
	The main disadvantage of this solution is poor supervision of the single person working in the office alone all the night. Moreover, the additional cost of the dedicated person would have to be paid.



	Idea 4
	This idea distributes the responsibility between two companies, which leads to entrusting data to persons that influence on is very limited. Besides, implementation of such an idea is also generates significant costs each month. Price increase would be unavoidable. It also transfers the responsibility for delivering documents to external parties, which is more difficult to control.



	Idea 5
	The main disadvantage of this idea is that it can be very expensive if external company be asked to build a suitable machine, otherwise, it may turn out to be quite time-consuming for the engaged person.
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