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Abstract

:

This article outlines an integrated functional safety and cybersecurity evaluation approach within a framework for business continuity management (BCM) in energy companies, including those using Industry 4.0 business and technical solutions. In such companies, information and communication technology (ICT), and industrial automation and control system (IACS) play important roles. Using advanced technologies in modern manufacturing systems and process plants can, however, create management impediments due to the openness of these technologies to external systems and networks via various communication channels. This makes company assets and resources potentially vulnerable to risks, e.g., due to cyber-attacks. In the BCM-oriented approach proposed here, both preventive and recovery activities are considered in light of engineering best practices and selected international standards, reports, and domain publications.
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1. Introduction


Industrial companies nowadays, including those implementing Industry 4.0 smart technologies, face potential safety and security problems due to their use of open systems and networks for communication and control [1,2,3]. The same concerns exist with respect to the energy systems within critical infrastructure such as power plants for producing electricity and/or heat from various energy sources, including coal, oil, natural gas, biogas, and renewable energy sources.



In order for power plants and distributed industrial systems to be economically effective, they should be reliable in continuous operation mode, or with the highest achievable availability when their operation is required on demand (e.g., during peak load of the electrical grid or during an abnormal state due to dependent or cascade failure leading to emergency conditions). These issues can be considered from a business continuity management (BCM) [4,5] point of view.



A traditional RAMS&S (reliability, availability, maintainability, safety, and security) methodology [6,7] can support elements of BCM in the life cycle, however, it insufficient due to its need to consider various impact factors, including the human and organizational factors. Certain aspects of BCM can be analyzed regarding performability engineering, as analysed and emphasised by Misra [8]. An interdisciplinary review of business continuity issues from the perspective of information systems, directed towards proposing an integrated framework, was published by Niemimaa [9]. These issues are lately of increasing attention to insurance companies [10,11].



Relatively new aspects in BCM analysis are connected to information and communication technology (ICT) and industrial control systems (ICS) that operate within computer systems and networks using wired or wireless communication channels. These systems and networks have been considered in several publications and research reports from the perspective of systems engineering [12,13,14,15] and cyber-physical systems [16,17]. Several research projects have been undertaken concerning the integrated analysis of ICS safety and security [18,19]. Interesting research works have been published concerning business continuity management, for instance an article [20] and monograph [21]. The functional safety and cybersecurity issues of industrial automation and control systems (IACS) have lately been emphasized as especially important in the design and operation of hazardous industrial plants and critical infrastructure systems [22,23,24,25].



Several security-related issues of the industrial automation and control system (IACS) have been considered in the context of protection solutions proposed for improving IACS security as proposed in the IEC 62443 standard [26]. The dependability and safety integrity of the safety-related part of the ICS are discussed with regard to the generic functional safety standard IEC 61508 in [27].



The remainder of this article is structured as follows. Section 2 provides a basic overview of functional safety and cybersecurity aspects related to business continuity management and the basic requirements in the context of risk evaluation within the life cycle; in addition, a BCM framework is proposed for business continuity planning in industrial companies. Section 3 outlines an integrated dependability, safety, and security management framework for industrial companies, including BCM aspects. In Section 4, a case study is presented to demonstrate the application of the proposed integrated approach. In the conclusions, the significance of adequately treating ICT and IACS within BCM activities in Industry 4.0 is emphasized.




2. Brief Presentation of the Framework and Components


2.1. Overview of IT and OT Systems and Their Convergence


The convergence of information technology (IT) and operational technology (OT) creates both new opportunities and new challenges. The data flows outside and into plant networks inevitably lead to additional threats and increased security-related risks. One of the biggest challenges facing the industrial sector is understanding the risks involved in potential cyberattacks, which are already being observed; these risks can emerge when companies adopt Industry 4.0 technologies, including Industrial Internet of Things (IIoT) technologies and tools. The management staff of industrial companies are becoming more aware about the magnitude of the gap between the priorities recognized by teams responsible for operational technology (OT) and those recognized by information technology (IT) professionals. This gap often impacts new cybersecurity initiatives.



In order to explain the issues involved, it is necessary to begin with a model industrial system. The traditional reference model is based on the ISA99 series of standards derived from the generic model of ANSI/ISA-95.00.01 (Enterprise-Control System Integration), and represents the manufacturing system using five functional and logical levels (Figure 1). These levels are often assigned to two classes, namely, Operational Technology (OT) and Information Technology (IT), with their own relevant security zones. The zero level defines the actual physical processes. The first level of activities involved in sensing and manipulating physical processes include intelligent devices. The second level includes control systems (e.g., Programmable Logic Controllers). The third level, site manufacturing and control, includes an ICS/SCADA system with a relevant Human–System Interface (HSI) and the Manufacturing Execution System (MES). The fourth level, enterprise business planning and logistics, comprises an Enterprise Resource Planning (ERP) system for effectively management and coordination of the business and enterprise resources required for manufacturing processes. Finally, the fifth level is the enterprise network for business and logistics activities, which can now be supported using applications based on Cloud Technology (CT) [28,29].



In an open manufacturing system, assigning safety and security-related requirements requires the special attention of designers and operators [3,30,31].



From an information security point of view, an important requirement and solution is to prioritize segmentation of the complex industrial computer system and network, distinguishing cell security zones and designing a Demilitarized Zone (DMZ), as illustrated in Figure 1.



The DMZ is sometimes referred to as a perimeter network or screened subnet, and is a physical or logical subnetwork for controlling and securing internal data and services from an organization’s external services using an untrusted (usually larger) network such as a corporate-wide area network (WAN), the Internet, or a cloud technology (CT).



Thus, the purpose of a DMZ is to add a layer of security to an organization’s local area network (LAN); an external network node can access only what is exposed in the DMZ, while the rest of the organization’s network is firewalled [1,30].



An actual list of internal and external influences, hazards, and threats should be considered during the design and operation of the OT and IT systems and networks. Basic features of these systems are presented in Figure 2.



While the expected lifetime of OT systems is typically evaluated in the range of 10–20 years, this drops to only 3–5 years in the case of IT systems [23]. In characterizing the OT system, the AIC triad (Availability, Integrity, and Confidentiality) is often used to prioritize basic requirements, while the CIA triad (Confidentiality, Integrity, and Availability) is used to characterize the IT network.



The safety and security of both OT and IT systems and networks are dependent on various external and internal influences, including organizational and human factors [32]. Traditionally, a general MTE (Man-Technology-Environment) approach has been proposed for systemic analyses and management in the life cycle of industrial installations. An interesting framework for dealing with complex technical systems is offered by systems engineering (SE) [13]. The industrial automation and control system (IACS) [26,33] can be considered as a cyber-physical system [17,34,35].




2.2. Functional Safety of OT Systems


For high dependability and safety of the OT system, an operational strategy within BCM should be elaborated that includes inspections and periodical testing of safety-related control systems, for instance, electrical/electronic/programmable electronic (E/E/PE) systems [27] and safety instrumented systems (SIS) [36], including their sensors and the equipment under control (EUC).



The operational equipment of manufacturing lines (machinery, drives, operational control systems, etc.) requires an advanced preventive maintenance strategy to be implemented in order to achieve the required high OT availability and reduce the risk of outages and related production losses. Incident management procedures must be developed to reduce the risk of potentially hazardous events leading to major losses.



A set of safety functions are implemented in the safety-related ICS of required safety integrity levels (SILr), determined in the risk assessment process in relation to the criteria defined [12], to be assigned, for instance, to the E/E/PE or SIS systems (see the OT block in Figure 3).



Two different requirements must be specified to ensure an appropriate level of functional safety [37]:




	
The requirements imposed on the performance of safety functions designed for hazard identification;



	
The safety integrity requirements, i.e., the probability that a safety function will be performed in a satisfactory way when a potentially hazardous situation occurs.








Safety integrity is defined as the probability that a safety-related system, such as the E/E/PE system or SIS, will satisfactorily perform a defined safety function under all stated conditions within a given time. For safety-related ICS in which a defined safety function is implemented two probabilistic criteria must be defined, as presented in Table 1 for four categories of the SIL [27], namely:




	
The probability of failure on demand average (PFDavg) of the safety-related ICS in which the considered safety function is implemented, operating in a low-demand mode (LDM); or



	
The probability of dangerous failure per hour (PFH) of the safety-related ICS operating in a high- or continuous-demand mode (HCM).








The SIL requirements assigned for the safety-related ICS to be designed for implementing a specified safety function stem from the results of the risk analysis and evaluation meant to reduce the risk of losses by sufficiently considering specified risk criteria, namely, for individual risk and/or group or societal risk [27].



If societal risk is of interest, analyses can generally be oriented on three distinguished categories of loss, namely [27,36,38], health (H), environment (E), and material (M) damage; then, the SIL required (SILr) for a particular safety function is determined as follows:


    SIL  r  = max   (   SIL  r H  ,     SIL  r E  ,     SIL  r M  )  



(1)







As mentioned above, SIL verification can generally be carried out for either of two operation modes, namely, LDM or HCM. The former is characteristic of the process industry [36], while the latter is typical for machinery [39], railway transportation systems, and the monitoring and real-time control of any installation using an ICS/SCADA system.



Management of the OT system and IACS, including safety-related lifecycle ICS, can be challenging; in industrial practice, it is difficult to achieve the above-specified requirements concerning the AIC triad (see Figure 3) for various reasons. Nevertheless, these systems contribute significantly to the realization of required quality and quantity of products in time, and influence overall equipment effectiveness (OEE). No less important are the functional safety and cybersecurity issues regarding the requirements and criteria discussed above.



The following items should be specified for implementation in industrial practice:




	
A plan for operating and maintaining E/E/PE safety-related systems or SIS;



	
Operation, maintenance, and repair procedures for these systems over their whole life cycle;








Implementation of these items must include initiation of the following actions:




	
Implementing procedures;



	
Following maintenance schedules;



	
Maintaining relevant documentation;



	
Periodically carrying out functional safety audits;



	
Documenting any modifications to the hardware and software in E/E/PE systems.








Thus, all modifications that have an impact on the functional safety of any E/E/PE safety-related system must initiate a return to an appropriate phase of the overall E/E/PE system or software safety lifecycles. All subsequent phases must then be carried out in accordance with the procedures specified for the specific phases regarding the requirements in the above-mentioned standards.



For each phase of the overall functional safety lifecycles, a plan for verification and validation should be established concurrently with the development of consecutive phases. The verification plan must document or refer to the criteria, techniques, and tools to be used in verification activities.



Chronological documentation of operation, repair, and maintenance of safety-related systems should be maintained and must include the following information:




	
The results of functional safety audits and tests;



	
Documentation on the time and cause of demands on E/E/PE safety-related systems in actual operation the performance of the E/E/PE safety-related systems when subject to those demands, and any faults found during routine testing and maintenance;



	
Documentation of any modifications made to safety-related ICS, including equipment under control (EUC).








The requirements concerning chronological documentation should be sufficiently detailed for the specific context of safety-related ICS operations [27,36,39].




2.3. Cybersecurity of IT Systems


From a cybersecurity perspective, the systems and networks used within the business environment (level 4 of the ISA95 model in Figure 1) should be considered as potentially insecure, as they contain complex interdependent hardware and software (see simplified architecture in Figure 3), remote access paths, and external communications. Therefore, IT and OT systems with the access to the Internet and/or a wide area network (WAN), or when the cloud technology (CT) is used, should be secured at the required security assurance level (SAL) for assignment to respective zones [26]. It has been postulated that the SAL assigned to the relevant domain should be included when verifying the safety integrity level (SIL) of safety-related ICS in which a specified safety function is to be implemented [12,40].



Security-related risks can be mitigated through the combined efforts of component suppliers, the machinery manufacturer, the system integrator, and the machinery final end user (with the company owner responsible) [26,33]. Generally, the response to a security risks should be as follows [41]:




	(a)

	
Eliminate the security risk by design (avoiding vulnerabilities);




	(b)

	
Mitigate the security risk by risk reduction measures (limiting vulnerabilities);




	(c)

	
Provide information about residual security risks and measures to be adopted by the user.









The IEC 62443 standard [26] proposes an approach to dealing systematically with security-related issues in IACS. Four security levels (SLs) have been defined, understood as a confidence measure for ensuring that the IACS is free from vulnerabilities and will function in the intended manner. These SLs are suggested in the standard IEC 63074 [41] for dealing with the security of safety-related ICS designed for the operation of manufacturing plants.



These levels (numbered from 1 to 4, see Table 2) represent a piece of qualitative information addressing the relevant protection scope of the domain or zone considered in the evaluation against potential violations during safety-related ICS operation in a zone.



The relevant SL number from 1 to 4 should be assigned to seven consecutive foundational requirements (FRs) relevant within the domain considered [26]:




	
FR 1—Identification and authentication control (IAC);



	
FR 2—Use control (UC);



	
FR 3—System integrity (SI);



	
FR 4—Data confidentiality (DC);



	
FR 5—Restricted data flow (RDF);



	
FR 6—Timely response to events (TRE);



	
FR 7—Resource availability (RA).








Thus, it is suggested that dependability and security-related evaluations apply a defined vector of relevant FRs from those specified above. Such a vector might be defined for the security-related requirements for a zone, conduit, component, or system. It contains the general integer numbers characterizing the SL from 1 to 4 (or 0 if not relevant) to be assigned to consecutive FR.



A general format of the security assurance level (SAL) to be evaluated for a given domain is defined as a function of [FRs] [26]:


   SAL    ×  (   [  FRs  ]     domain   )   =  f    [   IAC   UC   SI   DC   RDF   TRE   RA   ]   



(2)








2.4. Integrated Functional Safety and Cybersecurity Evaluation


Assigning the SAL to the domain or zone as an integer number from 1 to 4 [37,42] can present problems. To overcome this difficulty, the security indicator SIDo for a domain (Do) can be defined [40] to determine security levels SLi for a set (Re) of relevant fundamental requirements (FRi) with relevant weights wi evaluated based on the opinions of ICT and ICS experts. This indicator is a real number from the interval (1.0, 4.0) calculated using the following formula:


  S  I  D o   =   ∑  i ∈ Re      w i  S  L i    ,     ∑ i     w i  = 1    



(3)







Four intervals of the domain security index SIDo (from SIDo1 to SIDo4) are proposed in the first column of Table 3 for assigning an SAL category integer number from 1 to 4. This approach corresponds with that used in earlier publications for attributing an SAL to the domain based on the dominant SLi for the relevant fundamental requirements, FRi.



Three types of vectors describing SLi for consecutive FRi of a domain can be distinguished [24]:




	
SL-T (target SAL)—Desired level of security;



	
SL-C (capability SAL)—Security level that the device can provide when properly configured;



	
SL-A (achieved SAL)—Actual level of security of a particular device.








Proposed correlations between the security index to be assigned to the domain SIDo/SAL and the final SIL attributed to the safety-related ICS in a hazardous installation are presented in Table 3. It was assumed that SILs were verified according to IEC 61508 requirements based on the results of probabilistic modelling [12,43], regarding potential common cause failures (CCFs) and the influence of the human and organizational factors regarding architectural constraints for the evaluated SFF and HFT of the E/E/PE subsystems (see explanations above). Thus, SIL verification requires probabilistic modelling of the safety-related ICS of the proposed architecture regarding the SFF and HFT of the subsystems.




2.5. Scope of BCM


Business continuity management (BCM) is usually understood as the capability and specified activity of an organization to continue delivery of products and/or services of required quality within acceptable time frames at a predefined capacity relating to the scale of potential disruptions [4].



A disruption is defined as an incident, whether anticipated or unanticipated, that causes an unplanned negative deviation from the expected delivery of products and services according to an organization’s objectives. An objective is the result to be achieved. The objective can be strategic, tactical, or operational.



The objective can be expressed in other ways, e.g., as an intended outcome, a purpose, an operational criterion, or using other words with similar meaning (e.g., aim, goal, or target). Objectives can relate to different disciplines (such as financial, health and safety, and environmental objectives) and can apply at different levels (such as strategic, organization-wide, project, product, and process).



The BCM can be considered an integral part of a holistic risk management that safeguards the interests of the organization’s key stakeholders, reputation, brand, and value by creating activities through [10]:




	
Identifying potential threats that might cause adverse impacts on an organization’s business operations, and associated risks;



	
Providing a framework for building resilience for business operations;



	
Providing capabilities, facilities, processes, and elaborated action task lists, etc., for effective responses to disasters and failures.








An event can be an occurrence or change in a particular set of circumstances that could have several causes and several consequences. An abnormal event due to a hazard or threat is considered a risk source. An emergency is a result of a sudden, urgent, usually unexpected occurrence or event requiring immediate action. It is a disruption or condition that can be anticipated or prepared for, although seldom exactly foreseen [44,45,46].



The organization must implement and maintain a systematic risk assessment process. Such a process could be carried out, for instance, in accordance with the ISO 31000 standard. As shown in Figure 4, an organization should:




	(a)

	
Identify risks of disruption to the organization’s prioritized activities and their supporting resources;




	(b)

	
Systematically analyze and assess risks of disruption;




	(c)

	
Evaluate risks of disruptions that require adequate treatment.









Risk evaluation is considered an overall process of hazard/threat identification, risk analysis, and risk assessment [28,47]. Risk management is a process of coordinating activities in order to direct and control an organization regarding risk.



The general purpose is to reduce an industrial system’s vulnerability as required in order to increase its resilience as justified considering current legal and/or regulatory requirements regarding the results of cost–benefit analyses. Relevant protection measures should be proposed that adequately safeguard and enable an organization to prevent or reduce the impact and consequences of potential disruptions.



After a major disruption, the recovery process is to be undertaken in order to restore system operation in a timely manner and improve activities, operations, facilities, and other key determinants of the affected organization where appropriate in order to increase its business resilience for the future.




2.6. BCM in Energy Companies


There have been various approaches proposed to apply the BCM concept in industrial practice. The standard BS 25999-1 [29] provided a proposal based on the concept of good practice. It was intended for use by anyone with responsibility for business operations or the provision of services, from top management through all levels of the organization. It was in principle foreseen for a single-site BCM or, with a more global presence, ranging from a sole trader through a small-to-medium enterprise (SME) to a large company employing thousands of people. However, this standard was withdrawn and replaced in industrial practice in favor of the ISO/DIS 22301 [4], which describes the basic requirements to be assigned in developing modern BCM systems.



As previously mentioned, BCM includes the recovery, management, and continuation of business activities in situations of business disruption as well as integrated management of the overall program through training, exercises, audits, and reviews to ensure that the business continuity plan stays current and up to date [48,49,50].



When analyzing energy and industrial companies, including their control systems [15,51,52], it is suggested that the following categories of potential disruptions be considered:




	
Failures in logistics chains, delays in delivery of raw materials or semi-finished products by business partners, and/or delays in providing services, spare parts etc.



	
Failures in electric energy distributed systems



	
Power transformer station failures fires, cyberattacks, etc.



	
Physical or cyberattack



	
Failures and outages of ICT and CT (cloud technology) systems and networks designed using wired and/or wireless technology



	
Failures and outages of OT systems and networks, including production lines and storage, and/or malfunctions of industrial automation and control systems (IACS)



	
Extreme environmental phenomena, lightning storms, heavy rain, local flooding, flood, hurricane, or tornado, extremely high or low temperature, and heavy snowfall or icing



	
Disturbances in critical infrastructure objects and systems needed to deliver water, electricity, gas etc.



	
Fire or explosion



	
Extreme emission of pollutants and/or dangerous substances



	
Destruction due to potentially critical events in physical surroundings or infrastructure installations



	
Earthquake and/or tsunami (at sites close to the shore)



	
Sabotage, terrorism, or cyberterrorism against critical infrastructure objects/systems inspired by an external principal or agent



	
Legislative changes








Only selected categories of potential disruptions will be discussed in the presented approach.



The consequences of an incident may vary significantly and can be far-reaching, including major accidents with both internal and external losses. These consequences might involve loss of life, environmental losses, and loss of assets or income due to the inability to deliver products and services on which the organization’s strategy, reputation, or even economic survival might depend.



The importance of shaping the organizational culture and related safety and security culture is essential. It is a fundamental prerequisite both of successful activities and of avoiding failures in any organization, including a modern industrial company present within a competitive market.



Expected outcomes of an effective BCM program implemented in an energy or industrial company are as follows [4,49]:




	
Key products and services are identified and protected, ensuring their continuity;



	
Incident management capability is enabled to provide an effective response;



	
The company understands its relationships with cooperating companies/organizations, relevant regulators and authorities, and emergency services;



	
Staff are trained to respond effectively to an incident or disruption through appropriate exercises;



	
Stakeholders’ requirements are understood and able to be delivered;



	
Staff receive adequate support and communications in the event of a disruption;



	
The company’s supply chain is better secured;



	
The organization’s reputation is protected and remains compliant with its legal and regulatory obligations.








In the energy sector, it is crucial to have maintain the operation of infrastructure equipment. This is supported by the correct application of BCM. As previously mentioned, there are many factors affecting the operation of any plant, including a power sector plant. These various factors are multidisciplinary and can be applied to different industry sectors.



Several indicators are used for decision-making in BCM, for instance [48], RTO (recovery time objective), the recovery time of a process or the required resources, and MTPD (maximum tolerable period of disruption), the maximal tolerable downtime which, when exceeded, seriously threatens the medium-term or long-term survival of the process or the organization. The maximum time for recovery (RTO) must be smaller than the maximum tolerable period of disruption (MTPD).



A formal set of procedures should be established to deal with information security incidents and identified weaknesses, which may have a physical component. This should encompass [44,49,50]:




	
Detection of all information security incidents (and weaknesses) and related escalation procedures and channels;



	
Reporting and logging of all information security incidents and weaknesses;



	
Logging all responses and preventive and corrective actions taken;



	
Periodic evaluation of all information security incidents and weaknesses;



	
Learning from reviews of information security incidents(and weaknesses and making improvements to security and to the information security incident and weakness management scheme.








Service providers should ensure that all ICT systems essential for disaster recovery are tested regularly to ensure their continuing capability to support DR plans. Tests should be conducted whenever there are any significant changes in organizational requirements and/or changes in service provider capacity and capability that affect services to organizations. Examples of such changes include relocation of DR sites, major upgrades of ICT systems, and commissioning of new ICT systems.



There is an IT infrastructure in the energy sector, and problems with its proper operation contribute to power outages; information transmission deficiencies can cause blackouts in certain cases.



Several sets of various characteristics influencing performance and key performance indicators (KPIs) are listed [11] for use in evaluations and audits within the BCM of the industrial plant to support relevant decisions. Recovery Point Objective (RPO) and Recovery Time Objective (RTO) are two of the most important parameters of a disaster recovery or data protection plan. The RPO and RTO, along with a business impact analysis, provide the basis for identifying and analyzing viable strategies for inclusion in the business continuity plan of the BCM in relation to the previously discussed standards [4,48,50].



An objective of the recovery target time can be set, for instance, in the following cases:




	
Resumption of product or service delivery after an incident, or resumption of a performance activity after an incident;



	
Recovery of the ICT (information and communication technology) system or computer application after an incident, such as a hacker attack, or IT-OT system failure or functional abnormality, such as abnormal performance of the industrial automation and control system (IACS).








The BCM approach outlined above is based on esteemed reports and international standards, including current legal and regulatory requirements.



The energy sector is critical to the operation of everything from households to critical infrastructure. In the current consideration of BCM, there are no specific explicit requirements for a particular sector, including the energy sector.





3. Proposed Integrated Functional Safety and Cybersecurity Evaluation in the Framework of BCM


In the approach presented below, current research issues are considered from the general perspective of BCM regarding the dependability, safety, and security of the ICT and ICS, including the SCADA (supervisory control and data acquisition) system. Their required functionality and architectures are discussed, distinguishing between information technology (IT) and operational technology (OT) in relevant systems and networks [40]. These systems require effective convergence for advanced manufacturing functionality and improved effectiveness in the realization of advanced manufacturing and business-related processes. In this article, an approach is proposed for integrated functional safety and cybersecurity analysis and management over the whole life cycle based on determining and verifying the safety integrity level (SIL) of the safety-related ICS system regarding the security assurance level (SAL) assigned to the relevant security domain.



The main objective is to outline a conceptual framework for including the above-mentioned technologies and systems within business continuity management activity. The proposed holistic management process identifies potential hazards and threats to an organization and their impact on manufacturing and business processes that, if realized, might cause disruptions and related losses. The purpose of the system is to provide a framework for building organizational resilience and preparing effective response, as such safeguards are important for company owners, key stakeholders, regulators, and local authorities [29,48,49,50] as well as crucial for brand, reputation, and value-creating activities.



The proposed BCM framework emphasizes the significance of a business continuity plan (BCP) for industrial companies (Figure 5).



The left side of Figure 5 consists of seven specified discrete stages adapted from the standards in [44,50]; these are aimed at developing a comprehensive business continuity plan that will meet a company’s business requirements, including the service providers. This is useful in developing recovery procedures (RP) for abnormal situations, failure events, or disaster recovery plans (DRP) [44] for cases of major disruptions and potential disasters.



In the middle part of this figure, basic elements of the approach to integrated BCM are specified, including the dependability, safety, and security aspects. The management activities are based on domain knowledge, current information, evidence, and results of modelling in the following areas:




	
Formulating policies, goals, and domain, including legal and regulatory requirements and relevant standards and publications of good practice;



	
Criteria for risk evaluation and reduction concerning dependability, safety, and security aspects, including domain key performance indicators (KPIs);



	
Updated evidence, results of audits in design and plant operation, and results of modelling to support relevant decisions.








Audits can be (1) a first-party audit using internal resources, (2) a second-party audit initiated by a supplier, customer, contractor, and/or insurer, or (3) a third-party audit performed by an independent body against a recognized standard, i.e., ISO 9001.



On the right side of Figure 5, seven areas are specified and proposed by the authors for inclusion in the process of business continuity planning for a modern plant that requires relevant technical and organizational solutions in the following areas:




	
Physical resilience and security of company resources and assets;



	
Information and communication technology (ICT) resilience and security management over the whole life cycle;



	
Adequate resilience and security of the industrial automation and control system (IACS) and supervisory control and data acquisition (SCADA) system in a specific industrial network/domain and required security assurance level (SAL) [26];



	
Safety-related control systems designed and operated according to the functional safety concept with the required safety integrity level (SIL) [27];



	
Industrial installations and processes with the required physical and functional protection measures;



	
Infrastructure integrity for delivery of raw materials and energy (electricity, gas, oil) needed for production processes;



	
Equipment reliability/availability adequately maintained according to the strategy developed to achieve, for instance, a satisfactory level of overall equipment effectiveness (OEE).








These systems and networks require special attention during the design and operation of Industry 4.0 manufacturing systems due to their complexity, advanced functionality, and external communications. Their architectural complexity and openness make them susceptible to malfunctions and failures as well as vulnerable to external cyberattacks. According to published data, the probability of such attacks on various industrial systems and networks in most European countries is relatively high.



Due to the scope of the problems outlined above, only selected issues will be discussed. In the following sections fundamental aspects related to the Industry 4.0 concept are presented, namely, ICT systems and networks (B in Figure 5), ICS/SCADA resilience and security (C), and safety-related ICS (D) designed for implementing the defined safety functions [27,42,53,54] of the required safety integrity level (SIL) of a safety function in order to reduce relevant risks. The determined SIL is then verified using a probabilistic model of the safety-related ICS of the architecture, including communication conduits.



To better illustrate the authors’ new approach, Figure 6 shows five framework elements that directly extend the BCM process.



The first element of the new approach is to first incorporate the safety and security aspects discussed above into the risk analysis and then throughout the Business Impact Analysis process. The aim of information security management (ISM) is to fulfill specified requirements concerning the CIA triad (Figure 4) of the ICT systems regarding information storage, transfer, and related services. When an organization implements an ISMS (information security management system), the risks of interruptions to business activities for any reason should be identified and evaluated [20,55].



In the third step of the BCM process (Establishing), the conclusions of Step 2 should be considered, including new safety and cybersecurity aspects.



During development of the Business Continuity Plan, the dependencies of IT on OT and their impact on functional safety must first be considered; second, the impact of these events on the recovery plan must be assessed. Planning for business continuity, fallback arrangements for information processing, and communication facilities become beneficial during periods of minor outages and are essential for ensuring information and service availability during a major failure or disaster that requires complete and effective recovery of activities over a period of time.



The fourth important link in the proposed framework is the inclusion of aspects of the risk analysis and the prepared recovery plan in the process of periodic testing and verification.



The last new element appears in the final two steps of the BCM cycle. As previously mentioned, audits are of key importance in any management system, especially in a hazardous industrial plant. Previous authors have examined audit documentation prepared and used by an industrial company as part of a third-party audit in a refinery concerning the design and operation of safety-related ICS in relation to defined generic and plant criteria [56]. The audit results and conclusions were then discussed with the staff responsible for functional safety to further mitigate risks by implementing the indicated technical and organizational solutions. An important objective in implementing a BCM in a hazardous plant is to satisfy the expectations of stakeholders and insurance companies [10,11] in order to assure a satisfactory level of business continuity, safety, and security. This can be achieved thanks to the implementation in industrial practice of advanced, consistent and effective BCM systems.



Thus, the BCM is useful in taking a systemic and proactive approach to dealing with dependability, safety, and security issues. It specifies various interrelated process-based activities and procedures for the identification of hazards and threats in order to evaluate relevant risks, supporting safety and security-related decision-making in changing conditions and over the whole plant life cycle.




4. Case Study


4.1. Safety Aspects


The risk analysis phase of a plant’s BCM takes into account the continuity of the media supply, which is directly linked to the plant’s gas boiler room. As part of the functional safety and cybersecurity risk analysis, analyses were performed as a basis for this risk analysis. In this example, only one of the safety functions is presented. A safety function of high-pressure monitoring operating in the low demand mode in a process installation is presented. The high pressure of the steam in the process loop provokes the safety function to drop power to a pair of solenoid valves, which leads to venting to a pneumatic actuator, placing a pair of valves into their failsafe position. From the risk evaluation, the safety integrity level of this function was determined to be SIL 3. The safety function to be implemented in the safety-related ICS architecture is shown in Figure 7 and Figure 8. The related at BCM framework, including the safety and security aspects, is shown in Figure 9.



In the analysed example, the 4–20 mA two-wire pressure transmitters are directly wired into analog input modules. The safety controller and the input and output cards are connected on an EtherNet/IP network. The final control elements of this safety function are the combination of solenoids, actuators, and globe valves. The controller and safety I/O modules have a built-in HFT = 1 (two field signals are used). The sensors and final elements require redundant hardware in the 1oo2 configuration to meet the required HFT = 1. The data for evaluating the probability of failure on demand average PFDavg of subsystems was calculated by the authors based on data provided by manufacturers of the components (Table 4).



The value of PFDavg for the considered safety-related ICS is calculated from the formula [39]:


  P F  D  a v g    ≅ P F  D  a v g  A  + P F  D  a v g  B  + P F  D  a v g  C   



(4)







Thus, in this case study, PFDavg ≅ 11.2 × 10−5; the safety integrity level of SIL 3 was obtained via the results of probabilistic modelling, with the interval criteria presented in the second column of Table 1 and the architecture constraints presented in the IEC 61508 series standard.




4.2. Safety-Related ICS Aspects


Considering the domain of the safety-related ICS in which the safety function was implemented, including the communication conduits, the SL-A vector was evaluated as follows: (3 4 3 3 3 3 4). Assuming that weights of all SLi are equal (wi = 1/7), using Equation (3) the obtained result is SIDo = 3.28 and the assigned security assurance level is SAL 3. From column 4 of Table 3, the final safety integrity level validated regarding the security aspects in the domain of interest is SIL 3, the same as required. Therefore, in this case there is no need to propose improvements to the safety-related system [40]. If the SAL obtained for another less secure domain was lower, e.g., SAL 2, then the assigned safety integrity level should be lower, i.e., SIL 2 (see Table 3).




4.3. Risk Treatment


From a risk management point of view, it would be justified to consider changing the configuration of the sensor subsystem shown in Figure 7 from 1oo2 to 2oo3 in order to reduce the probability of spurious operation of this safety-related ICS. It is known that while the 2oo3 configuration has a slightly higher PFDavg, it has a much lower probability of spurious operation than configuration 1oo2. Probabilistic modeling of the safety-related ICS consisting of the 2oo3 configuration, including the influence of CCFs and the architectural constrains on subsystems regarding their HFT and SFF, is described in detail in [25,43].




4.4. Business Continuity Management Impact


Based on the information previously mentioned in the example above, the team can assess the impact of system architecture and functional and cybersafety safeguards on the criticality of the gas boiler, which translates into the BCM of the entire plant. This in turn allows the enterprise to engage in Business Continuity Planning-wide planning, e.g., creating the capacity to produce a range of products in several factories.



The next stage of BCM is to create a business recovery plan that includes both IT and OT infrastructure. As IT practices are well known, we omit the related description. As far as OT is concerned, especially in terms of functional safety, it is necessary to highlight the creation of backup programs of drivers and safety drivers, knowledge of firmware versions of devices of control systems, protection of spare parts of control elements which can be destroyed or infected, description of procedures verifying damage, and procedures allowing for the restarting of production after replacement of damaged or infected elements.



The final stage of the BCM process, enriched with new analysis elements, is the test plan. At this stage, it is necessary to equip maintenance personnel with appropriate procedures and instructions to test the disaster event and production recovery in a safe way for the continuity of production in the scope resulting from the risk analysis enriched with functional safety elements for OT and IT.



The frequency of performing a backup depends directly on the Recovery Point Objective (RPO) indicator assumed during the analysis. However, the size of the stock of key spare parts depends on the adopted Recovery Time Objective (RTO)




4.5. Summary


This example demonstrates that in a modern industrial plant equipped with both safety functions and IT networks, these two functionalities intermingle and create interactions that have a direct impact on BCM analyses. Their consideration is essential for a comprehensive analysis of all risks and the creation of an appropriate action plan.





5. Conclusions


In this article, an integrated functional safety and cybersecurity evaluation approach is proposed in a framework for business continuity management (BCM) to deal systematically with vulnerabilities that could influence an industrial plant’s dependability, safety, and security. Industrial energy companies, including those using Industry 4.0 business and technical solutions, have to pay attention to shaping their resilience regarding existing and emerging hazards and threats, including cyberattacks. This issue concerns the energy sector, power plants, and distributed renewable energy stations.



In such energy plants, information and communication technologies (ICT) and industrial automation and control systems (IACS) play important roles. Using advanced technologies in modern energy manufacturing systems and processing plants can result in management impediments due to their openness to external systems and networks through various communication channels. This makes company assets and resources potentially vulnerable to risk, e.g., due to cyberattacks. In the BCM-oriented approach proposed here, both preventive and recovery activities are considered in light of engineering best practices and following suggested selected international standards, reports, and domain publications.



Potential impediments in energy industrial practice have been identified related to OT security when this technology consists of devices (hardware and software) from several different producers/suppliers. This can cause substantial difficulties in pathing software within relevant computer systems and networks. Thus, this issue requires special attention during the design, implementation, and maintenance of business continuity management systems.



The dependability and security of safety-related ICS in which defined safety functions are implemented can be influenced by both technical and organizational factors. These are related to the quality and reliability of hardware and software. These aspects require further research, especially in the context of the design and operation of highly complex hazardous industrial installations and their ICS, as these must be designed with regard to the defense in depth concept when justified in the context of the risk evaluation results obtained.



Traditionally, manufacturing installations include both information technology (IT) and operational technology (OT). More recently, cloud technology (CT) is often considered to improve data transfer and storage in the context of business management in distributed Industry 4.0 companies.



Advanced automation and control systems are currently in development, based, for instance, on the open platform communication unified architecture (OPC UA) protocol for improved network scalability and implementing new AutomationML concepts [49]. These technologies enable advanced production flexibility and effectiveness. The IT, OT, and IACS, including safety-related ICS, can be considered more generally as a cyber-physical system (CPS). Additional research should be undertaken in order to deal systematically with distributed co-operating manufacturing systems, including their dependability, safety, and security aspects, regarding an advanced BCM system for improving effectiveness and resilience over the whole plant life cycle. Our future research work will further develop BCM topics in the energy sector related to hydrogen storage and renewable energy technologies. With respect to these topics it is extremely important to include an integrated approach to functional safety and cybersecurity analysis.
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Figure 1. Traditional reference model of an industrial system based on the ANSI/ISA95 standard. 
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Figure 2. Basic features characterizing OT and IT systems and networks [23]. 
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Figure 3. Typical ICT and ICS architecture including OT, IT, and CT. 
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Figure 4. Risk management process (based on [47]). 
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Figure 5. Proposed BCM framework for business continuity planning in industrial companies. 
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Figure 6. Impact of the proposed framework on the BCM process. 
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Figure 7. The architecture of the ICS system with implemented safety function. 
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Figure 8. Analysed object architecture. 
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Figure 9. Diagram of relations of BCM framework, including safety and security aspects. 
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Table 1. Categories of SIL and probabilistic criteria to be assigned to safety-related ICS operating in LDM or HCM.
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	SIL
	PFDavg
	PFH [h−1]





	4
	[10−5, 10−4)
	[10−9, 10−8)



	3
	[10−4, 10−3)
	[10−8, 10−7)



	2
	[10−3, 10−2)
	[10−7, 10−6)



	1
	[10−2, 10−1)
	[10−6, 10−5)
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Table 2. Security levels and protection description of the IACS domain [26,41].
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	Security Levels
	Description





	SL 1
	Protection against casual or coincidental violation



	SL 2
	Protection against intentional violation using simple means with low resources, generic skills, and low motivation



	SL 3
	Protection against intentional violation using sophisticated means with moderate resources, IACS-specific skills, and moderate motivation



	SL 4
	Protection against intentional violation using sophisticated means with extended resources, IACS-specific skills, and high motivation
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Table 3. Proposed correlation between SIDo/SAL for the evaluated domain and final SIL to be attributed to the safety-related ICS of a critical installation.
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Security Indicator SIDo/SAL

	
SIL Verified According to IEC 61508 *




	
1

	
2

	
3

	
4






	
SIDo1∈[1.0, 1.5)/SAL 1

	
SIL 1

	
SIL 1

	
SIL 1

	
SIL 1




	
SIDo2∈[1.5, 2.5)/SAL 2

	
SIL 1

	
SIL 2

	
SIL 2

	
SIL 2




	
SIDo3∈[2.5, 3.5)/SAL 3

	
SIL 1

	
SIL 2

	
SIL 3

	
SIL 3




	
SIDo4∈[3.5, 4.0]/SAL 4

	
SIL 1

	
SIL 2

	
SIL 3

	
SIL 4








* verification includes the architectural constraints regarding SFF and HFT of subsystems.
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Table 4. Reliability data for safety-related ICS components for implementing the safety function.
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Subsystem

	
SIL

	
PFDavg






	
A. Input subsystem

	
SIL 4

	
3.1 × 10−5




	
Pressure transmitter




	
Analog Input Card




	
B. Logic subsystem

	
SIL 4

	
3.5 × 10−5




	
Safety PLC




	
C. Output subsystem

	
SIL 4

	
4.6 × 10−5




	
Digital Output Card




	
Solenoid valve




	
Globe valve &




	
Pneumatic Actuator
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