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Abstract: The use of smart meters enables the emergence of innovations in the electricity sector, such
as smart grids, prosumers and Peer-to-Peer trading, which can play an important role in realizing
the energy transition. These developments rely on the processing of personal data, triggering the
application of data protection legislation in addition to the legislation organizing the electricity
markets. This article examines the interaction between the General Data Protection Regulation
(GDPR) and the Directive (EU) 2019/944 on common rules for the internal market for electricity
in the European Union, following the method of doctrinal legal research. Concretely, this article
investigates what kinds of tensions may arise from the coexistence of these two legal regimes and
whether there are mechanisms in place to prevent or mitigate such tensions. Three main tensions are
identified. The first tension lies in the fact that some of the innovations facilitated by smart metering
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1. Introduction

uOne of the greatest challenges of the 21st century is combating climate change. An
important part of this is the reduction of CO; emissions, as agreed in the Paris Agreement.
To comply with this Agreement, an energy transition will have to take place, in which
renewable energy must replace fossil-based energy, and energy efficiency policy and
measures should be implemented.
European Union (hereinafter ‘/EU’) and national legislation of the Member States will
have to provide leeway for technological developments and new energy services that can
contribute to the energy transition and consumer empowerment. Directive (EU) 2019/944
(hereinafter ‘Recast Electricity Directive’) [1] furthers the efforts started with the Third
Energy Package to encourage the use of smart meters, which allow consumers to easily
This article is an open access article  Keep track of their energy costs and consumption so that they can be encouraged to reduce
distributed under the terms and  their demand for energy [2]. This advanced system collects information about the energy
conditions of the Creative Commons ~ consumption and energy production of energy consumers and prosumers and passes this
Attribution (CC BY) license (https://  information on to the system operators [3].
creativecommons.org/licenses /by / In this way, it is easy to measure and predict energy demand so that the energy sup-
40/). ply and capacity planning can be adjusted accordingly [4]. Even though smart metering
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can positively impact the energy sector and enable innovations such as smart grids, pro-
sumerism and Peer-to-Peer energy trading, the technology also raises concerns regarding
the protection of personal data and privacy of consumers. A smart meter can record
every fifteen minutes (or less) what someone does in their home with regard to energy
use [5]. For example, smart meter data can reveal whether someone is away from home
and which household appliances the consumer uses [6]. Hence, smart meter data can give
insights about the private and family life of the consumers, “including behaviour, habits,
or preferences, which in turn might result in unintended consequences such as profiling or
tracking” [7] (p. 163).

Smart meter data qualifies as personal data if it is related to identifiable natural
persons [8]. Hence, the Regulation (EU) 2016/679, known as General Data Protection
Regulation (hereinafter, ‘GDPR’) applies to the processing of data generated by smart
meters installed at the homes of household customers (hereinafter, ‘consumers’). As a
starting point, there seems to be tension between the growing demand for consumer data
under EU energy law and the need to limit the processing of personal data under data
protection law [6]. After all, any processing of personal data can be seen as an interference
with the fundamental rights of the data subject [9]. Therefore, the processing of personal
data of energy consumers should only take place following the rules and principles of data
protection law, most notably, the GDPR.

Against this background, the technological developments to promote the energy
transition that rely on the processing of consumers’ data cannot be viewed in isolation from
the protection of personal data. As a result, two different legal frameworks have to coexist:
energy law and personal data protection law.

This contribution examines the interaction between EU energy legislation and data
protection legislation in light of the growing use of smart meter data in the electricity
sector. In particular, this article focuses on the Recast Electricity Directive and the GDPR.
Due to the relative newness of these two legal instruments (applicable since 2019 and
2018, respectively), legal scholarship studying the interplay between them is still scarce
and leaves room for further inquiry. Huhta (2019) studies the legal interface between the
GDPR and electricity market design legislation under the Clean Energy Package, focusing
predominantly on interpreting how the grounds for personal data processing in the GDPR
can be applied in the context of smart metering [6]. Graef, Husovec & van den Boom (2020)
also study the interplay between the GDPR and the Recast Electricity Directive, but their
analysis focuses on identifying ‘spill-overs’ between the rules for personal data portability
in the GDPR and the rules concerning access to consumer’s data in the electricity sector, as
well as other consumer data access regimes in the EU [10].

The research presented in this paper builds upon this literature but takes a broader
approach and seeks to address the following research question: what kinds of tensions
may arise from the coexistence of these two legal regimes and whether they provide
mechanisms to prevent or mitigate such tensions? Considering the growing use of personal
data (a highly regulated topic) in the electricity sector (a highly regulated sector), it is
important to explore if the interplay between the EU data protection legislation and the
electricity market legislation leads to tensions that should be addressed to achieve the
policy objectives of both legal regimes. The focus in this contribution will mainly be on the
use of smart meters and the protection of personal data generated by smart meters [6]. This
contribution aims to expand the existing body of scholarship studying the interplay of data
protection law and energy law. The findings of this research are of interest not only for
academics but also for practitioners, policymakers and supervisory authorities that have to
deal with the issues here identified.

2. Methodology and Structure of the Article

The research presented in this article was carried out following the methodology of
doctrinal legal research, also known as traditional legal research. This type of research aims
primarily “to give a systematic exposition of the principles, rules and concepts governing a
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particular legal field or institution and analyses the relationship between these principles,
rules and concepts to solve unclarities and gaps in the existing law” [11] (p. 210). In
addition, doctrinal research can also have an evaluative purpose and serve as the basis for
future legal reform [12].

In terms of approach, van Hoecke [13] explains that this type of research is an
“empirical-hermeneutical discipline” (p. 3), in which texts and documents are the main
objects of study, and the interpretation thereof is the main activity of the researcher (p. 4).
As noted by van Hoecke, the main materials of this type of research are normative sources
(such as legislation and other formal sources of law) and authoritative sources (such as case
law and legal scholarly writings) (p.11).

The research presented in this article follows this approach and consists primarily of
describing and interpreting European Union legislation in the fields of energy law and
personal data protection currently in force, in particular, the Recast Electricity Directive and
the GDPR, to address the proposed research question. The interpretation of these normative
sources is supported by case law and other authoritative sources such as guidelines and
opinions from EU and Member State public bodies. This contribution also builds upon
existing scholarship on the regulatory challenges of regulating technological innovations in
the energy sector [2,14], as well as literature on the principles and foundations of personal
data protection law in general [15,16]. Literature from other disciplines has also been
used where necessary to explain the working of innovations in the electricity sector. Legal
developments have been followed until 5 November 2021.

The remainder of this paper is structured as follows. Section 3.1. will describe a
number of technological developments in the electricity sector, which can contribute to the
energy transition and rely largely on the processing of personal data. Sections 3.2 and 3.3.
provide an overview of the objectives, principles, actors, rights, and obligations enshrined
in the GDPR and the Recast Electricity Directive, respectively. Section 3.4 identifies points
of contact as well as tensions and uncertainties arising from the simultaneous application
of these two legal regimes. The conclusions are presented in Section 4.

3. Results
3.1. Smart Meters and Innovative Businesses Based on Consumer (Personal) Data

Today, it is evident that the use of fossil fuels to generate energy is outdated [17].
The transition towards a clean energy system is twofold: on the one hand, the mode
of generation of energy must change, and, on the other hand, energy consumption and
consumer behaviour must also undergo a drastic transition [17]. Social and technological
innovations play an important role in achieving the energy transition [18]. This article
focuses on innovations that rely on personal data from smart meters.

Nowadays, copious amounts of personal data are being traced and stored during daily
activities. For example, personal data about which train journeys we make is registered
by using a rechargeable train card for checking in and out. If all this personal data is
brought together, organized and analysed, information about our behaviour is created [19].
As a result, personal data forms a link between our physical environment, services and
platforms [19]. Data collection and processing also occur in the energy sector, as will be
discussed below.

3.1.1. Smart Meters

The smart meter is an instrument that can be used to measure the energy consumption
of a household in a very detailed manner [6]. From a legal point of view, the smart meter
is explicitly mentioned in the Recast Electricity Directive. According to the recitals of
this Directive, smart meters have two key functions. On the one hand, smart meters
can empower consumers by providing information on their energy consumption and/or
generation, allowing them to adjust their consumption patterns and participate in demand
response programmes and other services so that their energy costs can be reduced (Recital
52 Recast Electricity Directive). On the other hand, smart meters are also a means for
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Distribution System Operators (DSOs) to keep track of energy demand and the functioning
of their networks so that they can fine-tune their system operation to lower operation and
maintenance costs (Recital 52 Recast Electricity Directive).

The Recast Electricity Directive sets a number of requirements for smart meters. Fol-
lowing Article 19, smart metering systems shall be “interoperable, in particular with
consumer energy management systems and with smart grids, in accordance with the ap-
plicable Union data protection rules”. Article 20 stipulates that the Member States must
deploy smart metering systems following European standards, Annex II of the Recast
Electricity Directive and a number of additional requirements, including (i) being able to
provide consumers information on the actual time of use; (ii) complying with EU rules on
(cyber)security, privacy and personal data protection; and (iii) “enable final customers to be
metered and settled at the same time resolution as the imbalance settlement period in the
national market” (Article 20, section (g)). Under Annex II to the Recast Electricity Directive,
the roll-out of smart meters in Member States may be subject to an economic assessment of
the long-term costs and benefits to the market and the individual consumer, taking into
consideration (among others) the “best available techniques for ensuring the highest level
of cybersecurity and data protection” (Section 2 of Annex II). If the result of the assessment
is indeed positive, at least eighty percent of the final customers (consumers) in the relevant
Member State will have to be provided with a smart meter within seven years after the
positive result has been determined (Section 3 of Annex II).

In many Member States, smart meter data is collected and managed by the DSOs [6].
The DSOs also have to make available this (personal) data to, for instance, energy suppliers
so that they can send bills to consumers. After the DSOs have collected and organized the
smart meter data, it is clear how much energy the household has used and when. Based on
this, the (expected) energy consumption can be controlled in a targeted manner [19]. This
is not only useful for the household itself. More accurate energy consumption data is also
very useful for the DSOs to predict and balance network load in an efficient way [2,6]. This
balancing task becomes ever more challenging with the growth of renewable distributed
generation and Electric Vehicle (EV) charging units connected to the distribution grids,
which causes more unpredictable bi-directional energy flows [6]. Thanks to smart meters,
the consumer can also easily keep track of how much energy is generated (for instance, by
solar panels) and stored by the consumer (for example, in batteries) so that the consumer
can have a place in the energy market to offer the surplus energy to flexibility markets
or peers. Flexibility markets can contribute to an efficient operation of energy systems
by monitoring energy flows, capturing market signals and motivating changes in energy
supply and demand by sending out market signals. These changes can be activated by
combining smart meters, smart appliances, demand response programmes, renewable
energy sources and energy efficiency sources [20].

3.1.2. Innovations Enabled by Smart Meters

The rollout of smart meters and the extensive data processing they generate enable the
emergence of innovations in the electricity sector. This section will refer to three examples
of developments made possible or facilitated by smart metering and encouraged by the
Recast Electricity Directive: smart grids, prosumers and Peer-to-Peer trading.

In the smart grid, modern techniques in monitoring and communication are used to
promote the reliability of the grid and solve problems in the area of generation and storage
of energy [21]. Therefore, the smart grid is seen as a promising solution for renewable
energy developments [21].

The Recast Electricity Directive (following its predecessor, Directive 2009/72/EC)
encourages the Member States to modernize energy distribution networks by means of,
for example, the introduction of smart grids “built in a way that encourages decentralised
generation and energy efficiency” (Recital 51 Recast Electricity Directive). A smart grid
is an energy grid that responds intelligently to all components in the grid [22]. It is an
“upgraded energy network to which two-way digital communication between the supplier
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and consumer, smart metering and monitoring and control systems have been added”
(Commission Recommendation 2012/148/EU, Section 3(a)) [23]. The purpose of the smart
grid is to deliver energy efficiently and sustainably [22]. Smart meters play a major role
in establishing a smart grid [22] because they provide detailed information on how much
energy is fed into the grid and how much is taken from the grid.

Local renewable distributed generation also gives smart metering a whole new dimen-
sion. Households can generate energy themselves by, for instance, installing solar panels
on their roofs. In this way, the smart meter can also track how much energy is generated.
Local production and consumption are stimulated; What then remains is the net energy
consumption (consumption minus generation).

When the consumer generates more energy than is consumed, the consumer can
supply this energy to the network. Consumers who supply excess energy to the network in
exchange for compensation are known as ‘prosumers’ [2] (pp. 4-5).

The Recast Electricity Directive uses the definition ‘active customers’ to refer to pro-
sumers (Article 2, Section 8, Recast Electricity Directive). In this Directive, the active
customer is defined as a final customer or a group of final customers that consume or store
energy generated within their own premises (or within other premises, if allowed by the
relevant Member State), or final customers that sell the generated energy or participate in
energy efficiency or flexibility schemes (Article 2, Section 8, Recast Electricity Directive).
An important limitation here is that this cannot be the main commercial or professional
activity of the active customer (Article 2, Section 8, Recast Electricity Directive).

Prosumers can offer their energy surplus to the electricity market through intermedi-
aries known as aggregators (Article 2, Section 18, Recast Electricity Directive). Aggregators
offer the energy surplus of the prosumers to the market in exchange for a fee [2].

When prosumers do not offer their energy surplus to the market but offer the energy
surplus to other consumers, this is known as Peer-to-Peer (P2P) trading [24]. Technological
developments in the energy sector enable this decentralized way of trading energy, allow-
ing traditional ways of energy supply to fade into the background [2]. P2P trading can
occur within blockchain microgrids, which means that decentralized P2P transactions can
occur directly between the peers, eliminating the need for (traditional) third parties to inter-
vene [2]. P2P transactions can also occur in open access platforms [25]. Within the Member
States in the European Union, a number of projects are in operation using P2P trading. For
example, Vandebron offers the option of purchasing energy from independent producers
in the Netherlands [24]. Another example is found in Germany, where PeerEnergyCloud
offers a platform in which energy can be traded locally [24]. This serves as an example
of a local market, as locally generated energy is bought by a local consumer. Directive
(EU) 2018/2001 (known as the ‘Renewable Energy Directive II’, hereinafter RED II) [26]
introduced a legal definition of P2P trading as “the sale of renewable energy between
market participants by means of a contract with pre-determined conditions governing the
automated execution and settlement of the transaction, either directly between market
participants or indirectly through a certified third-party market participant, such as an
aggregator” (Article 2 (18), RED II).

This Directive also requires that Member States ensure that consumers are entitled to
become ‘renewable self-consumers’, among others, by taking part in P2P arrangements,
without being subject to “discriminatory or disproportionate procedures and charges, and
to network charges that are not cost-reflective” (Article 21, Sections 1 and 2(a), RED II). In
sum, the development of smart energy systems and smart meters can lead to a changing
role from consumers to prosumers and open the door for innovations such as smart grids
and P2P trading. It is worth noting that these are not the only innovations that are enabled
by smart metering. There is a growing number of business models and services based
on smart meter data (and other sources of data in the electricity sector), such as the so-
called ‘engagement enablers’, ‘Energy as a Service’, and the participation of aggregators of
prosumers in wholesale electricity markets (see, e.g., CEER 2021 [27], Correa-Florez and
others [28] and Iria and others [29])
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What all these developments have in common is that they rely on the processing
(e.g., collecting, storing, analysing, transmitting) of data, in particular, data relating to
consumers. When consumers are natural persons, which is the case, especially in respect of
household customers, their data qualifies as personal data and must, therefore, be processed
following the requirements laid down in the GDPR.

3.2. Analysis of the GDPR
3.2.1. Objectives of the GDPR

The protection of personal data is a fundamental right enshrined in Article 8 of the
Charter of Fundamental Rights of the European Union [30] and Article 16 of the Treaty
on the Functioning of the European Union (hereinafter “TFEU") [31]. Regulation (EU)
2016/679 [32], better known as the GDPR, is the most comprehensive EU legislation
adopted to regulate this right. The GDPR applies to the processing of personal data in all
sectors and situations, except for those explicitly excluded from its scope, e.g., prevention,
investigation, detection or prosecution of crimes (Art. 2, GDPR). The GDPR has two main
objectives laid down in Article 1 of the GDPR. On the one hand, the GDPR aims to protect
the personal data of natural persons (Article 1, Section 2, GDPR). On the other hand, the
GDPR aims to regulate the free movement of personal data (Article 1, Section 3, GDPR).

What does ‘personal data’ mean? This question is quite important because the term
‘personal data’ is the central term of the GDPR. If the requirements in the definition of
personal data are not met, the GDPR does not apply. This may be the case when data
collected in the energy sector relates to companies (and other non-natural persons), or when
data can no longer be traced back to natural persons, for example, due to anonymization
(Recital 26, GDPR). The latter is only the case if the anonymization can no longer be
reversed. If data can still be traced back to a natural person, even if the data has undergone
pseudonymisation, the GDPR applies in full (Recital 26, GDPR).

Article 4 of the GDPR defines ‘personal data’ as “any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable natural person can
be identified, directly or indirectly, particularly by reference to an identifier such as a name,
an identification number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.” (Article 4, Section 1, GDPR). The Article 29 Working Party (hereinafter Art.
29 WP), a former EU data protection advisory body, interpreted the definition of ‘personal
data’ in one of its guidelines, as follows.

Firstly, ‘personal data” concerns ‘information’ relating to a person, which can be
objective information about a person, but it also can be subjective information about a
person, such as an opinion [33]. Moreover, the information does not have to be proven or
true, nor is the content of the information of great importance [33]. The form in which the
information is available is also irrelevant [33]. Moreover, it does not matter whether the
information is public or private [15]. In conclusion, the component ‘information” in the
definition of personal data has a very broad interpretation [15].

Second, according to the Art. 29 WP, it must be information ‘related’ to a person [33].
The Art. 29 WP adds three additional elements to this: content, purpose and result.
‘Content’ means that the information is simply about a person. ‘Purpose’ entails that data
“are used or are likely to be used, taking into account all the circumstances surrounding the
precise case, with the purpose to evaluate, treat in a certain way or influence the status or
behaviour of an individual” [33] (p. 10). Finally, with ‘Result’, it is meant that the result of
the information is that a person (or their interest) is affected by it.

Third, it must be information related to an “identified or identifiable’ natural person.
Identified means that one can individualize a person within a group with the informa-
tion [33]. This may concern direct personal data, such as someone’s name [34]. However,
it can also concern indirect personal data [34]. In that case, it concerns specific details of
a person. For example, if someone says ‘the girl from Sweden who shouted "how dare
you!” at the UN Climate Summit’, then everyone knows this refers to Greta Thunberg. It is
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important to emphasise that the person’s name does not have to be known for the purposes
of the GDPR [15]. It may also be possible that a person is not yet identified but can be
identifiable, considering the means that are reasonably available to the processor or another
person to identify the individual(s) [33].

Fourth, it is required that the information concerns ‘natural persons’. The GDPR
does not apply to data of deceased persons (Recital 27 GDPR) nor legal entities (Recital
14 GDPR).

Based on the foregoing, it may be concluded that data from smart meters in the energy
sector can be qualified as personal data within the meaning of the GDPR. Art. 29 WP has
come to this conclusion in its Opinion 12/2011 on smart metering [8]. In this Opinion,
the Art. 29 WP refers to examples of which types of data are processed when using smart
meters. This includes a unique reference number of the smart meter, a display of time and
date on the meter, information about the adjustment of the smart meter, descriptions of
messages sent and their contents [8]. This information qualifies as personal data because a
smart meter almost always contains a unique identification number, which is linked to the
person responsible for the energy contract, allowing to single out that person from other
consumers [8]. Secondly, using a smart meter makes it possible to create a profile of the
consumer’s energy consumption, which is used to make decisions affecting the consumer,
e.g., determine the energy consumed for billing purposes [8]. Finally, the use of smart
meters to stimulate consumers to reduce their energy consumption to contribute to the
objective of reducing overall energy consumption in the EU relies greatly on collecting
large amounts of information concerning the behaviour of the consumers [8].

If certain data can indeed be qualified as personal data, there is another requirement
for the GDPR to be applicable. This requirement entails that personal data is “processed’
(Article 2, Section 1, GDPR)’. Processing has a very broad definition under the GDPR.
Processing includes, among other things, the collection, recording, transmission, use and
deletion of personal data (Article 4, Section 2, GDPR). This broad notion of processing
makes it very likely that the GDPR applies where personal data is involved.

3.2.2. Principles in the GDPR

The GDPR sets out a number of important principles. These are laid down in Article 5
of the GDPR. First of all, the processing of personal data must be lawful, fair and transparent
(Article 5, Section 1 under a, GDPR). The principle of purpose limitation requires that the
processing of personal data must have a specified, explicit and legitimate purpose (Article
5, Section 1 under b, GDPR). In addition, the principle of data minimisation entails that the
processed data must be “adequate, relevant and limited to what is necessary in relation
to the purposes” (Article 5, Section 1, under ¢, GDPR). The principle of accuracy requires
that the personal data being processed must be accurate and up to date (Article 5, Section
1 under d, GDPR). Furthermore, the storage of personal data must remain limited to
what is necessary for data processing purposes (Article 5, Section 1 under e, GDPR). The
principle of integrity and confidentiality requires that appropriate organizational and
technical measures have to be taken (Article 5, Section 1 under f, GDPR). Finally, following
the principle of accountability, the data controller is responsible for and must be able to
demonstrate compliance with all the other principles (Article 5, Section 2, GDPR).

The lawfulness of the processing of personal data has a prominent place in the GDPR.
Processing is only lawful if at least one of the six grounds for data processing laid down
in the GDPR is present (Article 6 GDPR). The data processing can be lawful if there is
specific, free and informed consent of the data subject (Article 6, Section 1 under a, and
Article 7 GDPR). The processing may also be lawful if the processing is necessary for the
performance of a contract, to comply with a legal obligation, to protect the vital interests
of the data subject or other natural persons, for the performance of a task in the public
interest or the purposes of the legitimate interests of the controller or third parties (Article
6, Section 1 under b to f, GDPR). The choice for one of these six grounds depends on the
purpose of the data processing. It is the controller who decides the purpose, means and
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lawful basis of the data processing [35]. However, there are two (logical) exceptions to this.
When personal data is processed to comply with a legal obligation or to perform a task in
the public interest, it is the legislator who determines the basis for data processing.

The grounds for processing under the GDPR are interpreted narrowly. For every basis,
except consent, it is required that the data processing must be necessary [36]. With consent,
however, the necessity requirement can be read in: there must be in any case a specific
purpose that makes the processing necessary, in accordance with the principles of purpose
limitation and data minimisation (Article 5, Section 1, sub b and ¢ GDPR).

Furthermore, the GDPR makes an important distinction between ‘normal’ and special
categories of personal data. Special personal data are, for example, data about race, ethnicity
or philosophy (Article 9 GDPR). These types of personal data may not be processed unless
one of the exceptions of Article 9, Section 2 GDPR applies, for example, by obtaining the
data subject’s explicit consent.

3.2.3. Actors in the GDPR

The GDPR distinguishes a few important actors in data protection law. The GDPR
gives these actors their own rights and obligations. This contribution will only refer to the
actors that are of interest with regard to the processing of personal data in the energy sector.

The first actor to be discussed is the ‘data subject’. The data subject is the identified or
identifiable natural person to whom the personal data relates (Article 4, Section 1, GDPR).
In the case of smart meters, consumers whose energy use is registered can be qualified as
data subjects.

The ‘controller” is the natural or legal person, public authority or agency responsible
for processing personal data and determining the purposes and means of the processing of
personal data (Article 4, Section 7, GDPR). In the case of the processing of data generated
by smart meters in the energy sector, this will usually be the DSO or the supplier [5]. The
question of who can be regarded as a controller in respect of a certain data processing
activity depends on the purpose of the processing. For instance, when the DSO uses
smart meter data to maintain the grid, the DSO will be regarded as a controller under the
GDPR [37]. If the energy supplier uses smart meter data for billing purposes, then the
energy supplier will be a controller for this data processing operation [37]. It is also possible
that two or more entities jointly determine the purposes and means of data processing.
This is known as “joint controllership” (Article 26, GDPR).

The “processor’ is the actor (natural or legal person, public authority or other body)
that processes personal data of data subjects on behalf of the controller (Article 4, Section
8, GDPR). Controllers are obliged to employ only processors that can adopt technical and
organizational measures to process personal data in compliance with the GDPR (Article
28, Section 1, GDPR). The processing of personal data carried out by processors must
be governed by a contract or a legal act under EU or Member State law, which specifies
the scope of the processing, the obligations and rights of the processor and the controller
(Article 28, Section 3, GDPR). In general, the controller is ultimately responsible for the
processor’s data processing. It is difficult to determine in abstract who will assume the role
of processor in the energy sector, asthis largely depends on the data management model of
a Member State [6].

The ‘recipient’ is the person, legal entity, government agency or service to which
personal data are disclosed (Article 4, Section 9, GDPR). This definition is relevant, for
instance, in the context of access to consumer data by eligible parties (see Article 23 of the
Recast Electricity Directive). ‘Recipients’ can become data controllers if they process the
received personal data for their own purposes. Note that from a data protection perspective,
sharing personal data is only allowed if this is compatible with the initial purpose of data
processing or if a lawful basis for data processing from Article 6 GDPR can be invoked [38].

Another important actor in the GDPR is the data protection officer (DPO). The GDPR
requires the controller and processor to appoint a DPO when the former are either a
government body or agency, when the nature, scope and purposes of data processing
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require the large-scale monitoring of data subjects, or when special personal data are being
processed on a large scale (Article 37 GDPR). This, therefore, applies to both public and
private organizations. The tasks of the DPO include supervising data processing, informing
the controller and processor and cooperating with the data protection authority (Article
39 GDPR).

The data protection authority (DPA) is another very important actor in the GDPR. Arti-
cle 51 of the GDPR states that each Member State of the European Union must designate an
independent supervisory authority to monitor and enforce the application of the data pro-
tection rules. For example, the Netherlands has designated the Autoriteit Persoonsgegevens
(AP), and Germany has designated the Bundesdatenschutzbeauftragte (BfDI). The powers
of the DPA can be divided into investigative, corrective and authorisation and advisory
powers (Article 58 GDPR). The European Court of Justice has imposed strict requirements
on the independence of the DPA. Not only must the DPA be able to perform its duties
independently without external influence (Article 52 GDPR), but also the members of the
DPA must not be bound by any instructions while performing their functions [39]. In short,
it is not only a question of legal independence but also de facto independence [39].

Finally, it is important to mention the European Data Protection Board (EDPB). The
EDPB was created by the GDPR (Chapter III GDPR), replacing the Article 29 Working Party.
It consists of one DPA per Member State and the European Data Protection Supervisor
(Article 68 GDPR). The EDPB is an independent Board (Article 69 GDPR), and its main
tasks are to advise the European Commission and issue guidelines to the public on aspects
concerning the protection of personal data (Article 70 GDPR). The central objective of the
EDPB is to secure the unity of the application of the GDPR and coordinate national data
protection authorities in the EU.

3.2.4. Rights of the Data Subjects

The GDPR grants a number of rights to the data subject (in the case of smart meters,
the energy consumer). These rights are entitlements of the data subject, translating into
obligations for the data controllers. First of all, the data subject has the right to transparent
information from and communication with the controller (Article 12 GDPR). In addition,
the data subject has the right to know by whom and for what purposes their personal
data is collected (Articles 13 and 14 GDPR). Furthermore, the data subject has the right to
access information related to the processing of personal data (Article 15 GDPR). Moreover,
the data subject has the right to rectify inaccurate data (Article 16 GDPR) and the right to
erasure (known as the ‘right to be forgotten’), which means that their personal data must
be erased under certain conditions (Article 17 GDPR). In addition, the data subject has the
right to restrict the processing of personal data in the event of possible inaccuracy of the
personal data, unlawful processing, unnecessary processing of personal data or pending
the outcome of an objection procedure (Article 18 GDPR). The GDPR also grants data
subjects the right to data portability (Article 20 GDPR). Finally, the data subject has the
right to object to the processing of their personal data (Article 21 GDPR), and the data
subject has the right not to be subjected to a decision based solely on automated data
processing (Article 22 GDPR). In certain cases, these rights may be limited, for example, in
the event that the processing of personal data is necessary for national security purposes
(Article 23 GDPR).

3.2.5. Obligations and Responsibilities

Controllers and processors have to comply with a considerable number of obligations
enshrined in the GDPR, which apply in addition to the principles and rights mentioned
above. Both the processor and the controller must take sufficient appropriate technical and
organizational security measures to process personal data (Articles 24 and 32 GDPR). In
addition, they must implement data protection by design and by default in their system
(Article 25 GDPR). Furthermore, the processor should ensure appropriate organizational
and technical security measures, and a processing agreement should be concluded between
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the processor and the controller (Article 28 GDPR). The controller and processor should
also register processing activities (Article 30 GDPR) and cooperate with the appropriate
supervisory authority (Article 31 GDPR).

There are also a number of obligations that only apply to the controller. For example,
the controller must report data leaks (after receiving information from the processor about
this) to the supervisory authority and the data subject concerned (Article 33 and 34 GDPR).
If the processing of personal data is likely to create high risks to the rights and freedoms
of data subjects, the controller should ensure that a data protection impact assessment
(DPIA) is carried out before the start of the processing (Article 35 GDPR). If this assessment
concludes that the processing would entail a high risk, the controller must report this to the
supervisory authority before processing personal data (Article 36 GDPR). Moreover, when
legally required, the controller should appoint a DPO (Article 37 GDPR).

3.3. Analysis of the Recast Electricity Directive
3.3.1. Objectives of EU Energy Policy and the Recast Electricity Directive

Article 194 of the TFEU provides the legal basis and main objectives of EU energy
policy, which is a shared competence between the EU and the EU Member States [40]. This
article specifies the main goals of EU energy policy within the context of the “establishment
and functioning of the internal market and with regard for the need to preserve and improve
the environment” and “in a spirit of solidarity”. European Union policy on energy shall
aim to “(a) ensure the functioning of the energy market; (b) ensure the security of energy
supply in the European Union; (c) promote energy efficiency and energy saving and the
development of new and renewable forms of energy; and (d) promote the interconnection
of energy networks” (Article 194, TFEU). These goals clearly indicate the transition the
European Union must go through, namely the transition to a sustainable European energy
sector. These objectives can be seen as a specification of the overarching energy trilemma
that encompasses the three main values of EU energy policy: affordability, security of
supply and sustainability [41,42]. These three values constantly need to be balanced and
optimized when implementing EU energy policy, which means that sometimes trade-offs
have to be made and, in some instances, one value might gain more weight than the
other [41]. The latest package of legislative measures for the electricity sector in the EU
is the ‘Clean energy for all Europeans package’, known as ‘the Clean Energy Package’
(hereinafter, ‘CEP’) [43]. This package introduced the Recast Electricity Directive here
studied, as well as the RED II mentioned above, among other legislation.

The legislative measures adopted under the CEP have three main aims. Firstly, they
aim to achieve the goals set in the Paris Agreement and European climate goals (Recital
16 Recast Electricity Directive). Therefore, this goal is related to the strategy of the
European Commission to aim for a climate-proof electricity supply (Recital 4 Recast
Electricity Directive).

The second goal of the CEP, which has existed since the 90s of the last century, is to re-
alize an internal market for electricity within the European Union and promote competition
and innovation (Recital 2 Recast Electricity Directive). Directive 2009/72/EC had already
contributed to this, but the Recast Electricity Directive was adopted in 2019 to keep up with
a new market reality developed in response to many technological developments (Recital
2 Recast Electricity Directive). Therefore, the Recast Electricity Directive has replaced the
2009 Directive [44]. Promoting an internal market and competition should lead to more
choices for consumers, better service and competitive and affordable prices.

This leads to the third important goal of the CEP, which is to promote consumer
welfare and the interests of consumers. This goal encompasses, first of all, consumer
protection. For example, consumers must be informed in a clear and comprehensible way
about their rights in the energy sector, for example, by means of a checklist drawn up by
the European Commission in collaboration with, among others, Member States, regulatory
authorities, consumer organizations and electricity companies with regard to consumer
rights that must be handed out to consumers and must be made public (Recital 31 Recast
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Electricity Directive). From the perspective of consumer protection, there is, of course, also
an important role in the protection of the consumers’ personal data.

Another important goal of the CEP can be summarized as consumer empowerment.
Consumers “should be able to consume, store and sell self-generated energy and actively
participate in the electricity market”, and all obstacles for consumers to actively participate
in the energy market should be removed (Recital 42 Recast Electricity Directive). The
idea of consumer empowerment enables and encourages market participation such as
prosumerism and P2P trading, as well as the development of citizen energy communities.
Following Article 11 of the Recast Electricity Directive, the ‘citizen energy community’ is a
legal entity that is based on voluntary and open participation, controlled by its members or
shareholders, which can be citizens, local authorities or small enterprises (section a). The
primary purpose of the citizen energy community is not the creation of profit but providing
environmental, economic or social benefits for its members or the areas in which it operates
(section b). This community may engage in “generation, including from renewable sources,
distribution, supply, consumption, aggregation, energy storage, energy efficiency services
or charging services for electric vehicles or provide other energy services” (section c).

3.3.2. Principles of EU Energy Law

Like data protection law, energy law is based on a number of basic principles such as
sustainable, reliable and affordable energy for all EU citizens [45]. These three principles
are referred to as the energy trilemma [45]. These principles are also closely related to the
ideas of energy justice and energy democracy [46] and must be taken into account when
adopting new laws in the energy sector [47].

In essence, energy justice means that energy supply and the costs and benefits of the
energy transition are distributed fairly among society [41,45-48]. Energy justice can be seen
as a specific interpretation of the rule of law in the energy sector, including the protection
of human rights and the right to privacy and data protection.

Energy justice also encompasses the idea that vulnerable groups of energy consumers
should be protected (art. 28 and 29 Directive (EU) 2019/944). Energy democracy, which is
closely related to the concept of energy justice and can even be seen as part of it, means
that citizens are so involved in the energy sector that they become energy citizens [48].
More concretely, energy democracy is about the participation of citizens in procedures
governing and regulating the energy transition. Moreover, energy democracy is about
citizens taking part in energy projects themselves, for example, by buying certificates of an
energy cooperative or by taking part in the governance of energy companies [48].

The principles of Good Regulation also apply to the regulation of the energy transition
and are embedded in the European Union energy legislation, including the principles
of accountability, independence, effectiveness, transparency, participation, efficiency and
flexibility [47]. The principles aim to achieve high-quality regulation of the energy sector
and contribute to realizing the values of energy justice and energy democracy and the goals
of the CEP.

3.3.3. Actors in the Recast Electricity Directive

The energy consumer is central to the European energy directives and regulations [49].
The role of the consumer in the energy market has changed over the years [49]. Initially, it
was assumed that the consumer was the driver of competition between energy suppliers
because it was assumed that the consumer was often actively looking for the cheapest
supplier [49]. As more attention was paid to climate change, sustainable energy sources
and energy efficiency, the idea was added that consumers also have a crucial role in
achieving international and European climate and environmental goals, for instance, by
switching to renewable energy suppliers [49]. When it was realized that a transition from a
traditional distribution network to a smart distribution network was necessary, the role
of the consumer was expanded even further by stimulating consumers to manage their
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own energy consumption through the use of smart meters and by participating in demand
response programmes [49].

Interestingly, the term ‘consumer’ is not found in the definitions of the Recast Electric-
ity Directive in Article 2, although it is used throughout the text of the Directive. Article 2
of the Recast Electricity Directive sets out the definition of ‘customer’. The term ‘customer’
can be divided into two parts: the wholesale customer or the final customer of electricity
(Article 2, Section 1, Recast Electricity Directive). A ‘wholesale customer’ is a natural or
legal person who purchases electricity and then resells it within or outside the system of
which this customer is a part (Article 2, Section 2, Recast Electricity Directive). A ‘final
customer’ is then the person who buys that electricity for their own use and can, therefore,
be qualified as a consumer (Article 2, Section 3, Recast Electricity Directive).

These two types of customers can again be divided into a number of categories. The
main customer category for this contribution (focusing on personal data and smart meters)
will be the ‘household customer’. This is a consumer who “purchases electricity for the
customer’s own household consumption, excluding commercial or professional activities”
(Article 2, Section 4, Recast Electricity Directive).

Due to increasing technological developments and modernization in the energy sector,
a number of new actors have also emerged in the energy sector. It is expected that the
energy transition will lead to more flexibility in the energy networks, which will create
more room for new market players and companies [50]. ‘Prosumers’ or ‘active customers’
are among the new market players acknowledged by the latest EU energy legislation.
They are customers who consume, store or sell self-generated electricity or participate in
flexibility or energy efficiency schemes (Article 2, Section 8, Recast Electricity Directive). In
addition, small storage providers may also emerge that can store energy on a small scale
for extra capacity to keep supply and demand in balance in a variable energy market [50].
Furthermore, large-scale development of energy cooperatives is taking place in the energy
sector [51]. Often, these cooperatives combine economic, social and environmental aims [51].
In this regard, energy cooperatives are hybrid organizations that borrow practices and
logic from, among others, businesses and organizations [52]. In some cases, cooperatives
cooperate with the traditional (incumbent) energy suppliers and many new market entrants.

A flexible energy market offers commercial opportunities for integrated energy ser-
vices companies whose task is to (further) digitalize the energy market and stimulate energy
distribution by trading flexibility services [53].

This is done, for instance, by aggregators. These aggregators can be natural persons
as well as legal persons (Article 2, Section 18, Recast Electricity Directive). The Recast
Electricity Directive defines their function as combining the sale, purchase or auction
of the consumer or the generation of energy from different customers in the electricity
network (Article 2, Section 18, Recast Electricity Directive). Independent aggregators must
be independent of the costumer’s energy supplier (Article 2, Section 19, Recast Electricity
Directive). Member States must guarantee non-discriminatory access to the electricity
market for (independent) aggregators (Article 17, Section 3 under a, Recast Electricity
Directive).

Other crucial actors in the energy sector are the energy supplier, the Transmission
System Operator (TSO) and the Distribution System Operator (DSO). Suppliers sell or
resell electricity to the consumers (Article 2, Section 12, Recast Electricity Directive). The
TSO is the body responsible for the operation, maintenance and development of the
transmission system (Article 2, Section 35, Recast Electricity Directive). Transmission
means that electricity is transported along the (extra) high-voltage system to eventually
reach the end customers or DSOs (Article 2, Section 34, Recast Electricity Directive). Usually,
the TSO may also be responsible for interconnections with other systems so that the system
can meet the demand for electricity transmission. Strict unbundling requirements apply to
the TSOs under EU law [54,55]. Unbundling means that TSOs must be both economically
and legally independent from companies that produce or supply electricity (Chapter VI
Recast Electricity Directive). Unbundling the grid from generation and supply decreases
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the risk of discrimination in the operation of the grid and gives incentives to network
companies to invest effectively in their grids (Recital 67 Recast Electricity Directive).

The DSO is a natural or legal person responsible for operating, maintaining and
developing the distribution system (Article 2, Section 29, Recast Electricity Directive).
Distribution means that electricity is transported through high, medium and low volt-
age distribution systems to supply electricity to consumers (Article 2, Section 28, Recast
Electricity Directive). If applicable, the DSO is also responsible for interconnections with
other systems (Article 2, Section 29, Recast Electricity Directive). A broad responsibility
of the DSO is that the distribution system can meet the reasonable demand for electricity
in the long term (Article 2, Section 29, Recast Electricity Directive). The EU unbundling
requirements for DSOs do not go as far as those of the TSO [54]. The only requirement is
that when the DSO is part of a vertically integrated company, it should be independent
in terms of legal form, organization and decision-making of other activities not related to
distribution (Article 35 Recast Electricity Directive). However, EU legislation contains mini-
mum requirements, which allows the Member States to impose stricter requirements. This
is the case, for example, in the Netherlands, where it is required that the DSO must meet the
same unbundling requirements as the TSO, requiring economic, legal and administrative
unbundling for the DSO [54].

The role of the DSO is growing due to the increased connection of distributed genera-
tion, electric vehicles and storage facilities to the distribution grids and the responsibilities
of the DSOs to operate the electricity grid safely and reliably. With the implementation of
ICT technologies and the use of data, local distribution grids have to transform into smart
grids that enable the efficient integration of renewable energy into the energy system [50].
Together, the TSOs and DSOs ensure that the energy is imported and exported, transported,
distributed and ultimately reaches the customers [55]. Yet, an important difference is that
the TSO acts at the national level, while the DSO focuses on the decentralized regional/local
level. In summary, TSOs and DSOs are responsible for managing the electricity system,
which increasingly also involves data management.

Another interesting role is that of the compliance officer. The Recast Electricity Direc-
tive allows Member States to require that parties responsible for data management appoint
a compliance officer (Article 23, Section 4, Recast Electricity Directive). These officers
are in charge of monitoring that the parties responsible for data management implement
measures to ensure non-discriminatory access to consumer data and that eligible parties
comply with the rules of the Recast Electricity Directive. Article 23, Section 4 of the Recast
Electricity Directive emphasizes that the duties of the compliance officers are without
prejudice to the duties of the DPOs under the GDPR.

In addition, national regulatory authorities are very important actors in the energy
sector. They have the task to supervise and regulate fair access to the energy system, among
others, by ‘fixing or approving, in accordance with transparent criteria, transmission or
distribution tariffs or their methodologies, or both’ (Article 59, Section 1 under a, Recast
Electricity Directive).

Their tasks also include ensuring a high level of universal and public service obliga-
tions consistent with market opening, taking effective consumer protection measures and
protecting vulnerable energy customers (Recital 86 Recast Electricity Directive). Further-
more, they should ensure “non-discriminatory access to customer consumption data, the
provision, for optional use, of an easily understandable harmonised format at the national
level for consumption data, and prompt access for all customers to such data pursuant to
Articles 23 and 24 [of the Recast Electricity Directive]” (Article 59, Section 1, subsection t,
Recast Electricity Directive). It is paramount that the national regulatory authorities in the
energy sector are independent of the market parties and the government in the sense that
they can autonomously perform their regulatory tasks shielded from any instructions or
external interferences [56].
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3.3.4. Rights concerning Consumer Data in the Recast Electricity Directive

Given the purpose of this contribution, the emphasis in this section will be on the inter-
play between the rights introduced by the Recast Electricity Directive concerning consumer
data and the data protection rules in the GDPR. The Recast Electricity Directive repeatedly
refers to the GDPR, emphasizing that the Directive must be interpreted and applied in
accordance with the right to the protection of personal data and that the processing of
personal data under the Directive must comply with the GDPR (see, e.g., Recital 91, Articles
19, 20 and 23 of the Recast Electricity Directive). However, the Directive does not elaborate
on the exact relationship between the GDPR and the provisions concerning the processing
of (including access to) consumer data in the electricity sector.

The Recast Electricity Directive puts a lot of emphasis on mandating and facilitating
access to data by the consumers themselves. This mainly pertains to metering and consump-
tion data from smart meters (Article 20, section a and e Recast Electricity Directive). The
assumption in the Directive is that if consumers are provided with sufficient information,
they will be able to get better insight into their energy use and the price they pay for it,
allowing them to adjust their consumption patterns and make more informed choices about
their energy contracts (see, e.g., Recitals 49 and 56 of the Recast Electricity Directive). In
addition, by ensuring that consumers can access their consumption and metering data, the
Recast Electricity Directive makes possible that consumers can benefit from added value
services beyond the traditional supply of energy, including energy management systems
(see, e.g., Article 19). The Recast Electricity Directive requires that access to data must be
provided to the consumer at no additional cost (Article 23, Section 5, Recast Electricity
Directive). Consumers also have the right to transmit metering and consumption data to
another party (Article 20 section e and last paragraph, Recast Electricity Directive). This
right will be discussed later in this paper, where this right will be compared with the right
to data portability in the GDPR.

Consumers who participate in aggregation contracts are entitled to “receive all relevant
demand response data or data on supplied and sold electricity free of charge at least once
every billing period if requested by the customer” (Article 13, Section 3, Recast Electricity
Directive).

The Recast Electricity Directive also includes provisions concerning consumer data
that echo the data processing principles enshrined in the GDPR. For example, when
regulating the right of consumers to use tools that compare the offers of different energy
suppliers, the Directive explicitly states that the personal data requested by the price
comparison tools must be strictly limited to the data necessary for the comparison (Article
14, Section 1 under h, Recast Electricity Directive). In the context of smart meters, the
Recast Electricity Directive requires Member States to ensure the privacy and protection of
consumers’ personal data in line with the GDPR (Article 20, section c, Recast Electricity
Directive). Member States are also obliged to provide appropriate advice and information
to consumers about the collection and processing of their personal data (Article 20, section
f, Recast Electricity Directive).

The European Commission is designated to establish rules by means of implementing
acts regarding non-discriminatory and transparent procedures for accessing meter and
consumption data, data necessary for consumer switching, demand response and other
services (Article 24, Section 2, Recast Electricity Directive). This is done through the
advisory procedure referred to in Article 68, Section 2, Recast Electricity Directive [57].

3.3.5. Obligations and Responsibilities concerning Data Management

The EU Member States have the general duty to implement the Recast Electricity Di-
rective in their national legislation and, therefore, are the main addressees of this legislation.
As part of the rules organizing the EU electricity market, the Directive also provides specific
obligations in the field of data management in this sector, which involve the processing of
personal data. The emphasis of this section will be on these obligations.
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The Recast Electricity Directive does not dictate which data management models
should be applied in the electricity sector, but it does provide a number of basic require-
ments that must be observed by the Member States when designing their own data man-
agement model. The Recast Electricity Directive requires that the Member States ensure
that all ‘eligible parties” have access to data under transparent and non-discriminatory
conditions (Article 23 Recast Electricity Directive). Article 23, Section 1 stipulates that the
Member States (or their designated competent authorities) shall specify the rules on the
access to consumer data of the final customer by eligible parties in accordance with the
requirements laid down in Article 23 and the applicable EU legal framework. In particular,
the Member States have to organize the management of data to ensure efficient and secure
data access and exchange, as well as data protection and data security, and the processing
of personal data must be carried out in compliance with the GDPR (Art. 23, Sections 2 and
3, Recast Electricity Directive).

The Directive understands ‘data’ to include metering and consumption data as well
as data required for customer switching, demand response and other services (Article
23, Section 1). In the proposal for a Recast Electricity Directive initially drafted by the
European Commission, Article 23 stated that ‘eligible parties” should include at least
customers (consumers), suppliers, TSOs, DSOs, aggregators, energy service companies
and other parties which provide energy or other services to customers [58]. However, the
final text of the Recast Electricity Directive does not include this list; thus, it will be for the
Member States to define who can have access to consumer data.

Article 23 of the Recast Electricity Directive also lays down a few obligations for parties
responsible for data management (also known as ‘data managers’). Section 2 of said Article
requires that, regardless of the chosen data management model, the data managers must
provide access to consumer data to any eligible party, following the data access rules laid
down by the respective Member State. The data should be made available to the eligible
parties “in a non-discriminatory manner and simultaneously” and access to data must
be “easy and the relevant procedures for obtaining access to data shall be made publicly
available” (Article 23, Section 2).

In case DSOs act as data managers in countries where smart metering systems have
been rolled out, they should comply with certain additional requirements. Article 34 of the
Recast Electricity Directive requires that the special compliance program dealing with the
unbundling requirements established by DSOs (referred to in Article 35, Section 2 under d
of the Directive) shall include specific measures to prevent discriminatory access to data by
eligible parties.

3.4. Interactions and Possible Tensions between the Recast Electricity Directive and the GDPR

From the overview provided in the previous section, it is clear that the perspectives
and the legal basis of the Recast Electricity Directive and the GDPR are very different.
However, there are also certain overarching similarities in what the two regimes strive
for. For example, in addition to laying down rules for the protection of personal data as a
fundamental human right, the other objective of the GDPR concerns the free movement of
personal data in the EU. This creates a quasi-internal market for personal data. At the same
time, one of the aims of the Recast Electricity Directive is to establish an internal market
for electricity. In this sense, these two legal frameworks come under the same internal
market acquis of the European Union. The two legal frameworks also have in common that
they strive to protect individuals in their role as consumers (under the Recast Electricity
Directive) and their role as data subjects (under the GDPR).

Even though the analysed electricity and data protection legislation have some over-
arching similarities, there are also natural differences between the two frameworks. The
GDPR is an EU Regulation, which applies across all sectors and Member States, without
the need of transposition into national legislation. Moreover, laying down the rules for
the proper processing of personal data is the core of the GDPR. The Recast Electricity
Directive only applies to the electricity market and needs to be transposed into national
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legislation of the Member States. Provisions concerning the processing of personal data
are not the main focus of the Directive but only a part of the rules governing the EU
electricity market. Against this background, tensions and uncertainties may arise from the
coexistence and simultaneous application of data protection and the electricity legislation
that promotes innovation based on the processing of personal data. The next sub-sections
refer to those tensions.

3.4.1. Technological Innovations Encouraged in the Energy Sector Might Not (Yet) Be
Compatible with the GDPR

This first tension relates to the fact that certain innovations encouraged by the Recast
Electricity Directive sometimes rely on technologies that raise questions regarding their
compatibility with the GDPR. Take, for example, the case of P2P trading, when it is done
using blockchain technology.

As mentioned earlier, P2P trading could play an important role in the energy transition
as it enables energy consumers, making use of their rights as active consumers derived from
the CED, to share their surplus of energy with peers. P2P trading means that prosumers do
not offer their energy surplus back to the market but to other comparable parties [24], for
example, trading energy between households. Before P2P trading can be broadly adopted
in the energy sector, a number of conditions must be met [59]. First of all, there must be
enough prosumers who want to participate [60]. Second, a link must be made with the
traditional energy market so that prosumers can also trade in this traditional market [60].
Third, the provision of data as the heart of P2P trading must be properly organized [60].
Fourth, a particular bidding system and pricing system must be established to trade in the
P2P market [60]. Finally, a system must be developed that can display the current status of
supply and demand [60].

Using blockchain technology, parties can trade energy with each other without hav-
ing to make mutual agreements [59]. Special computer systems share information with
each other based on which transactions can be established [59,61]. Because blockchain
technology is decentralized, no intervention from intermediaries is required [59,62]. This in-
tervention is provided by special computer systems that check the reliability of transactions.

While the legislation adopted under the CEP (in particular, the Recast Electricity
Directive and the RED II) encourages the adoption of P2P trading, the use of blockchain for
this purpose may create tensions with data protection law. One of the difficulties is that
the GDPR is based on the assumption that responsibilities are bestowed and centralized
on the data controller(s) and that data subjects can enforce their rights vis-a-vis the data
controller(s) [63]. However, blockchain technology strives for decentralization and involves
many players, complicating the allocation of responsibility and accountability for data
processing and the application of the notion of (joint) controllership under the GDPR [63].

Furthermore, as explained in Section 3.2.3. of this contribution, a data subject derives a
number of rights from the GDPR, including the right to be forgotten (erasure) and the right
to rectification. However, the nature of blockchain technology is such that modifications
to existing data are very difficult, if not impossible, to ensure the integrity of the data and
increase trust [63,64]. Hence, it is unclear whether and how data subjects can invoke the
rights to erasure and rectification in a blockchain. For this reason, the use of blockchain
technology might not always be compatible with the GDPR [63,64]. At the moment,
there are no legal provisions in the GDPR or in energy legislation that directly address
this tension. The lack of legal certainty in this regard stands in the way of P2P trading
enabled by blockchain in the energy sector [65]. A mechanism that could serve to give
more clarity in this regard is provided in the GDPR. To ensure the consistent application
of the GDPR, the EDPB is tasked with examining any questions on the application of
the Regulation (on its own initiative or following a request by one of its members or
the European Commission) and issuing guidelines, recommendations and best practices
(Article 70, Section 1, (e), GDPR). In the meantime, technical solutions are being developed
that can contribute to making blockchain technologies more in line with the GDPR, for
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example, by anonymizing the personal data involved in the transactions taking place
in the blockchain context. Examples of these developments are ‘zero knowledge proofs’
(i.e., providing proof of a statement, without giving access to the underlying data), adding
‘noise” to the data (i.e., grouping several transactions to make it impossible to distinguish
the identity of the senders and recipients of the transactions), and editable blockchains [63].

3.4.2. Parallel Regimes for Access to Data in the GDPR and the Recast Electricity Directive

Consumers are natural persons whose data is processed in the electricity sector enjoy
the rights granted to them by both the Recast Electricity Directive (as consumers) and the
GDPR (as data subjects). These two legal instruments overlap to a certain extent when it
comes to the right to retrieve and give access to smart metering data, which qualifies as
personal data, creating uncertainty about the exact scope of the rights of consumers/data
subjects in these provisions.

Article 20 of the Recast Electricity Directive grants consumers the right to receive (at
their request) consumption data and data on the electricity that they feed into the grid
generated by smart meters. Consumers can have access to this data themselves using a
“standardized communication interface or through remote access” and can give access
to other parties acting on their behalf (Article 20, section e, Recast Electricity Directive).
The last paragraph of Article 20 of the Recast Electricity Directive specifies that it shall be
possible for consumers to “retrieve their metering data or transmit them to another party
at no additional cost and in accordance with their right to data portability under Union
data protection rules” (emphasis added).

As previously mentioned, the right to data portability is one of the rights granted to
the data subject under the GDPR. This right entitles a data subject to “receive the personal
data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data
to another controller” (Article 20, GDPR). According to Art. 29 WP, the notion of data
provided by the data subject to a controller includes both data that has been actively
provided by the data subject and data that has been observed from the activity of data
subjects, including data processed by smart meters [66]. The right to data portability can
be invoked where the processing is carried out by automated means and is based on the
legitimate grounds of consent or contract (Article 20, Section 1(a), GDPR). Where technically
feasible, the data subject has the right to have the personal data transmitted directly to the
new controller (Article 20, Section 2, GDPR).

There are important differences between the provisions in the Recast Electricity Direc-
tive concerning access to smart meter data and the provisions on the right to data portability
in the GDPR. In some respects, the provisions in the Directive are further reaching and
more protective of the consumer/data subject than those in the GDPR. For example, while
the GDPR allows data controllers to charge data subjects a reasonable fee if their data
portability requests are excessive, in particular, because of their repetitive character (Article
12, Section 5(a), GDPR), the Recast Electricity Directive states that no additional costs will be
charged to the consumers for access to their data or for requests to make their data available
(Article 20 last paragraph and Article 23, Section 5. See also [10]). In addition, while the
right to data portability as conceived in the GDPR seems to be more suitable for one-off
data sharing, the provisions on access to consumer data in the Recast Electricity Directive
include the possibility of continuous data sharing (Article 20, section a. See also [10]).

Conversely, the Recast Electricity Directive can be more restrictive than the GDPR
when it comes to the parties that can obtain access to the data of the consumer/data subject.
The Recast Electricity Directive seems to limit the possibility of accessing consumer data
to ‘eligible parties” as determined by the Member States, which, given the scope of the
Directive, will be predominantly actors in the energy sector. In contrast, the GDPR does not
introduce any limitations concerning the new controller to which the data will be ported,
allowing portability to occur within the same sector or across sectors [66].
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The differences between the two regimes pose the question of how to interpret the
Recast Electricity Directive when it states that access to smart metering data at the con-
sumer’s request should be in accordance with the right to data portability (last paragraph
of Article 20). Does this provision mean that the right to access smart meter data is inspired
by the right to data portability introduced by the GDPR, but it is nevertheless regulated
autonomously in the Directive? Or does it imply that the GDPR rules on the right to
data portability apply next to the rules in the Recast Electricity Directive (as transposed in
national legislation) when a consumer requests to have/give access to smart metering data?

The way in which this provision is interpreted can have consequences in terms of
what consumers can expect and, correlatively, the requirements that parties responsible for
data management have to fulfil.

For example, if a consumer makes repetitive requests to give access to their smart
meter data to a third party, can the party responsible for data management charge a fee to
the data subject based on the rules for the data portability right in the GDPR? Or does the
Recast Electricity Directive take precedence, and consumers can never be charged for their
requests even if they are repetitive? Another example: as previously mentioned, when
transposing the Recast Electricity Directive, the Member States will have to determine
which parties are eligible for access to consumer data. If a consumer requests that their
smart metering data is shared with a party that is not included on the list adopted by the
relevant Member State, is the party responsible for data management obliged to provide
this data based on the broader scope of the GDPR’s right to data portability? Or can the
data only be provided to the eligible parties specified by the Member State?

The guidelines on the right to data portability adopted by the Art 29 WP (and endorsed
by the EDPB) attempt to provide some guidance in this regard. According to the Art. 29 WD,
in cases where there is sector-specific legislation providing for some form of portability, if it
is clear from the data subject’s request that they intend to exercise rights under the sectorial
legislation rather than under the GDPR, then the provisions of the GDPR do not apply to
this request [66]. If instead the request is clearly aimed at portability under the GDPR, “the
existence of such specific legislation does not override the general application of the data
portability principle to any data controller”, and it must be assessed in the specific case
whether and to which extent the sectoral legislation affects the right to data portability [66]
(p- 8). Hence, according to Art. 29 WD, the consumer’s intention will determine which
regime takes precedence in a given case. This interpretation poses problems because, as
noted by Graef, Husovec and van den Boom, “individual consumers will unlikely be aware
of the consequences of basing their request either on the GDPR'’s [right to data portability]
or a sector-specific data access tool” [10] (p. 26). It is also relevant to note that the guidelines
adopted by the Art. 29 WP are not legally binding, and the DPAs and judicial authorities
might interpret the interaction between Article 20 of the Recast Electricity Directive and the
GDPR differently [10]. Against this background, further clarification is required to delineate
better the rights of consumers/data subjects and the obligations of parties responsible
for data management under these two interrelated data sharing regimes. As at present,
the exact implementation of the rules for access to consumer data in the electricity sector
depends on the rules for data access laid down by the Member States, it would be welcomed
if they address this issue in their national legislation. In particular, it would be important
to clarify whether consumers can request that their smart metering data be transmitted
directly to parties that are not included in the list of eligible parties adopted by the Member
States. A broader interpretation would be more in line with the rights enshrined in the
GDPR, which give more control to the individuals (data subjects/consumers) over their
data, as well as with the aims of the European Union’s data strategy, which encourages
cross-sectoral data sharing [67].

3.4.3. Overlapping Competences of the Supervisory Authorities

Both the Recast Electricity Directive and the GDPR provide the basis for creating an
independent authority that supervises the compliance with each of these legal frameworks.
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In the electricity sector, the national regulatory authorities supervise whether the market
actors comply with the regulations applicable to the electricity market, including the
rules concerning the management and exchange of consumer data that should implement
the relevant provisions of the Recast Electricity Directive (Chapter VII, Recast Electricity
Directive). In the field of data protection law, the national Data Protection Authorities
(DPAs) (Chapter VI, GDPR) are responsible for supervising compliance with the GDPR,
including in the electricity sector.

The coexistence of the rules from the electricity sector with those of the GDPR, in
particular the rules concerning access to consumer data, might lead to situations in which
both supervisory authorities are competent, as will be explained. The Recast Electricity
Directive tasks the national regulatory authorities with “ensuring non-discriminatory access
to customer consumption data [ ... ] and prompt access for all customers to such data
pursuant to Articles 23 and 24" (Article 59, Section 1(t)). In turn, the GDPR tasks the DPAs
with monitoring and enforcing the application of its rules, and it gives DPAs the power
of (among others) ordering data controllers or processors to comply with requests from
the data subjects to exercise the rights pursuant to the GDPR, including the right to data
portability above referred.

As mentioned in the preceding section, the Recast Electricity Directive acknowledges
that the possibility that consumers have to retrieve their smart meter data or transmit this
data to other parties ought to be in accordance with the right to data portability enshrined in
the GDPR. This poses the question of what happens if the entity responsible for managing
smart meter data refuses access to this data by the consumers themselves or by third parties
authorized by the consumers. Which authority should respond to this situation? Does
the national regulatory authority (energy regulator) exercise its powers under the Recast
Electricity Directive? The DPA in the exercise of its powers to enforce the GDPR’s right to
data portability? Or are both authorities competent to investigate and take enforcement
actions separately?

The Recast Electricity Directive does not settle this point. It merely states that the
national regulatory authorities must fulfil their duties in close consultation and cooperation
with other relevant national authorities while preserving their independence and without
prejudice to their specific competencies (Article 58, first paragraph and Article 59, Section 2,
second paragraph). On the other hand, the GDPR provides mechanisms to organize and
facilitate cooperation between DPAs of different Member States (see in particular Chapter
VII of the GDPR), but not between DPAs and the authorities supervising other regulatory
domains such as the energy sector. The GDPR does, however, include among the tasks and
powers of the DPAs the possibility of giving advice and issuing opinions to the national
parliaments, governments, other institutions and the general public on any issue related to
the protection of personal data (Article 57, Section 1c) and Article 58, Section 3b).

Some Member States have taken measures at the national level to facilitate cooperation
between the energy regulator and the DPA. For example, in the Netherlands, the Dutch
DPA (Autoriteit Persoonsgegevens—AP) and the national regulatory authority (Autoriteit
Consument en Markt—ACM) have adopted a Cooperation Protocol that lays down basic
principles and agreements for situations in which the authorities have concurrent powers
or related tasks, i.e., in matters subject to the supervision of the ACM in which personal
data is processed [68]. The Cooperation Protocol lays down conditions for the exchange of
information between the two authorities (Chapter 3), as well as provisions that guide how
to proceed when there is a concurrence of powers (Chapter 4). The Cooperation Protocol
provides that the ACM and the AP have to consult with each other about the exercise of
their powers and decide whether and in which cases joint action is desirable (Article 9,
Sections 1 and 2 of the Cooperation Protocol). Following the Protocol, ACM will focus
on cases where the main emphasis is placed on applying its legal tasks, while the AP
will focus primarily on cases where the main emphasis is placed on applying the GDPR
(Article 9, Sections 3 and 4). Moreover, the Protocol provides that the ACM and AP will
prevent as much as possible that a supervisee is addressed separately for the same subject
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simultaneously (Article 9, Section 5); it also requires ACM to refer interested parties to
the AP for cases that exclusively or predominantly refer to the application of the GDPR
and vice versa, when the matter exclusively or predominantly concerns the application
of the issues supervised by the ACM. The Protocol also requires that the ACM and the
AP explain the terms from the legal rules supervised by them are explained consistently
as far as possible and that they consult each other whenever there is uncertainty about
a term. (Article 13 of the Cooperation Protocol). Finally, the two supervisory authorities
can “mutually advise on the application of specific laws and regulations that the parties
supervise in each other’s cases” (Article 14, Section 3).

At the EU level, the European Data Protection Supervisor (EDPS) has proposed a
so-called “Digital Clearing House” [69], a voluntary network of regulatory authorities
involved in the supervision of digital markets, focusing on consumer law, competition law
and personal data protection. The ultimate aim of the Digital Clearing House is facilitating
dialogue, cooperation and exchange of good practices between the different regulatory
authorities to “achieve a better and more coherent protection of individuals in an era of big
data and artificial intelligence” [70]. The proposal was well-received, and several meetings
have already occurred [71]. This initiative could be extended to include national regulatory
authorities from the energy sector, considering that the sector is becoming more digitalized
and data-driven.

Initiatives like those described here are welcomed to facilitate institutional coordi-
nation between the supervisory authorities. Lack of cooperation between the national
regulatory authorities and the DPAs could lead to situations in which neither authority
intervenes or each of them decides to intervene without taking into account the compe-
tences of the other. In addition, if both types of supervisory authorities do not consult
with each other, they might interpret differently the concepts, rights and obligations aris-
ing from each other’s legal framework, creating uncertainty for the supervisees and the
consumers/data subjects.

4. Discussion and Conclusions

Data-driven innovations play a crucial role in realizing the energy transition. This
has been acknowledged by the legislation adopted under the CEP, most notably, by the
Recast Electricity Directive examined in this contribution. This Directive furthers the efforts
started by the Third Energy Package to improve the energy system and increase energy
efficiency with the help of smart meters. These devices can provide detailed information on
how much and when electricity is used or fed into the grid by consumers and prosumers.
Smart meter data can be used by the consumers/prosumers themselves to get insight into
their consumption and self-generation and benefit from energy services and other services
based on this data. Smart meter data can also be used by network operators to predict
energy demand and improve capacity planning.

The use of smart meters enables the emergence of innovations in the electricity sector,
such as smart grids, prosumers and Peer-to-Peer trading. These developments rely on the
processing of personal data, triggering the application of the rules for the protection of
personal data enshrined in the GDPR, in addition to the rules organizing and regulating
the electricity market in the EU, particularly the Recast Electricity Directive.

The research presented in this article investigates what kinds of tensions may arise
from the coexistence of these two legal regimes and whether there are mechanisms in place
to prevent or mitigate such tensions. To understand the interaction between these two
frameworks, the article first provided an overview of the objectives, actors, principles,
rights and obligations present in the Recast Electricity Directive and the GDPR. Then it
moved to identify three tensions that are illustrative of the challenges arising from the
interaction between these two legal frameworks.

The first tension lies in the fact that some of the innovations facilitated by smart meter-
ing in the energy sector rely on technologies that might not (yet) be entirely compatible with
the GDPR. This was illustrated in this contribution with the example of using blockchain
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technology for P2P trading. The characteristics of blockchain-based technologies may be
in tension with some of the basic notions (e.g., the notion of controllership) and rights
(e.g., the rights to erasure and rectification) set out in the GDPR. Therefore, more clarity
regarding how the blockchain can be used in a way that is compliant with the GDPR is
necessary before the blockchain technology can be used on a large scale in the energy sector.
A possible mechanism to address this can be found in the GDPR, which gives the EDPB the
possibility of adopting guidelines, recommendations or good practices to ensure consistent
Regulation application. In addition, technical solutions such as ‘zero knowledge proofs’
and editable blockchains can enhance the compatibility of blockchain with the GDPR.

A second tension follows from the existence of separate but interrelated regimes for
access to data of the consumer/data subject in the Recast Electricity Directive and the
GDPR. The Directive gives consumers the right to retrieve and to give third parties access
to smart metering data, in accordance with their right to data portability. It is unclear how
to interpret this reference to the right to data portability regulated in the GDPR, considering
that there are important differences between this regime and the provisions for access to
smart meter data in the Recast Electricity Directive. In other words, it is unclear to which
extent the parties responsible for data management in the electricity sector should also
apply the rules laid down in the GDPR next to the rules in the Recast Electricity Directive
and which regime takes precedence in case of conflicts. Further clarification is required
to delineate better the rights of consumers/data subjects and the obligations of parties
responsible for data management under these two interrelated data sharing regimes.

The third tension points at an institutional aspect. The Recast Electricity Directive and
the GDPR have their own independent supervisory authorities: the national regulatory
authority and the DPA, respectively. The coexistence of the rules from the electricity sector
with the GDPR, particularly the provisions on access to consumer data, might lead to an
overlap of the competences of both supervisory authorities. The adverse outcome of this
tension could be that neither authority intervenes or that each authority interprets the rules
differently, considering the different focus and expertise of both authorities. Coordination
between the exercise of powers and the interpretation of overlapping powers and concepts
is, therefore, needed to ensure there will be no enforcement gap and that data protection
rules are applied consistently. Currently, the Recast Electricity Directive and the GDPR
do not provide clear coordination mechanisms between national regulatory authorities
and the DPAs. As the energy sector becomes increasingly dependent on the processing
of personal data, it is important that policymakers further their efforts to strengthen the
connection between the sectoral legislation and the general legal framework applicable to
the processing of personal data.
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