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Abstract

:

The drive for net-zero emission and global decarbonization spurred the need for a worldwide transition towards cleaner energy options. The fossil-fuel-dominated global transportation system is a target for these initiatives, accounting for 37% of recent carbon emissions. This has accelerated the adoption of electric vehicles (EVs) into the global market to cut down carbon emissions and improve efficiency in the transportation sector. In the face of this growth, limitations in EV charging infrastructure still loom large amongst EV consumers. Resolving this bottleneck requires systematic approaches to ensure seamless operation and integration into the existing transport systems. This study examines the critical role of IoT in addressing the challenges of EV public charging through reviewing the literature to understand the inter-relation and highlighting its attendant impact on consumer experience. Findings show that while IoT serves as a strong tool to foster public interest through favorable public policy, its novel and innovative nature faces developmental challenges based on existing government policies that could hinder the interest of potential investors. Therefore, governments should consider evaluating existing policies and practices to ascertain their suitability for IoT adoption in EVs, ensuring that they do not constitute unintentional barriers.
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1. Introduction


The current global transportation system is dominated by fossil fuels, which account for roughly 37% of carbon dioxide (CO2) emissions from end-use sectors [1]. Consequently, there is now worldwide support for cleaner transportation options in a direct bid to mitigate climate change. This shift has accelerated the adoption of electric vehicles (EVs) into the global market with the promise of achieving low-carbon transportation, high efficiency, and consequent flexibility in grid operation and integration. It is no surprise to witness the recent year-on-year growth of EVs, which peaked at 6.6 million sales in 2021, compared to 12,000 units in 2012, with approximately 10% of current global car sales being electric vehicles. Following projections from the 2022 Global EV Outlook published by the International Energy Agency (IEA), EVs are expected to account for more than 30% of vehicle sales across all modes in 2030 (excluding two- and three-wheelers) [2]. While these statistics, coupled with advantageous government incentives and financial subsidies, point towards a bright future for EVs, there are attendant drawbacks, especially regarding the charging experience of EV consumers.



Despite the apparent decline in EV prices and expansion in driving range, one bottleneck still lingers amongst current EV consumers: charging infrastructure. A recent study conducted by McKinsey and Company estimates that China, Europe, and the United States could witness a drastic rise in total charging demand across their EV consumer populations from around 20 billion kWh in 2020 to roughly 280 billion kWh in 2030 [3]. To put that into perspective, this figure represents an estimated 14-fold increase in EV consumer charging demand in 10 years. This prediction has led to marked growth in the rate of fast charger installations, which increased by 48% in 2021 compared to 2020, with 500,000 charging points installed in the same year [4]. Albeit these numbers look promising, current consumer charging experiences still point to dissatisfaction with EV charging infrastructure. From limited information hindering timely accessibility to nearby public charging points to charging interruptions and slow charging time [5], EV consumers cite negative charging experiences as a major concern hindering EV adoption [6]. EV consumers also lament the proliferation of multiple charging app and payment options, which mean EV drivers looking for charging stations at different locations will need to download multiple apps on their mobile phone as well as add numerous payment options. This issue introduced unnecessary complexity as compared to traditional filling up at the pump, which offers a simpler user experience.



These drawbacks are evident in the apparent disparity in the number of EV charging stations compared to that of petrol stations. Although investment in petrol stations declined in recent years, there are still more petrol stations compared to EV charging points [7]. This issue resulted in clustered charging stations at peak periods of the day, consequently placing a strain on the power grid owing to overloading [4]. Additionally, while it usually takes minimal time to fill up internal combustion engines (ICEs) at petrol stations, EVs often require extended charging duration spanning to hours with exact charing times being primarily dependent on the model of the vehicle and throughput of the charger [8]. Despite the undeniable benefits that are certain to come with the increased adoption of EVs across the transport sector, there are evident shortfalls in charging experiences that may dampen the progress of this initiative. This issue hastens the need to automate charging technologies with a drive toward a positive consumer experience [9,10]. One instrumental mechanism for achieving this development is the Internet of Things (IoT) [10].



The nature of the current day-to-day activities around the globe shows the need to automate charging technologies to efficiently manage available limited resources, particularly in developing countries where issues such as poverty, education, and health disparities remain center stage in policy discourse [11]. This fact is evident in the heightened transition from the era of conventional data to the “Big Data” age [12]. Not only does this underscore the importance of real-time information to the success of any industry, but it also evidently portrays the crucial role that smart technology plays in revolutionizing data storage and transmission. There is little wonder as to why the IoT is becoming a cutting-edge technology that enables businesses to analyze and process large data sets while providing maximum control [13]. However, what charging experience does this so-called smart technology entail for the average EV consumer?



When viewing IoT, one must be aware that this term can be viewed by different people to mean different concepts for different applications [14,15]. In simple terms, the IoT can be viewed as a convergence of OT (Operational Technology) and IT (Information Technology). While OT deals with the operations of physical properties, such as devices, sensors, and connectivity, IT focuses on the digital transformation aspects [16]. However, IoT more intricately portrays a global infrastructure for the information society, enabling advanced services through interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies [17]. As a smart technology tool, IoT is fundamental to solving the complex structure of EV charging stations and its decentralized nature through providing a more seamless maintenance and management process. Additionally, IoT can empower consumers to easily locate charging stations, schedule charging times for their vehicles, pinpoint the appropriate time of charging, and provide information about those factors that can potentially affect charging time [18]. The availability of information about a nearby charging port on the internet helps consumers to plan and organize their EV charging experiences, enabling them to feel empowered by their ability to impact and have effects on modern technology products [13].



In the literature, there are several studies centered around IoT as it relates to consumer experience and EV charging infrastructure around the globe. Some studies have investigated the impact of IoT-based EV charging and parking systems [15], while others present an approach for EV charge scheduling in smart distribution systems [14]. There is also research centered around charging stations with IoT and the nature of charging techniques used in these stations. These studies compare each type against the energy sources for these stations, such as whether it is renewable or non-renewable [17]. Other broad-based studies were previously initiated that provided an overview of the status of IoT-based EV charging stations. For example, a comparative study between IoT charging stations and the type of charging is carried out in [19], in which it was found that IoT-based charging simplifies user access to charging stations. In [17], the Internet of Vehicles (IoV), which is another coinage describing the integration and communication of EVs, modern power utilities, and users in conjunction with IoT, is highlighted as a critical infrastructure for driving large-scale EV charging networks based on blockchain technology, transactive energy, artificial intelligence, and cloud computing, among others. Moreover, digital twin technology is identified as a resourceful tool for efficiently and cost-effectively predicting the lifecycle of EVs based on intelligent charging systems [20]. On the other hand, it was identified that the infrastructural requirements for enabling IoT-based EV charging stations are not fully developed [21]. Other aspects of the EV charging imbroglio are data security and privacy threats, which were comprehensively analyzed in [22] and for which federated learning and blockchain technology are advanced as two emerging solutions to address these concerns. In [23], an in-depth analysis of EV charging station infrastructure is conducted, in which the optimal charging scheduling techniques are proposed as a viable solution for EV charging infrastructure planning, location, and management.



So far, the state-of-the-art studies on IoT-based EV charging highlighted the different impacts of intelligent technologies and smart systems but fall short of fully appraising EV adoption and usage. In this study, an overview of the role IoT plays in EV public charging experience, consumer behaviour, and, by extension, EV adoption and consumer acceptability is undertaken. This study dissects the nuances around EV public charging and its role in customer satisfaction and subsequent EV growth. It goes without saying that in a transport sector dominated by heavy-emitting ICEs, there is a need for a paradigm shift towards cleaner and more affordable transport options. The pace of adoption of EVs is dependent on many factors, with public charging experience being a clear hindrance [6]. Addressing this shortcoming requires systematic approaches and methodologies to ensure that EVs are properly integrated into the transport systems in a manner that seamlessly eases daily operations. This begs the following question: to what extent does IoT play a critical role in curtailing bottlenecks peculiar to EV public charging and EV end-user and consumer experience? To address this question, we reviewed the literature to understand the inter-relation between IoTs and EV public charging, highlighting its attendant impact on consumer experience.



Articles were retrieved for the literature using the following search engines: Google Scholar, Scopus, and Web of Science. The keyword search included internet of things, IoTs, electric vehicles, public charging, consumer experience, and charging infrastructure. We also supplemented our search with the snowballing technique and limited our article search to papers published from January 2010 to February 2023 to align with global trends in electric vehicle development. Article selection was based on their relevance to the research aim and objectives. Our interest is in the role of IoTs in EVs and how to improve public charging experiences for EV consumers. The ensuing subsections discuss this subject through exploring the smart EV ecosystem and highlighting the need for synergy between IoTs and EV public charging. The subsections also put in perspective the key technical aspects, emerging challenges, and social and safety impacts relevant to this concept. Finally, the study postulates recommendations that can be adopted by relevant stakeholders in ensuring a seamless transition to improved EV public charging services.




2. Smart EV Charging Ecosystem


The promise of smart cities has been discussed for decades. The prospect of interconnected devices and systems sharing real-time data and, in the process, optimizing and improving use cases, thereby improving the quality of life for citizens, is a key driver for proponents of smart cities. Technological advancements in sensor technology, data collection, mining and analysis, communication technologies, and cloud computing platforms facilitated the rise of the Internet of Things (IoT), which is a key enabler in smart city ecosystems. Connected vehicles are envisioned to play a key role in the smart cities’ ecosystem.



As the transition to electric mobility gathers momentum, modern electric vehicles, which tend to be more connected when compared with the older generation internal combustion vehicles, are, therefore, set to be a key pillar in the smart cities’ ecosystems from a mobility, infrastructure, and an electricity grid/network point of view. This fact means that the growth of the electric vehicle’s market share and the electric vehicle charging ecosystem will be one of the key drivers toward mass adoption of IOT along the journey to full smart cities. Public smart electric vehicle charging ecosystems can be described by three main layers, as shown in Figure 1. These layers are the Energy and Power Infrastructure Layer, the IOT and Communications Network Layer and the Application Layer.



As the penetration of electric vehicles and distributed energy resources grows, the grid will become increasingly decentralized, bi-directional, decarbonized, and digitized, as well as coupled with the need to balance supply and demand to avoid grid constraints, IOT-facilitated real-time information is critical. Preferential charging aligned to periods when the carbon intensity of the grid is low, periods of cheaper grid tariffs, and the need to maximize self-consumption of on-site renewable energy, will become progressively more prominent. An enormous amount of data will be gathered and exchanged between the millions of connected devices in this ecosystem. Involved actors will include vehicles, charge points, charge point operators, DERs, utility companies, and fintech and payment platform companies, as well as aggregators, such as those firms involved in the aggregation of electric vehicle traction batteries and turning the meter stationary storage into virtual power plants across the three layers. Data quality and data consistency will be crucial for an efficient and resilient smart public charging ecosystem. IoT will play a crucial role in this regard.




3. IoT—Public Smart Charging, Consumer Experience and Setbacks


3.1. Elements in Public Smart Charging Limitations


In this modern era of accelerated technological uptake, the ability to maximize time is the primary need of consumers. The frustration and stress that occurs in the face of delay—no matter how slight—negatively impact consumer experience, which in turn hinders drivers’ receptibility to EVs as a means of transportation [25]. Combating this experience requires the existence of public smart charging infrastructure to increase EV desirability, resulting in extended driving days and electrified mileage [26]. To understand the need to integrate IoT into Public Smart Charging and its long-term benefits on the EV consumer experience, one must first understand the adverse effects of uncontrolled charging. EV charging has marked consequences on the distribution, transmission, and generation of electricity [27]. Uncontrolled charging can result in peak demand and transformer overloading, worsening power quality, overload transmission lines, or prompt system upgrades [28,29,30,31]. However, EVs can also provide value to the grid through providing services of frequency regulation and real-time ramping [27], which is where Public Smart Charging plays a major role.



In the purview of EV smart charging, IoT comprises three major elements: charging equipment, mobile apps, and charging management platforms [16,31,32]. Smart charging depicts a cloud-based automated and intelligent process for charging EVs, functioning in a manner that ensures EVs and charging devices are interconnected while sharing data on the same network [33]. This method of charging guarantees (to a reasonable extent) efficient energy utilization. Through ensuring consumers can make informed charging choices on public charging infrastructure, public smart charging addresses the scepticism surrounding range anxiety for EV drivers and allows for optimum utilization of battery range. IoT provides an enabling system for EV smart charging in terms of continuous monitoring and data presentation in the form of reports and dashboards. It also helps in notifying users in the event of critical failures or important updates. For example, EV drivers can be informed via a mobile app about charging time and costs. Charge point operators can remotely troubleshoot devices without a physical visit. Network operators can enhance roaming services for their charging network [16]. Smart charging stations facilitate communication between the charging grid and EV through data connections. Where applicable, certain limits on energy consumption are defined by utility companies to enable them to manage energy supply and demand [34]. Figure 2 illustrates a snapshot of this public smart charging ecosystem [33].



The benefits of public smart charging transcend the interests of EV consumers and charging station service providers through generating a vast amount of data upon which important decisions can be made by both parties [10]. Through using vehicle–grid integration (VGI), it permits charging operators (either consumers or service providers) to manage the amount of energy dissipated to EVs plugged-in at any time. This result can be achieved in either of two ways: customers respond to price signals from the electric vehicle supply equipment’s (EVSE) automated response to control signals that either react to the grid and market situations, or through a combination of the two while respecting customers’ needs for vehicle availability [35]. This approach allows regulation of electricity consumption, thereby managing EV loads and, consequently, limiting pressure on the power grid. As such, charging operators are curtailed from exceeding the maximum energy capacity of the charging station, as defined through their chosen energy tariff and local grid capacities [36]. When compared to conventional charging methods, this system has the laudable advantage of providing a seamless experience for EV consumers, while also minimizing grid damage [31].




3.2. Setbacks in Operations, Management, and Payment Features


As earlier stated, EVs are a major advancement towards a sustainable future for transportation. Like every functional system, EV charging systems require a fluid operations interface. Operations are required to facilitate easy control and management. It is a two-way process in public smart charging. Firstly, it involves consumers searching for a public charging station and subsequently scheduling a time to charge their vehicles. Secondly, the system requires that the service or network provider confirms the charging point and time [20]. Operations also come with other features, such as power boost and dynamic power sharing, which require effective management. With this, IoT can be useful for the smart management of EV public charging stations. For power sharing management, power sharing or load balancing (or leveling) is performed through distributing equal energy to all EV charging stations belonging to a business company or network operator, while management can be performed more effectively with the real-time processing of information [37]. In a situation where there is a power outage or fault, operations make it possible for alternative charging stations to be easily located [38,39].



With the growing adoption of EVs, the management of charging infrastructure will continue to dominate the frontline. In an era of Big Data, connectivity and real-time information play major roles in advancing technology solutions. Smart devices are required to be on par with digitalization enterprises and serve as a catalyst for business innovations to enable organizations to stay competitive. IoT can serve as a tool to enable effective and efficient management and monitoring of EV charging stations, enabling them to become more convenient for both drivers and service workers. Given that the EV market is expected to expand significantly in the next decade [4], it is expected that the number of EV charging stations will also increase significantly to meet increasing consumer demand. Presently, the charge points for EVs are decentralized, creating significant problems for management and maintenance by on-site personnel due to the complex nature of this setup. IoT, on the other hand, generates enormous data in huge amounts, which will be a major driver for processing and analyzing large data sets from numerous embedded sensors. This serves to centralize the EV charging system, making it easy for Charging Point Operators (CPOs) to monitor and manage this data within one platform. This enables EV public charging stations to become connected and smarter, making them more accessible for remote maintenance, control, and support.



The payment feature is another potentially beneficial aspect of IoT for EV public charging because it provides consumers with the exact information as it relates to charging time and cost [40]. Publicly operated charging stations imply that they are available for public use at commercially billed rates. These public sites are readily available for residents in a high-rise or city apartments since house owners can afford residential charging options. There are numerous nations where regulations are not stringently implemented to forestall misrepresentation in instalment frameworks [41]. This situation raises issues of trust and straightforwardness. Although in its nascent stage, the blockchain platform is a potential tool to mitigate the drawbacks associated with consumer trust and reliability within the purview of EV charging payment. Blockchain is a cutting-edge technology that is currently being explored as it mitigates trust and protection issues. This technology was previously proposed as a shared energy exchanging and charging instalment framework for electric vehicles [13,14].



In such a framework, clients, so-called prosumers, who have excess power can offer it to the charging stations while taking care of the charging bills through electronic wallets. Such a peer-to-peer (P2P) energy trading plan affords certain consumers the right to maintain the energy demand–supply balance via an integrated IoT network. The proposed framework decreases human collaboration and increases trust, straightforwardness, and data protection for EV clients [42]. Moreover, it can be very useful in urban areas. This system also allows clients to pay from their mobile phone app directly upon charging, saves time and energy, and can provide information regarding tariff management. Digital currency, notably cryptocurrency, has evolved and grown on such a global level that consumers perceive easy cash flow as a fundamental way to reflect on their user experience. Partly due to this reason, EV consumers in India, China, the USA, and Japan perceive this automated and accelerated form of monetary transaction as a convincing factor in pointing to the effectiveness of the system [42].




3.3. The Interplay of Optimal Scheduling-Based EV Charging System


Another critical index to consider in an IoT-based EV system is optimal charging scheduling, which includes battery swapping, charging station location, the quantity of spare or backup batteries, the number of charging points per station, and routes and schedules. To be considered are the critical aspects of EV charging in terms of both battery- and non-battery-based optimal scheduling constraints.



3.3.1. Battery-Based


The main EV charging architecture, otherwise known as EV supply equipment (EVSE), involves a panel connected to the service line, conducting lines connecting the panel to the charger, and EV charging equipment. The optimal charging scheduling for EVs was previously studied in different contexts e.g., its integration with emerging distributed generation grids [43], its operations considering traffic patterns and travel distance [44], its efficiency in terms of reducing charging and operational costs [45], its participation in a vehicle-to-grid (V2G) routine for electricity bills savings at an office building [46], and its convergence towards EV user satisfaction and charging convenience [47]. Thus, the different charging technologies for EVs can be broadly grouped into conventional and emerging battery charging configurations.



Conventional Battery Charging


	
Slow Charging: This conventional EV charging technology is time-consuming and, thus, increases turnaround time.



	
Night Charging: This is also a conventional way of charging batteries overnight at a slow pace and at low-peak energy rates, leading to extended battery life.



	
Battery Swapping: This charging technology is as old as EV technology itself. This technology allows continuity of service for EV users through simply replacing drained batteries with fully charged ones at charging stations. Charging stations could be either centrally or locally sited. Although this technology improves scheduling with minimum delays, the major challenges are high costs, which result from duplicated hardware, and high land usage, especially where local charging stations are deployed. The important design indices to consider in battery swapping include battery property, battery size, charging location, battery swapping location, the quantity of spare backup batteries, the number of charging points per station, and routes and scheduling [48,49].







Emerging Battery Charging


	
Dynamic Wireless Power Transfer (DWPT): DWPT, also known as inductive charging, is an emerging technology that promises to eliminate the range limitation in EVs. The technology, which employs wireless inductive power transfer pads, ensures that EVs can be charged while in motion. One big advantage of this DWPT charging is that it cuts down on the size of on-board battery capacity, which translates to more affordable EVs [50]. However, a major challenge of this charging technology is poor efficiency because of the conceivable distance separating the primary sending coil and the secondary pickup coil. Three main types of DWPT charging for EV buses were identified:




	○

	
stationary: when the EV bus is parked and standing over the charger;




	○

	
quasi-dynamic: when the EV bus is forced to drive at low speed while charging;




	○

	
dynamic (on-route or opportunity charging): when the EV bus is charged instantaneously under normal operation.









	
Fast Charging: This usually goes together with DWPT-inductive charging. With fast charging for EVs, operational efficiency and driving range can be improved drastically, among other things. Existing fast charging technologies can cut down charging timed to less than a quarter of current times, though this could also mean that battery life and travel range are shortened over time [51]. Concerns about ultra-fast charging degrading battery performance over time compared to extended normal repeated charging exist [52]. Furthermore, ultra-fast charging in frequent but short duration was previously identified as a critical factor in reducing battery capacity and service interruptions.








3.3.2. Non-Battery-Based


This subsection touches on critical aspects of EV charging that are not directly linked to the battery. They are critical because ignoring them would mean that battery charging and life are negatively impacted in the long run. The categorization of these optimal scheduling constraints, as inspired by [53], is illustrated in Figure 3.



	
Routes: The travel range to a large extent determines the amount of discharging on battery life. Shorter routes mean prolonged battery life, and vice versa. The condition of roads and traffic are factors that affect EV bus driving cycles and, by extension, battery life. Inductive charging solutions were previously suggested as means of addressing routes with dense traffic and extensive public transport networks [54], while accurate navigation and range prediction is useful in promoting strategies to address EV range anxiety [55]. In [53], DWPT charging is recommended for extended integrated network routes, while for smaller condensed network routes, static wireless power transfer (WPT) can suffice [56]. Other critical factors to consider on EV travel routes are the number and length of bus stops, road texture, overlapping bus lines, average speed, climate, and available time per stop [57].



	
Operation: Planning and scheduling is the ability to operate EVs in continuous service along planned routes. They are very important factors to consider because EVs cannot continue a trip if the battery life drops below a minimum threshold. If charging is required, it results in schedule interruptions, delays, and commuter anxiety if the bus needs to be parked until recharging is completed. Hence, to maintain schedule reliability, proper planning and periodic scheduling of transit routes need to be integrated into EV public charging to minimize or eliminate interruptions. In [58], robust scheduling and integrated planning are recognized as critical areas of research for addressing limited driving range and long charging hours for EV transport systems.



	
Support Infrastructure: The integration of the emerging renewable energy power system, battery storage, and EVs under an optimal energy management system (EMS) result in optimal power dispatch in terms of reduced energy consumption, reduced energy and operational cost, and reduced greenhouse gas (GHG) emissions [59,60].








3.4. Technology Challenges and Opportunities


Several challenges hindering IoT adoption concern EV public charging infrastructure. These drawbacks include the susceptibility of these systems to cyber-attacks, regulatory deficiencies, and compatibility issues [61]. Governments around the world are pushing for a green technology transition to tackle climate change and reduce reliance on hydrocarbons. Norway already has a network of 17,000 charging points for electric vehicles, and the U.S. Department of Transportation recently announced it would spend 5 billion dollars on a new network of charging stations for electric vehicles [62,63]. By 2021, the number of new energy vehicles in China has reached 7.84 million, representing a year-on-year increase of 59.3%. It is estimated that in 2025, the number of new energy vehicles in China will reach 26.72 million, and the number of pure electric vehicles will reach 23.24 million [64]. To meet the demand for safe charging of electric vehicles, the state has made it clear that by the end of the 14th Five-Year Plan, China’s charging infrastructure system will be able to meet the charging demand of more than 20 million electric vehicles, while the number of charging piles is expected to reach 6.543 million in 2025 [65,66,67].



While car companies are dramatically ramping up the production of electric vehicles, the industry has not made sufficient progress to deal with cybersecurity issues related to the Internet of Things devices. Advances in technology witnessed advances in techniques used to breach the safety walls of the systems. Consequently, there is always a risk of a breach in the security of IoT systems [68]. IoT puts EVs at the risk of cyber-attack and data theft because several devices are connected to the internet, with a high amount of data being constantly transmitted. This situation could result in hackers attempting to access the system in a bid to steal personal information, which could be misused. Fundamentally, EV consumers could become sceptical about adopting this technology, given the nature of this apparent flaw. Figure 4 shows a summary of some of the potential targets of cyber-attacks.



The V2G process makes the EV ecosystem a typical Internet of Things (IoT) ecosystem, which inevitably poses an additional cyber-attack threat to the power system from the demand side. While such cyberattacks against electric power systems have not yet been conducted in practice, similar attacks were previously reported in other IoT ecosystems. As an example, in Mirai Botnet [69], which was a cyber-attack against IoT devices, the attackers compromised more than 600,000 IoT devices and launched a DDoS cyber-attack against Dyn domain service providers. Cyberattacks from the demand side are more threatening than the previously widely studied cyberattacks from the operational side of the power system, because there are more access points for attacks from the demand side than from the utility side due to its complex cyberspace and multiple roles.



Considering the huge potential threat of EV attacks on the power system, several works in the literature were discussed to explore the impact of the attacks. Saber et al. [41] demonstrated that inappropriate charging behavior will lead to peak loads, voltage violations, and degraded grid performance. Following this idea, Acharya et al. [42] show that through collecting information from publicly accessible sources and combining it with vulnerabilities in EV charging stations, an attacker can manipulate a large number of EV charges simultaneously, causing frequency instability and disrupting the automatic generation control system of the transmission grid. Manhattan was used as a case study in this paper. Sayed et al. [61] analyze vulnerabilities in communication protocols, IoT, and firmware for EVs, and demonstrate that even if only 2.5% of EVs are manipulated, an attacker can still cause huge voltage violations with high penetration of EVs.



Another team of researchers led by Elia Bou-Harb [62], Director of the Center for Cybersecurity and Analysis at the University of Texas, explored the real-world impact of cyber-attacks on electric vehicle charging systems and how cybersecurity countermeasures could be used to mitigate these attacks. With this goal in mind, the researchers evaluated 16 electric vehicle charging station management systems (EVCSMS), including systems developed by well-known global suppliers. Their assessment identified 13 of the most serious vulnerabilities in EVCSMS firmware, mobile, and web applications that could lead to 11 types of cyber-attacks. The team divided cyber-attacks into three distinct categories: (i) attacks against EVCS, (ii) attacks on users, and (iii) attacks on the power grid.



In the first case, the EVCS may be compromised, causing it to charge reduced or no fees and show customers manipulated fees or disabled features. In the second scenario, an attacker could access a user’s billing records and personal information. That means their data can be used for surveillance, extortion, identity theft, and payment fraud. In the third scenario, an attacker could use a large number of infected EVCSMS to initiate synchronous charging operations or reverse the flow of current back into the grid through increasing the discharge supply. Both attacks destabilize the power grid, which can lead to cascading failures. In this project, the research team developed countermeasures to fix each vulnerability they found. They also made recommendations on appropriate security measures, guidelines, and best practices that developers can follow to mitigate attacks. When it comes to preventing large-scale attacks on the power grid, the researchers suggest that patching existing vulnerabilities is not enough. They stress that developers also need to incorporate initial safety measures into the manufacturing of charging stations.



On the issue of regulations, given that IoT is relatively new and its advancement is a continuous process, designing favorable government regulations toward its implementation could become difficult. There are no such regulations available to which the technology can become a subject worldwide, thereby placing the rights and duties of both service providers and consumers in an uncertain position [40]. Additionally, compatibility is another hindrance to IoT adoption. There are currently no set standards available for the IoT industry, which has resulted in blockage of communications, sometimes between devices [63].



Despite these challenges, there are several opportunities that IoT technology provides for EV users. Connecting devices and systems enables IoT to optimize operations in EV charging stations, thereby improving user experience. It can provide EV consumers with a seamless and swift source of connectivity with public charging stations [64]. It can also eliminate range anxiety via giving proper information about established public charging stations [9]. Additionally, the business application opportunities of IoT for service providers are limitless in terms of operations and management. It provides an opportunity for service providers to connect with their clients. The progress in EV transport requires frameworks that highlight their superior capabilities, such as eco-friendliness (with regards to MPGe, i.e., miles per gallon of fuel equivalent), widening range, and quick charging choices [65]. To speed up the reception of EV transportation, innovative patterns for IoT-integrated public charging systems with economically accessible arrangements are key considerations for consumers.





4. Potential Impacts on Consumer Behaviour and Implications


The potential impact on consumer behavior of IoT in the public charging of EVs is eliminating consumer range anxiety to some extent owing to real-time information and accessibility of charging portals. Range anxiety is currently one of the significantly limiting challenges related to EV adoption [66].



Figure 5 depicts the consequent impact of range anxiety on the behavioural travel patterns of EV consumers. From an online survey conducted on 500 EV consumers in the United States, over two-thirds of consumers reported that range anxiety frequently deterred them from taking a trip or caused them to rearrange their travel plans. Around one-fourth of these consumers confirmed that they are always deterred from embarking on trips due to the anxiety centered around the travel range of EVs. In contrast, only about one-tenth of these EV consumers were never deterred from traveling due to range anxiety. These results highlight range anxiety as a significant challenge amongst EV consumers, owing to the obvious limitations in driving range of EVs [66]. Thus, a potential solution to this would be the incorporation of IoT into the public smart charging systems of EVs.



Moreover, consumers’ perspectives are greatly influenced based on tariff management and costs [41]. IoT will also play a key role in tackling the previously stated interoperability issues, with EV drivers currently faced with the challenge of having to download and use multiple spps from different charge point operators and payment platforms. In addition, consumer satisfaction means a sense of belonging, familiarity, security, gratitude, and user feedback. However, it is also important to note that although IoT technology is advancing positively, industrial uptake will continue to suffer if consumers experience negative interaction with the technology, such as insecurity shortcomings and regulation challenges. The trust and confidence of consumers are assets to any organization, which are usually earned through paying active consideration to the needs and requirements of these clients. Thus, positive experiences of consumers will result in high demand for EVs, while negative experiences may decrease demand.



In a design thinking framework, the impact of the opinion and preferences of consumers build the fundamental structure of businesses, as the products are developed and changed according to the needs of the consumers [67]. The implication of the consumer attitude towards EVs is as important as the evolution of the industry when compared to that of combustible engine vehicles. Consumer perception of EVs is that they preserve the environment and employ the use the smart technologies (such as digital twins) to improve lifestyle, all of which determine the attitude and behavior of the consumers towards the EV industry [68]. The underlying factor is to affirm a customer’s choice model and reduce conflict in terms of innovation reception, which can be more efficiently assessed through investigating customer convictions and post-buy outcomes. Such outcomes provide insights for firms to incorporate future innovations that will continually foster user acceptability and satisfaction [69].




5. Discussion


The EV ecosystem requires proper maintenance and management of its various elements, such as charging stations, payment features, and maintenance systems. In light of the current challenges in developing the EV ecosystem, such as infrastructure management, negative consumer experiences, energy management, and profitability, there is a need to create a system that universally works for everyone. Addressing this shortcoming is tied to consumer perception of EVs, which is in great part dependent on the charging experiences of these consumers. The charging experiences of these consumers are determined through both the rational and emotional attachments of consumers to the product, with public charging infrastructure and tariff designs also playing a huge role in these sentiments.



Potential EV consumers are often reluctant to adopt EV technology owing to range anxiety, which is partly tied to limited public charging infrastructure [69,70]. Despite public charging being the most popular charging option, consumers are more inclined to use home charging than public charging infrastructure [71]. To a large extent, embracing public charging infrastructure depends on the availability of charging service points and charging speeds [72]. Indeed, public charging infrastructure provides a flexible and cheaper option for EV consumers. Although the potential future market of EVs is predicted to be huge, it will depend on how the industry handles the current challenges regarding public charging systems, while also overcoming the price disparities between EVs and conventional ICEs.



The deployment of IoT technology is instrumental to fostering EV growth and promoting positive consumer experience. Its potential benefits cut across all stakeholder groups in the value chain, encompassing the consumers, network operators, and Charge Point Operators (CPOs). The various elements of EV charging each work to ease public smart charging experiences. For instance, the hardware unit is furnished with several charging protocols, connectivity options, sensors, and power electronics to provide a physical connection between the EV and the power grid. The internet-based application (typically smartphones) plays the role of connecting EV consumers with the charging network, in addition to providing a seamless user authentication process and improved charging function management. The third element—the cloud-based management platform—collects data from the IoT sensors and conducts data analytics for managing remote monitoring by consumers and network operators, load balancing, and other smart features peculiar to public smart charging infrastructure. All these elements harmonize to make IoT a powerful tool for improving consumer charging experience.



Ensuring a seamless smart charging experience is an important reason for incorporating IoT in the EV charging system. The tariff design and structure have evident impacts on consumer behavior toward EV utilization. Consumer behavior, in relation to tariff design and structures, varies from country to country due to the different policies implemented by governments and rates of energy consumption per hour [41]. The more economical the country’s tariff design, the more positive consumer response and behavior. Tariff design also helps in managing demand for energy in one specific area and is important for enhancing the consumer experience of public charging [73]. With the integration of IoT, there are additional benefits of enhanced trust, cost management, and operational efficiency [16]. To this end, public charging is considered resourceful in areas where the utilization rate is low, with IoT then serving as a tool for subsidizing infrastructure and tackling excessive charging costs.



The benefits of IoT in EV public smart charging are numerous. Foremostly, public charging systems cannot quite boast a structured user identification and payment handling system. However, this problem is ameliorated through integrating IoT into the public charging sphere. Consumers can tag in their Radio Frequency Identity (RFID) cards or connect with a smartphone to enable access, prompting the EVSE to transmit this data to the IoT cloud-based platform. The platform performs authentication processes on the consumer’s profile, proceeding to grant authorization and complete secure billing transactions if affirmative. This process guarantees seamlessness in transaction operations, improving payment systems and assuring consumers of a near-autonomous experience.



Slow-charging infrastructure has a time constraint and range limitation, while fast-charging infrastructure takes less time and offers an extended driving range. The experience of consumers towards public charging will entail a timely rate of charging, a real-time network on the availability of charging stations, and secure and convenient payment methods. Usually considered the most valuable factors of interest for EV users, improving drivers’ confidence and reducing range anxiety can be addressed through fast public charging infrastructure [20], especially IoT-integrated charging stations [74]. EV charging mobile applications aid in searching for nearby fast-rated charge points, checking the availability of these stations, and reserving slots for the next available timeline for EV consumers based on battery capacity. IoT ensures these apps can indicate the various charging rates via suggesting off-peak hours inclined towards low-cost charging. This function helps in decreasing grid load via providing information to regulate the flow of power. In this regard, EV adoption is fostered while stabilizing the power grid.



Charging location is one of the factors that contributes negatively to consumer experience due to unavailable information regarding the availability the charging stations. Spatial coverage in most countries is very weak, which increases range anxiety in consumers. Where available, it is found that most consumers do not have information about public charging stations [75]. This issue can be primarily attributed to the huge initial capital cost of EV charging infrastructure and stakeholders implementing it based on available demand and potential consumers [76]. To this end, most of the charging events are privately run. However, to address the issue of range anxiety regarding EV charging, countries across the world can push for the proliferation of public charging stations. In both scenarios, IoT can be deployed to monitor charging stations, given that these charge points are geographically dispersed and can be quite challenging to manage. This bottleneck for CPOs could result in negative feedback from consumers. Using IoT, CPOs can monitor and manage charge operations remotely, enabling them to timely resolve consumer charging problems in real time as they relate to EV usage and performance. This approach subsequently reduces downtime and fosters predictive maintenance. In the event of an expansion in charging stations, data on existing charging points will aid CPOs in effectively planning geographically favorable locations for new stations, with the existing data enabling optimized utilization of chargers. These data can also be used to track trends over time and provide a basis for identifying potential areas of improvement.



Remote management is another plus side of adopting IoT technology for EVs. It enables CPOs to manage operations remotely, resulting in the timely resolution of issues. IoT provides real-time metrics and usage insights, as well as data on device performance. The cloud-based platform collects and stores data from different sensory nodes, upon which it analyses vital metrics, such as energy tariffs, grid limit, charging state, and EV battery capacity. Using this data, it becomes easier to manage charging infrastructure in large fleets. Information depicting troubleshooting, charger availability, and fault monitoring also aids in reducing downtime and easing predictive maintenance.



Although the adoption of IoT technology in public charging infrastructure gives an inclination of positive consumer experience towards promoting EV adoption, like every other technology, it comes with its attendant bottlenecks. The current data available is still insufficient to draw firm conclusions as to the extent to which consumers’ expectations are met. For example, there are also problems with the IoT technology in terms of gaining the trust of the consumers for it to potentially solve problems associated with the public charging infrastructure, such as low charging station coverage, tariff problems, and payment difficulties. However, the potential impacts of IoT technology outweigh these drawbacks, as it can change the complete course of the EV industry and the associated problems of consumers with EV charging experiences. It remains the best possible option to tackle consumer range anxiety, which is one of the biggest problems of the EV industry right now [6].




6. Conclusions


EVs are likely to gain mainstream acceptance in the coming years, following recent improvements in driving range, optimized battery costs, and the increasing variety of options being made available. However, the charging infrastructure still suffers from setbacks. Establishing reliable charging infrastructures will help to complement this positive trajectory in EV growth through positively influencing consumer behaviour. This study reviewed the emergence of IoT as a cutting-edge technology for enhancing EV public charging systems and, by extension, consumer experiences. Although public smart charging is a more robust low-cost charging option that also promotes equitable use of infrastructure, faster charging and reduced concerns regarding range anxiety, this framework also raises the issue of a lack of trust, reduced privacy, data insecurity, and operational and regulatory bottlenecks. The potential industrial uptake of EV technology is hugely dependent on how these challenges are tackled, as well as on the integrated technology solution of IoT-based public charging networks. IoT systems were previously identified as potentially addressing these gaps through employing blockchain technology, cryptocurrency, machine learning, big data, and digital twin to offer network solutions that improve transparency, consumer trust, and data security and ensure a positive consumer experience. However, overall consumer behavior toward EV charging is determined largely based on the ubiquity of charging points and the relative speed of the charging infrastructure, as well as affordability.



In terms of improving the consumer experience of EV public charging infrastructure, it is recommended to consider developing and integrating public charging infrastructure with IoT to boost charging timed, reduce installation costs, increase geographic penetration, and ensure ease of consumer access. This approach would also require an increase in the number of charging stations installed at prime locations, such as near residential areas, schools, markets, and subways. The proximity of these routes and their real-time information on the internet need to be easily accessible to consumers. Encouraging private sector innovation can help to foster this action and improve user experience in the integration of IoT across EV charging systems.



Governments and policymakers should also consider evaluating existing policies and practices to ascertain their suitability for IoT adoption in EVs, ensuring that they do not constitute unintentional barriers to the adoption of EVs. Although IoT serves as a strong tool to foster public interest through favourable public policy, its novel and innovative nature faces developmental challenges based on existing governmental policies, which could hinder the interest of potential investors. As such, governments and policymakers should provide incentives and subsidies to encourage industries, consumers, and service providers to enter the EV market and encourage green technology. Green technology makes a major contribution to the sustainability of the natural environment.



Introducing IoT services nationwide will come with its bottlenecks in terms of conflicting regulations, with regulatory uncertainty being a huge barrier. However, IoT as a target area for research and innovation will serve to encourage all stakeholders to participate in and fully contribute to IoT deployment in an enabling environment. An example can be drawn from the European Union’s (EU) Digital Agenda for Europe 2020 initiative, which focuses on research, applications, and an innovative policy environment for IoT integration. Participation and encouragement by the government to promote EVs, alongside the adoption and use of Global Technical Standards, will positively induce public concern towards the environment, while cost-effective designs and increased production will add business value for relevant stakeholders.
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Figure 1. Smart Electric Vehicle Charging Ecosystem, adapted from ITU-T L.1380 (11/2019) [24]. 
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Figure 2. Public smart charging ecosystem consisting of fleets of electric vehicles, utilities, and power grids, including both centralized generation and distributed renewable energy generation and distributed storage, peer-to-peer (P2P) transactions, as well as control, communications, and computing and cloud computing infrastructures. Redrawn from [33]. 
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Figure 3. Optimal scheduling constraints for EV public charging. 
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Figure 4. Potential targets of cyber-attacks. Image Redrawn from [17]. 
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Figure 5. Impact of range anxiety on EV consumer behavior: From a survey of 500 electric vehicle consumers in United States conducted by Forbes Wheel, statistical plot depicting variation in consumer behaviour because of range anxiety is displayed. Survey is centered around assessing EV consumers who were forced to cancel a trip or reschedule travel plans owing to worrisome shortcomings in driving range of their EVs. Consumer responses range from consumers who have never cancelled or rescheduled a trip—identified as “never”—to those who always cancel trips owing to range anxiety of their EVs—identified as “always” [66]. 
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