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Abstract: Power consumers can obtain authoritative green environmental value certification through
green electricity trading, which plays an important role in improving the production competitiveness
of enterprises, especially for international product trade affairs. However, the credibility of green elec-
tricity transactions faces serious challenges in the enterprise green authentication affairs, especially
the user’s identity authentication, the traceability of green electricity transactions, and the standard-
ization of green electricity transactions. Aiming to solve the certification and traceability problem of
tradable green certificates, this paper proposes an integrated green certificate trading protocol, which
solves its double-trading problem and helps to improve the credibility of renewable energy use. The
main contribution is providing a solution based on the consortium blockchain technology to solve
the main challenges mentioned above. The main solved scheme designs a series of protocols, which
includes a purchase protocol, payment protocol, and non-transferable protocol. The whole process
ensures the credibility, traceability, and non-transferability of green certificate trading. Multiple
verification measures are adopted to address security and privacy challenges in green certificate
management. Through security analysis, the protocol effectively defends against attacks such as
double payments, transaction rollback, and transaction replays while ensuring users’ privacy.

Keywords: blockchain; non-transferability; green certificate; traceability

1. Introduction

Regarding Tradable Green Certificates (TGCs), each certificate represents a specific
amount of renewable energy production and ensures a single, efficient use. These certifi-
cates are a key tool for recognizing the production and consumption of renewable electricity.
They are closely linked to the carbon accounting system, providing strong support for
product carbon footprint management. Through this mechanism, green certificates not
only promote transparency and traceability of renewable energy but also strengthen the
drive for further development of green energy [1,2].

Existing green policies talk about Fixed Feed-in Tariffs (FiTs), Renewable Portfolio Stan-
dards (RPSs), and Emission trading systems (ETSs) in [2] in addition to Tradable Green
Certificates (TGCs). FiTs serve as a compensation mechanism to incentivize renewable energy
production by guaranteeing that renewable generators will be able to sell electricity at a
pre-determined price, and do not, per se, involve specific tracking of the sources and flows of
electricity [3]. TGCs can complement FiTs by providing a traceable identifier for each unit of
electricity, enhancing market transparency. The RPS mandates that utilities purchase a certain
percentage of renewable electricity. Green certificates, as one of the means to fulfill RPS require-
ments, provide utilities with the flexibility to either purchase green power directly or trade
certificates [4]. This mechanism requires a rigorous authentication and traceability system to
ensure the one-time use and authenticity of the certificates. The ETS controls overall pollutant
emissions by capping emissions and allowing the buying and selling of emission credits, and
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companies that successfully reduce their emissions can sell their remaining allowances to
companies that need additional allowances. Green certificate trading provides an effective
way for companies to demonstrate the effectiveness of their renewable energy emissions
reductions [5,6]. By purchasing green certificates, companies can not only demonstrate their
support for renewable energy but also optimize their carbon footprint, thereby complying
with the requirements of the ETS and contributing to environmental responsibility.

Traditional centralized green certificate systems face the risk of data tampering and
fraud, leading to problems such as duplicate transactions, which undermine the credibility
of renewable energy and sustainable development. Current research is adopting blockchain
technology and combining it with smart grid technology to more effectively address fraud-
ulent double trading of green certificates. Therefore, to better address the aforementioned
issues, it is necessary to design a blockchain protocol that integrates blockchain technology
with green certificate trading mechanisms, effectively tackling the fraud problems faced in
green certificate transactions.

Blockchain protocols are a set of rules that define how data are created, transmitted,
and recorded in a decentralized network. A key agreement protocol based on a balanced
incomplete block design was proposed in [7], which utilizes the mathematical structure
of the block design to distribute the key, which makes the distribution of the key highly
symmetric and solves the problem of secure data sharing among multiple participants. A
privacy-preserving hybrid scheme was proposed in [8], which introduces a decentralized
signature and negotiation process to ensure that no one else has direct access to the real
transaction details before the hybrid, reducing single points of failure and trust issues.
A new ring-type confidential transaction protocol was designed in [9] to introduce an
extended version of multi-choice proof and special multi-signature to realize the privacy
protection of user identity and transaction amount in the transaction. In [10], to improve the
efficiency of transaction verification and dissemination in blockchain systems, a reputation-
based transaction processing mechanism was constructed to evaluate the reputation of the
transaction source and prevent suspicious transactions from untrusted nodes. Smart contract
automated implementation of the protocol, combined with zero-knowledge proofs and ring-
signature techniques, for anonymous transaction tracking and tracking the flow of money
without destroying privacy, provide partial ideas for the protocol in this paper [11-13].

Applying blockchain technology to the issuance and management of green certifi-
cates can improve the efficiency and responsiveness of transactions. In smart grids, edge
computing is often used to move data processing from the centralized system to the edge
of the network to ensure fast and efficient transactions [14]. The Stackelberg game the-
ory, which optimizes resource allocation by constructing a leader—follower model, can be
used to improve transaction reliability [15]. The application of blockchain in microgrids
can prevent data from being tampered with and illegally accessed through an effective
authentication mechanism and a tamper-proof distributed ledger [16,17]. By automating
and decentralizing the transaction mechanism and accounting for default risk and demand
uncertainty, blockchain provides a transparent monitoring mechanism that reduces the
likelihood of default [18,19]. Blockchain provides a reliable record of renewable energy
ownership and transactions through its decentralized and tamper-proof ledger, ensuring
that each transaction is unique and verifiable [20]. IoT devices that automatically collect
energy usage data and process and record them through blockchain technology can en-
sure the accuracy and timeliness of the data while preventing them from being tampered
with [21,22]. The protocol in this paper is based on the characteristics of blockchain to
ensure that each green certificate transaction is recorded and confirmed, avoiding duplicate
sales or misuse of the same energy yield.

In addition, future research should consider adding deep learning techniques to
optimize the algorithms in the green certificate trading system. For example, when dealing
with complex transactions and decisions, the application of the Markov decision process can
ensure efficient transaction execution [23,24]. Bidirectional long- and short-term memory
networks can be used to monitor and analyze transaction behavior and identify fraudulent
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behavior, thereby enhancing transaction security [25]. In the automatic verification of
smart contract terms or transaction statements, multi-task learning models can be used
to verify the authenticity of transaction records, identify possible false information, and
improve the fraud resistance of the system [26,27]. Deep learning models have been
widely used in complex pattern recognition and anomaly detection [28], and dynamic
optimization strategies based on deep reinforcement learning have shown significant
potential in real-time decision making and adaptation of complex systems [29]. These
approaches can enhance the intelligence of trading systems and improve their ability to
cope with anomalous behavior.

In summary, green certificates are crucial for promoting sustainable energy utilization,
and blockchain technology has the potential to safeguard data tampering and enhance
transparency. Therefore, this paper proposes a new blockchain-based green certificate
transaction scheme to secure certificate transactions throughout the transaction life cycle.

2. Blockchain-Based Green Certificate Scheme
2.1. Main Goals of the Scheme

The main goals of the green certificate scheme include three functions:
(1) Prevent secondary trading

When certificates are traded multiple times, the green attributes of the same amount
of electricity are claimed by multiple users, leading to double counting of the green energy
contribution, thereby inflating the actual contribution of renewable energy and undermin-
ing the credibility and goals of the green certificate system. To ensure that this amount of
electricity is only recognized once, the issue of secondary trading of green certificates needs
to be addressed.

(2) Solve the credibility problem

The credibility of green certificates is closely related to the acceptance and effectiveness
of green energy projects, and improving the credibility of certificates can have a long-term
sustainable impact on the green energy market.

(3) Solve the traceability problem

If market participants are unable to verify the authenticity of certificates or their origin,
they may lose confidence in the certification system as a whole, and this confidence may lead
to a decrease in participation in the green certificate market; at the same time, the lack of an
effective traceability mechanism may lead to an increased likelihood of counterfeiting and
reuse of certificates. Unscrupulous actors may exploit loopholes in the system to sell green
attributes that do not exist or sell the same attribute multiple times. Improving the traceability
of green certificate transactions can ensure the integrity and verifiability of certificates.

To address the above issues, this paper proposes a blockchain-based green certificate
transaction scheme that protects the security and uniqueness of the transaction throughout
the process and improves the credibility and traceability of the green certificate.

2.2. Technical Principles

(1) Consortium blockchain

The consortium blockchain is a blockchain technology that lies between public and pri-
vate chains. Unlike public chains, where anyone can join, a consortium chain is controlled
by a few pre-selected nodes (usually representatives of different organizations). These
nodes work together to maintain the blockchain’s ledger and authorize new members or
nodes to join the network. Compared to private chains, which are controlled by a single
entity, federated chains provide a broader base of transparency and trust because they are
jointly managed by multiple trusted entities.

This technology allows multiple pre-selected entities to work together to manage and
maintain a blockchain network and is suitable for environments that require high levels of trust
and data security. Coalition chains ensure the reliability of the network and the verifiability of
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transactions through the participation of trusted organizations, increasing overall credibility.
Transactions are immutable once confirmed and recorded on the blockchain, effectively
preventing any form of secondary transactions. Each transaction is recorded in detail from
initiation to completion, ensuring a high level of transparency and traceability.

(2) Blockchain protocol

Blockchain technology operates as a decentralized, distributed ledger or database
governed by specific protocol rules, while the blockchain protocol itself is a collection of
rules and algorithms that can be considered the operating system of blockchain technology.
This protocol specifies detailed rules for how nodes validate data, how transactions are
confirmed, and how data are added to the blockchain. It ensures that all participants in
the network adhere to the same standards, thereby facilitating the decentralization and
security of the network.

To ensure the security and uniqueness of transactions, the blockchain protocol uses
various mechanisms and technologies, such as cryptographic techniques. Hash functions
are used to generate a unique hash value for each block, with SHA-256 being a commonly
used hash algorithm. Public and private key encryption is used to verify transaction
identities and protect data from unauthorized access. Transaction initiators sign their
transactions using a private key, while the corresponding public key is made available to
anyone to verify the validity of the signature. Each block contains multiple transactions
that are encrypted using hash algorithms (including the hash of the previous block) to
create a unique hash value. This hash must meet certain conditions before the block is
accepted into the chain. Digital signatures are a core part of the blockchain’s security
architecture, not only protecting transactions from tampering but also ensuring their
traceability and transparency. In applications such as financial transactions, contract
execution, and legal document storage, digital signatures provide a powerful tool to ensure
the legality and security of operations. In this way, blockchain maintains a secure, reliable,
and decentralized data management system.

2.3. System Architecture of Green Certificate Trading Management

The proposed scheme in this study is divided into three key components: the pur-
chase agreement, payment agreement, and non-transferable agreement, and the system
architecture is shown in Figure 1.
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This green certificate trading solution leverages a blockchain-based framework to
automate transactions using smart contracts, enhancing the security, transparency, and non-
transferability of the process. Smart contracts automate the execution of purchase, payment,
and non-transferable agreements on the blockchain, minimizing human intervention and
reducing the risks of errors and fraud. These contracts facilitate the automatic processing
of payments and certificate transfers once transaction conditions are met, thus streamlining
the transaction process and ensuring consistency. Moreover, the solution employs ring-
signature technology at the sell-side node to improve anonymity and security, safeguarding
user privacy and validating transaction legitimacy. A bespoke non-transferable agreement
ensures each green certificate is traded only once, preventing secondary trading and
preserving market integrity and credibility. Verifiers utilize smart contracts for tracking
and verifying the transaction history and status of certificates on the blockchain, which
strengthens regulatory capabilities and promotes market fairness.

Overall, this scheme enhances the efficiency and reliability of green certificate transac-
tions through innovative technology, supports renewable energy utilization, and fosters
sustainable environmental development.

3. Main Protocols of the Green Certificate Systems
3.1. Purchase Protocol

The purchase protocol goes through four key stages in turn: certificate on-chain, ring
signature verification, certificate on-chain verification, and cryptographic purchase request
submission, as shown in Figure 2.
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(1) Certificate on-chain: The upload process of green certificates is led by the sale,
which uploads the certificate data to a blockchain-powered trading platform. After upload-
ing, the system automatically queries the immutable transaction records of the blockchain
by executing the smart contract to verify the current transaction status and ownership
information of the certificate. This process takes advantage of the decentralization and
immutability of blockchain to ensure the authenticity and transparency of certificate data.
Through this mechanism, the trading platform can monitor the certificate status in real
time, thereby enhancing the security and credibility of the transaction.

Parameter configuration of the initialization protocol, including the construction algo-
rithm of public and private key spaces, the configuration of the secure hash function, and
the initialization of the digital credential management mechanism ensure the encryption
integrity of the system and the robustness of the authentication mechanism, as shown in
Figure 3:

KeyGen(key_length) — (PK, SK)
HashFunctionSetup() — H (1)
SystemSetup() — (C;4, Tiq, Status, owner;q)

Buyer B System Seller A

—1.Initializing protocol parametprs

2.Uploading voucher-related
information

3.Generating ring signatures

4.The system verifies the
authenticity of the credentials

5.Send purchase request

6.The system verifies the
identity of the purchaser

7.Systematic  verification  of
seller's identity :I

Figure 3. Purchase protocol interaction diagram.

In Equation (1), KeyGen() represents the private key space initialization function;
key_length represents the length of the key; PK represents the public key space; SK repre-
sents the private key space; Hashfunctionsetup() represents hash function initialization; H
represents the hash function generated by the hash function; SystemSetup() represents the
system initialization function; Ciq represents the deposit certificate number; Tiy represents
the transaction number; Status represents the certificate status; and owner;4 represents the
credential owner.

Seller A will upload the credential information to the system and perform hash
operations on it to generate a unique hash value for subsequent data integrity verification
and tamper detection:

{C id”s idA/ Cperiodr EAmountr EType/ T*} —+ G

H(G) — hg @

In Equation (2), Ciq represents the deposit number of the certificate; id s represents the
identity number of user A; Cperioq represents green energy consumption and supply cycles
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in the certificate; Eamount represents the total energy in the certificate; Erype represents the
energy type; T* represents the timestamp generated when the voucher information was
uploaded; G represents the uploaded voucher information; and hg represents the hash of
green card information.

The system checks the validity of the uploaded certificate information, especially the
verification of the deposit certificate number. After successful verification, the system
updates the ownership record of that credential on the blockchain and checks the on-chain
record to prevent duplicate transactions. If the credential number does not exist, the system
marks the credential status as not allocated:

Check() = true — ownerjg= ida 3)
QueryBlockchain(C,4) = null — status(null)

In Equation (3), Check() represents the validation function; true represents obtaining
true when validation passes; owner;q represents the credential owner; id represents the
identity number of user A; QueryBlockchain(Ciq) represents the verification of the existence
of the certificate of deposit number in the voucher information; null represents that the
certificate’s deposit number (Ci4q) does not exist; and status(null) represents the emptying
of the certificate status corresponding to the certificate number.

The blockchain record contains the certificate number, credential ownership, and
status fields, which are uniformly stored in the Record structure on the chain. In addition,
credential details are added to the Global Credential Registry (GCR) array to facilitate
cross-node data synchronization and querying:

Associate(Status, owner 4, C;q) — record @)
GCR = {G,hg}

In Equation (4), Associate() represents parameter association functions; Status rep-
resents the certificate status; owner;q represents the credential owner; Cigq represents the
deposit number of the certificate; record represents the records generated by correlating
Status, owner;q, and Cq; G represents the uploaded voucher information; hg represents
the hash of green card information; and GCR represents the credential information.

(2) Ring signature authentication: The seller uses a ring signature mechanism to
achieve anonymity and enhance transaction security. By choosing multiple ring members
to sign, the certificate authenticity verification is enhanced. The system also records the
public keys and timestamps of ring members to ensure follow-up audit traceability.

Seller A uses a cryptographic hash algorithm to generate a digital digest of the creden-
tials, ensuring the integrity and immutability of its data:

Hgcr, = H(GCR) 5)

In Equation (5), Hgcry represents the voucher summary and H(GCR[]) represents the
array of credential information (GCR).

Seller A implements a ring signature and selects at least two users as ring members.
By combining the signature sequences of these members and applying XOR operation
to construct the final ring signature, the parallel locking mechanism is implemented to
enhance the anonymity and security of the transaction:

), T
52 = ESkl (ESkA Esk2 HGCR]’TZ)’TA)’T
),T
), T

E
E skq

2

(
S6 = Esk, (Egk, (Egk, (Hger, T2), T1),
Stinal = S1 ® S2 B S3 B Sy D S5 D Se
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In Equation (6), Hgcr1 represents the voucher summary; S; represents the signature
of the ith signature order (i =1, 2, 3, 4, 5, 6); S1 indicates the order (A, 2, 1); Tj represents
the Timestamp generated when user j signs (j = A, 1, 2); Egy; represents the private key
cryptographic function for user j; and Sgp, represents the final ring signature.

After receiving the timestamp and public key, the system constructs a signature
verification matrix. Then, seller A creates and sends a unified credential array UGCR[] to
the system for verification by combining the ring signature and credential information GCR:

PK_T = {(T 1,pk;), (T»,pky), (T o, Pky) } )
UGCR = {Hcg,, Stinal}

In Equation (7), PK_T represents the array of signer public keys and timestamps in-
volved in the signature; pk; represents the public key for user j; Tj represents the Timestamp
generated when user j signs (j = A, 1, 2); Hgcry represents the voucher summary; Sgna)
represents the final ring signature; and UCGR represents the voucher with ring signature.

(3) On-chain verification of credentials: The system performs hash and timestamp
verification on signed certificates to ensure their validity and data consistency. After
successful verification, the certificate will be encrypted and uploaded to the blockchain,
ensuring its security and immutability:

The system uses the signature verification matrix to decrypt the credentials by the
timestamp private key of each member in the user list {X, y, z}. These users correspond
directly to the ring signature members {1, 2, A}, which ensures the integrity and security of
the verification process:

Dpi, (Dp, (Dpi (GCR,T,), Ty), Ty) — Hecr,

Hecer, = Haer,

(8)

In Equation (8), Tj represents the verification of timestamps in the array when user j signs
(j=x,y, 2); Dpyj represents the public key decryption function for userj (j = x, y, z), when z
takes the value 1 of {1, 2, A}, T, = Ty; pkj represents the public key for user j; Hgcry represents
the hash value obtained after decryption; and Hgcry represents the voucher summary.

The system uses the signature verification matrix to check the timestamp and compare
the current timestamp with the timestamp when the certificate was uploaded to verify the
timeliness of the certificate and prevent its illegal use:

Ty> T*&Ty> T &T,> T* 9)

In Equation (9), Tj represents the verification of timestamps in the array when user j
signs (j = x, y, z) and T* represents the timestamp generated when the voucher information
was uploaded.

(4) Encrypted purchase request submission: The buyer initiates a certificate purchase
request on the trading platform, and the system ensures the security of the transaction by
verifying the credential status and the buyer’s signature. This mechanism can effectively
resist double-spending attacks while maintaining the anonymity of transactions.

After receiving the uniform credential array UGCR([], the buyer initiates the encrypted
purchase request M, which contains encrypted identification and the buyer’s private key to
ensure security and maintain anonymity during the transaction:

Mg1= Ep, (idp, Tia, pkg)
M = {My,, S}

In Equation (10), Mp; represents a message containing the identity of buyer B; idg
represents the identity number of buyer B; T;q represents the transaction number; pkp
represents the public key of buyer B;Eqp represents buyer B’s private key encryption
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function; Sg represents the signature of buyer B; and M represents the purchase request
message signed by buyer B.

Upon receiving a credential purchase request from buyer B, the system first performs
credential status verification to ensure its tradability. After verification, the request is
forwarded to vendor A. After receiving the request, the seller uses blockchain technology to
verify the anonymous identity of buyer B and the integrity of the signature. In this process,
the system ensures the anonymity of the identities of the transaction parties, while only the
basic transaction information of the certificate is processed.

Dy, (M) — {idg, Tig, pkg} — Check(id )

Mg = Eq, (Sp) 1

In Equation (11), Dpga represents the public key decryption function for seller A; Tig
represents the transaction number; pkg represents the public key of buyer B; Eqyp represents
buyer B’s private key encryption function; Sg represents the signature of buyer B; Mg,
represents a message containing the identity of buyer B; idp represents the identity number
of buyer B; and M represents the purchase request message signed by buyer B.

The system performs two-factor verification: first, it checks the transaction status of
the certificate to confirm that it has not been traded, and second, it checks the holder’s
identity ID hash to ensure the consistency and authenticity of the owner:

Check H(owner;4) = H(id ») (12)

In Equation (12), Check represents the validation function; ids represents the identity
number of user A; H represents the hash function generated by the hash function; and
ownerid represents the credential owner.

3.2. Payment Protocol

The payment protocol goes through three key stages in turn: triggering the payment
protocol, performing on-chain funds settlement, and certificate delivery, shown as in
Figure 4.

Buyer B System Seller A

1.Purchase request approved,
system initiates payment

2.Make the currency payment

4.Certificate ciphertext

5.Confirm tHe transaction

6 Both partigz agree

7.1 Check the certificate 7.2 Check the payment
payment amount
8.1Verify if the certificate
has been tampered with 8.2 Verify if the amount has
increased

Figure 4. Payment protocol interaction diagram.
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(1) Trigger the payment protocol: The system initiates the transaction execution to buyer
B and automatically processes the payment operation through the smart contract.

(2) Perform on-chain fund settlement: After buyer B completes the transfer of funds on
the blockchain platform, the smart contract will be automatically executed, and the
system will only settle the transaction after both parties confirm that the transaction
is correct:

Balanceg — PaymentAmount — Balancep' (13)

In Equation (13), Balancep represents the balance of buyer B; PaymentAmount rep-
resents the amount of voucher payment; and Balanceg’ represents the balance after the
purchase of certificates by buyer B.

(8) Certificate Delivery:

The system first passes buyer B’s anonymous credentials to seller A:
Dk, (M) — {idg, Tiq, pkg} (14)

In Equation (14), Dpya represents the public key decryption function for seller A; idg
represents the identity number of buyer B; T;q represents the transaction number; pkg
represents the public key of buyer B; and M represents the purchase request message signed
by buyer B.

Seller A uses buyer B’s public key and trusted timestamp to encrypt the global creden-
tial registry array GCR[] and upload it to the blockchain:

CB1: EskB (TB) (15)
Cp2= Eq; (GCR, T)

In Equation (15), Cp; represents the timestamp ciphertext; Cp; represents the voucher
ciphertext; Tg represents the signature of buyer B; Eqp represents buyer B’s private key
cryptographic function; and GCR represents the credential information.

After the system encryption certificate verification, the smart contract coordinates the
two parties to establish a transaction. After confirmation, the system decrypts the certificate
and passes it to seller B, and triggers the smart contract to automatically settle the funds
to buyer A. Both parties verify the integrity of the certificate, the funds arrive, and the
transaction is completed after the consistency verification:

DpkB (C Bl) — Tp

Dk, (Cpo, Tp) = {GCR, T} — G

CheckH(G) =hg?

CheckBalance, + PaymentAmount®Balance A/?

(16)

In Equation (16), D,kp represents the public key decryption function for buyer B; Cg;
represents the timestamp ciphertext; Cp, represents the voucher ciphertext; T represents
the signature of buyer B; GCR represents the credential information; Check represents
the validation function; H represents the hash function generated by the hash function;
hg represents the hash of green card information; G represents the uploaded voucher
information; Balancea represents the balance of seller A; PaymentAmount represents
the amount of voucher payment; and Balance,’ represents the balance after purchase of
certificates by seller A.

3.3. Non-Transferable Protocol

The non-transferable protocol goes through two key stages in turn: updating blockchain
records and the verification of credential transaction status, as shown in Figure 5.
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Seller A

4.1 Not used:Check the gwnership been used

verifier Buyer B System blockchain

1.1 Identification Information

1.2 Update records

2.2 Query records based on
2.1 Transaction numbe transaction number

3.1 If there is a return transaction 2.3 Retrieve the records

3.2 It does not exist:Retufn an error. )
4 Verify whether the "status" has

4.2 Used:Verify simultarnieously with both the selldr and the buyer

Figure 5. Non-transferable protocol interaction diagram.

(1) Update of chain records:

Once the transaction is closed, the system broadcasts the transaction details to the
blockchain, which triggers an update of the record on the chain, which involves a state
change, ownership transfer, and binding the certificate entry to the transaction number:

status(null) — status(used)
owner;4(id 4 ) — owner;q(id ) (17)
Associate(status, owner,y, Ciq, Tiq)

In Equation (17), Status represents the certificate status; status(null) represents the
empty certificate status corresponding to the certificate number; status(used) represents that
the certificate number corresponding to the certificate status has been traded; owner;q(ida)—
owner;q(idp) means ownership changed from seller A to buyer B; Associate (status, owner;q,
Ciq, Tiq) represents the association between the certificate’s deposit number and the certifi-
cate status, owner code, and transaction number attributes.

(2) Verification of voucher transaction status:

The credential transaction status is reviewed by an authorized verifier on the blockchain
by issuing a query request. The system responds to the request by retrieving the transaction
records of the relevant credentials in the blockchain. If there is a transaction, the system
will verify the correctness of the certificate owner id. An id mismatch will return a query
error. The correct id and idle credential status indicate that no transaction occurred, and the
system flags ‘certificate not traded” and notifies the verifier. If the credential status is ‘used’,
indicating that the transaction has been completed, the system will report the ‘certificate
has been traded’ and carry out a further verification process:

Check owner;y= idy — idg? (18)

In Equation (18), Check represents the validation function; ownerid represents the
credential owner; idA represents the identity number of user A; and idp represents the
identity number of buyer B.
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4. Experimental Analysis
4.1. Security Analysis

The protocol discussed in this paper ensures anonymity and privacy through the use
of ring signatures and encryption, which differs from the traceable anonymity of RingCT 2.0
of Protocol [9] and Protocol [12]. To defend against man-in-the-middle attacks, this protocol
combines authentication, encryption, and consensus mechanisms, effectively preventing
data interception and tampering, unlike the decentralization approach of Protocol [11].
To combat double-spend attacks, this protocol leverages blockchain immutability and
unique identifiers to ensure that only unused credentials are processed, in contrast to the
privacy enhancement of Protocol [9] and the decentralization of Protocol [11]. In preventing
transaction rollback attacks, this protocol uses blockchain immutability to ensure that
transactions cannot be modified or revoked once completed, in contrast to Protocol [12]’s
public traceability verification. Finally, this protocol avoids duplicate transactions by
verifying electronic certificate records before processing, ensuring that transactions are
final and unrepeatable, unlike Protocol [12]’s traceability verification to prevent transaction
replays. The security comparison is listed in Table 1.

Table 1. Security comparison.

Security Performance This Paper Reference [9] Reference [11] Reference [12]

User privacy
Man-in-the-middle attacks
Double spending attacks
Transaction rollback attacks
Transaction replay attacks

L
X X <X <
X X < <X
LX<

Based on the above analysis, in order to show the advantages of this paper in prevent-
ing secondary transactions more clearly, we use AHP (hierarchical analysis) to score each
scheme. Security indicators such as user privacy and transaction rollback attacks are taken
as the criterion layer, and the several schemes compared in Table 1 are taken as the measure
layer. The results obtained are shown in Table 2. The detailed hierarchical model is shown
in Figure 6.

Table 2. Program-level judgment matrix summary results.

This Paper Reference [9] Reference [11] Reference [12] Weights Consistency Check
Double spending attacks 1 5 1 3 33.284 pass
Transaction rollback attacks 0.2 1 0.2 0.333 5.262 pass
Transaction replay attacks 1 5 1 3 36.864 pass
Man-in-the-middle attacks 0.333 3 0.2 0.333 9.044 pass
User privacy 0.3 0.3 0.1 0 15.545 pass

Transaction replay attacks (36.864%) and double payment attacks (33.284%) are con-
sidered the most critical risk factors in the system security assessment, so prioritizing
protection against these attacks is critical. User privacy (15.545%) and man-in-the-middle
attacks (9.044%) also had an impact. Transaction rollback attacks (5.262%) are considered
the least threatening in the current analysis.

Based on the above results, the scores of the schemes are shown in Figure 7. It can be
seen that the scheme of this paper has obvious advantages in transaction security and the
prevention of secondary transactions.

This paper’s green certificate transaction protocol demonstrates a strong defense
against a wide range of cyber-security threats prevalent in digital transactions. It uniquely
combines user privacy with traceability, provides strong defenses against man-in-the-
middle, and ensures that transactions are irreversible and immune to replay attacks. While
other protocols, such as PBT and TRCT, also provide important protections, particularly
in the areas of privacy and traceability, this protocol’s integrated approach to verifying



Energies 2024, 17, 4002 13 of 17

transaction legitimacy and certificate status provides a strong defense against double
spending and fraudulent activity in the area of green certificate trading.

Goal Level Comparison of Transaction Security
Criteria Level User privac Man-in-the- SD;?(;I:: Transaction Transaction
P Y middle attacks P 8 rollback attacks replay attacks

attacks

/\ S

' d's

Alternatives Level This paper Jia, Y. 2020 Tian, H. 2021 Duan, J. 2023

Figure 6. Comparison of Traditional Protocols [9,11,12] and Integrated Protocols.

Duan,J. 2023 0.168

Tian,H. 2021 0.176

Jia,Y. 2020

0.317

0.1 0.2 0.3 0.4

o

Figure 7. Scheme score from [9,11,12] compared with the Proposed Scheme.

4.2. Performance Testing

Traditional transaction models often involve separate, cumbersome processes for
purchase and payment. In contrast, the scheme proposed in this paper integrates these
protocols into a seamless process, automatically transitioning from purchase to payment
without manual intervention. This integration simplifies operations and accelerates transac-
tions. Additionally, a non-transferable agreement phase ensures green certificates are valid
only once, providing complete traceability and effectively preventing secondary trading,
thereby enhancing transaction security and reliability.
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To compare the performance of the integration protocol and the traditional proto-
col, this study analyzes two key performance metrics: average transaction latency and
transaction throughput. In Figure 8a, as the number of transactions increases from 20 to
200, the transaction throughput of the integration protocol is consistently higher than that
of the traditional protocol, and the difference in throughput between the two continues
to grow, from about 40 initially to 80. This indicates that the integrated protocol is able
to more effectively increase the transaction processing capability when dealing with a
larger number of trading accounts, which in turn increases the security of the transaction
and prevents the effect of secondary transactions. In Figure 8b, the traditional protocol
incurs higher time costs compared to the integrated protocol. These delays can negatively
affect double-spending prevention and overall system security, as slower processing may
lead to transaction validation delays and increased opportunities for fraud. Additionally,
the decreased responsiveness and efficiency of the traditional protocol make it harder to
maintain strong security and promptly address threats.

M Integration protocol Traditional protocol

120
20 40 80 100

Number of transactions

_
N
o

—_
'S
=)

Transaction throughput / s
= (o)) x®
o o o

N
(=]

o

200

(@)

M Integration protocol Traditional protocol

3
2
1
0
20 40 80 100

Number of transactions

Timecost
'

200

(b)

Figure 8. Comparison of traditional and integrated protocols. (a) Comparison of transaction through-
put. (b) Comparison of Timecost.
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Figure 9 shows the transaction throughput for the non-transferable, payment, and

purchase protocols running independently, as well as the transaction throughput for the
integrated protocol that combines all three. As the transaction volume increases, the
purchase protocol grows from 62.5 to 94.61, the payment protocol grows from 52.22 to
92.21, the non-transferable protocol grows from 74.07 to 88.38, and the integrated protocol
grows from 116.85 to 146.56. While all four protocols show growth, the integrated protocol
consistently provides higher throughput compared to the other three protocols. This
indicates that the integrated protocol has a significant advantage in processing efficiency
and can efficiently process more transactions as the transaction volume increases.

[ Purchase protocol
Payment protocol
Non-transferable protocol

@ ntegration protocol /

20

80 100 200
Number of transactions

Figure 9. Throughput comparison of transaction.

5. Conclusions

This paper presents a blockchain-based green certificate trading protocol designed

to ensure the security and uniqueness of transactions throughout the entire process. The
primary contributions and value of this work are as follows:

@

@)

®)

4)

Integration of purchase, payment, and tracking: Unlike traditional green certificate
systems, which often operate in isolated phases, our protocol integrates purchase,
payment, and tracking into a unified system. This integration ensures transaction
consistency and completeness, addressing the shortcomings of previous systems.
Enhanced privacy and fraud prevention: To safeguard participant anonymity and
prevent intermediary fraud, the protocol employs ring signatures. This method
protects participant identities while enabling third-party verification, enhancing the
security of transactions.

Mechanism to prevent double spending: To tackle the issue of multiple claims on a
single green certificate, our protocol introduces a mechanism that prevents duplicate
transactions. This ensures that each certificate’s green attributes are recognized only
once, preventing the inflation of renewable energy contributions and maintaining the
credibility of the green certificate system.

Improved data security through blockchain integration: By incorporating blockchain
technology, including cryptographic methods and smart contract automation, the
protocol strengthens data integrity and transaction security. Despite these advance-
ments, challenges such as high energy consumption and blockchain implementation
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complexity remain. Future research will focus on improving transaction performance,
evaluating system time cost effectiveness, and exploring cross-chain interoperability
to address these limitations and expand the applicability of the protocol.

Based on the performance results and AHP scoring for attack prevention, the protocol
in this paper demonstrates significant advantages:

(1) Good transaction throughput: As shown in the results, the integrated protocol con-
sistently outperforms traditional models in transaction throughput, highlighting its
efficiency in handling increased transaction volumes.

(2) Effective prevention of attacks: The protocol’s design addresses key security concerns
effectively. It excels in preventing double spending, mitigating man-in-the-middle
attacks, and ensuring transaction immutability and traceability. The high AHP scores for
these security aspects underscore its robust defense mechanisms against various attacks.

In conclusion, the proposed blockchain-based green certificate trading protocol offers
a comprehensive solution to enhance the security, traceability, and credibility of green
certificate transactions. It addresses critical issues such as double spending, credibility,
and traceability.
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