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Abstract: This study presents a cost-effective IoT-based Supervisory Control and Data Acquisition
system for the real-time monitoring and control of photovoltaic systems in a rural Pakistani com-
munity. The system utilizes the Blynk platform with Arduino Nano, GSM SIM800L, and ESP-32
microcontrollers. The key components include a ZMPT101B voltage sensor, ACS712 current sensors,
and a Maximum Power Point Tracking module for optimizing power output. The system operates
over both Global System for Mobile Communications and Wi-Fi networks, employing universal
asynchronous receiver—transmitter serial communication and using the transmission control pro-
tocol/Internet protocol and hypertext transfer protocol for data exchange. Testing showed that
the system consumes only 3.462 W of power, making it highly efficient. With an implementation
cost of CAD 35.52, it offers an affordable solution for rural areas. The system achieved an average
data transmission latency of less than 2 s over Wi-Fi and less than 5 s over GSM, ensuring timely
data updates and control. The Blynk 2.0 app provides data retention capabilities, allowing users to
access historical data for performance analysis and optimization. This open-source SCADA system
demonstrates significant potential for improving efficiency and user engagement in renewable energy
management, offering a scalable solution for global applications.

Keywords: renewable energy; IoT; SCADA (supervisory control and data acquisition); Arduino Nano;
GSM SIMS800L; ESP-32; TCP/IP (transmission control protocol/Internet protocol); HTTP (hypertext
transfer protocol); UART (universal asynchronous receiver—transmitter); Blynk; Arduino IDE 1.8.19;
sensors; low cost and low power

1. Introduction

In recent years, global energy demand has surged due to population growth and rapid
industrial advancement. As a result, renewable energy sources have gained widespread
adoption in both the industrial and residential sectors [1]. Solar energy, being unlimited, eco-
friendly, and secure, is a highly sought-after form of green energy [2]. Global photovoltaic
(PV) capacity has dramatically increased over the past twenty years, from 1288 MW in 2000
to 1,177,000 MW in 2022, reflecting a significant rise in solar energy use [3]. Pakistan receives
abundant solar irradiance, averaging 2400 kWh/m? annually and 5-7 kWh/m? daily, with
over 2300-2700 sunshine hours and more than 300 sunny days per year. Leveraging this
resource could significantly address the country’s energy shortfall [4]. Pakistan’s energy
sector faces severe power shortages, about 2.5 outages daily, lasting 13.2 h each. Over
75% of businesses cite unreliable electricity as a major obstacle, primarily due to technical
malfunctions [5]. Load shedding severely affects Pakistan’s industrial sector, reducing its
GDP by 2-3% annually, or USD 7.5 to USD 11.25 billion. The textile industry, responsible

Energies 2024, 17, 4083. https:/ /doi.org/10.3390/en17164083

https:/ /www.mdpi.com/journal/energies


https://doi.org/10.3390/en17164083
https://doi.org/10.3390/en17164083
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/energies
https://www.mdpi.com
https://orcid.org/0009-0002-7461-5406
https://orcid.org/0000-0002-8835-2451
https://orcid.org/0000-0002-5601-0887
https://doi.org/10.3390/en17164083
https://www.mdpi.com/journal/energies
https://www.mdpi.com/article/10.3390/en17164083?type=check_update&version=1

Energies 2024, 17, 4083 2 of 28

for 60% of exports, loses about USD 1.3 billion yearly due to power shortages, decreasing
manufacturing output by 15-20%. Industries spend over USD 1 billion annually on diesel
for generators, with backup systems costing USD 5000 to USD 100,000 each. Small and
Medium Enterprises (SMEs) face revenue declines of 20-30%, with 10-15% closing or
downsizing. Load shedding also results in the loss of over 400,000 jobs each year and deters
USD 1-2 billion in foreign investment, highlighting the urgent need for reliable energy
solutions to support economic stability [6]. Figure 1 shows the electricity demand and
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Figure 1. Electricity demand and generation of Pakistan [7].

In Pakistan, 24% of the population, about 51 million people, lack reliable electricity
access and often rely on expensive fossil fuels. To address this, cost-effective distributed
renewable sources like PV systems are increasingly used to power these remote areas [8]. A
standalone PV system for rural homes offers reliable, off-grid electricity with solar panels,
batteries, charge controllers, and inverters. Ideal for remote areas, it provides a sustainable,
cost-effective alternative to fossil fuels, powering appliances and lighting [9].

There is growing interest in smart homes with interconnected devices for remote
control. Users can monitor and manage lighting, climate, entertainment, and appliances
via a smartphone from anywhere. IoT energy monitoring devices offer remote control and
data transmission over the Internet [10]. SCADA (Supervisory Control and Data Acqui-
sition) technology retrieves data from remote facilities and administers limited control
commands [11], and integrates sensors, actuators, and software like Human Machine Inter-
face (HMI) for data collection, networked communication, display, and monitoring/control.
It uses Remote Terminal Units (RTUs) such as microcontrollers and Master Terminal Units
(MTUs) like the Arduino IoT Cloud, alongside communication networks [12]. SCADA
systems are typically categorized as proprietary or open source. Proprietary systems use
components from a single manufacturer, which can limit flexibility and pose vulnerabilities
if the supplier fails [13].

The Internet of Things (IoT) connects physical entities via sensors and software for
online data exchange. Originating from the RFID community, IoT has expanded with
advances in communication and cloud computing. Billions of devices, from household
items to industrial machinery, communicate over IP networks, enabling real-time moni-
toring, enhanced security, and intelligent decision-making [14]. This supports real-time
identification, location tracking, monitoring, and event automation [15]. The IoT platform
integrates smart sensors, PLCs, actuators, and IEDs from industrial control systems (ICS)
and SCADA networks [16]. Home PV systems utilize IoT for the real-time monitoring of
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voltage, current levels, and safety via sensors, enhancing energy production and usage.
Wireless data transmission facilitates analysis to optimize solar capture and efficient battery
storage management through automated controls and intelligent algorithms [17]. This
proactive approach allows for timely interventions such as maintenance or adjustments
to optimize performance and minimize disruptions [18]. Remote access via smartphone
apps or web interfaces enables homeowners to manage PV systems from anywhere with
Internet access, enhancing convenience and facilitating informed decisions on energy usage,
troubleshooting, and cost-effectiveness optimization. Communication protocols are crucial
in heterogeneous systems, providing a standardized framework for device interaction. The
key protocols for machine-to-machine (M2M) communication and IoT systems include
MQTT, AMQP, HTTP, and CoAP [19] and TCP /IP-based frameworks to connect devices to
designated applications, enabling data transfer over networks like the Internet, Intranet,
WiFi, WiMax, and LTE to control centers for processing and management [20]. Figure 2
depicts the SCADA system structure and layer scheme of SCADA.
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Figure 2. (a) Structure of SCADA system. (b) Layer scheme of SCADA system.

Given the escalating environmental impact of greenhouse gas (GHG) emissions from
fossil fuels, evidenced by events like floods and climate change, the development of a
Hybrid Power System (HPS) for rural communities in Pakistan focuses on integrating
renewable energy sources, particularly solar power, with conventional generators. This
aims to reduce GHG emissions while enhancing energy accessibility in rural areas. The HPS
includes components such as a buck converter (DC-DC), Maximum Power Point Tracking
(MPPT), an LCL Filter, and a DC-AC inverter. Advanced software tools like PVsyst 7.4
and HOMER Pro-3.18.1 are used for system sizing, evaluating energy usage patterns, and
optimization under site-specific conditions. Dynamic modeling in MATLAB/Simulink
r2023b and hardware-in-the-loop (HIL) validation assess the system’s performance in
response to changes in solar irradiance and temperature, ensuring operational efficiency
and reliability. An open-source SCADA system utilizing the Blynk 2.0 app enables real-time
monitoring, local data storage, and integration with GSM and WiFi networks.

The structure of this paper is outlined as follows: A literature review and proposed
system comparison are presented in Section 2, an overview of the system is given in
Section 3, and the components used are discussed in Section 4. The implementation method
and the experimental setup/hardware and results are detailed in Section 5, the analysis is
presented in Section 6, and the conclusion is provided in Section 7.

2. Literature Review and Proposed System Comparison

A considerable amount of work has been carried out in the field of IoT-based SCADA
systems regarding their improvement in terms of communication and data transfer. Table 1

shows a brief overview of the work previously conducted during recent years in the field
of IoT SCADA.
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Table 1. An overview of prior work in the field of IoT SCADA.

Ref./Year Methodology

[21] A grid-independent IoT SCADA system at a BTS site uses ESP32 and the Arduino IoT Cloud for monitoring current,
2021 voltage, temperature, and humidity data over Wi-Fi.

[21] An economical SCADA system for a PV plant using Arduino, Raspberry Pi, sensors, serial cables, and an open-source
2022 web interface on a Debian OS via Emoncms, processing and displaying data.

[22] An ESP32 microcontroller as the RTU and the Cayenne IoT platform with an MQTT protocol enable efficient wireless
2022 data transfer, power allocation, and detailed performance insights.

[23] An open-source SCADA system for solar-powered reverse osmosis uses FIDs, RTU, and MTU with Node-RED

2022 on Grafana.

[24] An affordable IoT-based SCADA system monitors offshore aquaculture HPS using sensors, an Arduino Leonardo RTU,
2023 and a LoRa gateway.

[25] A cost-effective IoT monitoring system was developed for an off-grid PV system in Algeria’s Sahara region, supporting
2023 a small greenhouse farm.

[26] With three voltage and three current sensors, the system uses an ESP32-E to transmit data to a Banana Pi M4 via MQTT
2024 with Node-RED on the BPI-M4.

Throughout this research, an extensive review of the existing literature in the field
of IoT-based SCADA systems is conducted. Despite this thorough examination, it is
determined that no low-cost, low-powered SCADA system has been developed or identified
that incorporates both GSM and Wi-Fi communication, utilizes TCP/IP and HTTP protocols,
and provides monitoring and control of a photovoltaic (PV) system via the Blynk app and
web dashboard. Furthermore, this system aims to be open-source, making it accessible
for widespread adoption and customization. Table 2 presents a detailed comparison of
the proposed SCADA system with previous work, highlighting its unique combination of
features and capabilities not found in other systems.

Table 2. Comparison of the proposed SCADA system with those used in previous work.
Proposed SCADA System [12] [21] [22] [23] [24] [25] [26]
SCADA Blvnk Things Emoncms Grafana, Cayenne Grafana, Locally Node-
platform y Speak Node-RED Server AWS Developed RED
Open source 4 v 4 v 4 v v v
Power
consumption 3.462 Notmen- 3 39 Not Not men- Not 135 3.19
(W) tioned mentioned tioned mentioned
Cost (USD) 35.52 88.34 761.72 N.A N.A N.A 107.77 94.5
Comm. LORA,
protocol HTTP, TCP/IP  MQTT  MQTT, HP MQTT MQTT OrT MQTT MQTT
Control v X X v X X v v
Delay (ms) 50~300 50~300 50~500 50~500 50~500 50~100 160~180 50~500
GSM 4 X X X X X X X
Wi-Fi v v v v v v v v
Arduino Nano, . . .
Microcontroller ~ ESP-32,GSM  Esp-32  Arduino - Arduino o pgp 5y Arduino - pgp ghe6 pgp g
SIMSOOL Mega 2586  Mega 2560 Leonardo

The proposed SCADA system, developed as part of this research, introduces a novel
approach with several distinctive features:
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System Architecture: The proposed SCADA system employs an Arduino Nano
as the RTU, utilizing voltage and current sensors as Field Instruments (FIDs), and
GSM SIMS800L and ESP-32 work to extend RTU communication.

Utilization of Open Source Platforms: The system offers thorough monitoring of
essential photovoltaic (PV) parameters and enables the remote control of electrical
loads to optimize energy usage. Open-source SCADA platforms, such as the Blynk
app and console, exemplify this capability. Through remote access via smartphone
applications or web interfaces, users can achieve real-time data access and system
management, thereby enhancing user engagement and operational efficiency.
Data Transfer Mechanism: Data transfer in the SCADA system uses an Arduino
Nano communicating with GSM SIM800L and ESP-32 via UART. TCP/IP and
HTTP protocols ensure secure, reliable, and encrypted data transfer from the
RTU to the MTU (Blynk), guaranteeing robust and seamless integration with the
web infrastructure.

Low Cost and Low Power: The developed SCADA system is designed to be low-cost,
with a total expense of CAD 35.52, and have low power consumption of 3.462 W. This
makes it an affordable solution for rural communities, promoting wider adoption and
accessibility. The use of open-source platforms like Arduino IDE further enhances its
accessibility and encourages community-driven innovation.

Dual-Mode Communication: Traditional SCADA systems often rely on single-
mode communication and proprietary components, resulting in higher costs and
lower flexibility. The system supports both GSM and Wi-Fi communication, en-
suring reliable data transfer under various network conditions. This dual-mode
capability enhances the flexibility and robustness of the system, making it suitable
for diverse environments.

3. Site and System Description
3.1. Site Description

The chosen location, “Berru Bandi”, is a small community of 10 houses in the rural

area of Abbottabad District, around 25 km from Abbottabad city, Pakistan. Positioned on a
mountain at coordinates 34°16'38” N 73°15'18” E and at an elevation of 1456.79 m above
sea level, accessing this site is difficult due to the absence of road infrastructure and basic
amenities. Figure 3 shows an overview of the selected site from Google Maps.

= mﬁ
34°16'38.0"N 732 15'18.0"E

Figure 3. Site overview from Google Maps [27].

3.2. PV System Description

The PV system envisioned for the chosen location integrates multiple elements, in-

cluding a solar photovoltaic system, an MPPT controller, a battery bank, a DC-DC buck
converter, a DC-AC inverter, an LCL filter, and an AC power source. This setup features
both AC and DC buses for increased operational versatility and easier upkeep, ensuring
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uninterrupted power provision. The system is configured with a DC-AC inverter that
converts the DC electricity generated by the solar panels into AC electricity for use in
standard applications. A three-phase multi-level inverter is used, which offers benefits
such as reduced switching losses and improved voltage waveform quality. The PV system
also includes a battery bank with a maximum capacity of 201 Ah and a round-trip efficiency
of 85%. The battery bank’s maximum charge and discharge currents are 68.4 A and 342 A,
respectively. The PV system’s orientation and tilt angle are optimized using PVsyst soft-
ware, with the tilt angle set at 34° to maximize energy production. This ensures maximum
efficiency and minimizes loss factors associated with solar radiation incidence on the panels.
The designed system has a load of 137.48 kWh/d and a peak load of 33.54 kW. To optimize
performance and cost-effectiveness, the system design includes simulations conducted
with HOMER Pro software. This simulation explored 982 different configurations of power
sources, with the best setup incorporating solar panels, a converter, a battery bank, and a
diesel genset, leading to a low net present cost (NPC) of USD 0.102 million and a cost of
energy (COE) of USD 0.158.

The Maximum Power Point Tracking (MPPT) technique employed for the PV system
in this study is the Incremental Conductance Algorithm (ICA). The ICA was chosen for its
ability to dynamically adjust the operating voltage and current of the photovoltaic system
to ensure operation at or near its Maximum Power Point (MPP). This optimization is
crucial for maximizing the efficiency and power output of the PV system, especially under
varying environmental conditions such as changes in solar irradiance and temperature.
Unlike simpler algorithms like Perturb and Observe (P&O), the ICA evaluates both the
instantaneous conductance and the incremental changes in conductance of the PV array.
This allows it to more accurately track the MPP and respond effectively to rapid changes in
weather conditions.

3.3. System Description

Software and hardware components are essential and integral to the design of the
proposed system, ensuring its successful and smooth operation. In this SCADA system
designed for monitoring and controlling a PV system in a rural community, the electrical
parameters are continuously monitored by voltage and current sensors located at key points
within the system. Figure 4 depicts the brief of the proposed SCADA system.

The proposed management and operation algorithm enhances the SCADA system
for photovoltaic (PV) microgrids by integrating advanced data acquisition, processing,
and control mechanisms. It is monitored by sensors, including the ZMPT101B for voltage
and the ACS712 for current, as well as a relay for monitoring voltage and current in
the PV panel and battery storage unit. These sensors interface with an Arduino Nano
microcontroller, serving as an RTU, which processes the acquired data. The RTU then
transmits the processed data to an MTU at a central monitoring station via the SIM800L
GSM module or the ESP-32. The MTU, implemented using a cloud-based server interfaced
with the Blynk app, aggregates and visualizes the data for real-time monitoring and control.
In the absence of GSM connectivity, the ESP-32 transmits the processed data to the central
monitoring unit using a Wi-Fi network through HTTP interfacing with the Blynk app.
At the central monitoring station, the SCADA Blynk 2.0 software platform receives and
processes the data, employing communication protocols such as TCP/IP over the GSM
network and HTTP in the case of ESP-32 to integrate seamlessly with the Blynk app and web
console. Through the Blynk app, users can remotely oversee and manage the PV system
using their smartphones or computers, visualizing real-time data. Additionally, the system
offers control capabilities, allowing users to control electrical devices and manage the
operation of the PV system for optimal performance and energy efficiency. This integration
supports essential functionalities, including dynamic load management and threshold
alerts for critical parameters, helping to maintain system stability.
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Figure 4. Brief of the proposed SCADA system.

4. Components Used in the Proposed SCADA System

This section discusses the hardware components of the proposed SCADA system. It
uses an Arduino Nano as the RTU, with voltage (ZMPT101B) and current (ACS712) sensors
for measuring electrical parameters and a relay for control. The SIM800L GSM module
and ESP-32 facilitate remote data transmission and control, ensuring efficient SCADA
system operation.

4.1. Arduino Nano

The microcontroller is a digital system extensively used in both household and indus-
trial electronics. Its popularity stems from its affordability. Microcontrollers are commonly
employed for control systems, signal processing, instrumentation, and a range of other
applications [28]. The Arduino Nano was selected for the SCADA system because of its
compact size, cost-effectiveness, and versatile features. Its small form factor facilitates
easy integration into systems with limited space, while its affordability makes it a practical
choice for large-scale deployments. Compared to other microcontrollers, such as the Rasp-
berry Pi Pico, the Arduino Nano is distinguished by its simplicity and ease of use, making
it an ideal solution for developers seeking a straightforward and reliable option.

Figure 5 shows a pinout diagram of the Arduino Nano, and Table 3 shows the technical
specifications of the Arduino Nano.
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Figure 5. Pin layout of Arduino Nano [29].
Table 3. Technical specifications of Arduino Nano.
Specifications Details
Microcontroller ATmega328P
Operating Voltage and clock speed 5V and 16 MHz
Input voltage 7-12V
Digital I/O pins 14 (of which 6 provided PWM)
PWM digital I/O pins 6 (D3, D5, D6, D9, D10, D11)
Analog input pins 8 (A0 to A7)
Flash memory 32 KB of which 2 KB was used by the bootloader
EPROM 1 KB (ATmega328P)
Communication UART, 12C, SPI, Mini-USB

4.2. Voltage Sensor ZMPT101B

The ZMPT101B is a high-precision voltage sensor module designed for measuring
DC voltages ranging from 0 to 25 V, with an analog output voltage proportional to the
input, readable by an Arduino’s ADC [30]. It is ideal for applications such as battery level
monitoring and power supply voltage tracking, and requires precise voltage measurements.
Interfacing with an Arduino involves connecting the sensor’s VCC to 5V, the GND to the
ground, and the output to an analog input pin (e.g., A0). In the Arduino code, the sensor
value read from the analog pin is converted to the input voltage using a calibration factor,
mapping the 0-5 V output to the 0-25 V input range. The ZMPT101B voltage sensor is
widely used for real-time monitoring in applications such as battery monitoring, power
supply verification, and solar systems.

4.3. Current Sensor ACS712

The ACS712 current sensor, utilizing Hall-effect technology, is essential in PV systems
for the precise measurement of DC and AC within +5 A, £20 A, or £30 A ranges. It
outputs 66 to 185 mV per ampere and operates on a single 5-volt supply. This sensor detects
current through a conductor via a magnetic field, converted to voltage by its integrated
Hall IC [31]. In conjunction with an Arduino Nano microcontroller board, the ACS712
becomes a vital component for monitoring current flow within the system. The Arduino
Nano’s analog input pins facilitate easy interfacing with the ACS712 sensor, enabling the
reading of analog voltage output proportional to the measured current. Using Arduino
programming, it converts the voltage into precise current values. These values can be
displayed on LCD screens, transmitted wirelessly for remote monitoring, or used for tasks
like load balancing and fault detection in PV systems.
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4.4. Buck Converter LM2596

Buck converters are DC-DC step-down switching regulators known for their high
power efficiency, especially when the input voltage exceeds the desired output voltage [32].
Essential in PV systems, they adjust the output of PV modules to match the load specifica-
tions [33]. The LM2596 is a popular type of buck converter IC used with charge controllers
in PV systems to regulate panel voltage. The LM2596 efficiently steps down high DC
voltage from PV panels to a stable level suitable for battery charging or powering loads.
This is crucial for optimal battery performance and longevity, preventing overcharging and
over-discharging. Adjusting its output voltage to match the charge controller and load
requirements enhances system efficiency and reliability.

4.5. Inverter (DC to AC)

In a PV system, an inverter plays a key role in converting the direct current (DC)
electricity generated by PV panels into alternating (AC) electricity at 220 V, which is
suitable for operating household appliances and devices. The process initiates with the
DC electricity produced by the solar panels being supplied to the input of the inverter.
Inside the inverter, electronic components such as transistors, capacitors, and diodes work
together to convert the DC electricity into an AC signal using pulse-width modulation
(PWM) or square-wave modulation techniques. This AC signal is then passed through a
transformer to increase the voltage to the required 220 V, while also ensuring isolation and
safety. Finally, the output undergoes filtering and shaping to produce a clean and stable
AC output, ready for use in powering lights, appliances, and other electrical devices within
the household.

4.6. Liquid Crystal Display

An LCD (Liquid Crystal Display) with an I2C module is an external device used to
display an output on a screen [34]. In PV applications, an LCD is commonly used alongside
an Arduino Nano to provide a user-friendly interface for monitoring and controlling the
system. The Arduino Nano collects data from various sensors, such as voltage and current
sensors, which measure the performance and status of the PV system. These data are
then processed and displayed on the LCD screen, allowing users to easily read important
information such as the current output, battery charge level, and system status.

4.7. Five-Volt Single-Channel Relay

A 5V single-channel relay is an electromechanical switch used to control high-power
devices with a low-voltage signal from microcontrollers like the Arduino Nano or Raspberry
Pi. It operates on a 5 V DC supply, switching up to 250 V AC or 30 V DC at 10 A. A
microcontroller’s digital signal activates its internal coil, altering the contact states to control
components such as motors, lights, and household appliances [35]. Featuring Normally Open
(NO) and Normally Closed (NC) contacts, it provides flexibility in managing various loads.
A 5V single-channel relay, when integrated with an Arduino Nano, provides intelligent
control and automation for PV systems, enhancing overall performance and reliability.

4.8. GSM Module SIMS800OL

GSM is a global standard for digital cellular communication, defining functionalities
and interface requirements in networks like Base Station Systems (BSSs), Switching Systems
(SSs), and Operation and Support Systems (OSSs) [36]. The SIM800L module enables data
communication over GPRS in machine-to-machine (M2M) systems [37], supporting voice
calls, SMS, and GPRS on GSM frequencies (850/900/1800/1900 MHz). It communicates
with microcontrollers via UART. To interface with an Arduino Nano, we must connect
SIM800L’s VCC to 5V, the GND to the ground, the TX to the Arduino RX, and the RX to
the Arduino TX.
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4.9. ESP-32 System-on-Chip (SOC) Microcontroller

The ESP-32, developed by Espressif Systems, is a versatile, low-cost System-On-Chip
(SOC) microcontroller known for its integrated Wi-Fi and dual-mode Bluetooth capabilities.
Launched in 2016 as a successor to the ESP8266, it features a dual-core Tensilica Xtensa
LX6 microprocessor (Cadence Design Systems, San Jose, CA, USA), clock speeds up to
240 MHz, and advanced power management with various sleep modes, making it ideal for
energy-efficient IoT applications. Figure 6 shows a pinout of the ESP-32, and Table 4 shows
the technical details of the ESP-32.
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Figure 6. Pin layout of the ESP32 [38].

Table 4. Technical specifications of the ESP-32.

Specifications Details
Processor Xtensa dual-core 32-bit LX6, up to 240 MHz
WiFi IEEE 802.11b/g/n, 2.4 GHz
Supply voltage 33V
GPIO pins 34 GPIO pins
Analog channels 18 channels (12-bit SAR ADCs)
Digital to analog 2 channels (8-bit DACs)
Communication interfaces SPI, 12C, 125, UART, CAN, PWM, ADC, DAC

The ESP-32 is widely used in home automation, wearable electronics, industrial au-
tomation, and smart energy devices, and can be programmed using multiple development
frameworks like Arduino, MicroPython v1.20.0, and ESP-IDF v5.x, making it a favored
option for both hobbyists and professional developers [39].

5. Implementation Approach

To implement the proposed SCADA system, the following strategy was employed.
The designed system followed two approaches:

1.  The IoT system was developed using an Arduino with a GSM SIM800L module
interfaced with the Blynk app.

2. The IoT system was developed using an Arduino serially interfaced with an ESP-32,
utilizing the Blynk console.

The process starts by creating a circuit diagram using EasyEDA software, incorporating
components like the Arduino Nano, GSM SIM800L, ESP-32, current and voltage sensors,
a relay, buck converters, and an LCD. The components are then soldered onto the PCB.
Next, the Blynk app, an open-source SCADA design system, is configured. The Arduino
code is developed to manage the SCADA system parameters, uploaded via Arduino IDE
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1.8.19, and verified using a serial monitor. Hardware testing follows to enable live data
monitoring from FIDs and the control of electrical loads using the IoT Blynk app and Blynk
console web dashboard. Figure 7 shows a flow chart of the system process.
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Figure 7. Flow chart of SCADA system process.

5.1. SCADA-Based PV System Design Using Arduino Nano and GSM SIM800L
5.1.1. Schematic Design

The schematic design of the SCADA system was implemented in EasyEDA (Electronic
Design Automation). EasyEDA is an online tool that facilitates the design, simulation, and
creation of schematics and printed circuit boards (PCBs) [40]. The platform includes an
extensive component library, allowing users to access a wide variety of electronic parts
and symbols. Figure 8 shows a schematic diagram of the proposed SCADA system using
the Arduino Nano and GSM SIMS800L. The solar panel is interfaced with a solar charge
controller, which, in turn, is connected to a 12-volt, 5-ampere battery.
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Figure 8. Circuit diagram of proposed SCADA system using Arduino Nano and GSM Sim800L
(SIMCom Wireless Solutions, Shanghai, China).

The output from the charge controller is directed to two LM2596 buck converters,
tasked with stepping down the higher voltage from the PV panel to a stable lower voltage
(from 12 V to 5 V). Table 5 shows the connections of the FIDs to the RTU.

Table 5. FIDs connections with Arduino Nano and GSM SIM800L.

Component # Description Analog/Digital Arduino Nano Pin #
1 GSM SIMS800L Digital 2.3
2 PV Voltage Analog 22
3 LCD Display Analog 23.24
4 ACS 712 current sensors Analog 21.19
5 ZMPT101B Analog 20
6 5V Relay Digital 15

Furthermore, a basic inverter is integrated to convert the DC to an AC, essential for
the site’s location in Pakistan, where the standard operating voltage isa 220 V AC. A5V
relay is connected to an Arduino through a transistor and resistor, along with a load to
switch it on and off as needed. The Arduino operates on a 5-volt power supply, with
all necessary sensors connected to it. To implement the design in EasyEDA, the project
is initiated in the schematic editor. Subsequently, electronic components including the
Arduino Nano, a ZMPT101B voltage sensor (Winsen Electronics Technology Co., Ltd.,
Zhengzhou, China), an ACS712 current sensor (Allegro MicroSystems, LLC, Manchester,
NH, USA), resistors, a SIMS800L GSM module, a 5 V relay, and a buck converter are selected
from the extensive library and placed accordingly. Following component placement,
connections are established between them using a wiring tool.
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5.1.2. Blynk App Setup

Blynk is a versatile IoT platform enabling users to create custom mobile apps for
remote hardware monitoring and control. It supports a wide range of microcontrollers
including Arduino, Raspberry Pi, ESP32, and others. With Blynk, users can easily design
graphical interfaces using a drag-and-drop interface on smartphones or tablets. These
interfaces communicate with connected hardware via the Blynk Cloud, enabling real-time
data exchange and control.

Figure 9 depicts the Blynk app setup with the Arduino Nano and GSM SIM800L.
Integrating Blynk enhances the PV system’s functionality and user experience by aggre-
gating sensor data on the solar panel output and battery status. The data are transmitted
to the Blynk app via Wi-Fi or GSM, enabling the real-time visualization and control of
components via smartphones or tablets.

Blynk Clod

GSM
SIMB00L

T
Tt =

Blynk App

Figure 9. Blynk app setup using Arduino Nano and GSM SIM800L.

5.1.3. Arduino Code Development

The Arduino IDE allows for programming in Sketch, a C-based language. Arduino
microcontrollers feature a bootloader for communication with the Arduino compiler dur-
ing development [41]. The free, open-source Arduino IDE runs on Java and works on
Mac, Windows, and Linux. Supporting C and C++, it simplifies program uploads and
communication with Arduino hardware [42]. To write and upload a program, launch the
IDE and create a new sketch. Code is written using the Arduino programming language,
derived from C/C++, which simplifies development with built-in functions and libraries.
Algorithm 1 details the sequence of instructions for reading data from the GSM module,
voltage sensor, and current sensor.

This initializes a SoftwareSerial interface (gsm) for communication with the SIM800
modem and an LCD for local display, and the Blynk authentication details are defined for
connection to the Blynk cloud server. Sensors for AC and DC voltage and AC and DC
readings are interfaced using analog inputs (ACvolpin, ACcurpin, DCvolpin, DCcurpin).
The data are transmitted to Blynk using Blynk.virtualWrite() in the blynkupdate() function
for real-time monitoring on the Blynk mobile app. Additionally, the system allows for
remote control of a relay connected to a relay pin through Blynk app commands (V4),
enabling the remote switching of connected devices. After writing the code, verify it
by clicking the checkmark icon to detect syntax errors. Plug the Arduino Nano into the
computer using a USB cable, and select the “Arduino Nano” board and the appropriate
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COM port from the “Tools” menu. Click the upload arrow icon to compile and transfer
the code to the Arduino board. The IDE will compile the code, establish communication
with the board, and upload the program. The above Algorithm represents the pseudocode
programmed using Arduino IDE in the Arduino Nano and GSM SIM800L.

Algorithm 1: GSM, Voltage, and Current Sensor Data Reading Algorithm

1. Start
2. Initialization
2.1 Include necessary libraries (ZMPT101B, Tiny Gsm Client, Blynk Simple Tiny GSM,
SoftwareSerial, LiquidCrystal_I2C), set pin modes for sensor and relay pins.
2.2 Define constants and pins (Blynk authentication token, APN settings, sensor, and relay pins).
2.3 Initialize the GSM module, LCD, and modem, set sensitivity for the voltage sensor.
3. Setup Function
3.1 Begin serial communication at 9600 bps, initialize GSM and LCD, display “Initializing GSM” on
LCD, initialize the modem, and print the modem info to the serial monitor.
3.2 Connect to Blynk with the provided credentials, display “Connecting To BLYNK” on LCD.
3.3 Set pin modes for AC and DC voltage/current pins and relay pins, turn off the relay initially.
4. Main Loop (Loop Function)
4.1 Run Blynk.
4.2 Call function: “takeDCvol’ to measure DC voltage, ‘takeDCcur’ to measure DC.
4.3 Call function: ‘takeACvol’ to measure AC voltage, ‘takeACcur’ to measure AC.
4.4 Call function: update LCD with the latest sensor values using ‘LCD update’.
5. Function: takeDCvol
5.1 Read DC voltage from an analog pin, calculate actual DC voltage
5.2 Delay for 500 ms.
6. Function: takeDCcur,
6.1 Read DC from analog pin, calculate actual DC, print DC to the serial monitor, delay for 500 ms.
7. Function: takeACvol
7.1 Obtain RMS voltage from the voltage sensor, adjust AC voltage to be within the specified range.
7.2 Print AC voltage to the serial monitor, delay for 500 ms.
8. Function: takeACcur
8.1 Obtain peak-to-peak voltage for AC using ‘getVPP1’, calculate RMS voltage and current.
8.2 Adjust AC to be within the specified range, print AC to the serial monitor, delay for 500 ms.
9. Function: blynkupdate
9.1 Update Blynk virtual pins with DC voltage, DC, AC voltage, and AC.
10. Function: LCD update
10.1 Clear LCD, display DC voltage and DC on the first row,
10.2 Display AC voltage and AC on the second row.
11. BLYNK_WRITE Function
11.1 Check if the value from pin V4 is 1. If true, turn on the relay. Otherwise, turn off the relay.
12. Function: obtain VPP1
12.1 Initialize variables for reading sensor values, start timing for sampling period (500 ms).
12.2 While the sampling period is not over, read sensor value.
12.3 Update max and min values if the current reading is higher or lower than the current max or min.

12.4 Calculate peak-to-peak voltage.

12.5. Return peak-to-peak voltage.
13. End
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5.1.4. Hardware Setup and Commissioning with Blynk App

Hardware development is essential in research involving physical systems. It enables
real-world validation, prototyping, and testing, ensuring functionality and performance.
In the proposed system, the hardware setup is implemented by connecting the Charge
controller, MPPT, Arduino Nano Microcontroller, FIDs, 10 Watts PV panel, and 12 V DC
battery. The circuit is powered by the DC voltage produced by the PV panels that have
been stored by the 12 V DC battery connected through the MMPT. There is also a simple
inverter that will convert the 12V DC toa 220 V AC.

This setup enables the SIM800OL to communicate with the Blynk app, transmitting
real-time data from the PV system, including voltage and current measurements, to the
Blynk cloud. Figure 10 shows the hardware setup using the Arduino Nano and GSM
SIM8O00L. When no load is connected to the power source, the terminal voltage is at its
maximum, 12 V, known as the open-circuit voltage (Voc), while the current is effectively
zero due to the lack of a closed path for current flow. Upon switching on a load through
the Blynk app, the voltage across the terminals drops from its open-circuit value due to the
internal resistance of the power source and the voltage drop across the load. Concurrently,
according to Ohm’s Law, the current begins to flow through the circuit, with its magnitude
determined by the load’s resistance and the applied voltage. Figure 11 shows the display
of the FID’s parameters on the LCD.

- [
| .=
CEEEIEE
1

Figure 11. Display of FID’s values on LCD.

The SIM800L module uses GSM for data communication, connecting to the Internet
via the cellular network using the APN credentials provided by the SIM card carrier.
Communication between the microcontroller and the SIM800L is established through AT
commands sent over a serial interface. Figure 12 shows the PV system’s FID values on the
Blynk app dashboard in the “ON” and “OFF” states.
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Figure 12. PV system FID values on the Blynk app dashboard.

Upon successful Internet connection, the microcontroller firmware’s Blynk library
facilitates data transfer to the Blynk cloud server, utilizing the TCP/IP protocol over the
GSM network for reliable transmission. The Blynk app presents real-time data of the PV
system, including DC and AC voltage readings and current measurements, providing a
comprehensive view of system performance. Furthermore, the Blynk app enables remote
control of the load connected to the PV system. The app’s interface enables live monitoring,
allowing for the real-time observation of electrical parameters and load status, as shown in
Figure 13.

The connected load is turned “ON" or “OFF” directly through the app, using virtual
pins mapped to specific digital pins on the microcontroller that control relays or switches
connected to the load. The turning on and off of the connected load is managed by the
Serial2.write(val); command within the BLYNK_WRITE(V4) function. With this function,
the Arduino receives a value from the Blynk application and forwards this value to the
relay for switching the load. Here is how this works in terms of controlling a load such as
arelay:

e  Receiving Input from Blynk App: The BLYNK_WRITE(V4) function is activated when
a widget linked to virtual pin V4 in the Blynk app is interacted with, such as a button
press. The state of this widget (usually 0 or 1) is then passed as a parameter to
the function.

e Load Control on Receiving Device: The Arduino code controls a relay by sending
a digital signal at a specific voltage level. In the setup() function, the relay pin is
configured as an output and initially set to LOW, ensuring the relay is off. In the
main loop(), the code continuously checks for incoming data via the SoftwareSerial
connection. When a command is received, it reads the value; if the value is 0, it sets the
relay pin to LOW (0 V), turning the relay off, and if the value is 1, it sets the relay pin
to HIGH (5 V), turning the relay on. This means the Arduino operates the relay using a
digital signal of either 0 V (to turn it off) or 5 V (to turn it on). This control logic allows
the Arduino to dynamically manage the relay’s state based on the external input.
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Figure 13. PV system FID monitoring on the Blynk app mobile interface.

5.2. SCADA-Based PV System Design Using Arduino Nano and ESP-32
5.2.1. Schematic Design

The schematic diagram of the proposed system was generated using EasyEDA soft-
ware. This diagram mirrors Figure 11, with the SIM800L being substituted by the ESP-32.
While the circuit requires a 5 V power supply, the ESP-32 operates at 3 V. Hence, to provide
the ESP-32 with the requisite voltage, a voltage divider comprising 1 k() and 2 k() resistors
is employed.

Figure 14 shows a circuit diagram of the Arduino Nano interface with the ESP-32 for
Wi-fi connectivity. To facilitate communication between the two microcontrollers, serial
communication via UART (universal asynchronous receiver—transmitter) is utilized. UART
is a protocol designed for direct device communication, enabling data exchange through
dedicated transmit (TX) and receive (RX) pins. Pin 10 of the Arduino Nano is directly
connected to pin 17 of the ESP-32, while pin 9 of the Arduino Nano is linked to pin 16 of
the ESP-32 via a voltage divider. Both devices are configured to operate at the same baud
rate of 9600 bps for serial communication, ensuring seamless data transfer. The Arduino
Nano sketch employs the serial or SoftwareSerial library to transmit data to the ESP32,
whereas the ESP32 sketch utilizes the HardwareSerial library to receive incoming data from
the Arduino Nano, facilitating efficient inter-device communication.
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Figure 14. Circuit diagram of proposed SCADA system using Arduino Nano and ESP-32.

5.2.2. Arduino IDE Code Development for ESP-32

To code for the ESP-32 using the Arduino IDE 1.8.19, start by adding the ESP-32 Board
Manager URL to the IDE Preferences under “Additional Board Manager URLs.” Install the
ESP32 package from the Board Manager and connect the ESP-32 to your computer via USB,
selecting the appropriate COM port. Use the Library Manager to install Wi-Fi, Blynk, and
HTTP Client libraries for Wi-Fi connectivity, sensor readings, and app communication. In
your Arduino sketch, configure the setup function to initialize connections and settings,
and use the loop function for continuous operations. This setup is tailored for a load
monitoring system with an ESP32 microcontroller, integrating with the Blynk platform
over Wi-Fi. The system connects to the Blynk cloud server via HTTP on port 80 using
the BlynkSimpleEsp32.h library, with the Wi-Fi credentials set for network access. The
sketch processes JSON data received via SoftwareSerial (Serial2), containing DC voltage
(DC vol), DC (DC cur), AC voltage (AC vol), and AC (AC cur) readings. These values
are displayed on the serial monitor for debugging and updated in real time on the Blynk
app using Blynk.virtualWrite() in the blynk update() function. Furthermore, the sketch
handles commands from the Blynk app through virtual pin V4, enabling the remote control
of connected devices. This ensures accurate programming and operational functionality
across diverse applications.

The Arduino code handles control commands and implements safety mechanisms
through a structured approach, with robust error handling integrated into the system.
During initialization, the setup function sets up serial communication, the LCD display,
and sensor pins, ensuring the relay starts in a safe, known state by explicitly setting it to
LOW. In the main loop function, the code checks for incoming data from the ESP module
using espSerial.available() and reads the data with espSerial.read(). Based on the received
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value (0 or 1), the relay is controlled via digitalWrite(relay, HIGH) or digitalWrite(relay,
LOW), allowing for remote operation.

The error handling mechanisms are embedded in the sensor calibration functions,
such as takeDCvol(), takeDCcur(), takeACvol(), and takeACcur(). These functions read
analog values from sensors and convert them to accurate voltage and current readings
using calibration constants. The code includes checks for spurious readings; for example,
in takeDCvol(), if the DC voltage reading is below 0.1V, it is set to 0.0 V. This prevents erro-
neous low readings from affecting system operations. Further, error handling is reinforced
by the design of the ledupdate() function, which updates the LCD display with real-time
sensor values, ensuring continuous and accurate monitoring. The senddata() function
transmits sensor data, possibly to a remote monitoring system, allowing for real-time data
logging and error detection. Additionally, the initial state setting and continuous monitor-
ing help in identifying and mitigating errors promptly, maintaining the reliability and safety
of the system. These comprehensive error handling strategies ensure that the Arduino
code manages control commands effectively, maintains accurate sensor data, and prevents
incorrect operations due to spurious or erroneous inputs. The complete code for the ESP-32
is available in Appendix A, providing further insight into the implementation details.

5.2.3. Hardware Setup

To evaluate the performance of the proposed Supervisory SCADA system using
the ESP-32, the experimental setup was established within the Electrical and Computer
Engineering Laboratory at Memorial University of Newfoundland and Labrador (MUN),
Canada. On the rooftop of the building, twelve PV panels each generate 130 Watts with
a maximum current of 7.6 Amperes. For the SCADA system’s implementation, two PV
panels were used to evaluate performance in monitoring and controlling the electrical load.

The system also includes Maximum Power Point Tracking (MPPT) and a battery bank
of six 12V, 25 A lead—acid batteries to enhance operational efficiency and effectiveness.
Figure 15 illustrates the installation of the PV panels on the rooftop of the ECE building at
MUN, and Figure 16 shows the hardware setup in the ECE Lab. The battery is connected
to the circuit’s input to power the entire system. A multimeter is attached to verify the
voltage supply to the circuit. The GSM SIM80OL is removed from the circuitry and an
ESP-32 is installed in the circuit using a voltage divider. The Arduino Nano acts as the
main controller interfacing with the FIDs and relays, while the ESP-32 provides the Wi-Fi
connectivity for remote monitoring and control via the Blynk app. In cases when there is
no load (“OFF”), the DC voltage is 13 V, DC is 0 A, AC voltage is 220 V, and ACis 0.1 A, as
shown in Figure 17.

As soon as the load is “ON” on the web interface of the Blynk, the current starts
flowing through the circuit and there is a drop of the voltage at the Load side. The LCDs
FIDs values of DC voltage are 13 V, DC 1.3 A, AC Voltage 217 V, and AC 0.5 A.

Figure 15. PV panel installation on the rooftop of the ECE building.
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Figure 17. FID parameters on the LCD in the “OFF” state.

The voltage and current sensors measure the data and transmit them to the analog
pins of the Arduino Nano, which processes these analog signals to determine the actual
voltage and current values using the necessary conversion factors. Based on these data, the
Arduino Nano controls load switching through a 5 V relay. The processed data are then
transmitted to the ESP-32 via a UART interface, with data packets sent at a baud rate of
9600 bps between the two microcontrollers. Figure 18 shows the status of the Blynk web
dashboard interface in the “OFF” and “ON" states.

Figure 19 shows the live monitoring and control of PV data on the Blynk console.

The ESP-32 receives the data from the Arduino Nano, processes them, and prepares
them for transmission over the Wi-Fi network. Communication with the Blynk cloud
server is established using HTTP protocols, enabling the ESP-32 to send FID data to
the Blynk server, which updates the user interface on the Blynk console in real time.
Control commands such as “ON” and “OFF” from the Blynk console are sent to the ESP-32,
which then relays the commands to the Arduino Nano via the serial interface. The Blynk
console displays real-time voltage and current readings of the PV panels, load, and battery,
facilitating monitoring and control of the PV system and identifying anomalies.

The system was tested during a time of day when sunlight exposure was minimal,
specifically in the evening, as shown in the attached figure. As the sunlight began to
diminish, noticeable fluctuations in the DC voltage were observed, starting at approximately
6:58 PM. These fluctuations caused the DC voltage to drop from an initial value of 11 V
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to 10.8 V, and this downward trend continued as the light exposure further decreased.
Figure 20 illustrates the system’s performance under these reduced-sunlight conditions.
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Figure 18. Status of Blynk web dashboard interface in “OFF” and “ON” states.

This reduction in DC voltage directly impacted the DC, which also began to exhibit
abrupt fluctuations. The graph clearly shows a correlation between the decrease in DC
voltage and the instability of the DC. As the voltage continued to drop, the current be-
came increasingly erratic, reflecting the instability of the power generation due to the
reduced sunlight.

Figure 21 shows the status of the voltages and currents as a result of low PV exposure.
These observations underline the sensitivity of the PV system to changes in environmental
conditions, such as varying sunlight intensity. These fluctuations in both the DC voltage
and DC demonstrate the dynamic nature of the system’s performance under less-than-
optimal lighting conditions, providing valuable insights into how the system behaves in
real-world scenarios.
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Figure 19. Monitoring and control of PV system on Blynk console dashboard using ESP-32 and
Arduino Nano.
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5.2.4. Notification of PV System Parameters

The designed system is fully capable of notifying users about the PV system parameters
both through SMS notifications and via visual inspection using an LCD installed in the
circuit. The LCD provides a real-time display of critical parameters, including DC and AC
voltage, as well as DC and AC. Any malfunction or abnormal behavior in the system is
immediately displayed, enabling the user to identify and rectify faults promptly.

In addition to on-site monitoring, the system also supports remote notification via
SMS, ensuring that users can stay informed about system performance even when they
are away. This functionality is enabled through the integration of the Twilio platform, an
open-source cloud communication service. Twilio’s robust Application Program Interface
(API) allows for the seamless integration of messaging, voice, and video capabilities into
applications. Specifically, within this SCADA system, Twilio’s SMS APl is utilized to send
real-time alerts regarding system status, faults, or operational changes directly to the user’s
mobile phone, ensuring immediate awareness and a quick response. By incorporating
Twilio’s services, the system significantly enhances its monitoring and communication
capabilities, facilitating more responsive and efficient management of the PV system’s
operational environment. Figure 22 shows the notification of system parameters via SMS
under testing conditions.

The sendTwilioMessage() function is designed to transmit an SMS containing critical
electrical measurements—such as AC and DC voltage and AC and DC readings—to a
specified phone number via the Twilio APL. Initially, the function verifies the presence of
an active WiFi connection; if WiFi is not connected, it exits and notifies the user via the
serial monitor. If connected, the function proceeds by preparing the necessary components
for message transmission. This includes constructing the Twilio API endpoint URL and
encoding the account SID and authentication token for authorization. The electrical mea-
surements are formatted into a clear and readable message, which is then embedded in the
body of the HTTP POST request alongside the recipient’s and sender’s phone numbers.
Upon sending the HTTP request to Twilio’s API, the function captures and outputs the
response status code and content to the serial monitor, providing feedback on the success
of the message transmission. If the WiFi connection is absent, the function immediately
reports the issue without attempting to send the SMS. Figure 23 illustrates the Arduino IDE
code implementation of the Twilio function.
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AC_voltage 201
DC_current 0.4
AC_current 0.6

Sent from your Twilio trial
account - Your Device Status:

DC_voltage 11
AC_voltage 202
DC_current 0.5
AC_current 0.7

Figure 22. Notification of PV system parameters via SMS under testing conditions.

@ Twilio_code | Arduino 1.8.19
File Edit Sketch Tools Help

Twilio_code

void sendTwilicMessage ()
if (WiFi.status() == WL_CONNECTED) {
HTTPClient http;
http.begin(twilioUrl); // HTTP
http.setAuthorization (twilioAccount3id, twilioAuthToken);
http.addHeader ("Content-Type", "application/x-www-form-urlencoded");

Serial.println("Error on HTTP request");

}

http.end(); // Fres resources
} else {
Serial.printla("WiFi not connected");

}

String message = "Your Device Status:\n\n";
message += "AC voltage: " + String(ACvol) + " Vin";
message += "DC_voltage: " + String(DCvol) + " V\n";
message += "AC current: " + String(ACcur) + " A\n";
message += "DC_current: " + String(DCcur) + " A";
String postData = "To=" + urlencode (toNumber) + "&From=" + urlencode (fromNumber) + "&Body=" + urlencode (message);
int httpResponseCode = http.POST(postData);
if (httpResponseCode > 0) {
string response = http.getString();
Serial.println("HTTP Response code: " + String(httpResponseCode));
Serial.println("Response: " + response);
} else {

Figure 23. Arduino IDE code of the Twilio APL

6. Discussion

Building upon our successful experimental outcomes, here are the key attributes of
the proposed IoT-enabled SCADA system for overseeing and managing the PV system.

e Framework: The proposed SCADA system represents the latest IoT-based frame-
work, incorporating essential components for a SCADA system. It consists of FIDs
(ZMPT101B, ACS712, relay) and an RTU built on an Arduino Nano, a GSM SIM800L,
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and an ESP-32, all serially interfaced (UART) with the RTU for communication over
GSM and Wi-Fi. Additionally, it features an MTU configured via the Blynk and the
TCP/IP for GSM and HTTP protocols over a local network.

Graphical User Interface (GUI): The Blynk platform is utilized in developing the
SCADA framework, simplifying the intricate process of data communication via
HTTP and the HMI design, thereby enabling straightforward implementation of the
proposed SCADA system.

Remote Supervision and Monitoring: The proposed IoT-driven SCADA system incor-
porates remote monitoring and control features. Users can access the SCADA system
through the Blynk app and console HMIs via the local network and mobile application.
Reliability of the System: The sensors and relays (FIDs) are interfaced with the Arduino
Nano (RTU), ensuring that the Blynk app (MTU) remains isolated from the PV system.
This setup prevents potential damage to the RTU during extreme conditions.

Data Retention: The proposed SCADA system integrates local storage via the Blynk
app, enabling the visualization of historical data through its graphical user interface
(GUI). This feature facilitates the analysis of essential data trends to support informed
decision-making.

Enhanced Remote Monitoring and Notification System: The system successfully
integrates a function to send real-time SMS alerts containing critical electrical mea-
surements, such as AC and DC voltage and AC and DC, directly to the user. This
capability enhances remote monitoring and ensures the immediate notification of
system parameters, significantly improving the responsiveness and overall reliability
of the PV system.

Cost-Effective and Open-Source: By integrating the Blynk platform with the Arduino
IDE, our SCADA system optimizes cost-effectiveness through freely available open-
source software. This strategy eliminates the burden of costly proprietary licenses
while providing a flexible framework for development and maintenance. Hardware
components such as FIDs and the RTU are readily accessible in local markets, stream-
lining deployment and enhancing economic viability. The detailed cost breakdown in
Table 6 reveals a total system cost of CAD 35.52, coupled with a low average power
consumption of 3.39 watts, ensuring efficient, sustainable operation 24/7.

Table 6. Price and power consumption of elements used in SCADA system.

Quantity (No.) Elements Price (CAD) Power Consumption (W)
1 Arduino Nano 491 0.2
1 ESP-32 7.37 0.66
1 LCD display 1.39 0.135
2 ACS 712 current 6.38 0.012
1 ZMPT101B 2.45 0.025
1 GSM-SIM800L 5.92 1.5
1 5V relay 2.28 0.05
2 Buck converter LM2596 4.82 0.88
Total 35.52 3.462

7. Conclusions

Rural communities in Pakistan face electricity shortages due to high initial infrastruc-

ture costs. Given these communities’” diverse terrains, photovoltaic (PV) systems are crucial
for electrification—components like PV panels, MPPT controllers, batteries, inverters, and
loads from the PV system. Field Interface Devices (FIDs) monitor and control PV parame-
ters, aiding in effective electrical consumption management. There is a growing need for a
versatile, scalable system to handle these tasks efficiently. This study achieves significant
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technical milestones in developing an economical IoT-based SCADA system for PV mon-
itoring and control. Integrating IoT technology with traditional SCADA functionalities,
the system enables remote monitoring and control through the Blynk app and console,
leveraging Arduino Nano, GSM SIM800L, and ESP-32 microcontrollers. It offers a cost-
effective solution with a total expense of CAD 35.52 and low power consumption of 3.462 W,
making it an affordable alternative for rural communities. The dual-mode communication
capability via GSM and Wi-Fi ensures reliable data transfer in various network condi-
tions, enhancing flexibility and robustness. Utilizing open-source platforms like Blynk and
Arduino IDE promotes accessibility and customization, encouraging community-driven
innovation. The system provides comprehensive monitoring of critical PV parameters,
allows for the remote control of electrical loads, and features real-time SMS notifications
for critical system alerts, ensuring immediate user awareness and quick response to any
issues. Real-world validation demonstrated its reliability and effectiveness, particularly in
rural settings. The user-friendly interface of the Blynk app and web dashboard facilitates
easy access to real-time data and system management, enhancing user engagement and
operational efficiency. These achievements underscore the potential of IoT-based SCADA
systems to revolutionize renewable energy management, particularly in underserved areas.

Future research should focus on enhancing the system'’s ability to integrate a broader
range of energy sources and leverage advanced predictive analytics to optimize energy
usage and generation. Additionally, there is significant potential to support the cyberse-
curity measures of IoT components, ensuring the reliability and security of the energy
management system. Although the current user interface is functional, it would benefit
from improved visualization tools to facilitate the interpretation of complex data.

Research should also explore the system’s scalability by deploying it in larger environ-
ments and implementing advanced cybersecurity protocols to protect against unauthorized
access and data breaches. Developing solutions for long-term data storage and incor-
porating machine learning algorithms for predictive maintenance and optimization will
further enhance the system’s efficiency. Moreover, expanding the system to include re-
dundancy features and automated fault detection will significantly improve its reliability
and robustness.
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The following abbreviations are used in this manuscript.
SCADA  Supervisory Control and Data Acquisition
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FIDs Field Instrument Devices

UART Universal asynchronous receiver—-transmitter
IoT Internet of Things

GSM Global System for Mobile Communications
HPS Hybrid Power System

IDE Integrated Development Environment
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Appendix A

#define BLYNK_PRINT Serial; #include <WiFi.h>; #include <BlynkSimpleEsp32.h>
#include <ArduinoJson.h>; #define BLYNK_TEMPLATE_ID “TMPL2th_r2ugs”

#define BLYNK_TEMPLATE_NAME “Load Monitoring System”; #define BLYNK_AUTH_TOKEN
“6EF9dEO0xZalWaVG-AtZ-q9ZHGcGtuvUa”; char auth [] = “6EF9dE0xZalWaVG-AtZ-
q9ZHGcGtuvUa”; char ssid [] = “xxxxxx”; char pass[] = “xxxxxx”; float DCvol,DCcur,
ACvol,ACcur; void setup () {Serial. Begin(9600); Serial2.begin(9600); Blynk.begin(auth,
ssid, pass,”blynk.cloud”,80); void loop() {Blynk.run(); if (Serial2.available() > 0); // Read
the data from Arduino String jsonString = Serial2.readStringUntil(“\n"); // Parse JSON;
DynamicJsonDocument doc(200); deserializeJson(doc, jsonString); DCvol = doc[“DCvol”];
DCcur = doc[“DCcur”]; ACvol = doc[“ACvol”]; ACcur = doc[“ACcur”]; // Extract
values Serial.print(“DCvol = ”); Serial.printin(DCvol,1); Serial.print(“DCcur = ”); Se-
rial.printIn(DCcur,1); Serial.print(“ACvol = ”); Serial.println(ACvol,1); Serial.print(“ACcur
="); Serial.printin(ACcur,1); blynkupdate(); delay(1000); // Adjust delay as needed void
blynkupdate(); Blynk.virtualWrite(0, DCvol); Blynk.virtualWrite(1, DCcur); Blynk.virtualWrite(2,
ACvol); Blynk.virtualWrite(3, ACcur); BLYNK_WRITE(V4) {

int val = param. asInt(); Serial.print(“Recieved “); Serial.println(val); Serial2.write(val);
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