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Abstract: The article examines modern approaches to energy management in the context of the
development of Industry 5.0 with a particular focus on cybersecurity. Key tenets of Industry 5.0 are
discussed, including the integration of advanced technologies with intelligent energy management
systems (IEMSs) and the growing need to protect data in the face of increasing cyber threats. The
challenges faced by small and medium-sized enterprises (SMEs) using solutions based on renewable
energy sources, such as photovoltaic farms, are also analyzed. The article presents examples of IEMS
applications and discusses methods for securing these systems, offering an overview of cyber threat
protection tools in the context of modern energy management. The analysis carried out provided
information that will help businesses make rational decisions and contribute to shaping the state’s
macroeconomic policy on cybersecurity and energy savings. The results of this research can also help
develop more effective strategies for managing technology and IT infrastructure, which is crucial in
the digital age of Industry 5.0.

Keywords: intelligent energy management systems; Industry 5.0; cybersecurity; attack vectors;
artificial intelligence algorithms

1. Introduction

The energy transition and rising energy prices are driving up operating costs for com-
panies, which are responding by trying to reduce them through the use of in-house energy
production and the implementation of intelligent energy management systems (IEMSs).
These systems in Industry 5.0 are a key element of modern manufacturing strategies that
combine advanced technologies with the idea of sustainability [1,2]. Unlike previous stages
of industrial revolutions, Industry 5.0 focuses on the harmonious interaction between
humans and machines, with an emphasis on personalizing production, optimizing pro-
cesses and minimizing environmental impact [3,4]. Energy management systems, based on
artificial intelligence, data analysis and automation, allow the real-time monitoring and
control of energy consumption. This not only reduces operating costs but also increases
energy efficiency and reduces carbon emissions, which is important for meeting environ-
mental goals. In Industry 5.0, these systems are becoming smarter and more integrated,
enabling businesses to adapt their energy strategies to dynamically changing market and
technological conditions [5]. With the implementation of new technologies and energy
management systems, the issue of cybersecurity has emerged, and the protection of data
and computer systems has become a key part of any company’s operations. In particular,
the Industry 5.0 paradigm has specific features and conditions that have a significant impact
on cybersecurity.
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It should be emphasized that cybersecurity is a key aspect in ensuring business con-
tinuity and the integrity of modern energy systems. This is especially important in the
context of the developing smart grid paradigm, which cannot function properly without
ensuring cybersecurity. One of the components of the smart grid is IEMSs, which dynami-
cally control the energy flow and implement digital data exchange between stakeholders
involved in energy exchange processes. For this reason, ensuring the cybersecurity of
energy systems is essential to maintaining operational continuity, reliability, and the stabil-
ity of energy flow. This article theoretically analyzes selected conditions of cybersecurity
of IEMSs starting from the concept of cyber-physical systems (CPSs). The analyses took
into account threats to information security attributes for modern energy systems, such as
malware attacks, ransomware attacks, DDoS attacks and vulnerabilities of SCADA, IoT and
CPSs. In the next research step, methods of ensuring cybersecurity of energy systems were
analyzed with particular emphasis on IDS/IPS intrusion detection systems, blockchain
technology and artificial intelligence algorithms.

Energy transformation and the provision of cybersecurity present significant chal-
lenges for small and medium-sized enterprises [6–9]. In order to identify the main issues
related to energy management systems, cybersecurity and methods to protect against cyber
threats, the article presents a case study of two companies in the food distribution industry.
Moreover, interviews were conducted with the management of 17 companies, including
two that were subjected to in-depth analysis. The exploration of these aspects was relevant
in the context of technological and energy changes in the era of Industry 5.0.

There were two main objectives of the article: to assess the determinants and challenges
of energy management and cybersecurity in the context of Industry 5.0 with a focus on
energy management systems (EMSs) in small and medium-sized enterprises (SMEs) using
photovoltaic farms and to identify methods of protection against cyber threats.

In the context of energy management and cybersecurity in Industry 5.0, key considera-
tions include access to modern technologies, regulations, as well as the level of awareness
among enterprises about cyber threats and the benefits of energy efficiency. Enterprises
face challenges in integrating new solutions, such as EMSs that enable the monitoring
and optimization of energy consumption. For SMEs, these considerations are often more
complex due to limited financial, technological and human resources, which can make
it difficult to implement innovative solutions and cyber protection. The identification of
methods to protect against cyber threats in the surveyed companies included risk analysis
and the implementation of appropriate security tools such as intrusion detection systems,
data encryption and regular employee training. Effective energy management, especially
with the use of photovoltaic farms, involved the implementation of technologies to regulate
energy consumption and minimize energy losses.

The remainder of the article is structured as follows. Section Two presents the research
methodology, and then Section Three presents Industry 5.0 as a new era of industrial
transformation, highlighting the benefits of a human-centric approach in optimizing energy
management. The following fourth point focuses on the challenges of cybersecurity in
EMSs and methods to protect against threats. The fifth section presents examples of the
practical application of EMSs and methods of protection against cyber threats in SMEs. The
next section of the paper concerns the discussion in which we compare our research findings
with the results of other studies. The article concludes with a summary and conclusions of
the research. Recommendations for companies are also offered, and potential directions for
future research on cybersecurity in smart energy systems are indicated.

2. Materials and Methods

The main research objective defined in the Introduction was divided into the following
specific objectives:

1. Outlining the key concepts, features and assumptions of a new phase of industrial
development called Industry 5.0 in the context of energy management.
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2. Theoretical recognition of cybersecurity issues for IEMSs, including threats and pro-
tection methods.

3. An assessment of the advantages and disadvantages of EMSs used in small and
medium-sized enterprises using photovoltaic farms.

4. Practical identification of key cybersecurity issues in SMEs.
5. Identification of EMS protection methods in the companies surveyed.

The above-defined specific research objectives directly determine the structure of
the article. This means that subsequent sections of the paper correspond to the specific
objectives.

The research presented in the paper is of a theoretical and empirical nature. Such a
research framework favors a holistic and synergistic approach to the cybersecurity of intelli-
gent energy systems. In the theoretical section, the research method regarding the analysis
and synthesis of the subject literature as well as the deductive and inductive methods used
is described. The aim of the theoretical research was to build a conceptual framework for
the empirical section. The research background is Industry 5.0 with particular emphasis on
its paradigms and key IT technologies in the context of energy management. In turn, the
cybersecurity of smart energy systems required theoretical analysis in terms of threats and
countermeasures. In particular, multi-factor analysis of information security attributes for
key components of modern energy systems such as SCADA, IoT and CPSs was crucial.

The empirical research had both a quantitative and qualitative dimension. The diag-
nostic survey method was used in this part of the research. The primary research technique
was interviews, while the research tool was interview questionnaires. The empirical re-
search comprised 17 interviews with executives of companies that have undertaken energy
transition activities and encountered cybersecurity issues.

The study was divided into two stages. In order to identify the main issues related
to energy measures in SMEs, the first stage involved an analysis of two representative
food distribution companies that had chosen to use renewable energy to reduce rising
energy costs. In the second stage, interviews were conducted with executives in a total
of 17 companies (including the two previously surveyed). The interviews focused on the
energy management systems used, cybersecurity threats and methods to protect data and
IT systems. To avoid publicity, the article does not mention the names of the PV panels
installed in the companies analyzed and the names of the monitoring applications offered
by PV module manufacturers. Interviews lasted between 15 min and 1 h, during which the
following questions were asked:

1. Why was it decided to install photovoltaic systems?
2. Have intelligent energy management systems been used?
3. What data on energy consumption were monitored?
4. What were the indicators analyzed in relation to this?
5. Have attempts at unauthorized access to computer network resources been detected

and prevented in the recent period?
6. Were any techniques used to counter cyberattacks?
7. How important is cybersecurity to the functioning of a company?
8. What are the opinions and suggestions on energy management systems and

cybersecurity?

Figure 1 shows the adopted research algorithm.
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Figure 1. Research algorithm. Source: own work.
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3. Industry 5.0: A New Era of Industrial Transformation in The Energy Sector
3.1. Definitions and Assumptions

The term Industry 5.0 emerged at the beginning of 2015, but it has been called the fifth
industrial revolution because of the speed of introduction of new industrial technologies,
technical improvements and the change in the integration of human processes. Industry 5.0
is intended to respond to the changing reality and its challenges [10–12]. Unlike Industry
4.0, which prioritizes automation and digitization to increase productivity, Industry 5.0
places a strong emphasis on human involvement. Focusing on sustainability and flexibility,
it seeks to strike a balance between technology and human labor [13,14]. Industry 5.0 is
developing in various fields such as healthcare, manufacturing, textiles, education, food,
energy and others [15,16].

Industry 5.0 is a construct that fits well with the political agenda pursued by the Euro-
pean Union. It combines new technologies and digitalization with a pro-environmental
approach, a circular economy and the creation of an ‘ecosystem’ of companies and part-
ners [17]. The basic assumptions of Industry 5.0 are included in the report Industry 5.0—
Towards a sustainable, human centric and resilient European industry, which is the fruit of
two debates held during a virtual workshop in 2020 organized by the Prosperity Directorate
of the Directorate-General for Research and Innovation. The meetings were attended by
representatives of R&D institutes and funding agencies from across Europe. In 2021, the
European Commission formally called for a fifth industrial revolution (Industry 5.0) [18].

The core principles of Industry 5.0 are human-centered, sustainability and resilience [12,19].
The human-centered approach puts basic human needs and interests at the center of the
production process, moving from a technology-driven progression to an approach that is
entirely focused on people and society. This concept assumes the ability of industry to
achieve social goals [20–22].

Industry 5.0 sustainability is an approach that involves the use of modern technologies
to minimize negative environmental impacts. The development of production systems
based on renewable energy sources is one of the postulates of Industry 5.0. The European
Commission indicates in its report that reducing carbon emissions by 55% by 2030 requires a
sustainable industry [17]. For this reason, it recommends the development of processes that
enable the reuse and recycling of natural resources, reduce waste and reduce environmental
impact [12,18]. Other sustainability developments include reducing energy consumption,
greenhouse gas emissions and waste, and avoiding the depletion and degradation of
natural resources [23–25].

Moving toward a green and resilient industry—including the need to pay particular
attention to resilience and sustainability, in addition to profitability, is part of the European
Commission’s work on the Industry 5.0 concept [17,18]. In its report, the European Commis-
sion points out that industry is vulnerable to various geopolitical turbulences and natural
disasters. It is therefore imperative that it be made resilient to them. Resilience is one of
the factors playing a key role in tackling climate change. It is linked to the operation of
businesses in a turbulent technological, economic and geopolitical environment. Resilient
industries are those that are able to cope with uncertainty, economic downturns, technolog-
ical change and other challenges, continually innovating and driving the economy forward.
This pillar became crucial after the outbreak of the COVID-19 pandemic.

The concept promoted by the European Commission is, in a way, complementary to
the philosophy of Industry 4.0. This new approach implies the development of industry
toward a production model focused not only on technological innovation and economic
growth but also on responsible ecological practices. The premise of Industry 5.0 is also
to promote collaboration between businesses, scientific institutions and governments to
jointly create innovative solutions for the future. This shift also implies a greater role
for humans in production processes rather than seeking to replace them with machines,
which emphasizes the human dimension and value in modern production and energy
systems [17].
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3.2. Industry 5.0 Without Energy Loss

Technological progress is accelerating with new carbon-neutral technologies emerging.
Examples of promising new technologies and solutions that can help to achieve fossil fuel
free energy are electrification, closed loop, industrial symbiosis, renewable energy solutions,
batteries, hydrogen, carbon capture, utilization and storage, energy storage, power-to-x
technologies, electro-fuels, smart manufacturing using sensors, connected machines, AI
and data analytics [1,12,15,26]. What differentiates Industry 5.0 from Industry 4.0 is the
particular emphasis on energy efficiency of enterprises. The fifth industrial revolution
emphasizes sustainable production, focusing on energy efficiency, the use of renewable
energy and self-sufficiency [12,18,20]. This is a particularly important aspect at a time when
energy is becoming a critical resource and the costs associated with it are successively
increasing. Better energy management is needed to optimize energy consumption during
production. Industry 5.0 uses advanced tools (for example, the Internet of Things (IoT),
artificial intelligence (AI) and data analytics) to control energy consumption at every stage
of production. The implementation of modern digital technologies in integration with
internal and external systems for ESG or CO2 reporting and data sources (internal and
external) brings, among other benefits, the following [1,20,21]:

• Reducing energy waste: IoT sensors enable the real-time monitoring and analysis of
energy consumption, allowing energy waste to be quickly identified and eliminated.

• Cost optimization: Solutions based on artificial intelligence make it possible to predict
energy needs and automate processes, increasing efficiency and reducing costs.

• Increased operational efficiency: The cloud model, in which modern business man-
agement systems operate, is perfectly equipped to handle the sudden increase in
computing power needed by companies during higher production or sales demands.
Scaling up in the cloud is a matter of just a few clicks.

• Better insight into the operation of the business: By using IoT technology, it is possible
to monitor production parameters in real time and act immediately if alarm thresholds
are exceeded. This enables more informed decision making when unplanned events
occur, leading to savings in production costs, energy and time.

Industrial Internet of Things (IIoT) solutions that are revolutionizing the way energy
is monitored and the cost of energy utilities are IEMSs. As energy management software,
they provide control over the consumption of energy and other utilities in production. With
measurements and calculations available in real time, it is easy to pinpoint deviations from
the norm, losses and areas where energy consumption can be optimized.

3.3. Challenges for Industry 5.0

Key technologies such as robotization, artificial intelligence (AI) and big data are open-
ing up new opportunities for businesses, but they also present numerous
challenges [12,16,20,27]:

1. People are required to develop competency skills because, when working with ad-
vanced robots, employees need to gain knowledge about working with an intelligent
machine and a robot manufacturer. In addition to the required soft skills, acquiring
technical skills is also an issue for employees. Programming an industrial robot and
managing translation in new workplaces are challenging tasks that require a high
level of technical skills. In the era of Industry 5.0, employees must not only have
technical skills but also adaptability and the ability to work in a dynamically chang-
ing environment. Companies need to invest not only in technology but also in the
development of employee competencies.

2. Adopting advanced technology requires more time and effort from workers. Adapted
smart factories connected by software, collaborative robotics, artificial intelligence,
real-time information and the Internet of Things must be adopted in Industry 5.0.

3. Advanced technologies require investment. Training employees for new positions
entails additional costs. Companies find it difficult to upgrade production lines for
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Industry 5.0. Adopting Industry 5.0 is costly because it requires smart machines and
highly skilled workers to increase productivity and efficiency.

4. Security is a challenge for Industry 5.0, as establishing trust in ecosystems is key.
Authentication is used in the industry to interact with various devices to counter
future quantum computing applications to deploy IoT nodes. The use of artificial
intelligence and automation in Industry 5.0 poses a threat to business, so trusted
security is required. Industry 5.0 applications focus on ICT systems and therefore lead
to strict security requirements to prevent security challenges.

As Industry 5.0 increases the connectivity and proliferation of devices, the need for
robust data protection is growing. The interconnectivity inherent in Industry 5.0 requires
collaboration between cybersecurity and IT teams to meet security requirements and
operational constraints. Manufacturers need to proactively incorporate cybersecurity as a
core component of modern devices, increasing the operational resilience of Industry 5.0
against potential cyberattacks [27,28].

3.4. Cybersecurity in the Face of New Challenges—EMS in Industry 4.0 and 5.0

The guidelines for cybersecurity in Industry 5.0 focus on minimizing the risks asso-
ciated with an expanded number of connected devices and a new approach to human-
machine collaboration. Key aspects include the following:

1. Increased attack surface: In Industry 5.0, EMSs have to operate in an even more
complex ecosystem where technologies are not only integrated within the factory
floor but also with the social environment, employees and energy and raw material
suppliers. There is therefore an increased need to protect employees’ personal data and
privacy, which creates new risks for EMSs. The expanded focus on sustainability and
collaboration with large-scale energy management systems, e.g., through integration
with smart grid networks, expands the area of exposure to attacks [29].

2. Data security and privacy: With the increasing amount of data generated and pro-
cessed by complex production systems, maintaining data privacy and integrity is a
priority. Introducing strong authentication and data encryption mechanisms, as well
as network segmentation, is key [30].

3. Human–machine integration: Due to the increase in human–machine interaction,
safeguards against social engineering attacks and training employees to recognize
threats are important. Employees need to be aware of potential threats and able to
react quickly to anomalies [31].

4. Resilience to attacks: An additional challenge is to ensure that ESMs in Industry 5.0 are
resilient not only to traditional hacking attacks but also to energy disruption attacks
that can affect production continuity and critical industrial processes. In Industry
5.0, the integration of EMSs with autonomous systems and artificial intelligence
also requires protection against threats arising from the possible manipulation of
algorithms, which can result in erroneous decisions related to energy distribution
and storage [32].

5. Regulatory compliance: The European Union is introducing regulations, such as the
Cyber Resilience Act and the NIS2 Directive, which aim to establish cybersecurity
standards in organizations, particularly in critical infrastructure sectors [33].

For manufacturers aiming to meet Industry 5.0 cybersecurity standards, the guidelines
suggest a two-pronged approach: integrating cybersecurity directly into new hardware
and upgrading legacy systems with modern security features such as firewalls, advanced
authentication and data management with encryption. Industry 5.0 therefore relies on a
more comprehensive approach to cybersecurity [29,34]. Table 1 shows the cybersecurity
guidelines for energy management systems (EMSs) in Industry 4.0 and 5.0.
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Table 1. Cybersecurity guidelines for energy management systems in Industry 4.0 and 5.0.

Security Aspects Industry 4.0 Industry 5.0

Integration of technologies Integration of EMSs into automation and
control systems

Extended integration with external
technologies, the community, employees and
energy suppliers

Key challenges of cybersecurity Securing IoT and industrial control
systems (ICSs)

Protection of privacy and personal data,
securing EMSs against disruptive attacks

Scope of protection Protection inside the production facility Protection across a broad ecosystem, including
integration with smart grid systems

Resilience requirements Basic protection against external attacks
Requirement to be resilient to power outages
and manipulation by autonomous systems and
AI algorithms

Security technologies Standard encryption, network and
remote access security

Advanced encryption, network segmentation,
anomaly detection systems, AI-dedicated
protection

Approach to security Focus on digitization and process
automation

Holistic approach, combining human–machine
collaboration and resilience to a wide spectrum
of disruptions

Source: Own elaboration based on research.

These guidelines show how cybersecurity requirements are changing in the context of
the evolution from Industry 4.0 to 5.0 with a focus on greater integration, the protection of
personal data and the complexity of the industrial ecosystem [34,35]. It is worth noting that
Industry 5.0 places greater emphasis on collaboration with the environment and resilience
to threats, requiring more advanced protection strategies. The digital transformation of
businesses requires an innovative approach to data and infrastructure protection. In the
face of threats, companies need to take a holistic approach to data protection. Thus, regular
risk assessments, clear security policies and advanced technologies will allow for effective
risk management and rapid response to threats [36].

4. Cybersecurity Issues of Intelligent Energy Management Systems

The cybersecurity guidelines for energy management systems in Industry 5.0 high-
lighted in Table 1 require technical analysis in relation to computer science and security
science. It should be emphasized that technical and engineering issues of cybersecurity are
determinants of the integrity and continuity of modern energy systems embedded in the
computer network environment. It is also crucial that security sciences postulate a holistic
approach to the issue of cybersecurity, which is consistent with the requirements of Industry
5.0. Table 1 shows that the key issues include, among others, the extended integration of
external technologies in energy ecosystems, data privacy protection, resilience to power
outages, protection based on anomaly detection using AI algorithms, and applications of
the distributed ledger in the cybersecurity of IEMSs.

It is therefore indisputable that next-generation digital threats and the crucial impor-
tance of energy systems as elements of critical infrastructure pose new challenges to IEMSs.
In particular, the implementation of IoT technologies and CPSs in the energy sector gen-
erates a number of new vulnerabilities. Intelligent energy systems process large amounts
of data on many characteristics, including system performance, load profiles, and user
behavior [37]. Security breaches and the interception of confidential information may lead
to disruptions in energy supplies, damage to infrastructure, or even a complete failure of
the energy system [37].

It is crucial to emphasize that cybersecurity is an interdisciplinary issue, requiring co-
ordinated actions at many levels, including technological, legal, organizational, procedural
and social [38]. Energy systems include a physical layer, which is the carrier of electrical
energy, and a cyber layer, which is understood as the carrier of data and information [39].
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Based on these assumptions, the cybersecurity of modern energy systems can be considered
from the perspective of CPS. This section focuses exclusively on the analysis of selected
types of cyber threats. In the literature, cybersecurity is often considered in terms of three
key attributes of information security: confidentiality, availability and integrity, e.g., [40–45].
For the purposes of this paper, confidentiality is understood as ensuring access to protected
information sets processed in IEMSs only for authorized users and stakeholders. The
availability attribute addresses the services of IEMSs and concerns the possibility of using
them at the requested time. Integrity will be understood in two ways: broadly, as the
functioning of IEMSs in accordance with their intended purposes, and more specifically, as
the protection of information sets processed in IEMSs against unauthorized modifications.
Among the many key areas of cybersecurity of IEMSs, the following issues were selected
for theoretical analysis:

• Cybersecurity threats to intelligent energy management systems;
• Methods of protecting intelligent energy management systems;
• New technologies in the cybersecurity of intelligent energy management systems.

Concentrating theoretical research on the above-mentioned areas allows for the identi-
fication of contemporary challenges and threats to the cybersecurity of IEMSs as well as
classic and new technology-oriented protection methods.

4.1. Cybersecurity Threats to Intelligent Energy Management Systems

Since IEMSs include a cyber layer in addition to the physical layer, they are exposed
to a number of threats that may have a direct impact on the indicated information security
attributes. Critical cybersecurity threats to IEMSs include the following:

• Malware and ransomware attacks;
• DDoS attacks;
• Security vulnerabilities in SCADA, IoT and CPS systems.

Technically, malware and ransomware are types of computer software that contain
malicious code that can infect IEMSs. Typically, the term malware is commonly used in
a general context to describe a broad set of malicious software that is directed against
an IT system or a user. The term ransomware is often used in the narrower context of
software aimed at blocking access to a computer system often by encrypting files in order
to extort a ransom from the user. Incidents related to malware and ransomware attacks on
IEMSs can have critical consequences and directly translate into violations of confidentiality,
availability and integrity attributes. Malware attacks on smart grids involve infecting the
control system, the human–machine interface, compromising data integrity, disrupting
system operations and, as a result, potentially gaining unauthorized control over critical
infrastructure [46]. The attack vectors can be diverse. In particular, malware can enter
the energy system via email, by a website, or through being intentionally or unknowingly
installed by end users. Cen et al. [47] describe four phases of a ransomware attack: delivery
and reconnaissance, attack instruction, destruction, and extortion demand. One of the key
components of a smart grid is the advanced metering infrastructure (AMI), which allows
operators to remotely manage devices in customers’ homes [48]. AMI is responsible for
collecting and analyzing data received from smart meters and manages energy-related
applications and services based on the collected data [49]. Ghosal and Conti [49] pointed
out that malicious adversaries have many opportunities to attack the AMI infrastructure
because it consists of components that are highly vulnerable to such attacks.

In turn, DDoS attacks operating in the Internet domain are aimed at violating the
availability attribute by blocking the operation of the IT system or its selected services.
A characteristic feature of DDoS attacks is their distributed nature, in which the target
server is attacked from a large number of remote computers by sending massive service
requests. As a result, resources (CPU time, RAM, I/O operations) are exhausted, the server
stops working and thus the service becomes unavailable. It should be noted that DDoS
attacks do not require access to technical details such as read–write permissions, operational
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parameters or knowledge of the power grid topology [50]. As a result, a DDoS attack can
lead to power outages, damage to infrastructure, and significant financial losses as well
as a number of other threats. There are many different types of DDoS attacks on energy
systems. In the environment of cyber-physical energy systems, it is possible to distinguish,
among others, attacks aimed at causing the loss of observability of the power system and
those aimed at preventing the controllability of devices through lack of response or delayed
response [50]. It is also worth noting that DDoS attacks may be a preliminary stage followed
by a proper network attack of another type, e.g., man-in-the-middle (MiTM).

Another category analyzed is cybersecurity threats to SCADA, IoT and CPSs, which
are often an integral component of intelligent energy systems. Attacks on SCADA, IoT and
CPS systems can in particular lead to a violation of the integrity attribute. An example
of CPS applications in the smart grid could be phasor measurement units [51]. SCADA
(Supervisory Control and Data Acquisition) systems are also key components of modern
power networks. The general idea of SCADA systems is to use a central computer to
store information on local or remote devices in order to control industrial processes and
facilities [52]. SCADA systems are vulnerable to cyberattacks such as False Data Injection
(FDI) of the measurement signal, which can bypass conventional detection methods and
disrupt power grid operations [53]. Furthermore, SCADA systems are often based on
the industrial Modbus communication protocol, which is focused on local area network
applications [54]. The literature on the subject indicates that due to the current migration
of SCADA systems from a strictly isolated network to the highly connected Internet,
the Modbus protocol may present security risks in modern application scenarios [54].
Cyberattacks targeting SCADA systems aim to manipulate network operational control [55].
In particular, this may lead to damage to the power system by taking control of individual
components controlled by SCADA systems, such as switches, isolators and relays [55]. It is
emphasized that secure key exchange and management systems are crucial to ensuring the
security of SCADA-based industrial control systems [56].

The theoretical analyses carried out constitute only a selected set of the cybersecurity
threats faced by modern IEMSs. In connection with the analysis of cyber threats to IEMSs,
adequate protection methods will be presented.

4.2. Methods of Protecting Intelligent Energy Management Systems in Cyberspace

Ensuring an acceptable level of cybersecurity of IEMSs requires a holistic strategy
and coordinated actions. Modern computer science and security sciences have developed
a variety of methods for countering cyber threats with the protection of the information
security attributes analyzed in the paper. The basics of network security used to protect
IEMSs include, among others, access control mechanisms, data encryption, firewalls and
antivirus software. However, the key importance of IEMSs to society, the economy and
national security requires the implementation of advanced cybersecurity mechanisms. The
latest research findings in the field of cybersecurity of smart energy systems available in
the literature on the subject focus, among others, on the applications of IDS/IPS systems,
blockchain technology and artificial intelligence algorithms. The theoretical analysis of the
indicated solutions in terms of the cybersecurity of IEMSs is presented below.

4.2.1. Intrusion Detection Systems

IDSs (intrusion detection systems) and IPSs (intrusion prevention systems) are key
tools for the cybersecurity of computer networks. Their main purpose is to detect and
prevent unauthorized access to computer network resources. The special feature of in-
trusion detection systems is the early detection of network attacks and the reduction in
false alarms [57]. The general principle of intrusion detection systems is to monitor and
analyze network traffic across various protocols and ports, identifying potential attack
attempts on network resources. Upon detecting an attack, the system notifies network
administrators. The available tools include signature-based intrusion detection systems.
Signatures are a predefined database of patterns that contain sequences of bits typical of
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known network attacks. This allows the intrusion detection system to compare the traffic of
monitored packets with the signature database and, on this basis, detect a potential attack.
The limitation of such a solution may be the ability to detect only known types of attacks
and limited effectiveness against new, unknown threats. The second type of intrusion
detection system relies on anomalies to detect unusual activity or behavior in a computer
network. Initially, the system establishes typical scenarios of activity and behavior in a
computer network, taking into account a number of characteristics and parameters of
network traffic. In a further step, the system monitors and analyzes network traffic to
detect activity and behavior that deviates from established norms. The advantage of this
type of system is the ability to detect new and unusual network attacks. A limitation may
be a higher risk of false alarms.

The literature indicates that a conventional IDS may exhibit certain limitations due
to the dynamic nature of communication networks in smart grids when the network
generates highly dynamic traffic patterns in real time [58]. It is also pointed out that due to
system security reasons and economic consequences, the implementation of an intrusion
detection system in a smart grid environment is significantly difficult [58]. For this reason,
researchers have sought to develop intrusion detection systems in such a way that they
can be implemented in the IEMS environment to effectively defend against cyberattacks.
For example, there are scientific studies that concern the application of machine learning in
intrusion detection systems for the energy sector, e.g., [59–62]. The research results indicate
that intrusion detection systems extended with machine learning mechanisms may have
significant applications in ensuring the cybersecurity of modern energy systems.

It should also be noted that an intrusion detection system can be part of a broader
cybersecurity strategy and act as a second line of defense in a communications network,
reinforcing the performance of other protection mechanisms such as encryption and au-
thentication [63].

4.2.2. Blockchain Technology

An innovative technology that has significant cybersecurity potential for IEMSs is
blockchain (BC). From the point of view of computer science, BC is a distributed database
that is built from blocks linked into a chain using cryptographic algorithms. The blockchain
network is secured primarily through consensus algorithms, the main types of which are
Proof-of-Work and Proof-of-Stake. The first type of algorithm is based on the computational
power involved in securing the network by individual nodes. In turn, the second type of
algorithm is based on evidence that individual nodes have a share in the network, which
can be expressed by various characteristics depending on the implementation details of
a given blockchain and algorithm. Individual types of algorithms are characterized by
specific advantages and limitations in terms of energy efficiency or democratic partitioning
of nodes in block mining.

Cao et al. [64] emphasized that BC has several specific properties, such as decentral-
ization, immutability, and traceability, which can help to solve the security, integration,
and coordination problems faced by centralized smart grids. In particular, the cited re-
searchers in the context of cybersecurity addressed the issues of privacy protection, identity
authentication, and data aggregation [64].

Hasan et al. [65] conducted a review of blockchain technology implementations with
regard to cybersecurity and energy data protection in smart grids. The results of the review
suggest the significant potential of BC in smart grid security. In the detailed research
published by Kim and Huh [66], a security plan for a smart grid using BC technology has
been proposed. The research findings indicate high efficiency and security through the use
of BC technology using Rainbowchain, which induces symmetric compensation through
double chains on the consensus algorithm [66].

The latest research findings published by Zhang et al. [67] define a smart grid security
architecture based on BC technology, which addresses the issue of conflict between dis-
tributed smart grid components and centralized management. The results of the analyzed
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studies indicate that it is possible to improve the BC data structure to include the character-
istics of the smart grid, including thorough multi-layer smart contracts, which addresses
the problems of security and insufficient automation [67].

It is worth noting, however, that the literature indicates that blockchain technology
cannot solve all security issues, such as those related to external physical devices like smart
meters, whose computational power and storage capacity are too limited to handle complex
cryptographic calculations [64].

As the results of the analyzed studies indicate, BC technology can be a key component
of a holistic cybersecurity strategy for modern energy systems. The decentralized and
transparent nature of the blockchain can significantly support the attribute of integrity
in IEMS.

4.2.3. Artificial Intelligence Algorithms

Artificial intelligence algorithms are continuously being developed by computer
science, increasing their utility and leading to their growing application across various
domains. Recent research findings indicate that AI algorithms can effectively support the
specific cybersecurity requirements of EMSs. It should be noted that the concept of AI
encompasses a wide range of concepts, models, methods, techniques, and tools. There are
various concepts and some difficulties in clearly classifying AI solutions. This is due to
the fact that some solutions interpenetrate each other or constitute a hybrid of different AI
techniques. Nevertheless, the leading concepts in the field of AI include, among others,
machine learning, deep learning, fuzzy logic, artificial neural networks, natural language
processing, and metaheuristic algorithms.

In this article, machine learning and metaheuristic algorithms are selected from a
broad set of artificial intelligence methods and techniques to be analyzed for cybersecurity
applications in the energy sector. Machine learning is a field of computer science that
concerns automating solutions to complex problems using algorithms and techniques that
are difficult to solve using traditional programming methods [68]. Metaheuristic algorithms,
on the other hand, are used to solve difficult optimization problems in an approximate
way without the need for deep adaptation to each problem [69]. Metaheuristics are often
inspired by optimization mechanisms found in nature, e.g., evolutionary algorithms, swarm
intelligence, or the gray wolf algorithm.

Berghout et al. [70] published a review study on the application of machine learning
in smart grid cybersecurity with the attributes of confidentiality, availability and integrity
taken into account [70]. The conclusions of the review emphasized, among others, that
deep learning models showed high effectiveness in terms of protection of the attribute
of availability [70]. Importantly, the conducted research led to the conclusion that deep
learning is more effective than conventional machine learning techniques for confidentiality,
availability and integrity attributes [70].

In another study, Diaba et al. [71] demonstrated the effectiveness of a synergistic
combination of machine learning with metaheuristic algorithms in supporting cybersecurity
in energy systems. The analyzed article presents a metaheuristic artificial root feeding
optimization algorithm based on a Boltzmann machine for detecting and classifying types
of attacks in smart grids [71]. Experimental comparative studies indicate that the proposed
solution is more effective than other neural network algorithms in terms of binary, three-
class and multi-class classification [71]. The cited study is also crucial because it indicates
that synergistically combining AI methods may be more effective for cybersecurity than
using individual methods.

Another relevant study synergistically combined quantum computing and machine
learning to detect DDoS attacks on a smart micro-grid [72]. Quantum computers are attract-
ing attention in the area of cybersecurity, especially from the perspective of the speed of
solving selected mathematical problems much faster than classical computers. Importantly,
the security of some cryptographic methods is based on the mathematical difficulty of the
algorithms, which are difficult to solve in a reasonable time by classical computers, even
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with significant computing power. In the analyzed studies, a quantum model of the support
vector machine was presented [72]. The results of the studies indicate that the proposed
solution outperforms the classical SVM models in detecting and classifying DDoS attacks
on a smart micro-grid and also shows higher efficiency in terms of execution time [72].

5. Examples of Monitoring Applications and Protection Against Cyberthreats
5.1. Electricity Prices for Businesses in Poland

Energy prices for businesses in Poland are highly variable and have increased signifi-
cantly following the outbreak of war in Ukraine as a result of the global turmoil. Companies,
which before the crisis were paying between 480 and 830 PLN/MWh for electricity, were
faced with costs in the order of 1600–1800 PLN/MWh after the increases. Energy prices
also depended on the type of tariff under which energy was purchased. Pre-enterprises
could benefit from the following tariffs: Tariff A (e.g., for the PGE distributor, it amounted
to PLN 1769.97 gross) dedicated to large factories, Tariff B (e.g., for distributor PGE, it was
PLN 1784.73 gross) for large companies and farms, Tariff C (e.g., for distributor PGE, it
was 1826.6) dedicated to SMEs. Small and medium-sized enterprises paid much more for
energy than large enterprises, which was not only due to the tariff but mainly due to the
price that large enterprises obtain due to their negotiating position; they could obtain lower
rates or buy energy at market prices on power exchanges. When the supply of energy was
high, e.g., from photovoltaics or wind farms, it was profitable. Such solutions meant that
energy charges were much lower than when buying energy from energy operators. In the
face of soaring energy prices, investments in RES, especially photovoltaics, have become
more profitable, so many companies have started installing them.

5.2. Investment in Renewable Energy Sources—Photovoltaic Farms

This section of the article presents detailed research on two companies from the food
distribution industry, which are representative of the other 17 companies analyzed. The
companies surveyed before the outbreak of war in Ukraine had average monthly energy
costs of PLN 12,000 (Company A) and PLN 16,000 (Company B). After the increases, these
costs increased to PLN 17,000 and PLN 25,000 per month, respectively. Due to the drastic
increase in energy prices, the surveyed enterprises installed photovoltaic systems that
differed in the number of modules, power and energy production. Table 2 shows the
detailed parameters of the PV installations:

Table 2. Parameters of photovoltaic installations in the surveyed companies.

Parameters Company (A) Company (B)

Number of PV modules 83 104
PV generator power 40 kWp 50 kWp
Surface area required 180 m2 230 m2

Energy produced 34,079 kWh/year 44,487 kWh/year
CO2 emissions, that could have been avoided 20,447 kg/year 26,692 kg/year

Source: Own elaboration based on research.

The investment cost for the photovoltaic systems was PLN 120,000 (company A)
and PLN 155,000 (company B), respectively. This investment included the purchase of
PV modules, inverters and instrumentation to manage the installation. Although the
investment reduced energy consumption costs, it did not completely solve their problems,
as energy production from PV panels only accounted for 10–15% of the companies’ total
energy needs. In most cases, the energy produced was consumed for day-to-day needs,
and only in the summer months, during peak hours, was there a minimal surplus of energy.
Figures 2 and 3 show the monthly energy production (kWh) of the surveyed enterprises by
PV modules.
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Figure 2. Energy production from photovoltaic panels at company (A) in 2023. Source: own
compilation based on research.
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Figure 3. Energy production from photovoltaic panels at company (B) in 2023. Source: own compila-
tion based on research.

Restrictions for the production of more energy in the companies surveyed were the
available space and legal regulations that require additional permits for panel installations
exceeding 50 kW and the lack of subsidies from the state. These legal restrictions can
significantly delay further projects and generate additional administrative costs.

By investing in panels, the surveyed companies not only reduced their energy con-
sumption costs but also reduced their carbon emissions, which had a positive impact on
the environment. The data from the analysis confirms the Eaton report [73] conducted
on a 1001 sample of industrial, construction and data center companies, noting a grow-
ing interest in energy transition and the use of RESs. As many as 77% of companies are
preparing to change their energy sources, and 29% have already started the process. More
and more companies are seeing the benefits of RESs, which is driven mainly by rising
energy prices and pressure to reduce carbon emissions. The report found that one in
four companies use RESs as their main source of power. One in three companies have
implemented EMSs, which allows for the more efficient monitoring and optimization of
energy consumption. Energy transformation, along with digitalization, has become a key
factor in the development of companies. As many as 44% of enterprises have identified
energy transformation as a top priority, enabling more efficient power consumption and
better energy management. Another important aspect is the reporting of environmental
and social (ESG) indicators, which is becoming increasingly mandatory for businesses,
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with 43% paying particular attention to these issues. Basic parameters such as total energy
consumption are tracked by half of the businesses. In contrast, 24% monitor CO2 emissions
and 34% analyze energy efficiency. The report’s findings indicate that energy transforma-
tion is becoming a global trend with companies increasingly looking for ways to manage
energy efficiently and reduce their environmental impact.

As a result of the case study and the analysis of the interview responses, the following
conclusions can be drawn. The impact of energy prices on business was significant, prompt-
ing companies to seek cost optimization solutions. Companies decided to support electricity
consumption through their own production and the introduction of smart meter devices
(monitoring applications) in order to reduce costs and become partially independent from
the price fluctuations of external energy sources (17 respondents answered).

Changing energy sources and reducing energy consumption will require more so-
phisticated monitoring of power consumption rates and tracking of energy prices to be
able to react accordingly and decide whether to buy or sell the energy produced (65% of
those asked). Investment in operational infrastructure and intelligent energy management
systems, such as a smart meter device based on artificial intelligence and machine learning,
is essential to gain real-time data insights (13 respondents answered).

However, innovative measures entail a change in staffing structure and generate
additional costs related to cybersecurity. Every element of the energy system represents
a potential entry point for cyber criminals, and humans remain the weakest link in the
chain. It is therefore essential to continuously improve the organization’s resilience to cyber
incidents not only through the implementation of modern technologies but also through
the systematic training of all employees (16 respondents answered).

The high cost of investment and maintenance of management systems means that
companies are often limited to basic protection methods (15 respondents answered). Secu-
rity administrators must therefore constantly maintain readiness to respond, quickly detect
attempted attacks and effectively neutralize them. For SMEs, it is particularly difficult to
perform these tasks without state support. Financial constraints are a key barrier to further
cybersecurity efforts (14 respondents answered), indicating the need for support programs
and appropriate cybersecurity policies aimed at this group of companies.

5.3. Energy Monitoring Applications

Both company (A) and company (B) used simple EMSs to monitor the production
and consumption of photovoltaic energy. These systems provided insight into key data
such as monthly and hourly energy production, which was particularly important in cases
where energy was fed back into the grid. Where all energy produced was consumed for
own use, as was the case in the companies surveyed, the ability to track exact hours of
production was less important. In the companies surveyed, the monitoring applications
had limited capabilities, monitoring only basic parameters related to production and
energy consumption. As a result, there was a need for more advanced applications that
could monitor more parameters, such as, for example, optimizing energy consumption or
automatically adjusting power to the available energy.

5.4. Cybersecurity

The in-depth research in the two companies (A and B) that had installed photovoltaic
panels allowed for the creation of a database of questions that were used in subsequent
interviews with executives from 15 companies (a total of 17 interviews were conducted).
A number of questions were asked, but the article presents the most important ones
related to the topic of cybersecurity. The rise of connected devices as part of the IoT is
making power grids more vulnerable to hacking attacks. According to Allianz Commercial,
ransomware attacks, data security breaches and business disruption were identified as the
top global business threats from 2022 to 2023. Cybersecurity outpaced other threats, but
this was mainly the case for large and medium-sized companies with annual revenues
of more than USD 100 million. Despite this, year on year, more and more attacks are
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targeting smaller companies, which are easier targets due to the lack of adequate, costly
security measures [74]. The interviews found that the companies surveyed had experienced
cybersecurity issues mainly in the form of breaches in the availability of IT systems. In some
cases, IT systems were blocked or some of their services stopped working. Importantly,
there were no cases of direct attacks on energy management systems.

The companies surveyed considered methods of securing and protecting data and
countering cyber threats, taking into account the key attributes of information security. A
variety of IT measures were used to protect systems, such as smart meter devices includ-
ing alarms, CCTV readers, sensors and energy detectors, which secured both hardware
(hardware) and software (software). The solutions used included the following:

1. Redundancy of computer system components—included duplication of power sources,
installation of an emergency power supply automatically activated in the event of a
failure, and duplication of storage devices.

2. File encryption—used by half of the companies surveyed.
3. User identification and authentication—used to verify the identity of users by provid-

ing valid credentials assigned by the hardware administrator.
4. Software protection—included security solutions for both hardware and software,

used in all analyzed companies.
5. Data archiving—creating additional copies of the system and the information stored

on it, which is implemented by the majority of companies.
6. Antivirus protection—widely used in all surveyed companies.

The number of companies with these solutions is indicated in Figure 4.
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These solutions were aimed at increasing the operational security of systems and
protecting against potential cyber threats.

The interviews found that in the companies surveyed, basic IT safeguards were used
to protect systems, including smart meter devices to protect both hardware (hardware)
and software (software). However, with the growing threat of cyberattacks, companies are
beginning to recognize the need for more advanced security measures. The companies
surveyed were aware of the new challenges that have arisen with the development of
technology. All respondents indicated the need for further investment in more advanced
security systems that can not only monitor and manage energy but also effectively protect
against cyber threats.
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6. Discussion of Research Results

The discussion section was aimed at critically evaluating the study’s findings and
pointing out how important EMSs are in the face of growing cyber threats.

The theoretical analyses conducted lead to the conclusion that cybersecurity is a key
determinant of the effectiveness of modern IEMSs. IEMSs are exposed to a number of
threats resulting from their functioning in cyberspace. Furthermore, cybersecurity incidents
can have serious consequences due to the fact that energy systems are part of critical
infrastructure. Ensuring cybersecurity in the modern energy sector should include holistic
and synergistic initiatives at the organizational and technical levels. IMES protection
methods should include, in particular, a planned and synergistic combination of the latest
technologies in the field of intrusion detection systems, blockchain and artificial intelligence
algorithms. Our research findings are consistent with other research results. In particular,
Agung and Handayani [75] demonstrated the benefits of using blockchain technology as a
transaction management tool in smart grids. In other studies, Naeem et al. [76] proposed
an intrusion classification scheme for smart grid systems that combines deep learning
with metaheuristic optimization. In another important study, Du et al. [77] demonstrated
the effectiveness of deep learning in detecting anomalies in industrial control systems. In
particular, in the cited study, a marking-based classification method for unknown industrial
control protocols was developed [77]. The results of comparative studies indicate that the
accuracy and precision of the proposed method are better than benchmark methods [77].

Faced with rapidly rising energy prices, the companies surveyed have opted for an
energy transition, in particular investing in RESs such as photovoltaics. The introduction of
these technologies helped to reduce energy costs, although photovoltaic energy production
only covered 10–15% of their needs. Dziaduszyński et al. [78], in their report on the
development of RESs, pointed out that the cost of energy is a significant item in the budgets
of many businesses. Entrepreneurs who regularly invest their resources are more likely to
optimize this expenditure. They can achieve this in various ways: by switching to a cheaper
or more flexible energy supplier, choosing a more favorable tariff tailored to the needs of
the business or investing in RES. These actions contribute to lower operating costs, increase
competitiveness and reduce environmental impact by reducing harmful emissions [78].

The development of RESs in SMEs is mainly based on the prosumer philosophy, which
implies that the company’s current energy needs are partly covered by its own renewable
sources. The best results are obtained when energy is generated and consumed directly on
site. In the 21st century, in the era of smart grids, small and micro-sources of renewable
energy are becoming an essential part of the energy mix, supporting traditional sources,
mitigating peak energy demand and minimizing transmission losses [78].

In both cases, companies used EMSs to monitor production and consumption, but they
had limited functionality. Barriers to greater investment in RESs were a lack of available
space, regulations requiring permits and a lack of subsidies for businesses. Globally, the
Eaton report indicated a growing interest among companies in energy transformation and
an increasing share of energy management systems. At the same time, the digitalization
of energy systems brings with it new cybersecurity challenges. Small and medium-sized
companies are becoming increasingly vulnerable to cyberattacks, and protecting data and
energy systems is becoming a priority. Companies were using basic IT security, but the
need for further investment in more advanced protection systems was identified [73].

With the growing threat of cyberattacks, companies increasingly recognize the need for
advanced security measures. The companies surveyed were aware of the new challenges
that have arisen with the development of technology.

7. Summary and Conclusions

The energy transition is turning small and mid-size businesses into energy producers
that need to be managed accordingly. However, changing energy supply and reducing
energy consumption will require accurate tracking, advanced power consumption indica-
tors and energy prices in order to buy or sell produced energy at the right time. Therefore,



Energies 2024, 17, 5871 18 of 21

investments are needed in infrastructure and IEMSs based on artificial intelligence and
machine learning. These innovative developments lead to cybersecurity challenges. It
therefore becomes essential to continuously improve the resilience of companies against
cyberattacks not only through the implementation of advanced protection systems but also
through the continuous education of employees.

The theoretical study showed the specific requirements of Industry 5.0 in the context
of cybersecurity. The technical analysis of threats to IMESs showed that malware and
ransomware attacks, DDoS attacks and security vulnerabilities in SCADA, IoT and CPS
systems are of critical importance. In turn, security measures based on anomaly detection
systems, AI algorithms and distributed ledger technology provide a chance to meet the
requirements of modern IMESs operating in the Industry 5.0 environment. Empirical
research has shown that basic IT security measures, including monitoring applications,
were used in the surveyed organizations. Companies are beginning to recognize the need
for more advanced security measures. It identified the need for further investment in more
advanced security systems that can monitor and manage energy and effectively protect
against cyber threats.

The presented research is not without limitations: namely, the empirical analyses were
conducted in a limited number of small and medium-sized enterprises, which limits the
possibility of generalizing conclusions to other sectors of the economy or larger enterprises.
A larger research sample could have provided more representative results. The research
focused on simple EMSs that only monitor basic parameters. An analysis of more advanced
systems that optimize energy consumption and support flexible resource management
could provide a broader picture of energy management efficiency. Efficiency results for
PV installations are strongly dependent on local weather conditions, the area available for
installations and applicable legislation. In other countries or regions, results may vary. The
research focused on basic IT security systems, which does not reflect the full picture of
potential risks and needs for advanced cybersecurity, especially in more complex energy
management systems.

The investment costs of smart energy systems result in the simplest data protection
methods being used in SMEs. Therefore, there is a need for the state to create support
programs and appropriate cybersecurity policies so that they can compete effectively with
larger players in the market. There is a need for further research into energy management
applications, programs and systems for SMEs to make them more widespread and cheaper.
The authors suggest the following future research directions:

1. Future research should cover different industry sectors and different types of busi-
nesses (including larger companies) to better understand the impact of energy transi-
tion and cybersecurity on business and the environment.

2. Future research should address more advanced EMSs that not only monitor but also
optimize energy consumption in real time. Research could also cover the integration of
these systems with smart solutions such as artificial intelligence or IoT interoperability.

3. With the growing threat of cyberattacks, future research should focus on more complex
cybersecurity strategies, especially in the context of real-time energy management
and the development of renewable energy infrastructure.

4. Future research may also focus on the role of public policy and financial support in
facilitating the energy transition in the SME sector, examining the impact of subsidies,
tax breaks and regulations to support RESs development and increased cybersecurity.
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