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Abstract: (1) Background: Digital transformation is critical in further developing the energy
supply chain. The attainment of successive levels of digital maturity by chain partici-
pants translates into numerous benefits related to the efficiency, cost, and effectiveness
of the energy flows implemented. However, the increasing degree of digitalisation and
automation generates an increased risk of cyberattacks and other challenges related to the
operation of the smart grid. This paper presents the results of a literature review describing
the phenomenon of digital transformation in the energy supply chain. (2) Methods: The
literature review was performed using two review methods. First, a systematic literature
review was conducted using the PRISMA method. However, due to unsatisfactory results,
this review was supplemented by a search supporting a narrative review. (3) Results:
Analysing the identified publications made it possible to distinguish nine leading research
trends related to digital transformation in the energy supply chain. These trends were
characterised based on the described research results, and all articles were classified into
the corresponding categories. (4) Conclusions: The presented results provide interesting
material for further research related to building resilience in the energy supply chain and
selected Industry 4.0 tools for assessing and managing risks associated with the operation
of the energy sector.

Keywords: digital transformation; COVID-19 pandemic; renewable energy sources;
blockchain; internet of things

1. Introduction
Digital transformation has been a phenomenon that has been observed for many

decades, and like any phenomenon, it goes through successive stages of development.
Initially, digital transformation focused primarily on digitising information flows, i.e., the
digital reproduction of electronic documents and sounds [1]. The next stage of develop-
ment was digitalisation, i.e., the use of cyber and data technologies to improve business
processes and create new revenue structures and other individual, organisational, and
societal contexts [2]. Today, digital transformation focuses on transforming operations,
processes, products, and business models to fully exploit digital technologies’ capabilities.
This perception of digital transformation requires a change in the entire organisation’s
mindset. Therefore, companies need to understand that the digitalisation process is not
only about technological support of processes but also about fundamental changes that
relate to the company’s strategy, business processes, organisational culture, and the entire
organisational socio-technical system [3].
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The changes associated with digital transformation are characterised by dynamics
depending on the sector under study. Measurements and analyses published in [4], among
others, indicate that the leading sectors with the highest level of digital maturity include,
first and foremost, the information technology sector, followed by media, insurance and
finance, and professional services. The digital maturity of the companies and chains
that handle commodity flows in a given sector is usually assessed using dedicated digital
maturity assessment models. Examples of such models are described in [5–9], among others.
Among the areas of digital maturity assessed, the following are mainly distinguishable [6]:
organisation, technology, strategy, culture, employee, customer, processes, and operations
(the study included 44 models assessing the digital maturity of an organisation).

Energy supply chains are part of the critical infrastructure, and their efficiency and
resilience determine the stability and smooth functioning of industry, the economy, and the
state. Indeed, modern industry and society depend heavily on reliable energy supplies to
provide comfort and security to the population. However, as Aarland and Gjøsæter [10]
note, the degree of this dependence fluctuates with the degree of digitalisation. At the
same time, the digitisation of society and industry itself threatens the reliability of the
energy supply chain and makes energy supply increasingly difficult. Therefore, analysing
digital transformation’s impact on the functioning of energy supply chains, particularly in
improving supported logistics flows and system security, is becoming an important research
avenue. Accordingly, this article presents the results of a literature review conducted to
answer the following research questions:

• Q1: What are the main research trends regarding the digitisation of the energy
supply chain?

• Q2: Which digital technologies are most frequently described in connection with the
digitisation of the energy supply chain?

• Q3: How has digital transformation affected the security of the energy supply chain?
• Q4: As with other sectors of the economy, did the COVID-19 pandemic initiate research

into the digitisation of the energy supply chain?
• Q5: How does digital transformation affect the sustainability of the energy supply chain?

The answers formulated based on the critical literature analysis constitute this article’s
main contribution. These answers are presented in Section 6—Discussion. The structure of
the entire article is presented in Figure 1.
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2. Theoretical Background
Energy supply chains (ESCs) are based on a supply network comprising the links

responsible for producing, storing, and transporting energy on its way to the consumer.
These chains are linked by physical, financial, and IT infrastructures that support energy
transfer [11]. A model presentation of the energy supply chain is shown in Figure 2.
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Energy supply systems are part of the critical infrastructure, including real and cyber
systems (equipment, facilities, installations) necessary for the minimum functioning of the
economy and the state. In the case of critical infrastructure, any disruption can severely
impact industry, the population, and the state’s core functions. At the same time, the
problem of these disruptions is highly complex. This is due to the interdependencies
and linkages that occur, resulting in a cascade effect, i.e., the spillover of the effects of
the disruptions that occur to other dependent sectors [12]. For this reason, the energy
sector is considered highly critical, as many other sectors (including those classified as
critical infrastructure) are heavily dependent on energy supply [13]. In doing so, it should
be noted that adverse events can occur in the external environment or result from the
internal functioning of the supply chain. Many authors consider unstable renewable energy
production [14] and extreme weather conditions [15] critical risk factors. In this regard, it is
imperative to protect critical elements of the energy infrastructure [16].

Therefore, a critical aspect of managing today’s ESCs is ensuring the required function-
ality and resilience to emerging disruptions. In particular, the resilience of ESCs is critical
to guaranteeing energy security. This resilience is usually defined as the readiness of the
system to cope with disturbances and shocks in such a way as to ensure continuity of en-
ergy supply at the required level [17]. For this reason, current research is directed towards
optimising ESCs in the face of increasing energy demands from industry, societies, and
governments. Indeed, a growing concern for the modern world is whether current energy
supply systems will be able to handle the projected global energy supply, which is expected
to grow by 25 per cent in 23 years (2017–2040) [11]. While traditional energy production
has met industrial and residential needs for centuries, alternative energy sources are now
being sought due to environmental and economic development concerns.

Alternative energy sources are the subject of much research into various aspects of their
acquisition and delivery through energy supply chains. Therefore, mainstream research
focuses on using renewable energy (RE) and developing chains responsible for its delivery
to the consumer market. Renewable energy supply is the answer to protecting the earth’s
natural resources while enhancing the population’s quality of life and further economic
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development. In the context of optimising flows in ESCs, supply chains deriving energy
from biomass are most commonly described in the literature. Examples of publications
include [18–20]. However, in addition to biomass, other renewable energy sources are also
described in the literature, as shown in Table 1.

Table 1. Characteristics of renewable energy sources (based on [21]).

Source Characteristics

Biomass energy
• Diverse organic resources (wood, agricultural, forestry waste).
• Technological processes enable waste to be converted into energy

resources—primarily biochemical, thermochemical, and extraction processes.

Hydropower and wave energy

• Water flow through mills or turbines is an energy source widely used in
industry and agriculture.

• Hydropower can be generated by wave and tidal processing, but energy
storage systems are required due to their characteristics (constant movement).

Geothermal energy

• This term refers to all the thermal energy stored between the earth’s surface
and a specified depth in the crust.

• In addition to the direct use of the heat resource, this energy must be
converted into another form for industrial and agricultural purposes.

• A significant limitation is that it can only be obtained in specific locations.
• Its collection and conversion require significant financial and

technological investments.

Wind energy

• Many wind turbines are located offshore to harvest the vast wind energy and
reduce their environmental impact on land.

• Wind power is dynamic in nature, so the energy generated must be stored to
balance energy demand cycles.

Solar energy

• The Sun’s rays and heat are converted into solar energy, which forms the basis
for electricity generation.

• One of the more popular RE sources, particularly in tropical countries.
• Flexible RE source (compared to others), and yet its configuration does not

require high capital expenditure.
• Energy storage is required in case sunlight is limited.

Wee et al. [21] highlighted that technology is a critical success factor in renewable en-
ergy supply chains. Improving the efficiency of renewable energy generation technologies
and storage and distribution systems through innovation and digital transformation are
important challenges facing today’s ESCs. At the same time, renewable energy resources
are characterised by three variables, namely intermittency, variability, and manoeuvra-
bility. This creates demands for rational management and increased control of energy
flows along supply chains, which digital solutions can effectively support. It is therefore
recognised that smart grids are one of the leading technologies being deployed to improve
the renewable energy supply chain [22]. This solution integrates information technology
with energy networks to optimise energy efficiency through real-time interactive infor-
mation exchange between suppliers and consumers [21]. This optimisation is possible
through the use of information systems that are responsible for monitoring and controlling
electricity distribution.

Publications on renewable energy sources are also often located in the area of sustain-
ability research. Therefore, this research aspect plays an important role in ESC improvement
research, and continuous changes in the energy markets aimed at increasing green energy
consumption further drive the need to publish results from ongoing research [23]. Many
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publications in this area are concerned with research conducted under a standard banner
integrating three dependent areas: renewable energy sources, sustainability, and environ-
mental protection. An example of such a publication is [24], which, among other things,
analysed the application of IT methods in research on renewable energy, environmental
protection, and sustainability.

The research trends outlined were discerned from a critical analysis of publications
on the design and management of contemporary energy supply chains. The presented
characteristics of contemporary energy sector research rendered the use a systematic
literature review ineffective. Identifying related publications using verified keywords
returned numerous publications that dealt with energy consumption and energy efficiency
but did not focus on energy supply chains. Hence, it was necessary to carry out the
literature review in a two-pronged manner to achieve a satisfactory count of publications
to be analysed.

3. Methodology
The literature review was conducted in two search proceedings using the two most

popular knowledge bases, Web of Science and Scopus. The first procedure used a systematic
literature review based on the PRISMA method. The selection process for articles on the
digitisation of energy supply chains in the systematic review is shown in Figure 3.
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Figure 3. Selection procedure for publications in the systematic review according to the
PRISMA method.

As can be seen in Figure 3, the first step in the systematic search using the PRISMA
method was to select keywords: supply chain and energy and digitisation or cyber or
digitisation. The same words were used in the searches in both databases and were
searched among titles, keywords, and abstracts. This was followed by a screening stage in
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which publications were restricted to articles, conference papers, or book chapters written
in English and published between 2019 and 2024. The restriction in terms of years was
introduced to ensure that the most recent publications were analysed, to consider the
maturity of Industry 4.0 solutions currently being used in supply chains.

A total of 322 articles were obtained from the two databases, of which 80 were dupli-
cates. The eligibility stage consisted of analysing the abstracts of 242 publications, which
made it possible to exclude publications that were not thematically related to the review. A
total of 73 papers were included in the analysis. The high percentage of rejected publica-
tions was mainly because digital transformation processes are often described as energy
efficiency improvements or savings. The combination of the words ‘energy’ and ‘supply
chain’ is prevalent in documents describing the digital transformation of various economic
sectors not directly linked to the energy supply chain.

For this reason, a narrative literature review was used in the second phase of this
research. A narrative review is a comprehensive narrative synthesis of previously published
information. Narrative reviews do not have a structured search strategy, only an interesting
main topic. For this reason, it is important to appropriately select keywords for the
conducted document search that meet the researcher’s expectations. For this reason, the
VOSviewer tool was used to map the leading keywords that should be used during the
narrative review. The construction of bibliometric networks was based on keywords
(author and index keywords) in publications identified in the systematic literature review.
In this way, the systematic literature search using the PRISMA method served as a tool for
clarifying the searches on the topic under analysis [24]. A fractional counting method was
chosen for the analysis, which makes the weights of the links fractional. The results were
visualised using VOSviewer, as shown in Figure 4.
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As can be seen in Figure 4, the leading keyword was “supply chain”. However, the
authors’ focus was primarily on the energy supply chain; therefore, the searches were
narrowed down to the selected energy sector. To focus the search on aspects related to
digital transformation, the terms “digitalisation” and “Industry 4.0” were chosen to limit
the set of searches. As digital transformation includes both digitalisation and digitisation
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processes, the second term was also used to search for documents. The terms digital
security and leading digital technologies were eliminated from the narrative search, as
these were identified as leading research trends, and the narrative review was intended to
be general.

The stages of the document search and the selection criteria adopted in the narrative
literature review are shown in Figure 5.
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Figure 5. Publication selection procedure using the narrative review technique.

The publications from the narrative review were compared with the systematic review
results. Among the 125 publications, 37 republications were identified. The narrative
review expanded the list of publications by 15 new items, yielding 88 publications accepted
for a final and detailed analysis.

4. Bibliometric Analysis
The collection of publications analysed includes 47 articles, 36 conference papers, and

5 book chapters. Publication trends over the years in the analysed topic are presented in
the graph in Figure 6.

The data show a growing interest in the subject under analysis, with a particular
increase in publications in recent years. The number of publications has been increasing
steadily since 2018. The most dynamic growth occurred between 2021 and 2024, when
the number of annual publications increased from 14 in 2021 to 23 in 2024. This trend
underlines the growing relevance of the area under study, which is probably linked to
technological advances and changing global challenges in the energy sector.

The greatest number of publications were published by Elsevier, which was respon-
sible for 19 articles, accounting for 22% of the material analysed. In second place is IEEE,
with 17 publications (19%), followed by Springer, which has 9 publications (10%), and the
MDPI publishing house, which has published 6 articles (7%). Other publishers, such as
the Society of Petroleum Engineers and ExcelingTech, provided 3 or fewer publications
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each. The dominance of Elsevier and IEEE publishers is due to their strong positions in
engineering and technology, while MDPI’s open-access model attracts authors aiming for a
rapid publication cycle. Quantitative data on the publishers are shown in Figure 7.
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Articles were published in a wide range of journals and conference proceedings,
reflecting the multidisciplinary nature of the content analysed. The most significant number
of articles appeared in Energies (5 articles), followed by the Journal of Cleaner Production
(3 articles) and the International Journal of Supply Chain Management (3 articles). Other
significant sources included the European Conference on Information Warfare and Security
and Progress in Nuclear Energy, each providing two articles. The diversity of publication
sources underlines the broad applicability and interest in this research area, covering the
topics of energy, supply chain management, and security. The distribution of articles in the
top sources is shown in Figure 8. The remaining publications were published in various
journals and were presented at international conferences.
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Figure 8. Sources of publications analysed.

The increasing number of publications in recent years underlines the dynamic de-
velopment of the analysed research area. Contributions from leading publishers such as
Elsevier, IEEE, and Springer attest to the importance of developing energy supply chains in
the technical and engineering sciences field. A broad interdisciplinary impact characterises
research in this area, and journals focusing on energy, sustainability, and technological
innovation remain at the forefront. The increase in publications from 2020 onwards may
also be linked to the global shift towards solving key challenges through technology.

5. Results
The systematic literature review made it possible to identify nine research trends,

presented in Figure 9. Classification procedures were carried out to assign all selected
papers for the research trends on the digitisation of the energy supply chain thus defined.
Individual publications that could not be classified into any distinguished groups were
assigned to the category ‘Other’.
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The two leading research trends concern cybersecurity in ESCs and the impact of
digital transformation as a development trend aimed at improving ESCs. Therefore, the
presentation of the results obtained starts with these two trends.

5.1. Cybersecurity

Many researchers have conducted analyses on the most relevant threats and trends re-
lated to cybersecurity [25]. A critical aspect of the digital transformation being implemented
is the emerging threat concerning hacking attacks on systems supporting the operation
of ESCs, information theft, cybercrimes, and other information anomalies, which have
been described in [26], among others. Therefore, new power grid supply chain models
based on ‘zero trust’ assumptions are proposed to facilitate the early detection of potential
attacks [27]. Intrusion detection methods based on collaborative learning are also being
developed [28], as well as solutions to identify security vulnerabilities, assess the impact of
attacks, and test security measures [22,29].

Many publications analyse security in power grids, particularly those vulnerable to
hacking of industrial control systems [30]. Therefore, configuration management control
systems for measurement and control systems are being developed to protect them [31,32].
Creating a framework for managing cybersecurity in ESCs and defining standards for
assessing cybersecurity risks is also becoming a critical aspect [33], and research is being
conducted on cybersecurity at the operational and technical levels [34], as well as analyses
of various cyber threats, the techniques used by hackers to attack infrastructure, and the
consequences of these attacks [35]. An important element of cybersecurity management
is creating an appropriate organisational culture. The results presented in [36] indicate
that creating the right cybersecurity culture can significantly improve the security of the
entire supply chain. The status of the cybersecurity culture among European represen-
tatives across the electricity supply chain during the coronavirus pandemic and the war
in Ukraine was also assessed in [37]. The cooperation of interdependent organisations
is also important for cybersecurity management. Wallis and Dorey [38] emphasise the
importance of establishing a mutual commitment to agreed objectives and considering
multiple perspectives on supply chain cybersecurity. Establishing an analytical framework
for prioritising the protection of critical energy systems in the cyber domain can also be
considered a critical aspect of cybersecurity management [39]. The two main research areas
related to the cybersecurity trend are shown in Table 2.

Table 2. The main research areas related to the cybersecurity trend.

IDENTIFICATION OF RISKS [22,25,26,29,30,35]

• identification of cyber threats (cybercrimes, information theft, hacking attacks)
• threat level assessment
• identification of hacking techniques
• evaluation of consequences of hacking attacks

BUILDING CYBERSECURITY [22,27–29,31–33,36–39]

• development of models based on the ‘zero trust’ assumption
• development of vulnerability detection methods
• development of intrusion detection methods
• defining risk management standards
• development of a security management framework
• security systems testing
• development of configuration management control systems
• creation of a cybersecurity culture
• prioritisation of protection
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Many authors emphasise that cybersecurity in modern ESCs requires process im-
provement and technological development [40]. These can be achieved through the use of
the following:

• Blockchain [40].
• Digital platforms [41].
• E-solutions and Internet of Things [42].
• Deep learning [43].
• Appropriate legislation [44].

5.2. Digital Transformation as a Development Trend and Improvement in the ESC

Digital transformation in ESCs is primarily described as a leading development trend
that improves the functioning of the various links in the supply chain. For this reason,
digitisation appears in numerous publications as a recommended direction for implemented
changes, enabling the following:

• Fuller utilisation of assets [45];
• Increased operational efficiency throughout the supply chain [32,46];
• Improved cost competitiveness [32,47], including by improving cost control and chang-

ing the approach to cost management proactively [48];
• Reduced energy losses and greenhouse gas emissions [45,49,50];
• Improved reliability and speed of energy distribution [49];
• Better matching of supply and demand [47];
• Reduction in the grey area associated with energy distribution [20].

Many authors also recommend digital transformation as one of the tools for building
ESC resilience [18,51]. In this case, digital transformation primarily aims to improve the
risk assessment and management process [52].

Some papers describe general development trends and the importance of digital
transformation in current and future energy fields [33]. On the other hand, some authors
describe specific solutions dedicated to processes supporting ESC operations, such as
offshore logistics [53]. Some of the analysed results described digitalisation as a current
development trend for various energy sector representatives, e.g., in petrochemical supply
chains [54], as well as its impact on dependent systems, e.g., commercial ports [55].

5.3. Smart Grid

The digital transformation of the energy supply chain has generated the term smart
grid, describing intelligent energy networks that use advanced digital solutions to op-
timise electricity production, transmission, and consumption. Due to the high level of
automation concerning critical infrastructure, smart grids are highly vulnerable to cyber-
crime attacks. For this reason, most of the publications in this group, in addition to the
benefits associated with smart grid deployment (self-monitoring and self-repair, among
others), focus on aspects relating to securing the energy supply chain against cyberattacks.
Therefore, the papers analysed presented methods for detecting hacking intrusions [28].
The vulnerabilities in smart grid security, the types of attacks, and how to secure against
them were described [22]. Other studies have focused on aspects of improving functioning
smart grids. An example is the paper [56], which proposes a computing system that can
integrate many distributed devices. A critical issue for the smart grid is its resilience and
possible scalability. In [57], an experimental platform is proposed to enhance the smart
grid’s resilience, performance, and scalability. Proposed solutions can also target a specific
supply chain, such as a gas distribution network [58]. The two main research areas related
to the smart grid trend are shown in Table 3.
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Table 3. The main research areas related to the smart grid trend.

CYBERSECURITY [22,28]

• intrusion detection methods
• identification of vulnerabilities
• characteristics of attacks and recommendations for protection against them

SMART GRID DEVELOPMENT [56–58]

• network integration
• network scalability
• building resilience to disruption
• modernisation of distribution systems

5.4. Technologies Used to Improve ESC

Creating smart grids is usually based on implementing selected digital solutions
that support energy generation and distribution processes. Among the most commonly
described technologies used in the energy supply chain are the following:

1. Blockchain

• In [59], three main challenges for applying blockchain are described, and a
developed, decentralised peer-to-peer (P2P) energy trading platform is presented.

• According to [60], the widespread use of blockchain can streamline ESC partici-
pants’ handling of the many digital procedures, operational tasks, production
schedules, and supply chains that affect how the digital well programme and
schedules are created.

• In [61], a blockchain-as-a-service is presented as an evolving platform service.
Its popularity could contribute to developing modern energy systems such as
battery energy storage systems (BESSs).

• The research presented in [62] proposes a solution that offers the structure and
architecture of a high-level proactive supply chain system based on blockchain
and the Internet of Things. The effectiveness of blockchain technology has been
confirmed in automating processes in the automotive supply chain, reducing
fragmentation and increasing trust between suppliers.

• The research presented in [63] demonstrates the need to involve government bod-
ies, energy companies, and consumers in adopting blockchain to operate ESCs.

• The results of the research presented in [64] indicate that blockchain-based appli-
cations should be used primarily to integrate IoT devices into the power grid,
manage e-mobility infrastructure, automate billing and direct payments, and
issue electricity origin certificates.

• Keivanpour et al. [65] presented the application of blockchain in improving the
operation of offshore wind farm systems.

2. Internet of Things (IoT)

• The research presented in [62] proposed a solution for the structure and archi-
tecture of a high-level proactive supply chain system based on blockchain and
the IoT. The IoT was used to track the performance of power plant components,
ensuring timely maintenance.

• Dobrowolski [42] researched the risks of using the IoT to support the energy
supply chain.

• In [66], the authors assessed the potential of using the IoT to improve the effi-
ciency of the operation of the renewable energy supply chain

3. Artificial intelligence
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• In [67], the application of AI in areas such as demand forecasting, predictive
maintenance, energy management, and customer service was presented.

• Seetharam et al. [68] developed a cyber-physical system to create an intelligent
energy supply chain.

4. Digital platforms

• A holistic view of digital platforms in the energy sector, as well as their revenue
models, typologies, and regulatory options, is presented in [69].

• Haouel [70] describes the main trends in the digital transformation of oil and
gas supply chains, including using platforms that provide the data needed to
collaborate with suppliers.

• In their publication, Coppolino et al. [71] explain the necessity of integrating and
sharing data between ESC stakeholders based on digital platforms and identify
directions for improving the data space supporting energy supply chains.

• In [41], a Cyber Supply Chain Provenance platform for ESCs is proposed to
manage cyber risks.

5.5. The COVID-19 Pandemic

The COVID-19 pandemic caused numerous disruptions across the energy sector but
also accelerated the digital transformation in many ESCs. Andiappan et al. [18] point out
that developing renewable energy supply chains, mainly biomass, has become a critical
issue due to the pandemic. Other authors also point to the critical role of technology in
pandemic impact management, presenting, among other things, a scenario of a digitised
energy model including an integrated energy storage system from various sources [72].
In [73], the authors examined the resilience of power grids to pandemic disruptions. They
characterised possible directions for improving ESCs by (a) analysing the impact of COVID-
19 on the performance of power grids and actions taken by organisations to minimise the
impacts that occur, and (b) presenting machine learning and artificial intelligence tools
and concepts that can be applied to enhance the resilience of power systems in typical and
extreme scenarios, such as a pandemic.

5.6. Digital Transformation in Support of ESC Sustainability

As highlighted in Section 2, the digitisation of the energy sector is very often linked to
the need for ESC sustainability. Most published results confirm that energy market trans-
formation and innovative manufacturing technologies play a significant role in sustainable
energy development [74]. They are the main driver for all changes in the energy supply
chain aimed at increasing energy efficiency [46]. Durr et al. [75] argue that the increased
demand for energy due to more electric vehicles, heat pumps, and other solutions currently
used in industry and society will accelerate digitalisation processes and climate-neutral
solutions in the energy sector. This is also supported by the research presented in [76],
which analyses the impact of digital transformation on the achievement of carbon neutrality
by ESC participants. A comprehensive analysis of the critical challenges for the energy
sector in achieving carbon neutrality is also presented in [77].

Abdellah [78] presented the results of a survey to assess the role of digitisation in
renewable energy development. Also, Ghobakhloo and Fathi [79] investigated the relation-
ship between the functionality of Industry 4.0 solutions and energy sustainability, using,
among others, the opinions of experts from both areas. Similar research focused on Green
Supply Chain Management was conducted by Labaran and Masood [80]. Their results
focus on assessing the impact of Industry 4.0 technologies on the successful implemen-
tation of GSCM and identifying the main challenges of renewable energy supply chains
supported by I4.0 solutions. In contrast, Fu et al. [49] presented the advantages of using
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digital innovation to promote sustainable growth in the energy sector in their research
results. They answered how companies can reduce carbon emissions and support global
sustainability goals.

Some authors focus their research on specific renewable energy chains. An example of
such research is [19], in which the authors analysed digital trends in biomass supply chains
and then proposed a residual biomass supply chain model. On the other hand, solutions
using Industry 4.0 dedicated to the photovoltaic supply chain are presented in [81]. Based
on sustainability concepts, the article’s authors [82] proposed a multi-stage model to reduce
harmful environmental emissions, power transmission line loss, and pollution-related
mortality for a regional energy supply chain in China.

Finally, it is worth noting the research results presented in [83]. In the article, the
authors outline the key advantages of implementing the concept of sustainability as part of
continuous industrial expansion. Their research also highlights the role of public engage-
ment in creating more sustainable renewable energy supply chains and creating a more
resilient energy industry and society based on the concept of Industry 5.0.

5.7. Digital Transformation as Support for Peer-to-Peer (P2P) Energy Trading

Peer-to-peer (P2P) energy trading refers to the sale of renewable energy between
different market participants using a predetermined contract based on the automated
execution of a transaction and payment for it directly between the participants. Due to its
nature, the P2P system is a leading area in which the implementation of digital solutions is
observed. Examples of such implementations include the following:

• A decentralised P2P energy trading platform that allows consumers and energy pro-
ducers to trade directly. Such a platform is described in [59].

• A secure P2P energy trading system that uses federated learning and blockchain.
The system predicts energy production and intelligently switches between entities
participating in the energy-sharing process [84].

• Using blockchain as a decentralised P2P digital registry technology [60] and as a
support to promote P2P trading [64].

Also noteworthy is the research presented in [85], in which the authors investigated the
governance features of P2P energy-trading platforms to improve legacy solutions dedicated
to energy trading.

5.8. Challenges of Digital Transformation in ESCs

In addition to its many benefits, digital transformation also brings the need for numer-
ous changes, which pose significant challenges for ESC participants and the environment.
Anand and Krishna [86] noted that digitising the energy sector brings people, process, and
technology challenges. First of all, researchers point out that the digitisation of the energy
sector, smart metering, and distribution systems place new demands on the training of IT
specialists [87]. In [88], the problems that the sector will have to face when implementing
digitisation projects are identified, namely, increased equipment consumption, lack of
funding, requirements for technological compatibility of features and parameters of energy
equipment and devices, unified switching standards (protocols) and information models,
the required number of instruments, hardware, and software. Masood et al. [89], in their
study of ESCs serving Pakistan, singles out the lack of compliance with sustainability
goals, risk management culture, and awareness of Industry 4.0 as the key challenges. The
availability of selected materials, which are in increasing demand due to the development
of digital solutions, is also accepted as a critical challenge [90]. Therefore, the challenges of
digital transformation in ESCs can be divided into the five areas highlighted in Table 4.
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Table 4. The main challenges of digital transformation in ESCs.

PEOPLE [86,87,89]

• new competence and training requirements for staff
• awareness of digital transformation among staff
• digitalisation as part of creating an organisational culture

PROCESSES [86,89]

• changes in the way operations are carried out
• need to implement a culture based on risk management

TECHNOLOGY [86,88,89]

• technological compatibility of equipment and devices
• unified switching standards and information models
• software and hardware requirements

MATERIALS [88,90]

• availability of materials used for equipment and devices
• increased wear and tear on equipment

FINANCES [88]

• increased need for financing new technological solutions

5.9. New Business Models and Regulations Related to the Digitisation of ESCs

The emerging challenges associated with the digital transformation of ESCs prompt
research aimed at developing new business models that meet the requirements of the
changes being implemented. At the same time, due to the security of ESCs as critical
infrastructure, it is also necessary to modify the operating conditions of ESCs in terms of
legal norms. For this reason, publications recommend changes to current state, community,
and sector regulations. Examples of such studies are the following:

• Proposed business model and regulatory framework for implementing Industry 4.0
solutions to support improved energy productivity in Australia [91].

• Proposed business model and state regulation for developing cooperative link-
ages aimed at improving the energy efficiency of production in the petrochemical
industry [92].

• Proposal to move from a product-based business model to a service-oriented model in
the electricity sector based on ecosystem-level value chain research [93].

5.10. Other

The other papers reviewed dealt with selected issues that were investigated by indi-
vidual teams. Due to the lack of repetition of the research issues described, they were all
included in the ‘Other’ group. However, the results described in them should be singled
out, as they may represent future research trends undertaken by other research teams. This
group included the following:

• Research on the creation and operation of smart warehouses [94] and smart facto-
ries [95], which constitute ESC links.

• Research using digital technologies as an important solution to support the operation
of international ESCs [96].

• Results describing psychological aspects concerning digital adaptation in ESCs [97].
• Research on the impact of digital transformation on future projected energy de-

mand [98,99].
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6. Discussion
The literature review was carried out, and the results presented allowed for answers

to the research questions posed in the introduction. These responses are shown in Figure 10
and are further characterised below.
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Dominant research trends on digital transformation could be distinguished in the
published papers on the energy supply chain, and the classification results made it pos-
sible to define nine dominant research areas and single articles not related to the main
trends, which were classified in the ‘Other’ group. The main research areas formulated
are in line with the general directions of contemporary research and concern cybersecurity,
supply chain improvement, sustainability, the impact of the COVID-19 pandemic, and
the implementation of smart solutions to improve the efficiency and integration of ESCs.
Among the dominant technologies dedicated to process improvement in ESCs, blockchain,
the Internet of Things, digital platforms, and artificial intelligence stand out. Based on
these technologies, intelligent networks are being developed to support the activities of
individual links in the energy supply chain. However, most applications described in the
literature are related to blockchain, which, combined with the IoT, significantly supports
smart grid operations and peer-to-peer transactions.

Implementing digital technologies and automation in energy flow handling processes
increases the threat of cyberattacks on smart grids. This threat is particularly high, as energy
grids are part of states’ critical infrastructure. Therefore, hacking attacks can introduce
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significant disruptions to the state, industry, and society. For this reason, cybersecurity is
one of the critical research streams that deals with methods of identifying threats, countering
cyberattacks, and mitigating their possible effects. Digital solutions are also being used to
enhance the resilience of ESCs and monitor the security of energy networks. Therefore, the
following can be said:

• On the one hand, digital transformation increases the vulnerability of ESCs to attacks
and disruptions;

• On the other hand, digital solutions enable better monitoring of the ESC infrastructure
and energy flows, increasing security.

The analysis of the results shows that the energy sector was also affected by the COVID-
19 pandemic, as in other sectors of the economy. However, the number of related articles
regarding digitalisation is not as high as for other sectors (for example, [100]). The impact
of this pandemic, as in other sectors, on the one hand, caused numerous disruptions in the
functioning of ESC flows, but on the other hand, accelerated the digital transformation,
which is read as a positive effect.

A significant research trend related to digitalisation is the sustainability of ESCs,
including, to a large extent, the use of renewable energy sources. For this reason, several
authors have researched the role of digitisation in renewable energy development sectorally
and concerning a specific energy source, which is characterised in Section 2. Analysis of
the published results indicates that digitisation promotes the possibility of using renewable
energy sources and positively increases their share of transmitted flows in ESCs. Because
of the diminishing natural resources and increasing environmental pollution, if only for
this reason, digital transformation should be promoted and developed in the ESC.

As part of the discussion, attention should also be drawn to the described need for a
literature review using two methods. The aspects of energy efficiency and energy savings
are so strongly linked to digital transformation processes that they often appear as one
of the keywords or contents in the abstract. For this reason, the number of documents
returned was very high in a systematic search of databases using the PRISMA method.
However, the content analysis of these papers proved that the results presented did not
relate to the main research area on the digitisation of the energy supply chain. For this
reason, many of these publications were rejected in subsequent stages of the proceedings.
At the same time, the narrative method proved to be a more effective method for finding
relevant publications. This phenomenon, however, makes it clear how important the role of
the ESC is in achieving the goals of digital transformation in other sectors of the economy.
Hence, there is an added emphasis on the need to digitise the processes of handling flows
in ESCs.

7. Conclusions
This literature review shows the great importance of the digital transformation process

in the energy supply chain, particularly in improving the functioning of modern ESCs
and sustainable development based on the use of renewable energy sources. The research
results presented in this article have highlighted leading research issues that researchers
worldwide are analysing. These results can be used by academics who, based on the
characteristics of the leading research trends, can identify the current gap that needs to be
filled concerning the ongoing changes in the environment and functioning supply chain
links. Industry representatives may also use the research material presented in this article,
which identifies the main developments in ESCs and the digital transformation challenges
participants face in these supply chains. The results present the key technologies that can
support the development of ESCs and describe the benefits of achieving successive stages
of digital maturity for ESC participants.
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The conducted literature review represents an initial study identifying leading re-
search trends and research gaps. The results obtained provide a basis for addressing
further research challenges. Further research should focus primarily on building ESC
resilience by achieving successive levels of digital maturity. To this end, it is necessary to
analyse the remaining I4.0 tools that can support the assessment and management of risks
occurring in the operation of smart grids. This is because it is necessary to monitor the
current state of the infrastructure and the implemented flows and to forecast the potential
adverse events. Digital solutions can assist the ESC in collecting the required data, and
their subsequent analysis and inference should be aimed at implementing appropriate
mechanisms to prevent the occurrence of adverse events or to limit their effects. The litera-
ture review results indicate the need for such studies, given the limited number of related
publications that have appeared in the last five years. The resilience of the ESC is also built
on the workforce and the competencies of the employees at each level of the organisation.
Digitalisation significantly impacts their work and the demands placed on them in terms
of the knowledge and skills they need to possess. This is another area of research that the
authors will undertake to assess the digital maturity of ESCs and build their resilience.
The literature review also indicates a limited number of publications assessing the impact
of the COVID-19 pandemic on the digitisation of energy supply chains. Publications on
other sectors of the economy indicate that the impact is significant. Therefore, this area of
analysis, considering not only the impact of COVID-19 on ESCs but also comparing this
impact to other sectors, will form a direction of further research.

Author Contributions: Conceptualisation, A.A.T.; methodology, A.A.T. and H.P.; validation, A.A.T.
and H.P.; formal analysis, A.A.T. and H.P.; investigation, A.A.T. and H.P.; data curation, A.A.T.
and H.P.; writing—original draft preparation, A.A.T. and H.P.; writing—review and editing, A.A.T.;
visualisation, A.A.T. and H.P.; supervision, A.A.T. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflicts of interest.

References
1. Matt, D.T.; Pedrini, G.; Bonfanti, A.; Orzes, G. Industrial Digitalization. A Systematic Literature Review and Research Agenda.

Eur. Manag. J. 2022, 41, 47–78. [CrossRef]
2. Legner, C.; Eymann, T.; Hess, T.; Matt, C.; Böhmann, T.; Drews, P.; Mädche, A.; Urbach, N.; Ahlemann, F. Digitalization:

Opportunity and Challenge for the Business and Information Systems Engineering Community. Bus. Inf. Syst. Eng. 2017, 59,
301–308. [CrossRef]

3. Alsufyani, N.; Gill, A.Q. Digitalisation Performance Assessment: A Systematic Review. Technol. Soc. 2022, 68, 101894. [CrossRef]
4. Olmstead, L. What Industries Are Leading Digital Transformation and Tech Adoption? In Digital Transformation & Tech Adoption

by Sector (2025); Whatfix: San Jose, CA, USA, 2024.
5. Tubis, A.A. Digital Maturity Assessment Model for the Organizational and Process Dimensions. Sustainability 2023, 15, 15122.

[CrossRef]
6. Haryanti, T.; Rakhmawati, N.A.; Subriadi, A.P. The Extended Digital Maturity Model. Big Data Cogn. Comput. 2023, 7, 17.

[CrossRef]
7. Angreani, L.S.; Vijaya, A.; Wicaksono, H. Systematic Literature Review of Industry 4.0 Maturity Model for Manufacturing and

Logistics Sectors. Procedia Manuf. 2020, 52, 337–343. [CrossRef]
8. Hellweg, F.; Lechtenberg, S.; Hellingrath, B.; Thomé, A.M.T. Literature Review on Maturity Models for Digital Supply Chains.

Braz. J. Oper. Prod. Manag. 2021, 18, 1–12. [CrossRef]
9. Hein-Pensel, F.; Winkler, H.; Brückner, A.; Wölke, M.; Jabs, I.; Mayan, I.J.; Kirschenbaum, A.; Friedrich, J.; Zinke-Wehlmann, C.

Maturity Assessment for Industry 5.0: A Review of Existing Maturity Models. J. Manuf. Syst. 2023, 66, 200–210. [CrossRef]

https://doi.org/10.1016/j.emj.2022.01.001
https://doi.org/10.1007/s12599-017-0484-2
https://doi.org/10.1016/j.techsoc.2022.101894
https://doi.org/10.3390/su152015122
https://doi.org/10.3390/bdcc7010017
https://doi.org/10.1016/j.promfg.2020.11.056
https://doi.org/10.14488/BJOPM.2021.022
https://doi.org/10.1016/j.jmsy.2022.12.009


Energies 2025, 18, 430 19 of 22

10. Aarland, M.; Gjøsæter, T. Digital Supply Chain Vulnerabilities in Critical Infrastructure: A Systematic Literature Review on
Cybersecurity in the Energy Sector. In Proceedings of the 8th International Conference on Information Systems Security and
Privacy, Online, 9–11 February 2022; SCITEPRESS—Science and Technology Publications: Setúbal, Portugal, 2022; pp. 326–333.

11. Emenike, S.N.; Falcone, G. A Review on Energy Supply Chain Resilience through Optimization. Renew. Sustain. Energy Rev. 2020,
134, 110088. [CrossRef]

12. Rehak, D.; Senovsky, P.; Hromada, M.; Lovecek, T.; Novotny, P. Cascading Impact Assessment in a Critical Infrastructure System.
Int. J. Crit. Infrastruct. Prot. 2018, 22, 125–138. [CrossRef]

13. Laugé, A.; Hernantes, J.; Sarriegi, J.M. Critical Infrastructure Dependencies: A Holistic, Dynamic and Quantitative Approach. Int.
J. Crit. Infrastruct. Prot. 2015, 8, 16–23. [CrossRef]

14. Xiao, D.; Chen, H.; Wei, C.; Bai, X. Statistical Measure for Risk-Seeking Stochastic Wind Power Offering Strategies in Electricity
Markets. J. Mod. Power Syst. Clean Energy 2022, 10, 1437–1442. [CrossRef]

15. Araújo, K.; Shropshire, D. A Meta-Level Framework for Evaluating Resilience in Net-Zero Carbon Power Systems with Extreme
Weather Events in the United States. Energies 2021, 14, 4243. [CrossRef]

16. Rehak, D.; Slivkova, S.; Janeckova, H.; Stuberova, D.; Hromada, M. Strengthening Resilience in the Energy Critical Infrastructure:
Methodological Overview. Energies 2022, 15, 5276. [CrossRef]

17. Hoggett, R. Technology Scale and Supply Chains in a Secure, Affordable and Low Carbon Energy Transition. Appl. Energy 2014,
123, 296–306. [CrossRef]

18. Andiappan, V.; How, B.S.; Ngan, S.L. A Perspective on Post-Pandemic Biomass Supply Chains: Opportunities and Challenges for
the New Norm. Process Integr. Optim. Sustain. 2021, 5, 1003–1010. [CrossRef]

19. Bastos, T.; Teixeira, L.C.; Nunes, L.J.R. Forest 4.0: Technologies and Digitalization to Create the Residual Biomass Supply Chain of
the Future. J. Clean. Prod. 2024, 467, 143041. [CrossRef]

20. Svazas, M.; Navickas, V.; Bilan, Y.; Vasa, L. The Features of the Shadow Economy Impact’ on Biomass Energy Sector. Energies
2022, 15, 2932. [CrossRef]

21. Wee, H.-M.; Yang, W.-H.; Chou, C.-W.; Padilan, M.V. Renewable Energy Supply Chains, Performance, Application Barriers, and
Strategies for Further Development. Renew. Sustain. Energy Rev. 2012, 16, 5451–5465. [CrossRef]

22. More, S.; Hajari, S.; Majeed, M.A.; Singh, N.K.; Mahajan, V. Cyber Security for Smart Grid: Vulnerabilities, Attacks, and
Solution. In Sustainable Technology and Advanced Computing in Electrical Engineering; Springer: Berlin/Heidelberg, Germany, 2022;
pp. 835–857.

23. Petrushenko, Y.; Vadym, A.; Vorontsova, A.; Ponomarenko, O. Sustainable Development Goals as a Tool for Strategic Planning in
Communities: A Bibliometric Analysis of Research. E3S Web Conf. 2020, 202, 03005. [CrossRef]

24. Kolosok, S.; Bilan, Y.; Vasylieva, T.; Wojciechowski, A.; Morawski, M. A Scoping Review of Renewable Energy, Sustainability and
the Environment. Energies 2021, 14, 4490. [CrossRef]

25. Borenius, S.; Gopalakrishnan, P.; Bertling Tjernberg, L.; Kantola, R. Expert-Guided Security Risk Assessment of Evolving Power
Grids. Energies 2022, 15, 3237. [CrossRef]

26. Beteto, A.; Melo, V.; Lin, J.; Alsultan, M.; Dias, E.M.; Korte, E.; Johnson, D.A.; Moghadasi, N.; Polmateer, T.L.; Lambert, J.H.
Anomaly and Cyber Fraud Detection in Pipelines and Supply Chains for Liquid Fuels. Environ. Syst. Decis. 2022, 42, 306–324.
[CrossRef]

27. Munir, M.S.; Proddatoori, S.; Muralidhara, M.; Saad, W.; Han, Z.; Shetty, S. A Zero Trust Framework for Realization and
Defense Against Generative AI Attacks in Power Grid. In Proceedings of the ICC 2024—IEEE International Conference on
Communications, Denver, CO, USA, 9–13 June 2024; pp. 2482–2488.

28. Sharaf, S.A.; Ragab, M.; Albogami, N.; AL-Malaise AL-Ghamdi, A.; Sabir, M.F.; Maghrabi, L.A.; Ashary, E.B.; Alaidaros, H.
Advanced Mathematical Modeling of Mitigating Security Threats in Smart Grids through Deep Ensemble Model. Sci. Rep. 2024,
14, 23069. [CrossRef] [PubMed]

29. Chen, X.; Coble, J.; Zhang, F. A Full-Scope, High-Fidelity Simulator-Based Hardware-in-the-Loop Testbed for Comprehensive
Nuclear Power Plant Cybersecurity Research. Prog. Nucl. Energy 2024, 175, 105348. [CrossRef]

30. Urquhart, L.; McAuley, D. Avoiding the Internet of Insecure Industrial Things. Comput. Law Secur. Rev. 2018, 34, 450–466.
[CrossRef]

31. Rowland, M.T.; Karch, B.R.; Maccarone, L.T. Application of secure elements to enhance real-time continuous monitoring and
configuration. In Proceedings of the International Conference on Nuclear Engineering (ICONE), Kyoto, Japan, 21–26 May 2023.
[CrossRef]

32. Ayodeji, A.; Mohamed, M.; Li, L.; Di Buono, A.; Pierce, I.; Ahmed, H. Cyber Security in the Nuclear Industry: A Closer Look at
Digital Control Systems, Networks and Human Factors. Prog. Nucl. Energy 2023, 161, 104738. [CrossRef]

33. Zhang, Z.; Feng, L.; Zheng, Z.; Wang, G. Research on Energy Industry Strategy Based on Intelligent Digital Upgrading. E3S Web
Conf. 2021, 257, 02001. [CrossRef]

https://doi.org/10.1016/j.rser.2020.110088
https://doi.org/10.1016/j.ijcip.2018.06.004
https://doi.org/10.1016/j.ijcip.2014.12.004
https://doi.org/10.35833/MPCE.2021.000218
https://doi.org/10.3390/en14144243
https://doi.org/10.3390/en15145276
https://doi.org/10.1016/j.apenergy.2013.12.006
https://doi.org/10.1007/s41660-021-00176-5
https://doi.org/10.1016/j.jclepro.2024.143041
https://doi.org/10.3390/en15082932
https://doi.org/10.1016/j.rser.2012.06.006
https://doi.org/10.1051/e3sconf/202020203005
https://doi.org/10.3390/en14154490
https://doi.org/10.3390/en15093237
https://doi.org/10.1007/s10669-022-09843-5
https://doi.org/10.1038/s41598-024-74733-6
https://www.ncbi.nlm.nih.gov/pubmed/39367158
https://doi.org/10.1016/j.pnucene.2024.105348
https://doi.org/10.1016/j.clsr.2017.12.004
https://doi.org/10.1299/jsmeicone.2023.30.1673
https://doi.org/10.1016/j.pnucene.2023.104738
https://doi.org/10.1051/e3sconf/202125702001


Energies 2025, 18, 430 20 of 22

34. Simola, J.; Savola, R.; Frantti, T.; Takala, A.; Lehkonen, R. Developing Cybersecurity in an Industrial Environment by Using a
Testbed Environment. In Proceedings of the European Conference on Information Warfare and Security, ECCWS, Piraeus, Greece,
22–23 June 2023; Curran Associates Inc.: Red Hook, NY, USA, 2023; pp. 429–438.

35. Kpegouni, A.; Palanga, E.T.G.; Salami, A.A. Electricity Grids Facing Cyber Threats: What Approaches For Electricity Companies?
In Proceedings of the 2022 V International Conference on High Technology for Sustainable Development (HiTech), Sofia, Bulgaria,
6–7 October 2022; pp. 1–4.

36. Sandberg, S.B.; Akbarzadeh, A.; Gkioulos, V. Effects of Organizational Cyber Security Culture Across the Energy Sector Supply
Chain. In European Symposium on Research in Computer Security; Springer: Berlin/Heidelberg, Germany, 2024; pp. 5–24.

37. Georgiadou, A.; Michalitsi-Psarrou, A.; Askounis, D. Evaluating The Cyber-Security Culture of the EPES Sector. In Proceedings
of the 17th International Conference on Availability, Reliability and Security, Vienna Austria, 23–26 August 2022; ACM: New
York, NY, USA, 2022; pp. 1–10.

38. Wallis, T.; Dorey, P. Implementing Partnerships in Energy Supply Chain Cybersecurity Resilience. Energies 2023, 16, 1868.
[CrossRef]

39. Dupuy, A.; Iftimie, I.; Nussbaum, D.; Pickl, S. Cyber as a Hybrid Threat to NATO’s Operational Energy Security. In Proceedings
of the 19th European Conference on Cyber Warfare, ACPI, Online, 25–26 June 2020.

40. Mylrea, M.; Gourisetti, S.N.G. Blockchain for Supply Chain Cybersecurity, Optimization and Compliance. In Proceedings of the
2018 Resilience Week (RWS), Denver, CO, USA, 20–23 August 2018; pp. 70–76.

41. Bandara, E.; Tosh, D.; Shetty, S.; Krishnappa, B. CySCPro—Cyber Supply Chain Provenance Framework for Risk Management of
Energy Delivery Systems. In Proceedings of the 2021 IEEE International Conference on Blockchain (Blockchain), Melbourne,
Australia, 6–8 December 2021; pp. 65–72.

42. Dobrowolski, Z. Internet of Things and Other E-Solutions in Supply Chain Management May Generate Threats in the Energy
Sector—The Quest for Preventive Measures. Energies 2021, 14, 5381. [CrossRef]

43. Halgamuge, M.N. Leveraging Deep Learning to Strengthen the Cyber-Resilience of Renewable Energy Supply Chains: A Survey.
IEEE Commun. Surv. Tutor. 2024, 26, 2146–2175. [CrossRef]

44. Campbell, R.J. Electric Grid Cybersecurity; Nova Science Publishers Inc.: New York, NY, USA, 2019; ISBN 9781536159370.
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