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Abstract: In recent years, both the Internet of Things (IoT) and blockchain technologies have been
highly influential and revolutionary. IoT enables companies to embrace Industry 4.0, the Fourth
Industrial Revolution, which benefits from communication and connectivity to reduce cost and to
increase productivity through sensor-based autonomy. These automated systems can be further
refined with smart contracts that are executed within a blockchain, thereby increasing transparency
through continuous and indisputable logging. Ideally, the level of security for these IoT devices shall
be very high, as they are specifically designed for this autonomous and networked environment. This
paper discusses a use case of a company with legacy devices that wants to benefit from the features
and functionality of blockchain technology. In particular, the implications of retrofit solutions are
analyzed. The use of the BISS:4.0 platform is proposed as the underlying infrastructure. BISS:4.0 is
intended to integrate the blockchain technologies into existing enterprise environments. Furthermore,
a security analysis of IoT and blockchain present attacks and countermeasures are presented that are
identified and applied to the mentioned use case.

Keywords: blockchain; distributed ledger; legacy machines; maintenance; shop floor; security

1. Introduction

In industrial environments, there are a variety of digital technologies that can be
categorized as “Digital product innovation”, “Cyber-physical systems”, “Smart objects
and “Smart, connected products” [1]. In industrial environments, “industrial control
systems” or “process control systems” include automatic and semiautomatic monitoring,
condition assessment, maintenance, management, and data collection [2]. Equipment
operation and maintenance are major tasks in industrial production systems. An intelligent
predictive maintenance system is considered a subcategory of Industry 4.0 [3]. The safety
of personnel and equipment has to be provided as well, especially as production becomes
increasingly automated. In the Fourth Industrial Revolution, sensors are used to detect
abnormal conditions on the factory floor to protect machines and people [4]. With the
increasing number of different parties forced to work together, it is difficult to establish a
trusted partnership. Blockchain technology presents one possible solution to alleviate this
problem. However, serious security concerns are emerging due to increased connectivity
(e.g., IoT networks) and control outsourcing [5,6]. Researchers have identified numerous
potential attacks in the Industry 4.0 environment [7]. There are many general attacks on
IT infrastructures in the literature, and most of them fall into four basic classes: physical,
network, software, and data attacks.

”
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*  Physical attacks are carried out by physically accessing the manufacturing environ-
ment. Attackers can change the location of measurement devices (e.g., sensors),
destroy them, or disrupt power electronics [8]. Attacks on information technology
include the following: tampering [9], sleep denial attack [10], and Permanent Denial
of Service (PDoS) [11].

e Network attacks are carried out by manipulating the connections between different
devices. In the age of the Internet of Things, devices and connections can be com-
promised from anywhere in the world. The most common forms of network attacks
are traffic analysis attacks [9], routing information attacks [9], selective forwarding
attacks [12], Sybil attacks [12], replay attacks [13], and DoS attacks [14].

*  Software attacks are carried out by an attacker who manipulates software or exploits
system vulnerabilities through malicious code injection [10]: viruses, worms, Trojan
horses, spyware, adware [9], and malware [13].

¢ Data and encryption security are one of the main concerns in the industrial sector.
Therefore, cloud-based offerings are viewed with skepticism in terms of security. The
cloud can help improve security in cases where appropriate audit mechanisms are
provided and firmware and software update procedures are managed. The main
attacks on data attacks in this environment to avoid data inconsistency [15] are
discussed. Attacks on encryption include side-channel attacks [16].

U Attacks on certificates and user accounts result in unauthorized access [11] and stolen
identity [17].

The goal is to further narrow this categorization with respect to the industrial environ-
ment and a system architecture based on a distributed ledger.

1.1. Paper Organization

The paper is structured as follows: In Section 2, the use case of the BISS:4.0 platform
is presented and described. In Section 3, attackers and their possible entry points into
the architecture through various attacks are identified. The identified attacks are then
categorized for clarity. In Section 4, the identified and categorized attacks are applied to
the use case and applicable countermeasures are identified. In Section 5, the identified and
categorized attacks are applied to real-world examples to demonstrate countermeasures
and benefits of the blockchain. Finally, Section 6 summarizes the key aspects of the paper.

1.2. Contribution

This paper has the following contributions: it primarily serves as a guide for compa-
nies looking to integrate blockchain into their production environment. Therefore, retrofit
solutions in the area of sensor-based data acquisition are examined regarding their security.
Attacks on these solutions are shown, and suitable countermeasures using blockchain
technology are presented. Furthermore, existing security risks of legacy machines are
presented and applicable countermeasures using blockchain technology are shown. To
give companies a sense of how attacks on their environment can be mitigated or even
prevented using blockchain, various attack scenarios are described.

2. BISS:4.0 Architecture

In this section, the use case of the blockchain based Industry 4.0 platform BISS:4.0
platform (BISS:4.0 stands for “blockchain in the switching cabinet” and the fourth indus-
trial revolution.) is described and aims to improve manual tasks, such as maintenance,
supported by smart contracts in a blockchain framework and combined with sensor-based
data collection; for a detailed description of the BISS:4.0 platform, see [18]. The use of
blockchain technology fits the industrial use case due to the ability to handle a multi-
tude of different stakeholders, which do not trust each other. The reason for choosing
a private and permissioned blockchain instead of a public one is, that, even though the
stakeholders do not trust each other, they, most likely, are already working together and
know each other quite well. The blockchain then provides an immutable data storage that
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is very useful in guaranteeing traceability. An overview of the BISS:4.0 architecture, its
components, and connectors to industrial environments is shown in Figure 1, with the
first implementation focusing on the vendor part. There is a strict separation between the
components of the blockchain framework (Hyperledger Fabric, or Fabric for short (Fabric is
a private and permissioned open source blockchain framework. For the basic architecture,
see [19].)) and the surrounding systems. The system uses a combination of existing open
source components and homegrown components described below. The Fabric nodes of
the blockchain ledger in the middle of Figure 1 are accessed by the various stakeholders
taking part in the blockchain network. An auxiliary database is connected to the blockchain
to store large amounts of data (e.g., images and measurement data). A Sensor Software
Development Kit (SDK) has access to the sensors of the machines and forwards the data
to a Fabric peer. These hardware sensors are connected either via I?C or via an OPC UA
server. The condition of the machines is monitored by a condition monitoring service that
uses either the Sensor SDK to read data directly from the sensors, the auxiliary database,
or the blockchain depending on the data needed to monitor the devices. User interaction
is implemented via a mobile application, a web frontend, or a command line interface
(CLI). The mobile application and web frontend access the blockchain via the backend as it
interacts with the Fabric SDK. Administrative processes, such as setup and user manage-
ment, are handled through the CLI. The machine manufacturer (OEM) has the function to
create and check the maintenance plans. A maintenance plan service manages the main-
tenance plans, and with the maintenance support adapter, the schemas are checked for
conformity with the corresponding maintenance plan. The maintenance service provider
then performs the maintenance task. They use the mobile application and the web front
end with correspondingly restricted access rights. They can access the blockchain via the
manufacturer node (if the manufacturer operates one). For their own applications (e.g.,
controlling), a Controlling SDK is used. They can also use their own Fabric infrastructure
to access the network. An attacker could attack the system using the entry points described
in Section 3.1. Figure 2 provides an overview of an example maintenance scenario, as
described earlier with some possible attacks (the different attacks, shown as dashed arrows,
are categorized in Figure 3; see Table 1 for the full list).
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Figure 1. The BISS:4.0 platform with selected attacks (Indexes are taken from Table 1).
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3. Attacker Goals, Resources, and Capabilities

This section provides an overview of the attackers’ goals, resources, and capabilities
in executing an attack. Attackers could be hired by a competitor, be financially motivated,
or simply want to damage the company’s public image [20]. In addition, attackers could be
interested in knowledge, such as process logic, which is usually fully protected intellectual
property. A remote attacker without access to the factory network could attempt to create
a malicious program for the industrial robot and execute it through an internal attack or
other software-based attack on the robot. If an attacker knows that the system or factory
integrator is using a specific production software, they will likely target the software itself
or a third-party extension or library for that software.

3.1. Entry Points

This section provides a security-oriented overview of an Industry 4.0 architecture,
from which attack levels and a number of entry points for an attacker are extracted.
By highlighting the physical network environment, it is possible to directly see the different
parts of the system architecture and their boundaries. Figure 1 shows the architecture
of the BISS:4.0 platform, with yellow lightning bolts indicating endpoints that can be
used as entry points for attacks. The focus is on examining the entry points located at
the boundaries and edges of each part/system of the architecture rather than the issues
within those parts/systems. In particular, the security of the blockchain framework itself
is therefore not examined. An example of a detailed security analysis for a blockchain
network can be seen in [21].

e Engineering workstation: the workstation is used to develop and access the various
applications. Therefore, a trust relationship must exist between each workstation (and
the software used on it) and the rest of the system. Although it is not assumed that the
developer is malicious, their computer or a library that they use can be compromised.
Since it is very likely that a developer uses third-party libraries [22], the software
dependency chain can become very complex and impossible to fully verify, creating a
remote attack surface.

*  Malicious devices: additional devices connected to the network are becoming more
popular, greatly increasing the attack surface. The miniaturization of electronic com-
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ponents makes it possible for hardware implants to be as small as the metal part of
a USB flash drive [23]. In fact, there have been cases where such devices have been
used undetected as entry points to break into critical facilities.

*  Mobile application: since mobile apps can interact with other apps on the same device,
there is a risk that other apps installed on the device may not be trusted. Even though
sandboxing of individual apps within mobile operating systems is well advanced,
some apps still require permissions that undermine this separation. Another problem
is that, although mobile devices today use apps from a closed ecosystem (walled
garden/app stores), this does not mean that there are no malicious apps on the
device [24]: Malicious apps are often removed from app stores because they spy on
the user or try to escape the sandbox.

e Legacy machine: legacy machines are prevalent in an industrial setting, so it is critical
that these legacy machines be integrated into the blockchain framework. Due to the
nature of these machines, they are often connected via means that do not have built-in
security concepts (e.g., simple serial connections) [25]. These security weaknesses can
provide easy attack surfaces.

*  OPC UA server: newer machines often provide connectivity via an integrated OPC
UA server. This object-oriented industrial machine-to-machine protocol is a standard
for industrial automation. While it has optional security features (TLS), it can be
used without encryption and authentication [26]. OPC UA provides internal security
mechanisms similar to TLS.

e Sensor: sensors in the architecture are often connected to machines via a simple
fieldbus and are unsecured. This can create multiple attack surfaces, such as for data
spoofing [27].

e Auxiliary DB: an auxiliary database is used to store information that is deemed too
large or too frequent to be stored directly in the blockchain ledger. Potential attack
surfaces are similar to ordinary NoSQL databases, e.g., data manipulation [28].

e Condition monitoring: the platform uses condition monitoring to monitor the various
machines. In addition, the collected sensor data can be used, for example, to train
a machine learning model. This model is then used to make predictions about the
maintenance condition of the different machines (predictive maintenance). Possible
attack surfaces are the sensor data and the data transmission [29].

®  Blockchain network: the blockchain network itself has several entry points for attacks.
First, it is possible to attack traffic between the various components of the network,
and second, it is possible to exploit vulnerabilities in the smart contracts running
within the network [30].

®  Network gateway: the network gateway acts as a firewall between the organization’s
internal network and the external world [31]. External services can connect through
gateways (such as Virtual Private Network (VPN) or public services) to communicate
with the blockchain, for example.

3.2. Types of Attacks

In this section, attacks applicable to the described BISS:4.0 platform were investigated,
categorized, described, and classified. While a variety of attacks exist on software and
hardware, the following only discusses attacks that target the category of cyber-physical
systems in the industrial environment [1]. The retrofitting of sensors in existing machines
results in additional attack vectors from the category of IoT. As shown in Figure 3, attacks
can be divided into five main categories: (1) data attacks, (2) communication channel
attacks, (3) role attacks, (4) encryption attacks, and (5) infrastructure attacks (The attack
categorization was partly inspired by [32], but IoT-specific parts were omitted and other
parts were added or modified to fit the use case.). Attacks in the role category grant
unauthorized access and can be prevented by using TLS encryption and authentication
for general communication. Registering the identity of users in the blockchain prevents
the following attacks: social engineering, phishing, spoofing credentials, and certificate
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and spoofed node. In the mobile application area, only password attacks can occur in user
identification and spoofing in device identification.

L Hardware
Communication Channel Infrastructure {

Software

Data
Device
Identification

Encryption Roles

User
Identification

Figure 3. Types of attacks, adapted from [32].

The communication channel category includes attacks that manipulate or eavesdrop
on traffic in the network part of the architecture. Most of these attacks can be mitigated
by encrypting the traffic (by using TLS or a VPN). Active attacks such as DNS spoofing,
handshake attacks, and signal manipulation are also difficult to perform when commu-
nicating only over encrypted channels. It can even be beneficial to combine these two
solutions, for example, by tunneling all TLS traffic through an enterprise VPN. In the
case of subsequent vulnerabilities in TLS itself (e.g., POODLE [33] and subsequently [34],
which affected all TLS versions except TLS 1.2 with AEAD cipher suites) or in the case
of a particular TLS implementation (e.g., Heartbleed [35]), there is an additional securely
encrypted layer that guarantees that no data is exposed. There are several types of attacks
that target the data flowing through the system: data exposure, data scavenging, and data
tampering attacks are not effective because the system uses encrypted transport protocols,
stores hashed data, and uses smart contracts to validate the data. In the category of en-
cryption attacks, the risk of unknown vulnerabilities in cryptographic algorithms must be
distinguished from attacks on a specific implementation, but both risks can be minimized
by using known and widely used algorithms and implementations. Side channel attacks
(e.g., meltdown) can be mitigated by upgrading the operating system or hardware. Attacks
on infrastructure are divided into attacks on hardware and software. However, hardware
attacks such as physical damage, social engineering, object replication attack, node manip-
ulation, hardware Trojan, malicious code injection, node disruption, and sleep deprivation
attacks on the proposed system are questionable because they require physical access to
the system. It can be assumed that unauthorized physical access to the system is prevented
by access controls. Software attacks such as phishing, malware, and spyware, on the other
hand, can be carried out from a remote location.

3.3. Attack Classification

This section presents a classification of the different types of attacks on infrastructure
consisting of the hardware and software parts, the communication channel used for data
exchange, the data itself, the encryption used to protect the data from attacks, and roles
in the area of device and user identification. A complete overview is provided by Table 1.
Starting from the left, the individual types of attacks are broken down into more detailed
subcategories the further you follow the table to the right. For example, the type of
attack “infrastructure” breaks down into the subcategories hardware and software. These
two subcategories, hardware and software, are each broken down further to show each
individual attack type and the corresponding targets. As an example, the index A-IH-
NT-CM represents an attack on a condition monitoring system that is assigned to the
attack type infrastructures—hardware—node tampering. The other attacks mentioned are
structured similarly. Each entry of the Table 1 is discussed in the following subsections.
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Table 1. Overview of Attacks.

Index Types of Attacks Target
A-TH-NT-CM Condition Monitoring
A-TH-NT-LM Legacy Machine
A-TH-NT-NG Node Tampering Network Gateway

A-TH-NT-OPC OPC UA Server
A-TH-NT-SN Sensor
Hardware
A-ITH-MCI-LM Legacy Machine
A-TH-MCI-OPC Malicious Code Injection OPC UA Server
A-TH-MCI-SN Infrastructure Sensor
A-IH-SDA-LM Sleep Denial Attack Legacy Machine
A-ISSMW-ADB Auxiliary DB
A-ISSMW-CM Malware: Adware, Spyware, Condition Monitoring
A-IS-MW-OPC Trojan, Virus, and Worms OPC UA Server
A-IS-MW-SN Software Sensor
A-IS-T]-CP Timeiackin Client to Peers
A-IS-TJ-PB ) & Peers in Blockchain
A-C-RT-CM Condition Monitoring
A-C-RT-LM Legacy Machine
A-C-RT-NG Routing Network Gateway
A-C-RT-OPC OPC UA Server
A-C-RT-SN Sensor
Communication Channel
A-C-RP-CP Client to Peers
A-C-RP-PB Replay Peers in Blockchain
A-C-RP-SN Sensor
A-C-SE-CP Selective Forwarding Client to Peer
A-D-AH-CM A t Hitacki Condition Monitoring
A-D-AH-OPC ccotit Hjacking OPC UA Server
A-D-BFA-CM Condition Monitoring
A-D-BFA-CM Brute Force Attack OPC UA Server
A-D-DI-ADB Data Inconsistency Auxiliary DB
Data
A-D-MSC-PB Malicious Smart Contracts Peers in Blockchain
A-D-SD-NG Network Gateway
A-D-SD-OPC Sensor/User Data OPC UA Server
A-D-SD-SN Sensor
A-D-UA-ADB Unauthorized Access Auxiliary DB
A-E-SCA-OPC . . OPC UA Server
A-E-SCA-PB Encryption Side Channel Attack Peers in Blockchain
A-RDI-SF-SN Spoofing Sensor
Device Identification
A-RDI-SA-ADB Sybil Attack Auxiliary DB
Roles
A-RUI-PA-ADB Auxiliary DB
A-RUI-PA-CM User Identification Password Attack Condition Monitoring
A-RUI-PA-OPC OPC UA Server
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3.3.1. Infrastructure Attacks

This section describes attacks on infrastructures and divides them into the subcate-
gories of software and hardware and the attack groups.

Infrastructure—Hardware

®  Node tampering refers to the act of physically modifying a device [36] or communication
link. The business logic of an application is a target for parameter manipulation [37].
In this attack, the hidden or fixed file is used by programmers for a specific operation.
Data manipulation is the practice of intentionally changing (destroying, manipulating,
or editing) data.

®  Malicious code injection: code injection is the exploitation of vulnerabilities in a com-
puter system that leads to the execution of unwanted code in the system. The intruder
can use injection attacks to change the behavior of the program in any direction [38].

e Sleep denial attack: the attacker keeps the battery-powered devices awake by feeding
them with false inputs. This leads to the exhaustion of their batteries, causing them to
shut down [39].

Infrastructure—Software

*  Malware: adware, spyware, Trojan, virus, and worms: the IoT devices can be infected with
malware that can spread to the cloud or data centers [40]. Using malware, an attacker
can infect the system to manipulate data or steal information or even launch flooding
attacks.

¢ Timejacking: an attacker typically changes the node’s network time by including as
many peers as possible and sending false timestamps on the network. This causes
other peers to speed up and isolates the target from the network without interference
from authentic nodes [41].

3.3.2. Communication Channel Attacks

This section describes attacks on communication channels between the blockchain
and external systems such as state monitoring, machines, networks, and sensors.

*  Routing: these are direct attacks in which the attacker forges or modifies routing
information and causes problems through activities such as creating routing loops,
sending error messages, and more [42]. Attackers can eavesdrop and disrupt the
transmission channels. Even if the signals are encrypted, the attackers are able to
analyze the signal streams and derive private information, such as the locations of
sources or destinations. The attackers can also disrupt and even jam the wireless
channels by sending noisy signals [43].

®  Replay: an attacker can intercept a signed packet and send the packet back to the
destination multiple times. This packet keeps the network busy, resulting in a DoS
attack [44]. Advanced replay attacks hide the manipulated behavior of devices by
sending old sensor data [45].

e Selective forwarding: in this attack, a malicious node selectively modifies messages,
discards them, or forwards them to other nodes. Therefore, the information that
reaches the destination is incomplete [46].

3.3.3. Data Attacks

This section describes attacks on data collected, processed, and stored in the sys-
tems used.

e Account hijacking: account hijacking aims to take over a user account through various
attacks and to thereby gain access to protected data [47,48].

*  Brute force attack: although there are many approaches to implementing brute force
attacks, they all aim to guess a secret or force the system into a state where it can be
more easily attacked by many attempts. This is also a problem in IoT networks [49].
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e Data inconsistency: in IoT, a data integrity attack that results in inconsistency of data in
transit or of data stored in a central database is called data inconsistency [50].

®  Malicious smart contracts: smart contracts cannot handle unhandled code exceptions
and procedure restructuring when validating transactions. The malicious smart
contract is created and signed. The purpose is to execute the same expiration-invariant
function over a contract before the original process is complete. By using the call
function, the interaction with the main contract is called multiple times before its
execution is complete [51].

*  Sensor/user data: false data injection attacks refer to attackers sending false data with
legitimate identities over the target network. Once the false data is accepted, IoT
applications can return erroneous instructions or provide false services, affecting the
reliability of IoT applications and networks [52].

*  Unauthorized access: access control means granting access to authorized users and
denying access to unauthorized users. With unauthorized access, malicious users can
gain data ownership or access sensitive data [53].

3.3.4. Encryption Attacks

This section describes attacks on the encryption used to protect the data collected,
processed, and stored in the systems used.

*  Side channel attack: in this attack, the attacker collects the encryption keys by using
timing, power, and fault attacks on the system’s devices. Using these keys, they can
encrypt and decrypt confidential data [54].

3.3.5. Roles Attacks

This section describes attacks on roles used within various systems and divides them
into the subcategories of device identification and user identification as well as the attack
groups.

Roles—Device Identification

®  Spoofing: the attacker manipulates the records of a Domain Name System (DNS)
server to redirect network traffic and to hide the source of the exploitation. As a result,
a device spoofing attack can take control of sensors and manipulate data [55]. For ex-
ample, with a device spoofing attack, attackers can obtain a sensor’s password of any
length and combination. Additionally, by enumerating all possible MACaddresses,
the attacker can launch a device scanning attack to find all online sensors.

*  Sybil attack: here, a single malicious node asserts multiple identities (so-called Sybil
nodes) and is located at different places in the network. This leads to a colossal, unfair
resource allocation [56].

Roles—User Identification

®  Password attack: there are a number of methods that can be used to gain unauthorized
access to a password [57].

4. Attacks and Countermeasures

This section applies the attacks identified in Section 4.1 to the proposed blockchain
architecture and discusses the resulting impact on the infrastructure. The countermeasures
described in Section 4.2 are listed. These can be applied in securing the various systems
or blockchain technologies. Finally, an overview in the form of a juxtaposition matrix is
briefly presented in Section 4.3.

4.1. Attacks
4.1.1. Infrastructure- Hardware

The blockchain is connected to systems to interact with production machines and user
devices. The hardware on which this infrastructure runs can be attacked.
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Node Tampering

Condition monitoring: the monitoring system is physically accessed and manipulated
so that it stops monitoring or monitors the wrong machine, giving a false sense of
security. The opposite is also possible (causing false alarms).

Legacy machine: the machine connected to the network is physically accessed and
tampered with. The hardware is modified by removing security features. Malicious
control systems that affect the performance or reliability of the legacy equipment are
inserted.

Network gateway: the gateway for the attacker’s next steps is physically accessed
and manipulated. Malicious circuits that affect the performance or reliability of an
electronic system are inserted.

OPC UA server: the OPC UA server is physically accessed and manipulated to con-
nect additional /incorrect input devices (e.g., simulate simple sensors or complete
machines).

Sensor: the door detection sensor is removed so that the door remains open while the
machine is in operation. A new sensor is physically added to the network. For exam-
ple, a malicious sensor could be added by replicating the identification of a sensor.
This could lead to performance degradation or allow the attacker to inject spoofed
data into the sensor network.

Malicious Code Injection

Legacy machine, OPC UA server, and sensor: an attacker could gain access to any of these
components by installing a malicious industrial add-in. When using debug functions
(such as Joint Test Action Group (JTAG) pins that are still active), it is even possible to
modify executed code and cause the device to malfunction.

These three targets are explained together because of their similarities.

Sleep Denial Attack

Sensor: attackers keep the battery-powered devices awake by feeding them with false
inputs. This leads to the exhaustion of their batteries and thus to their shutdown.

4.1.2. Infrastructure—Software

Because a variety of software are used to operate the blockchain and related systems,

attacks on that software must be considered.

Malware: Adware, Spyware, Trojan, Virus and Worms

Auxiliary DB: by infecting the Auxiliary DB, the attacker can delete or encrypt data.
Data can be manipulated without leaving any external or internal traces (no logs, etc.
except the malware itself). By being already inside the trusted network, either data
can be sent to external servers controlled by the attacker or other internal targets can
be attacked.

Condition monitoring: by having control of the system, an attacker can either disable
alarms or create fake alarms, either completely destroying already defective machines
or completely shutting down fully functional machines. The attacker can also replace
the trained model or gain access to confidential model data.

OPC UA server: a malware infection of the OPC UA server enables the attacker to send
forged data to the connected systems (e.g., the blockchain). On the other hand, they
are also able to control the machine to the point of damaging it by sending it fake or
implausible commands.

Sensor: by infecting the sensor arrays, it is possible to provide fake data that cannot
be detected using the other systems. The falsified data can be used to shut down
machines or to manipulate them directly into the production process.
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Timejacking

¢ C(lient to peers: if a client has an incorrect time, the specified transaction period is no
longer valid and the transaction is immediately rejected.

e Peers in blockchain: if a peer has a different time because it uses a compromised NTP
server, the result is similar: the proposed transaction will fail with that particular peer
because the valid time frame can no longer be guaranteed. Therefore, depending on
the transaction policy, the whole transaction may be rejected.

4.1.3. Communication Channel

In addition to the systems themselves, the communication between them can also be
attacked directly.

Routing

e Condition monitoring and legacy machine: messages are redirected to generate traffic at
the network gateway and to keep the network busy. The redirected traffic can also be
intercepted and stored by an attacker. These two targets are explained together because of
their similarities.

e Network gateway: attacks in which an attacker forges or modifies routing information
causes annoyances such as delivery error messages. Sending a large amount of
messages to the blockchain exhausts all resources by responding to the spoofed traffic,
making them unable to process legitimate service requests.

®  OPC UA server and sensor: data messages are redirected to either access them from
outside or to try to overload the network with them. These two targets are explained
together because of their similarities.

Replay

e (Client to peers: when sending a captured transaction twice, it is theoretically possible
to execute the same chaincode twice and thus to change the state of the ledger (double
spending problem). Fabric requires users to send a generated nonce value that has
been deterministically hashed with the previous nonce value.

e Peers in blockchain: since the validators track the nonce value for each registered user,
a repeated transaction can be detected and will be rejected on the network.

e Sensor: an attacker could record a signed packet and send the packet to the target
multiple times to manipulate the system.

Selective Forwarding

. Client to peers: an attacker can selectively discard transactions to the nodes. Therefore,
the information that reaches the destination is incomplete. Later, when another
transaction reaches the node, Fabric detects that transactions are missing.

4.1.4. Data

The content of the data can be changed in various ways.

Account Hijacking

e Condition monitoring and OPC UA server: an attacker uses compromised/stolen cre-
dentials to gain access and to impersonate the account. Typically, account hijacking
is done through phishing, sending fake emails to the user, password guessing, or a
variety of other tactics. By accessing these systems, it is possible to easily send valid
fake data. An attacker could also compromise the active session and gain access to the
transmitted data.
These two targets are explained together because of their similarities.
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Brute Force Attack

¢ Condition monitoring and OPC UA server: the attacker tries to gain access to simple
password-protected data by randomly trying passwords. Since these systems have
no rate limiting, the attacker will eventually succeed. These two targets are explained
together because of their similarities.

Data Inconsistency

*  Auxiliary DB: read and write access enables various actions such as reading, mod-
ifying, or deleting the information. Data inconsistency can also occur if the VPN
tunnel crashes and the data in the blockchain and the Auxiliary DB are no longer
synchronized.

Malicious Smart Contracts

e  Peers in blockchain: Since a smart contract is simply a piece of code that is executed on
the peers, it is possible to exploit flaws in the code by transmitting specially crafted
data. Furthermore, if a malicious smart contract is installed on the network, it can
manipulate the data it receives.

Sensor Data/User Data

e Network gateway: attackers can steal important information, including passwords and
intellectual property, by gaining access to the network. It is possible to steal user
identities, to send the wrong information to the system, or to manipulate the data by
impersonating an authorized user.

e OPC UA server: by modifying OPC UA data, it is possible to trigger data checks that
can either shut down the machine or at least falsify information about the product,
leading to quality problems.

e Sensor: radio signals can interfere with communication between the sensors and the de-
vice by affecting the signal-to-inference ratio, resulting in intentional (or unintentional)
crosstalk.

Unauthorized Access

*  Auuxiliary DB: unauthorized access by a malicious actor can result in altered data.
The attacker can also retrieve confidential information (e.g., bulk sensor/process data
from machines).

4.1.5. Encryption

Encryption methods are used to protect the confidentiality of information. Unautho-
rized changes can be prevented and detected. Nevertheless, there may be vulnerabilities,
either in the algorithm or, more commonly, in a particular implementation.

Side Channel Attack

*  OPC UA server: the attacker gains access to the encryption keys and certificates used
to secure the OPC UA connections and can thus read encrypted data.

e Peers in blockchain: the attacker collects the communication encryption keys by apply-
ing timing, power, error attacks, etc. to the devices running the blockchain nodes.

4.1.6. Roles—Device Identification

Spoofing

*  Sensor: to fake sensor values, the identity of the sensor can be faked so that the device
providing the data is not the sensor but, for example, a small computer that generates
plausible values.
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Sybil Attack

¢ Auxiliary DB: multiple fake identities can be used to easily overwhelm DB access
control lists when it is easy to create new valid users due to the lack of strong authen-
tication methods (unlike blockchain access control).

4.1.7. Roles—Password Attack

¢ Auxiliary DB, condition monitoring, and OPC UA server: password recovery attacks are
performed to reset passwords to gain unauthorized access to the system [57].
These three targets are explained together because of their similarities.

4.2. Countermeasures

This section provides an overview of countermeasures that can be applied to mitigate
or completely prevent a successful attack on the BISS:4.0 platform. The countermeasures
described are deliberately brief because they apply to many attacks.

®  C-Backups ensure regular backups and provide security measures to prevent anony-
mous persons from entering the workshop area.

e C-Audit: while the most mentioned countermeasures are designed to preemptively
protect against attacks, the countermeasure of an audit is used to evaluate the security
of a given infrastructure, system, or software at a given snapshot in time. It indentifies
exposed existing security vulnerabilities to prevent future attacks. There are a wide
variety of security audit standards that exist; the most common utilized are ISO/IEC
27001 [58], NIST Cybersecurity Framework [59], Cyber Essentials [60], and BSI IT-
Grundschutz [61].

¢ C-Smart-Contract: smart contracts are a very impactful source of attacks. Research
has developed a wide variety of countermeasures for a wide variety of blockchain
platforms. The most common approach is related to static code analysis that checks for
patterns that are known causes [62,63]. These tools are mostly in early developmental
states and are not available for the general public.

e C-Optimization: fuzzy logic and ant colony optimization for jamming attack detection
are proposed.

¢ C-Tracking: a tracking mechanism, such as a sequence number, is used to identify
packets that have already been processed but retransmitted with potentially malicious
commands and data.

*  C-Identity-Verification: identities must be verified. This can be done by encrypting with
public keys or by granting access with the identity registered in the Blockchain.

e (C-Restrict-Access: access can be restricted at two levels: restricted access to the building
in which the infrastructure is located and restricted access at the account level of
computer systems and the software. The goal is to prevent unauthorized individuals
from accessing a resource. There are standards that specify approved methods for
establishing restricted access to a building. In Germany, the approved methods are
part of the BSI IT-Grundschutz [61]. Methods to protect against unauthorized access
to computer systems and software can include password, two-factor authentication,
smart cards, or biometrics. In Germany, the approved methods are part of BSI IT-
Grundschutz [61].

e C-Check-Connection: once a connection has been established, whether the connection is
still functional is checked, which can be performed with a heartbeat mechanism.

e C-Monitor-Traffic monitors inbound and outbound traffic for anomalies, which can be
performed by either only looking at the metadata (e.g., IP header) or by looking at the
content (deep packet inspection).

®  C-Encryption: it can be prevented by encrypting and authenticating the superficial link
layer using a standard global key.

e (C-Isolation: as discussed in Section 3.1, smartphones can be infected and made acces-
sible to attackers via installable applications. Isolation point mechanisms must be
implemented for software running in development environments. Mobile applica-
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tions, for example, must notify and request permission before accessing storage or
network resources. The logic of automation and active software components should
be the same because they are not reliable and should never be considered reliable
elements.

e (C-Concealment: obfuscation disguises the intended meaning of the communication by
making the message difficult to understand.

o C-Vulnerability-Scan: a preventive action is the scan for vulnerabilities. One method
is fuzzing software; this includes generating random input for the target system,
revealing failures due to stress. The network connected systems can be scanned for
open ports. This data is a foundation for securing the systems.

e (C-Security-Analysis: vulnerabilities at the system boundaries are searched for. The
used software/libraries are checked for known CVEs (CVE monitoring), and the
software is updated accordingly to mitigate them. Additionally, new software/library
releases are checked regardless (can be integrated with a CI run to automate the
monitoring/checking).

¢ C-Attack-Defence: data, programming language, sandbox, virtual machine (VM) and
operating system (OS), machine learning (ML) on physical data, coverage of k-Nearest
Neighbors (kNN) algorithm, random forest algorithm, and anomaly detection algo-
rithm are isolated to detect malicious attacks in real time.

®  C-Physical-Protection: physical protection includes using shielded cables for physical
connections and use of separate racks or rooms.

®  C-Secure-Connection: a connection that employs encryption and authentication (e.g.,
VPN and TLS) is used.

e C-Antivirus: antivirus and antimalware vulnerability are assessed (the process of
defining, identifying, classifying, and prioritizing vulnerabilities in computer systems,
applications, and network infrastructures).

e (C-Code-Analysis: static source code analysis can be used to find coding errors, which
can potentially lead to vulnerabilities. Furthermore, automatic testing of the codebase
with dynamic code testing tools can uncover runtime issues.

e (C-Penetration-Testing: penetration testing is used to evaluate and exploit vulnerabili-
ties.

4.3. Juxtaposition of Attacks and Countermeasures

This section provides a table showing which attack can be addressed with which
countermeasure. After identifying attacks against the use case and developing countermea-
sures against those attacks, a juxtaposition of the attacks and applicable countermeasures
is presented in Table 2, and the appropriate countermeasures are marked with an X in
the table; see Table 1 for reference to the indexed attacks, and see Section 4.2 for refer-
ence to the countermeasures against the attacks. As an example, the index A-IH-NT-CM
represents an attack on a condition monitoring system that is assigned to the attack type
infrastructures—hardware—node tampering. The described attack can be weakened or
even prevented by the countermeasures C-Attack-Defence, C-Audit, C-Penetration-Testing,
C-Physical-Protection, C-Restrict-Access, C-Security-Analysis, and C-Vulnerability-Scan.
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Table 2. Juxtaposition matrix of attacks and countermeasures.
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5. Discussion: Application of BISS:4.0 to Real-World Scenarios

This section describes a discussion of four real-world scenarios that can be executed

safely, even while being under attack, by using the BISS:4.0 platform. Attack vectors
are combined into an attack path; their effects and how to prevent bad outcomes of these
attacks are described. In scenarios where complete protection against attacks is not possible,
the limits of the solution’s effectiveness are described.

5.1. Scenario 1: Sabotage of the Production Line

Intention: in this attack scenario, a malicious insider attempts to sabotage a production
line via infrastructure hardware node tampering of an OPC UA server that connects
sensors to a condition monitoring system.

Attack path and impact: the attacker uses a lighter to suddenly increase the value of a
temperature sensor in a production machine to manipulate the actions performed by
the condition monitoring system to initiate an unnecessary shutdown of the produc-
tion line. The condition monitoring system would respond to this temperature rise by
shutting down the production machine with which the sensor has been tampered.
Countermeasure: as a countermeasure, the control systems of production machines
are connected to the Hyperledger Fabric blockchain, which is the core component
of the BISS:4.0 platform. Hyperledger Fabric logs the sensor data for the purpose
of collecting evidence and executing smart contracts. A smart contract performs
temperature plausibility checks to determine if the reported sensor value is even close
to being realistic. If there is an unrealistic temperature rise reported by the temperature
sensor, the production machine is not shut down immediately, and the blockchain
issues an event that causes a service technician to check the temperature sensor, since
the unrealistic temperature rise could also be a faulty sensor. If there is a realistic
temperature rise reported by the temperature sensor, the production machine is shut
down and the blockchain issues an event that causes a service technician to check
the machine.

5.2. Scenario 2: Multi-Worm Attack

Intention: in this attack scenario, an attacker uses a multi-worm attack to destroy
production equipment.

Attack path and impact: the infection occurs via a portable data storage device and
spreads through exploitations in the operating system. The virus searches the infected
host for software that can access programmable logic controllers (PLCs). PLCs are used
for automation and monitoring of electromechanical devices. The malware updates
itself, especially the specific attack code. The goal of the attack code is to damage the
electromechanical equipment controlled by the host. At the same time, the virus sends
false feedback to the main controller. Therefore, the monitoring systems cannot detect
the misuse until the self-destruction of the equipment has started [45].
Countermeasure: BISS:4.0 with its blockchain technology can prevent attacks by secur-
ing two attack surfaces. The first is the misuse of devices. With blockchain technology,
the programs to execute processes of the devices are stored in the blockchain and
are thus protected from tampering. The second prevented attack surface is the false
feedback. Sensor data are written directly from the sensors or sensor systems to the
blockchain. Another countermeasure such as encapsulating the systems connected to
the devices, such as using read-only systems to execute device code and read-only
sensor systems or banning all portable media and using security software to inter-
cept malware before it can be transmitted over the network, could also be a feasible
approach but often cannot be consistently enforced.

5.3. Scenario 3: Careless Maintenance Technician

Intention: in this attack scenario, a careless maintenance technician does not correctly
execute the maintenance process of machines. Although this attack does not fit into the
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identified attack categories, this attack demonstrates the scope of protection offered
by BISS:4.0.

Attack path and impact: the maintenance technician performs maintenance tasks and
logs them (tasks performed, material consumed, time required to perform the task,
etc.) for the purpose of documentation and accounting. As an example, the mainte-
nance task requires the maintenance technician to wear safety glasses and gloves to
comply with health and safety regulations. In addition, the maintenance task specifies
that a certain type of lubricating oil must be used. The careless maintenance technician
fails to wear the required safety equipment, resulting in liability in the event of an
accident that could have been prevented by complying with workplace safety regula-
tions. In addition, the careless maintenance technician performs the maintenance task
incorrectly by using the wrong type of lubricating oil, which may result in liability in
the event of a machine failure.

Countermeasure: the BISS:4.0 platform defines a countermeasure against negligence
of wearing the safety equipment by utilizing a safety equipment storage box that is
equipped with sensors connected to the blockchain to log the opening and closing
of the storage box. While this does not guarantee that the maintenance technician
actually wears the security equipment, it increases the likelihood that he or she will
do so, as the immutable record of the operation’s log on the blockchain obligates
him or her to comply. The second countermeasure that the BISS:4.0 platform defines
is against the threat of using the wrong type of lubricating oil: the oil canister is
equipped with an RFID tag that contains information about the oil and is read by a
tablet or smartphone before the oil is put into the machine. The reading of the RFID
tag by the tablet or smartphone triggers a check within the blockchain via a smart
contract to ensure that the correct lubricating oil grade is used. In the event that the
wrong type of oil is used, the maintenance technician is notified of their incorrect
choice. While this does not guarantee that the maintenance technician will actually
use the correct type of lubricating oil, it, again, increases the likelihood that he or she
will do so by committing the technician to perform the maintenance task correctly by
immutably recording the log of the operation in the blockchain.

5.4. Scenario 4: Unwitting Disclosure of Confidential Data

Intention: this attack scenario describes an attack that has already occurred in the
real world with widespread impact [64] and could have been averted or mitigated
through the use of the BISS:4.0 platform. Although this attack does not fit into the
identified attack categories, this attack demonstrates the scope of protection offered
by BISS:4.0. Although this was not a targeted attack, “just a case of carelessness”, it
clearly demonstrates how easily a malicious insider or external attacker can grab a
company’s secret data through an official data channel without them even realizing it.
Attack path and impact: in this real-world scenario, a robotics manufacturer unknow-
ingly disclosed confidential data (assembly line layouts, employee data, non-disclosure
agreements, etc.) from a number of large manufacturing companies through its data
exchange infrastructure.

Countermeasure: in an earlier paper [65], a blockchain-based approach that creates and
manages an audit trail of data exchange through the blockchain without requiring
the data to be sent through the blockchain for the privacy validation was described.
Instead, the confidentiality of the data was validated by a privacy validation module
and the validated data was then exchanged between the companies involved in the
data exchange via P2P communications. To ensure the trust and effectiveness of
the modules, they were transparently validated and certified to users before use. In
addition, a method for processing confidential data with smart contracts that trigger
specific actions based on inputs without disclosing the data was described. Hash-
based mapping was used to assign the confidential data to hash values, which were
then compared against predefined trigger conditions that then triggerred a specific
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action (e.g., triggering a maintenance task). This approach, which validates outbound
data against a privacy policy before it is sent, prevents, or at least makes it more
difficult for a malicious insider to leak the company’s secret data through an official
data channel.

6. Conclusions

In this paper, an overview was created for companies that want to integrate blockchain
technology into their existing production environment with legacy machines and retrofit
IoT-like sensors for data collection. These newly created communication channels, which
did not exist before, create new and, presumably, previously existing but unknown attack
opportunities. Information about these attack possibilities is provided vividly by means
of the described BISS:4.0 platform, which pursues the goal of blockchain integration in
existing environments. A security audit was conducted to identify the attack possibilities, to
classify them, and to describe them using examples for each type of attack. Identified attack
possibilities are contrasted with a number of already successfully used countermeasures
as well as countermeasures emerging from blockchain technology, such as the use of
distributed smart contracts for the purpose of sensor data validation. Finally, four real-
world scenarios were described that illustrate an attack, its intent, its execution and impact,
and countermeasures against the attack, showcasing the real-world security benefit of
integrating blockchain into an industrial environment.
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Abbreviations

The following abbreviations are used in this manuscript:

AEAD Authenticated Encryption with Associated Data

CLI Command Line Interface

DDoS Distributed Denial of Service

DNS Domain Name System

12C Inter-Integrated Circuit

IoT Internet of Things

JTAG Joint Test Action Group

oCI Open Container Initiative

OEM Original Equipment Manufacturer
OPCUA  Open Platform Communications Unified Architecture
PDoS Permanent Denial of Service

PLC Programmable Logic Controller
P2pP Peer-to-Peer

RFID Radio-Frequency Identification
SDK Software Development Kit

SSL Secure Sockets Layer

TLS Transport Layer Security

VPN Virtual Private Network
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