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Abstract: Cyberattacks on cyber-physical systems (CPS) can lead to severe consequences, and there-
fore it is extremely important to detect them at early stages. However, there are several challenges to
be solved in this area; they include an ability of the security system to detect previously unknown
attacks. This problem could be solved with the system behaviour analysis methods and unsuper-
vised or semi-supervised machine learning techniques. The efficiency of the attack detection system
strongly depends on the datasets used to train the machine learning models. As real-world data
from CPS systems are mostly not available due to the security requirements of cyber-physical objects,
there are several attempts to create such datasets; however, their completeness and validity are
questionable. This paper reviews existing approaches to attack and anomaly detection in CPS, with
a particular focus on datasets and evaluation metrics used to assess the efficiency of the proposed
solutions. The analysis revealed that only two of the three selected datasets are suitable for solving

intrusion detection tasks as soon as they are generated using real test beds; in addition, only one of the

check for

updates selected datasets contains both network and sensor data, making it preferable for intrusion detection.
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D.; Branitskiy, A.; Fedorchenko, E.;
Novikova, E.; Kotenko, I. Detection
of Cyberattacks and Anomalies in select the performance metrics.

that require more analysis and research. Thus, in future research, the authors aim to develop an
approach to anomaly detection for CPS using the selected datasets and to conduct experiments to
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Cybersecurity risks are highly relevant nowadays. It is almost impossible to completely
exclude security risks for modern information systems, including cyber-physical systems
(CPS) and Internet of Things (IoT). Thus, it is essential to continuously detect cyberattacks
and anomalies to monitor security risks and provide security awareness.

Cyberattacks against cyber-physical systems can lead to severe impacts on physical,
environmental, as well as economical safety of the population [1]. For example, the attack
on the Colonial Pipeline disrupted fuel supply on the US East Coast in 2021 [2], and the
attack on the Venezuelan hydroelectric power plant led to a nationwide blackout in 2019 [3].
This article is an open access article 10 2022, Germany’s internal fuel distribution system was disrupted by a cyberattack [4].
distributed under the terms and  1NUS, it is extremely important to detect such attacks at early stages.
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the fact that machine learning models are usually trained on datasets with known attack
patterns, and as a result, they are unable to detect previously unseen attacks. One of the
possible solutions is to use anomaly detection techniques based on the analysis of the
cyber-physical entities’ behaviour [5-7]. However, such approaches require high-quality
datasets to model normal behaviour or apply unsupervised or semi-supervised machine
learning techniques. The lack of datasets close to the real world is explained by the fact
that organizations do not want to share data, as they can include confidential data. There
are attempts to generate such datasets using cyber-physical or software test beds, but the
completeness and validity of such generated datasets are questionable. The last challenge
relates to the validation of the attack and anomaly detection models. The analysis of the
research papers has shown that different researchers use different approaches to calculate
performance metrics that complicate the comparison of the models.

In this paper, the authors review existing approaches to attack and anomaly detection,
outline the most commonly used datasets, and evaluate the applicability of the selected
datasets in the anomaly detection task. We also revealed that researchers use different
approaches to calculate performance metrics to evaluate machine learning models. These
metrics consider the fact that the anomalies in CPS have a certain duration, and malicious
activity may result in a delayed response of the system process; however, the variety of
used metrics makes the comparison of the obtained experimental results complicated.

Thus, the contribution of the research is as follows:

* analysis of the approaches to anomaly detection for the cyber-physical systems;

* analysis of the selected datasets, namely, ToN_IoT [8], SWAT [9], and HAI [10] con-
taining normal and anomaly related data for the cyber-physical systems, and selection
of the dataset for the experiments;

e overview of the metrics used to evaluate the anomaly and attack detection models.

The paper is organized as follows. Section 2 provides the results of the review of
the approaches to anomaly and attack detection for cyber-physical systems. Section 3
analyzes the datasets used for the attack and anomaly detection that contain the data from
the cyber-physical systems. Section 4 researches the metrics for the evaluation of the attack
and anomaly detection models. The paper ends with a conclusion.

2. Approaches to the Anomaly and Attack Detection for the Cyber-Physical Systems

Anomaly detection is the process of identifying anomalous events that do not match
the expected behaviour of the system. This allows the detection of new and hidden attacks.
Currently, anomaly detection approaches are often implemented using machine learning,
such as shallow (or traditional) learning and deep learning [7,11,12]. In this case, the profile
of normal behaviour can be built using many data sources.

Anomaly and attack detection in CPS based on shallow learning methods uses algo-
rithms such as support vector machine (SVM) [13], Bayesian classification [14], k-nearest
neighbor (kNN) [15], Random Forest (RF) [16,17], Isolation Forest [18], XGBoost [19], and
artificial neural networks (ANN) [20,21]. They are based on training intelligent models
to profile the normal behaviour of a cyber-physical system, and then inconsistent obser-
vations are identified as anomalies. For example, Elnour et al. [18] propose an attack
detection framework based on dual isolation forest (DIF). Two isolated forest models are
trained independently using normalized raw data and a preprocessed version of the data
using principal component analysis (PCA). The principle of the approach is to detect and
separate anomalies using the concept of isolation after analyzing the data in the original
and PCA-transformed representations. Mokhtari et al. [16] and Park and Lee [17] explore
such supervised learning algorithms for anomaly detection as k-nearest neighbours, deci-
sion tree classifier, and random forest. In both studies, the random forest shows the best
detection result.

The analysis of related works has shown that the research focus has now shifted
towards the use of deep neural networks to detect anomalies in technological processes. A
number of authors compare classical and deep learning approaches to anomaly detection.
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So Inoue et al. [22] compare one-class SVM with radial basis function kernel deep and
dense neural network with a layer of long short-term memory (LSTM), and the experiments
have shown that the deep learning model is characterized by a lower rate of false positive
alarms. Gaifulina and Kotenko [23] experimentally compare several models of deep neural
networks for anomaly detection. Shalyga et al. [24] propose several methods to improve
the quality of anomaly detection, including exponentially weighted smoothing to reduce
the false positive rate, individual error weight for each feature, non-overlapping prediction
windows, etc. The authors also propose their own anomaly detection model based on a
multilayer perceptron (MLP).

Traditional machine learning methods tend to be inefficient when processing large-
scale data and unevenly distributed samples. Deep learning models are more productive
when analyzing such data. Researchers often use autoencoders (AE) [5,6], recurrent neural
networks [25], convolutional neural networks (CNN) [26-28], and generative adversarial
networks (GAN) [29,30] as deep neural networks for anomaly detection in CPS. Often,
the approaches propose a hybrid use of neural network data. For example, Xie et al. [25]
and Wu et al. [31] use CNN for data dimensionality reduction and gated recurrent units
(GRU) for data prediction. GRU is one of the types of recurrent networks, as well as LSTM.
Bian X. [32] also uses GRU for anomaly detection. The main idea of the anomaly detection
method is to predict the value of the next moment and determine if an anomaly occurs due
to a deviation between the predicted value and the actual value.

The autoencoder is trained on normal data, and then the incoming events are recon-
structed based on the normal model. Exceeding the reconstruction error threshold indicates
an anomaly. Such an approach is used in the APAD (Autoencoder-based Payload Anomaly
Detection) model by Kim et al. [5]. Wang et al. [6] propose an approach to anomaly de-
tection using a composite model. The proposed model consists of three components: the
encoder and decoder used to reconstruct the error, and the LSTM classifier, which takes
the encoder output as input and makes predictions. To detect an anomaly, both model
outputs, i.e., reconstruction error and prediction value, are considered together to calculate
the anomaly score. The authors also compare the change ratio of each attribute during
the current period and the previous one, and those attributes that have changed more are
considered anomalous.

Generative adversarial networks can be used to investigate the distribution of nor-
mal data for recognizing anomalies from unknown data. The generator creates new data
instances, and the discriminator evaluates them for authenticity. In the MAD-GAN (Mul-
tivariate Anomaly Detection with GAN) approach by Li et al. [29], both generator and
discriminator components are represented by LSTM. The discriminator is trained to distin-
guish anomalies from normal data, and the anomaly score is computed as a combination
of the discrimination output and reconstruction error produced by the generator compo-
nent. A similar approach is proposed by Neshenko et al. [30]. The building blocks for the
proposed GAN are the recurrent neural network and convolutional neural network. The
authors also extended the anomaly detection approach by incorporating a module that
attributes potentially attacked sensors. This task is solved by the application of various
techniques starting with feature importance evaluation and finishing with KernelShap [33]
and LIME [34] techniques that are model agnostic methods.

We should also mention approaches to anomaly detection using graph probabilistic
models, such as Bayesian networks (BN) and Markov models. For example, Lin et al. [35]
propose TABOR (Time Automata and Bayesian netwORk). Time Automata simulate
the operation of the sensors and actuators, and the Bayesian network (BN) models the
dependencies among random variables from the sensors and the actuators. This approach
allows for the detection of timing anomalies, anomalies of sensor, and actuator value range,
as well as a violation in their dependencies. Another popular way to represent normal
behaviour is the hidden Markov model (HMM). Sukhostat L. [36] uses hierarchical HMM
to detect anomalies in sensor values.
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Application of the proposed techniques requires high-quality datasets that allow
proper modelling of the CPS system functioning. Depending on the technique, it is required
to have only normal data; some techniques require having both samples with normal and
abnormal behaviour.

The first group of datasets is the data containing the indicators of the sensors of the
cyber-physical system in the form of logs. The analysis of the research papers showed
that currently, the most commonly used CPS dataset is SWAT dataset [9]. It is used
in [5,6,18,24,25,29,30,35,36]. This dataset contains records from sensors, actuators, control
programmable logic controllers (PLCs), and network traffic. Another new dataset for
anomaly detection is HAI [10], which is used in research [16,17,32]. The dataset contains
the parameters of sensors for an industrial power generation system using steam turbines
and pumped storage power plants. To detect anomalies in IoT devices, the authors in the
papers [19,20,31] use the TON_IoT dataset [8]. The ToN_IoT dataset includes telemetry
from heterogeneous IoT and Industrial Internet of Things (IloT) sensors.

Another group of datasets that are often used to detect anomalies and attacks in
CPS are represented by network traffic datasets. They include such datasets such as NSL-
KDD [37], CICIDS2017 [38] and UNSW-NB15 [39], and are used in the following research
papers [23,27,31,40]. However, these datasets are represented mainly by network data
that could be given in form of the PCAP (Packet Capture) files or labelled network flows.
Section 3 discusses datasets in detail.

We should note that differences in the experimental conditions affect the possibility
of comparing the results of anomaly detection. For example, Elnour et al. [18] exclude the
stabilization time from the SWaT dataset. The way metrics are calculated can also vary, and
research papers do not always provide a way to calculate these metrics. In general, the
above machine learning methods show high anomaly detection results and can be used in
further developments. A promising area of research and development is the creation of
hybrid machine learning models for anomaly detection. In particular, combined networks
with RNNs are used to capture temporal relationships [6,29], and combined networks with
CNN:ss are applicable for context analysis (e.g., packet order and content) [25,30].

3. Datasets for the Attack and Anomaly Detection

An essential challenge of anomaly detection research is generating or finding a suitable
dataset for the experiments. The authors analyzed existing datasets to select the dataset for
further research.

The authors specified the following requirements of the dataset based on the research
goal of anomaly detection in cyber-physical systems:

R1: the dataset should be gathered from the cyber-physical system;

R2: the dataset should contain event logs;

R3: the dataset should contain anomalies;

R4: the dataset should be labelled (what is normal and what is abnormal);

R5: the dataset should be close to real data (i.e., data from the real or semi-real system).

Currently, there are a lot of datasets available for various purposes and systems; they
represent the functioning of the computer networks and cyber-physical systems, including
the Internet of Things, Industrial Internet of Things, and Industrial Control Systems (ICS),
such as SCADA (Supervisory Control And Data Acquisition) system [41].

Alsaedi et al. [8] present the comparative analysis of the available datasets for se-
curity purposes. Thus, there are datasets containing computer network traffic that was
generated for attack detection purposes: KDDCUP99, NSL-KDD [37], UNSW-NB15 [39],
and CICIDS2017 [38]. Such datasets do not contain sensors’ data that is specific to CPS.
Moreover, they do not include CPS network traffic, both normal and abnormal.

There are also datasets generated for cyber-physical systems security research pur-
poses. Choi et al. [42] provide a comparison of the existing datasets generated for ICSs
security research based on attack paths. Lemay and Fernandez [43] generate the SCADA
network datasets (Modbus dataset) for intrusion detection research. The SCADA network
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datasets by Rodofile et al. [44] contain attacks on the S7 protocol. These datasets are SCADA
specific and contain a limited set of protocol specific attacks.

There are also multiple datasets for IoT and IloT. Suthaharan et al. [45] propose
the labelled wireless sensor network dataset (LWSNDR). It contains homogeneous data
collected from a humidity-temperature sensor. The sensor is deployed in single-hop
and multi-hop wireless sensor networks (WSNs). The dataset does not contain attack
scenarios, but does contain anomalies introduced by the author using a hot water kettle.
Sivanathan et al. [46] propose the datasets gathered from a smart home testbed. It contains
network traffic characteristics of IoT devices. The dataset is generated for the IoT devices
classification. The dataset does not contain attack scenarios.

There are also multiple network-based IoT datasets [37-39,46—48]. These datasets
do not consider sensor data; thus, they do not allow for the detection of the attacks that
manipulate sensors’ data.

The datasets that are suitable considering the set requirements, i.e., that contain
labelled sensors and network data, are as follows: TON_IoT [8], SWaT [9], and HAI [10].
The authors conducted a more detailed analysis of these datasets.

3.1. TON_IoT Dataset Analysis

The TON_IoT dataset is created by the Intelligent Security Group of the UNSW
Canberra, Australia, and positioned by its authors as realistic telemetry datasets of IoT
and IIoT sensors. It contains data from seven IoT devices, namely, a smart fridge, GPS
tracker, smart sense motion light, remotely activated garage door, Modbus device, smart
thermostat, and weather monitoring system. All the data were generated using a testbed of
Industry 4.0/Industrial IoT networks developed by the authors. The data include several
normal and cyber-attack events, namely, scanning, DoS, DDoS, ransomware, backdoor,
data injection, cross-site scripting, password cracking attacks, and man-in-the-middle. The
TON_IoT dataset incorporates the ground truth indicating normal and attack classes for
binary classification, and the feature indicating the classes of attacks for multi-classification
problems. Statistics on class balance for device samples from the TON_IoT dataset are
presented in Table 1.

Table 1. The statistics on the TON_IoT dataset class balance by devices.

IoT Device Normal Attack Total Class Balance, %
Fridge 35,000 24,944 59,944 58/42
Garage Door 35,000 24 587 59,587 59/41
GPS Tracker 35,000 23,960 58,960 59/41
Modbus 35,000 16,106 51,106 68/32
Motion Light 35,000 24,488 59,488 59/41
Thermostat 35,000 17,774 52,774 66/34
Weather 35,000 24,260 59,260 59/41

Alsaedi et al. and Moustafa [8] also tried several popular machine learning methods
to show that the TON_IoT dataset may be used to train classifiers for intrusion detection
purposes. To justify the results and ensure that attacks are indeed identifiable, we have
tried to follow the course of the authors’ experiment with binary classification. It should be
mentioned that the authors reported very high accuracy for the majority of the investigated
methods (more than 0.8 for the F-measure in most cases). As we tried to follow the authors,
at first we applied the same preprocessing procedures, namely, transformed categorical
features with two unique values into binary ones, applied the min-max scaling technique
to numeric features, and randomly split data into train and test subsamples in 80% to 20%
stratified proportion.

It should be noted that during data preprocessing, we found several artefacts in the
data. For example, ‘temp_condition’ feature for the fridge contains values ‘high’, ‘low’, ‘low’,
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‘high’, ‘low’, ‘high’ values, and ‘sphone_signal’ for fridge contains ‘true’, ‘false’, ‘0’, ‘1" values.
As there are no special notes about that in the paper or the dataset description, we supposed
that those were inaccuracies in the data and fixed them.

Figure 1 shows the correlation between features for different devices, both with each
other and with the anomaly behaviour label. We can note a high correlation between the
features of the dataset for a fridge, garage door, GPS tracker, and motion light. At the same
time, the correlation value between these features and the label is low. The correlation of
features for Modbus, thermostat, and weather is close to zero.

Fridge Garage_Door GPS_Tracker Motion_Light
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Figure 1. IoT device feature and label correlation.

We applied the same machine learning models to those mentioned in the original
paper, namely, Logistic Regression (LR), Linear Discriminant Analysis (LDA), k-Nearest
Neighbour (kNN), Classification and Regression Trees (CART), Random Forest (RF), Naive
Bayes (NB), Support Vector Machine (SVM), and Long Short-Term Memory (LSTM), with
the hyperparameters that authors specified, and also tried to tune those hyperparameters
using 4-fold cross-validation.

We did not manage to reach the reported accuracy for most of the datasets, in either
case. Table 2 shows the best values for F-measure that we received for classifiers trained on
80% of the data for each device calculated on the remaining 20% of the data.

Table 2. The F-measure values for the best hyperparameters of the model trained on the TON_IoT
dataset calculated for the test subsample.

IoT Device LR LDA kNN RF CART NB SVM LSTM
Fridge 0 0 037 0.02 0 0 0 0
Garage Door 0.58 0 0.56 0 0 0 0 0
GPS Tracker 051 043 095 0.95 0.93 043 081 0.85
Modbus 0 0 087 097 097 0 0 0
Motion Light 0 0 0.50 0 0 0 0 0
Thermostat 0 0 026 031 0.33 0 0 0
Weather 010 010 095 0.98 097 053 058 0.61

The best F-measure values were obtained for the GPS Tracker dataset. We assume that
this is due to the strongest correlation between features and anomaly class labels in this
device dataset in comparison to the other device datasets. For other datasets, correlations
are close to zero, that is, very weak. The strong correlations between features and the weak
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correlations between features and anomaly class labels for fridge, garage door, and motion
light may explain the low F-measure values for these datasets.

Further investigation of the data showed that anomaly class labels relate only to data
and time of device events; although, according to the authors’ experiment design, date and
time are not taken into account. Figure 2 shows an example distribution of anomaly class
labels in time for the temperature feature of the smart fridge.

14 « Normal
Attacks

2019-04-01 20190405 2019.04-09 2019-04-13 2019-04-17 20190421 2019-04-25 2019-04-29

Figure 2. Normal and attack events for temperature feature of smart fridge.

Conclusions. We analyzed the obtained results considering the set requirements. Re-
quirements R1, R2, and R4 are satisfied; requirement R3 is partially satisfied, as soon as
the dataset contains attack scenarios. However, the performed experiments showed that
these attacks do not affect IoT telemetry. The requirement R5 is not satisfied. The analysis
demonstrated that there is no connection between the data in the network dataset and the
data in the sensor’s dataset. Moreover, the sensors do not follow any normal behaviour
scenario and the obtained accuracy results are rather low. Thus, this data set is not suitable
for the goals of further research.

3.2. SWaT Dataset Analysis

The Secure Water Treatment (SWaT) dataset [9] is generated by the Singapore Uni-
versity of Technology and Design (SUTD). The researchers deployed a six-stage SWaT
testbed simulating a real-world industrial water treatment plant. The collected dataset
contains both normal and attack traffic. It should be noticed that the deployed plant was
run non-stop for eleven days: during the first seven it operated without any attacks, while
during the remaining days, cyber and physical attacks were conducted against the plant.
The collected dataset contains both the data from sensors and actuators of the plant (25 sen-
sors and 26 actuators) and network traffic. Currently, there are several versions of this
dataset; the researchers regularly update it by organizing cybersecurity events using it,
thus, generating new data with different attack types.

We conducted a series of experiments with different machine learning models for
anomaly detection using the SWaT dataset 2015 to evaluate this dataset and check its
compliance with the criteria proposed above. The dataset incorporates three CSV files
with anomaly (or attack) and normal data: “Attack_v0.csv”, “Normal_ v0.csv”, and “Nor-
mal_v1l.csv”. The attacks were performed on different technological processes, and Table 3
shows the number of abnormal records for different technological processes. It should be
also noted that some network attacks do not impact the readings from physical sensors.
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Table 3. Distribution of the attacks per processes in SWaT dataset

Record Type Number of Impacted Processes Impacted Processes Number of Samples

Normal 0 0 399,157
1 P1 4053
1 P2 1809
1 P3 37,860
1 P4 1700
Attack 1 P5 1044
2 P3, P4 1691
2 P1,P3 1445
2 P3, P6 697
2 P4, P5 463

Experiment 1. For this experiment series, we tried both time and random train-test
splits on the “Attack_v0.csv” dataset containing 449,919 rows in total, including 395,298
normal records and 54,621 anomaly records that correspond to attacks, meaning that
the contamination rate is 0.138 for this subsample. For the time train-test split mode,
the training sample was incorporated all rows before 2 January 2016 , while the testing
sample contained rows after 2 January 2016 (inclusively). Due to uneven distribution of
anomalies across time, the class balance for train and test subsamples was different: the
train subsample included 344,436 normal instances and 51,483 attack instances meaning
that the contamination rate was equal to 0.149; the test subsample included 50,862 normal
instances and 3138 attack instances with a contamination rate of 0.062. The results of the
experiment for the train-test split mode and different anomaly detection machine learning
models are provided in Table 4. The best results were obtained for the K Nearest Neighbors
method (KNN) with F1-measure 0.784, AUC-ROC 0.935, and AUC-PRC 0.739 on the test
subsample.

Table 4. The results of Experiment 1 for the time split mode for the SWaT dataset.

. Train Data Test Data
Optimal AUC- AUC AUC- AUC
Threshold - g - -
P R FPR F1 ROC PRC P R FPR F1 ROC PRC
Sklearn
0cSVM 0.300 0.795 0.205 0.436 0.723 0.087 0355 0.193 0.807 0250 0.654 0.051
isoF 0.045 0240 0.760 0.076 0.868 0.072 0.065 0.839 0.161 0.120 0.567 0.051
PYOD
ECOD 0.806 0.668 0.331 0.731 0.879 0772 0310 0.270 0.730 0.289 0.791  0.240
COPOD 0.879 0.662 0.338 0.755 0.878 0.791 0497 0.268 0.732 0.348 0.796 0.236
KNN 0.252 0.008 0.993 0.015 0.204 0.087 0.819 0.752 0248 0.784 0935 0.739
Deep-SVDD 0.803 0.011 0989 0.022 0.633 0.187 0.965 0.079 0.921 0.147 0.566 0.143
VAE 0.729 0.745 0.255 0.737 0.892 0.666 0364 0493 0507 0419 0.785 0.201

AutoEnc 0.721 0.753 0.247 0.737 0.894 0.672 0305 0460 0540 0367 0.793 0.205
AnoGAN 0.896 0.653 0.347 0.756 0.875 0.777 0422 0.212 0.788 0282 0.695 0.182

For the random train-test split mode, we used 80% to 20% ratio so the train subsample
contained 316,238 normal instances and 43,697 attack instances, while the test subsample
contained 79,060 normal instances and 10,924 attack instances with a contamination rate
of 0.138 for both. The results of experiment 1 for the random train-test split mode and
different anomaly detection machine learning models are provided in Table 5. It can be
seen that rather close results were obtained for the ECOD (F1-measure 0.743, AUC-ROC
0.878, and AUC-PRC 0.758 on the testing sample), COPOD (F1-measure 0.744, AUC-ROC
0.874, and AUC-PRC 0.768 on the testing sample), VAE (F1-measure 0.766, AUC-ROC 0.892,
and AUC-PRC 0.661 on the testing sample), AutoEnc (F1-measure 0.767, AUC-ROC 0.892,
and AUC-PRC 0.660 on the testing sample), and AnoGAN (F1-measure 0.750, AUC-ROC
0.864, and AUC-PRC 0.753 on the testing sample).
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Table 5. The results of Experiment 1 for the random split mode for the SWaT dataset.
Train Data Test Data

Optimal AUC- AUC AUC- AUC

Threshold g g g g

resho P R FPR F1 ROC  PRC P R FPR F1 ROC  PRC
Sklearn

ocSVM 0.211 0.017 0983 0.031 0.813 0.072 0.237 0.019 0981 0.036 0.811 0.073

isoF 0.209 0.861 0.139 0336 0.859 0.07 0210 0.862 0.138 0338 0.86 0.069
PYOD

ECOD 0928 0.615 0385 0.740 0.876 0.757 0934 0.617 0383 0.743 0.878 0.758

COroD 0942 0.610 0390 0.741 0.873 0.769 0946 0.613 0387 0.744 0874 0.768

KNN 0.121 1.000 0.000 0.217 0.227 0.085 0.121 0.999 0.000 0217 0232 0.085

Deep-SVDD 0.191 0.675 0.325 0.298 0.583 0.150 0.191 0.672 0.329 0.297 0.585 0.153

VAE 0.853 0.689 0.311 0763 0.89 0.653 0.861 0.690 0310 0.766 0.892 0.661

AutoEnc 0.853 0.690 0.310 0.763  0.89 0.652 0.860 0.691 0.309 0.767 0.892 0.660

AnoGAN 0989 0.604 039 0.750 0.862 0.750 0.989 0.605 0.395 0.750 0.864 0.753

Experiment 2. For this experiment series, we used the data from “Attack_v0.csv” and
“Normal_v0.csv” files to form train, test, and validation subsamples. The train and test
subsamples incorporated all instances before 2 January 2016, with 672,989 normal instances
and 41,186 attack instances for train and 168,247 normal instances and 10,297 attack in-
stances for test (contamination is equal to 0.061 for both) after 80% to 20% stratified train
test split. Meanwhile, the validation sample consisted of all instances after 2 January 2016
(inclusively), with 50,862 normal instances and 3138 attack instances and contamination
of 0.062. The results of experiment 2 for different anomaly detection machine learning
models are provided in Tables 6 and 7. It can be seen that rather close results are obtained
for the ECOD (F1-measure 0.718, AUC-ROC 0.864, and AUC-PRC 0.530 on the testing
sample), COPOD (F1-measure 0.729, AUC-ROC 0.867, and AUC-PRC 0.563 on the testing
sample), VAE (Fl-measure 0.732, AUC-ROC 0.896, and AUC-PRC 0.505 on the testing
sample), AutoEnc (F1-measure 0.732, AUC-ROC 0.896, and AUC-PRC 0.505 on the testing
sample), and AnoGAN (F1-measure 0.746, AUC-ROC 0.851, and AUC-PRC 0.555 on the
testing sample).

Table 6. The results of Experiment 2 for the SWaT dataset (for train and test data).

Train data Test data

Optimal AUC- AUC AUC- AUC

threshold g g g g

resho P R FPR F1 oo ‘ppcd P R FPR F1 oo ‘e
Sklearn

ocSVM 0.00 0.00 0.00 0.0 0.00 0.00 0.891 0.617 0.383 0.729 0.211 0.180

isoF 0.00 0.00 0.00 0.00 0.00 0.00 0.805 0.623 0.377 0.702 0.862 0.032
PYOD

ECOD 0.862 0.623 0.377 0.724 0.865 0540 0.856 0.619 0.381 0.718 0.864 0.530

COPOD 0.897 0.621 0.379 0.734 0.868 0575 0.890 0.617 0.383 0.729 0.867 0.563

KNN 0.058 1.000 0.000 0.109 0.209 0.040 0.058 0.999 0.000 0.109 0.213 0.041

DeepSVDD  0.067 0.832 0.168 0.124 0490 0.054 0.067 0.826 0.174 0.124 0489 0.055

VAE 0.772 0.696 0.304 0.732 0896 0509 0.770 0.696 0304 0.732 0.896 0.505

AutoEnc 0.772 0696 0304 0.732 0896 0509 0.770 0.696 0304 0.732 0.896 0.505

AnoGAN 0.899 0644 0356 0.751 0854 0568 0.893 0.641 0359 0.746 0.851 0.555

Experiment 3. The data from “Attack_v0.csv”, “Normal_v0.csv”, and “Normal_ v1.csv”
files together were used to train algorithms in novelty detection or unsupervised mode in
this experiment series. The data contain 1,441,719 instances in total, including 1,387,098 nor-
mal instances and 54,621 attack instances with contamination of 0.039. To train algorithms,
all instances from “Normal_v0.csv” and “Normal_v1.csv” files (except stabilization period
of 3 hours) were used, while all instances from “Attack_v0.csv” file were used for testing.
The train sample included 972,000 normal instances and no attack instances. The test sam-
ple included 395,298 normal instances and 54,621 attack instances, that is, contamination is
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equal to 0.139. The results of experiment 3 for the novelty detection mode and different
anomaly detection machine learning models are provided in Table 8. It can be seen that
the results are rather close for different models with a rather low false positive rate on the
testing sample.

Table 7. The results of Experiment 2 for the SWaT dataset (for validation data).

Validation Data
ACC P R FPR F1
Sklearn
ocSVM 0.942 0.000 0.000 1.000 0.000
isoF 0.935 0.022 0.003 0.997 0.005
PYOD
ECOD 0.942 0.466 0.011 0.989 0.021
COPOD 0.942 0.000 0.000 1.000 0.000
kNN 0.058 0.058 1.000 0.000 0.110
DeepSVDD 0.601 0.045 0.293 0.707 0.079
VAE 0.933 0.000 0.000 1.000 0.000
AutoEncoder 0.933 0.000 0.000 1.000 0.000
AnoGan 0.943 0.672 0.043 0.957 0.081

Table 8. The results of Experiment 3 for the SWaT dataset.

Train Data Test Data
Optimal Threshold AUC- AUC-
ACC ACC P R FPR F1 ROC ROC
Sklearn
ocSVM 0.990 0936 0998 0.585 0.415 0.738 0.808 0.082
isoF 0.960 0.777 0.124 0932 0.068 0219 0.833 0.072
PYOD
ECOD 0.900 0.833 0981 0.598 0402 0.743 0.858 0.758
COPOD 0.960 0919 0948 0.619 0381 0.749 0.855 0.756
KNN 0.960 0.127 0987 0.636 0364 0774 0.816 0.727
DeepSVDD 0.960 0.766 0991 0.646 0354 0.783 0.838 0.732
VAE 0.960 0410 0991 0.633 0368 0.772 0.820 0.732
AutoEnc 0.960 0410 0991 0.633 0368 0.772 0.820 0.732

Conclusions. We analyzed the obtained results considering the dataset requirements listed
above. All specified requirements are satisfied for this dataset. It is generated using physical
devices and components, and this impacts the efficiency of the network attacks; not all network
attacks result in changes in the readings of the sensors. Thus, we consider that this dataset is a
realistic one. The preliminary results of the analysis of the sensors data are in conformance with
the results obtained by other researchers [6,29,30,35,36]. Interestingly, all considered papers do
not analyze network and sensor data together, and we believe that joint analysis of such data
could significantly enhance the performance of the analysis models targeted to detect anomalies
and network attacks.

3.3. HAI Dataset Analysis

The dataset describes the parameters of an industrial control system testbed with
an embedded simulator. The testbed comprises four elements: a boiler, turbine, water-
treatment component, and a hardware-in-the-loop (HIL) simulator. The HIL simulation
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implements a simulation of the thermal power and pumped-storage hydropower genera-
tion.

When forming the dataset, several different attack scenarios were used, aimed at three
types of devices: the Emerson Ovation, GE Mark-Vle, and Siemens S7-1500.

During the attack, the attacker operates with four types of variables: set points,
process variables, control variables, and control parameters. The set of certain values of
these variables in a given period of time determines one of two behaviours of the system:
anomalous or normal. When the system is operating normally, the values of the process
variables change within a predefined range. To this end, the operator adjusts the set point
values, which allows for achieving stable and predictable results in the behaviour of the
sensors, and the entire system as a whole.

This dataset has three versions: HAI 20.07, HAI 21.03, and HAI 22.04. Statistical
information about each of them is given in Table 9.

Figure 3 shows 10 features which keep the highest correlation value with the class
label for files testl.csv within HAI 20.07, HAI 21.03, and HAI 22.04.

Table 10 contains the values of F-measure (F1) and accuracy (ACC) in percentages
for 5 classifiers: decision tree (DT), KNN, random forest, logistic regression, and neural
network (NN).

Conclusions. We analyzed the obtained results considering the set requirements. The
requirements R1, R2, R3, and R4 are satisfied. The requirement R5 is also satisfied; however,
considering the existence of the simulated part of the test bed, the quality of the dataset
depends on the quality of the simulated part of the test bed. The preliminary experimental
results are in line with the results obtained in other research papers. Thus, this dataset is
consistent and suitable for the intrusion detection task.

Table 9. Statistical data on the HAI dataset class balance by version.

File Normal Attack Total Class Balance, % Features
hai-20.07 /trainl.csv.gz 309,600 0 309,600 100/0 59
hai-20.07 /train2.csv.gz 240,424 776 241,200 99.7/0.3 59
hai-20.07 /testl.csv.gz 280,062 11,538 291,600 96/4 59
hai-20.07 /test2.csv.gz 147,011 5989 51,106 96.1/3.9 59
hai-21.03/trainl.csv.gz 216,001 0 216,001 100/0 79
hai-21.03/train2.csv.gz 226,801 0 226,801 100/0 79
hai-21.03/train3.csv.gz 478,801 0 478,801 100/0 79
hai-21.03/testl.csv.gz 42,572 629 43,201 98.5/1.5 79
hai-21.03/test2.csv.gz 115,352 3449 118,801 97.1/2.9 79
hai-21.03/test3.csv.gz 106,466 1535 108,001 98.6/1.4 79
hai-21.03 /test4.csv.gz 38,444 1157 39,601 97.1/2.9 79
hai-21.03/test5.csv.gz 90,224 2177 92,401 97.6/2.4 79
hai-22.04/trainl.csv 93,601 0 93,601 100/0 86
hai-22.04/train2.csv 201,600 0 201,600 100/0 86
hai-22.04/train3.csv 126,000 0 126,000 100/0 86
hai-22.04/train4.csv 86,401 0 86,401 100/0 86
hai-22.04/train5.csv 237,600 0 237,600 100/0 86
hai-22.04/train6.csv 259,200 0 259,200 100/0 86
hai-22.04 /testl.csv 85,515 885 86,400 99/1 86
hai-22.04/test2.csv 79,919 2881 82,800 96.5/3.5 86
hai-22.04 /test3.csv 58,559 3841 62,400 93.8/6.2 86

hai-22.04/test4.csv 125,177 4423 129,600 96.6/3.4 86
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Figure 3. Features with the highest correlation value with class label.
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Table 10. Result of evaluating classifiers on HAI dataset.

DT KNN RF LR NN
F1,% ACC,% F1,% ACC,% F1,% ACC,% F1,% ACC,% F1L,% ACC, %

hai-20.07 /testl.csv.gz  99.00 99.85 86.42 98.28 99.67 99.95 80.88 97.73 96.70 99.50
hai-20.07/test2.csv.gz  99.48 99.92 94.93 99.30 99.76 99.96 97.29 99.60 99.30 99.90
hai-21.03/testl.csv.gz  98.61 99.91 93.39 99.59 99.31 99.95 90.10 99.43 49.57 98.29
hai-21.03/test2.csv.gz  97.60 99.73 89.89 98.99 99.52 99.95 74.99 98.03 88.52 98.81
hai-21.03/test3.csv.gz  99.38 99.96 99.61 99.61 99.38 99.96 90.96 99.53 72.23 98.76
hai-21.03/test4.csv.gz  99.45 99.94 95.65 99.52 99.67 99.96 99.22 99.91 49.25 97.05
hai-21.03/test5.csv.gz  98.26 99.84 92.72 99.38 99.30 99.94 81.30 98.63 49.39 97.59
hai-22.04/testl.csv 98.66 99.95 90.87 99.67 99.11 99.97 78.76 99.39 49.75 98.99
hai-22.04/test2.csv 97.85 99.70 89.80 98.73 99.39 99.92 72.80 97.46 49.07 96.34
hai-22.04/test3.csv 98.79 99.73 94.45 98.83 99.64 99.92 90.00 98.03 94.30 98.65
hai-22.04/test4.csv 98.38 99.78 88.26 98.65 99.45 99.93 62.88 97.02 49.12 96.53

File

4. Performance Metrics for Anomaly and Attack Detection

Finally, in this section, we describe performance metrics used for anomaly and attack
detection. Precision, recall, and F-measure are the most used evaluation metrics. There
is no specialized metric to measure the performance of anomaly detection methods. The
listed metrics are classic for machine learning methods, on which most anomaly detec-
tion methods are based. However, we discovered that there are different approaches to
calculating them [28,49,50]. This section reviews proposed approaches.

Let us denote the time series signal observed from K sensors during time T as

X = {xl,. . .,xT},xt € ]RN.
The normalized signal is divided into a number of time windows:

W= {wy,..., 0r_pic},
wr={xt,..., Xpyn-1},

where h—window size, T—step length.
The purpose of the time series anomaly detection method is to predict the binary label

of the presence of an anomaly (3/)15)/ either for individual X instances or for time windows
W. The labels are obtained by comparing the anomaly estimates A with a threshold 4. For
the specific instances:

A1, ifA(x) > 6,
Ye = 0, otherwise.

For all windows in the test dataset:

A 1, ifA(wt) >0,
Ye= 0, otherwise.

A set of test data may contain several sequences (segments) of anomalies within a
certain period of time. Let us denote S as a set of M segments of anomalies:

S={S,...,Sm},
Sm = {Xtms,...,xtme},

where t"* and "¢ are the S, starting and ending time, accordingly.

Below, several approaches to calculate the performance metrics of anomaly detection
are described.

Point-wise calculation approach. The calculation of the performance metrics is imple-
mented using separate records within the dataset [28,49]. The calculation of precision (P),
recall (R), and F-measure (F1) is implemented using all points within the dataset:

TP TP F1:2><PXR

P=— R= ———
TP + FP’ TP+ FN’ P+ R’
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where
®  TP—correctly detected anomaly (y; = 1,@t =1);
e  FP—false detected anomaly (y; = 0, ﬁt =1);
. TN—correctly assigned norm (y; = 0, @t = 0);
e FN—false assigned norm (y; = 1,% =0).
Point-adjusted (PA) calculation approach . The calculation of the performance metrics
is implemented using the corrected labels. If at least one observation of an anomalous
segment is detected correctly, all other observations of the segment are also considered to

be correctly detected, even if they were not detected [28,49]. Observations outside the true
anomaly segment are processed as usual. It can be specified as follows:

APa (1, if A(xy) > 6 or A(xy > 5), x¢, X € S,
Yo = 0, otherwise.

The metrics are calculated considering the corrected labels in the dataset:

TPy, TPpa

B R. — Ppa X Rpa
TPpa + FPpq’ P TPpa+ FNpa'

P X =
. Ppa 4 Rpa

FlngZ

This idea is represented in Figure 4.

Truelabels [ 1[1[1]ofofoft[1[1]1]o]0]

e o [t[tfofoTaToToTa 1o o o] 155
TP TP FN TN FP TN FN TP TP FN TN TN F1=0,5
Cl | | | |
Ppa= 0,58,
Comected [y T [ [a [a [ [ aafufufa] s

TP TP TP FP FP FP FP TP TP TP FP FP
Figure 4. True, corrected, and predicted labels in case of the PA approach to metrics calculation.

Revised point-adjusted (RPA, event-wise) calculation approach. The calculation of metrics
is implemented using time windows of records [50]. If any point at the anomaly window
is labelled as anomalous, then one true positive result is fixed. If the anomalies were
not labelled, then one false negative result is fixed. Any predicted anomalies outside the
anomaly windows are considered false positives. This can be specified as follows:

TPrpa

b TPrpa
e Tprpa + Fprpu ’

. ‘titrpa Prpa X Rrpa
TPrpa + FNrpal

R T
P b rpa 1 Rrpa

Flpe =2 X

where

*  TPyp,—any part of the predicted anomaly sequence intersects with a sequence that
actually has an anomaly;

*  FN;p,—if no sequence that is predicted to be anomalous intersects with a real anoma-
lous sequence;

*  FP,p,—all predicted anomalous sequences that do not intersect with any really anoma-
lous sequence.

This idea is represented in Figure 5.



Algorithms 2023, 16, 85

150f18

et L e el s e e

pegieted [ Tafooafofo[a]a]olo o] 2255
TP TP FN TN FP TN FN TP TP FN TN TN 1=05
il | | | |
= [ ToDo[ 1+ T o ]
I'P IN FP TN P FN

Figure 5. True, predicted, and corrected labels in case of the RPA approach to the metrics calculation.

Another metric is the composite F1 score [50]. For this metric, precision is considered
as P (by the number of points), and recall is calculated as R;p, (by the number of segments):

P X Rypa

Fle =2x —— 7,
¢ P+ Rypq

This idea is represented in Figure 6.

True labels |l|l|1|("UI“|l‘lllll‘(llu‘

mats o [1[aeToTaToTo Tt a0 o o] £33\
TP TP FN TN FP TN FN TP TP FN TN TN 11705 \
= | | | | \
oot [ Tolo[ 1+ T o ]ty )
TP ™ FP TN P FN Fle=0.72 ‘./:l/"’.

Figure 6. True, predicted, and corrected labels in case of the composite F1 score approach to the
metrics calculation.

Conclusions. There are various approaches to the calculation of metrics for performance
evaluation of the machine learning models. In addition to the classical way of calculating
through TP, TN, FN, and FP, researchers present options with adjusted indicators. This
is aimed at improving the quality of anomaly detection in a large amount of data, or at
reducing the number of false positives. In this case, the choice of metrics strongly depends
on the detection problem being solved. To select the appropriate approach to calculation,
additional experiments are required: the authors plan to implement and compare all the
described metrics in future experiments with anomaly detection methods.

5. Conclusions

In the paper, the authors considered existing approaches in the anomaly detection
area, existing datasets that can be used for the experiments, and existing performance
metrics. The analysis of the related works showed that the research focus has shifted to
the application of deep neural networks to anomaly detection in technological processes;
however, there are still solutions based on classical anomaly detection techniques. The
application of machine learning techniques requires high-quality datasets. High-quality
datasets are datasets that are relevant to the subject domain, meaningful, and reliable. We
formulated five requirements for the datasets that consider these properties and evaluated
three different datasets that are currently proposed for testing and evaluation of cybersecu-
rity applications. The selected datasets are SWaT, HAI, and TON_IoT. Our experiments
revealed that TON_IoT is not suitable for the intrusion detection task, as we did not dis-
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cover any relations between sensor data and network data. We consider that SWaT and
HAI datasets are more relevant for cybersecurity tasks, primarily due to the fact that they
were generated using real physical test beds. The SWaT dataset contains both network and
sensor data; this makes it preferable for intrusion detection, as authors believe that joint
analysis of the network and sensor data could benefit the early detection of the attacks a
lot, including multi-step attacks.

Another interesting finding relates to the performance evaluation of the machine
learning techniques proposed to detect anomalies. These techniques consider the specificity
of the anomalies of the CPS systems—their duration and the delayed response of the system.
Although these features could significantly enhance the evaluation process of the proposed
cybersecurity solutions, they require more analysis and research.

Finally, in future research, the authors plan to develop an approach to anomaly
detection in cyber-physical systems that will provide accurate and explainable results, and
will conduct experiments to select the performance metrics.
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