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Abstract: Along with the growing threat of cyberattacks, cybersecurity has become one of the
most important areas of the Internet of Things (IoT). The purpose of IoT cybersecurity is to reduce
cybersecurity risk for organizations and users through the protection of IoT assets and privacy.
New cybersecurity technologies and tools provide potential for better IoT security management.
However, there is a lack of effective IoT cyber risk management frameworks for managers. This paper
reviews loT cybersecurity technologies and cyber risk management frameworks. Then, this paper
presents a four-layer IoT cyber risk management framework. This paper also applies a linear
programming method for the allocation of financial resources to multiple IoT cybersecurity projects.
An illustration is provided as a proof of concept.
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1. Introduction

The Internet of Things (IoT) has created a new paradigm in which a network of machines
and devices capable of communicating and collaborating with each other are driving new process
innovations in enterprises [1]. Pervasive and ever-increasing cybersecurity attacks to IoT systems
have caused people and organizations a wide range of issues in reputation, compliance, finance,
and business operations. The rapid increase of cyberattacks is in part due to the phenomenal growth of
IoT devices in such areas as smart grids, environmental monitoring, patient monitoring systems, smart
manufacturing, and logistics. Security management of the IoT is challenging due to the dynamic and
transient nature of the connection between devices [2], the diversity of actors capable of interacting
within IoT systems [3], and resource constraints [4].

The worldwide IoT security market is expected to expand at a Compound Annual Growth Rate
of 33.7% from 2018 to 2023 due to the increasing number of cyberattacks on IoT devices, growing IoT
security regulations, and rising security concerns [5]. A recent survey reports that loT-based threats will
become more widespread and impactful, and senior management will need to pay more attention to
IoT-related risks when developing organization-level cyber risk management [6]. However, only 35% of
survey participants report that they have an IoT security strategy in place and, of those, only 28% report
that they implemented it. Another survey shows that 80% of organizations experienced cyberattacks
on their IoT devices in the past year [7]. However, it finds that 26% of the organizations did not use
security protection technologies. These two surveys demonstrate the security limitations many IoT
devices have and the need for organizations to move proactively to invest in IoT cybersecurity.

Despite weak security measures, existing risk assessment methods are not appropriate for dynamic
systems such as the [oT [8]. For example, existing risk assessment methods are not sufficiently designed
for cybersecurity risk assessment of medical IoT systems whose complexity exposes wide attack points
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to adversaries [9]. Developing IoT systems around a standard platform may help organizations develop
IoT security measures without inadvertently raising cyber risks [10].

The purpose of IoT cybersecurity is to reduce cybersecurity risk for organizations and users through
the protection of IoT assets and privacy. New cybersecurity technologies are constantly emerging
and provide opportunities and challenges for IoT cybersecurity management. Most previous studies
focus on the technological aspects of IoT cybersecurity. However, there is a lack of comprehensive risk
management frameworks to address the complex cybersecurity issues in IoT systems. Against the
backdrop of the gap in the IoT cybersecurity risk management, this paper presents a literature review on
IoT security technologies and cyber risk management frameworks and develops a four-layer IoT cyber
risk management framework. Then, this paper introduces a linear programming method to optimally
allocate financial resources to different IoT cybersecurity projects. Finally, an illustration of the IoT
cyber risk management for a hotel smart room provides the proof of concept of the risk assessment.

2. Literature Review

Given the unique nature of cyber threats and vulnerabilities of the IoT systems, developing a new
IoT cyber risk management framework requires understanding both IoT cybersecurity technologies
and existing cyber risk management frameworks.

2.1. Cybersecurity in IoT Architecture

Since each layer of the IoT architecture has unique security issues and interacts with other
layers, security measures should be considered for the entire architecture [11]. A literature review of
cybersecurity technologies through the lens of the IoT architecture helps us have a systematic and
integrative view of the IoT cybersecurity. The following is based on Lee’s five-layer architecture of
enterprise IoT [1] and focuses on the layer-level cybersecurity issues and solutions.

2.1.1. Cybersecurity at the Perception Layer

While many IoT devices are designed to be low energy and lightweight, they often collect enormous
amounts of data from the environment in real time and therefore apply various energy-saving
methods. Technologies such as machine learning are often used to make reliable inferences
from the data generated [12]. However, due to the resource-constrained capacity of devices,
embedding computation-intensive security and privacy measures into lightweight IoT devices has
been challenging [13-16].

One of the major security issues at the perception layer is the cloning of device chips for cyberattacks.
For example, clones of RFID tags may be used to launch distributed denial-of-service (DDoS) attacks.
Physical unclonable functions (PUFs) have been used for authentication and identification as well as
cryptographic key generation for a chip [17]. PUFs chips enhance security through tamper resistance,
device identification, authentication, and the prevention of cloned devices [18]. Since the components
of IoT devices are often implemented on resource-constrained ones, lightweight PUF designs are
required [19]. While PUFs are not cloneable, it is possible to clone a PUF key once it is extracted. Hence,
a number of authentication protocols are proposed based on PUFs [11,20-22]. For example, Xu et al.’s
protocol is based on PUFs and the lightweight cryptography to carry out an efficient verification of a
single tag [21].

The enhancement of IoT cybersecurity requires doing tasks manually, expanding staff knowledge
and tools, and addressing risks with manufacturers and other third parties [23]. IoT cybersecurity
needs to take into account device security, data security, and individuals’ privacy [23]. Certifying the
security level of IoT devices is instrumental in achieving the acceptance of IoT devices, but the dynamic
and heterogeneous nature of the IoT devices makes the development of a cybersecurity certification
framework complicated from both technical and legal perspectives [24].
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2.1.2. Cybersecurity at the Network Layer

In the IoT system, the network layer plays a critical role for the overall IoT security performance,
since secure data transmission over the network is essential for the function of devices, processing
stations, and the entire IoT system. An intrusion detection system (IDS) is used to detect attacks,
take corrective measures, and monitor packets [25]. The IDS deploys various intrusion detection
techniques: statistical analysis for anomaly detection [26]; evolutionary algorithm for classifying
intrusions based on error conditions, behavior, and attempted intrusions [27]; protocol verification for
classifying suspicious behaviors; data mining techniques such as random forest method [28]; and deep
learning for classifying network breach patterns [29].

Deep learning models show promising results for the detection of DDoS attacks with the highest
accuracy at 97.16% [29]. Hybrid methods using dimension reduction and classification techniques
for detecting malicious activities on the IoT networks also show promising results [30]. The network
security segment of the cybersecurity market is estimated to constitute the highest component of
cybersecurity between 2018 and 2023, and the rising adoption of IoT applications is a key contributing
factor to the growth [5].

2.1.3. Cybersecurity at the Processing Layer

Cloud computing and fog computing have become a standard technology at the processing
layer for storing and processing large-size data streams generated from large numbers of IoT devices
concurrently. Fog computing uses network devices for latency-aware processing of collected data [31].
In fog computing, IDS can be used on a fog node to detect intrusion [32]. A hybrid method using IDS,
Virtual Honeypot Devices (VHD), and Markov models in fog computing shows promising results in
identifying malicious devices as well as decreasing the false alarm rate [31].

The processing layer can utilize blockchain by publishing and storing data as a public ledger of
every user or node in the system [33]. Some of the promising application areas of blockchain for the
IoT include supply chains, smarter energy, and healthcare [34]. Blockchain can also be used to generate
IoT security certificates for IoT devices to be deployed securely and automatically [35].

2.1.4. Cybersecurity at the Application Layer

Monitoring and control, big data and business analytics, and information sharing and collaboration
are widely used enterprise IoT applications [36]. Different application areas such as smart homes, smart
transportation, smart health, and smart grids require different security management approaches [37].
For example, smart health deals with highly personalized data and requires high-level security and
privacy protection [38]. Since many IoT applications may be owned by third-party service providers,
cyberattacks on these applications may affect the security of other interrelated applications [39].

Some security issues include the security of protocols such as CoAP, MQTT, and XMPP [40],
improper patch management [41], inadequate authentication [42], and insufficient audit mechanisms [43].
The above-mentioned security issues have been addressed with various solutions such as key
management, access control, heterogeneous network authentication, private information protection,
and data security protection [37].

2.1.5. Cybersecurity at the Service Management Layer

Unlike the technological risks of the other layers, cybersecurity at the service management layer
focuses on human and organizational aspects of cybersecurity. Trust and privacy issues are relevant
to IoT service management, since these issues affect the usage of the IoT services and applications.
A study on farmers’ perceptions of agricultural technology shows that trust affects perceived value
and perceived risk, and in turn, those affect IoT adoption [44]. Security and privacy threats become
prevalent in the use of cloud services [45].
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It is imperative to protect individuals’ privacy impacted by personally identifiable information
(PII) processing through the protection of device and data [23]. Incorporating privacy protection
measures in the early stage of IoT development is critical for building trust and promoting the adoption
of IoT systems [46]. However, since most IoT devices are low energy and lightweight, the task of
protecting security and privacy is quite challenging [47]. To protect the privacy of patients in IoT-based
healthcare systems, Luo et al. [48] propose a framework called PrivacyProtector with the aim of
defending against sophisticated cyberattacks such as collusion attacks and data leakage.

2.2. Literature Review on Cybersecurity Risk Management

There is a paucity of studies on IoT cybersecurity risk management in academia and in the
industry. Therefore, this literature review is not limited to cybersecurity risk management in the IoT.
Previous studies are broadly categorized into qualitative and quantitative approaches to cybersecurity
risk management.

2.2.1. Qualitative Approaches to Cybersecurity Risk Management

There are multiple competing and complimenting risk management frameworks. One of the
most popular cybersecurity frameworks is the National Institute of Standards and Technology (NIST)
Cybersecurity Framework. This is a high-level and easy-to-read guidance created for organizations to
be able to customize [49]. The framework consists of the framework core, the implementation tiers,
and the framework profile. The framework core describes five functions of the cybersecurity program.
The implementation tiers describe the degree to which an organization’s cybersecurity management
practices exhibit the specific capabilities of cybersecurity defined in the tiers. An organization can use
the framework profile to identify opportunities for improving its cybersecurity status by comparing
a “Current” Profile with a “Target” Profile. While the NIST Cybersecurity Framework explicitly
recognizes that the activities associated with managing cybersecurity risk are organization-specific,
risk management issues are marginally addressed.

ISO/IEC 27005 is a set of standards developed by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC). It provides managers with guidelines
and techniques for implementing and managing information security risks [50]. While ISO/IEC
27005 provides a structured sequence of activities, it does not directly employ any specific risk
management method, and the organization is expected to define their own approach to risk management,
depending on the type of information security management system, state of risk management, and/or
industry-specific security issues.

The seven stages/chains Cyber Kill Chain® (CKC) framework is a risk management framework
developed by Lockheed Martin [51]. The model analyzes what the cyber attacker would do in order
to achieve their objectives and proposes countermeasures the defender must take to break the chain
at an early stage as well as in later stages. The framework focuses mainly on the technological
side of cybersecurity involving attackers and defenders, but it did not fully address the human and
organizational issues in cyber risk such as human mistakes and internal threats. Furthermore, it does
not provide any specific guide to cybersecurity investment decisions.

Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is a security
evaluation framework developed at the CERT(R) Coordination Center (Pittsburgh, PA, USA) [52].
OCTAVE helps an organization identify and rank key IT assets, weigh threats to those assets, analyze
their vulnerabilities and impacts, and develop security priorities to reduce the risk to the IT assets. At the
core of OCTAVE is the concept of self-direction with which a small, interdisciplinary team drawn from
an organization’s own departments leads the organization’s evaluation process. The original OCTAVE
was updated to OCTAVE Allegro to make the framework easier to implement in an organization [53].
OCTAVE Allegro allows for a broad assessment of an organization’s operational risk environment in a
workshop-style collaborative setting without the need for extensive risk assessment knowledge.
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The CMMI Institute’s Cybermaturity Platform shares a similar risk management approach with
OCTAVE. However, one unique feature of the Cybermaturity Platform is a risk-based roadmap, which is
a customized list of action items prioritized based on the risks most relevant to the organization [54].
To develop the risk-based roadmap, the Cybermaturity Platform conducts security gap analysis
to measure current maturity versus target maturity and prioritizes security projects based on the
organization’s cybersecurity risk profiles.

The Center for Internet Security (CIS) publishes Consensus Audit Guidelines (CAG) consisting of
20 key actions, which are called critical security controls (CSC), that organizations should implement to
prevent or mitigate cyberattacks [55]. Goals of the CAG include leveraging cyber offense to inform cyber
defense, focusing on high payoff areas, ensuring that security investments are focused to counter the
highest threats, maximizing the use of automation to enforce security controls, and using a consensus
process to collect the best ideas. CAG includes Implementation Groups (IGs), which are similar to
the implementation tiers of the NIST Cybersecurity Framework. IG 1 is the least mature, and IG 3
is the most mature in terms of resources and cybersecurity experience. The IGs are designed to help
organizations classify themselves according to their cybersecurity maturity level, prioritize controls
utilization, and develop an effective cybersecurity program.

2.2.2. Quantitative Approaches to Cybersecurity Risk Management

This section reviews a few studies that focus on quantitative approaches to cybersecurity risk
management. The quantitative approaches tend to narrow down the scope of the studies to the cyber
risk assessment. A Bayesian decision network (BDN) was applied to a framework for network security
risk management [56]. The framework consists of several essential processes: risk assessment, risk
mitigation, and risk validation and monitoring, which should be done accurately to improve the
security level of a network. BDN models information needed for managing security risks, such as
information about vulnerabilities, risk-reducing countermeasures, and the effects of implementing them
on vulnerabilities. During the risk mitigation process, a cost-benefit analysis of the risk mitigation is
conducted with modified Bayesian inference algorithms. Their experiments show that their framework
helps improve network security significantly due to the accurate risk assessment and appropriate
risk mitigation.

Another risk assessment framework, called AVARCIBER, extends the specific parameters of
ISO 27005 [57]. The implementation of the framework follows a series of activities: launch the risk
assessment, identify and assess assets, identify cybersecurity threats, assess the damage level for the
vulnerability-asset (dimension) tuples, measure the risk, and perform countermeasures. The whole
process is not unique compared to ISO 27005. However, more detailed activities and practical guides
are provided. A case study was used to validate the implementation of the framework.

Realizing the NIST Cybersecurity Framework lacks a financial method useful for the justification
of cybersecurity projects, a cost-benefit analysis was integrated into the framework [58]. The study
demonstrates how cost-benefit analysis can help organizations select the most appropriate NIST
Implementation Tier level and illustrates the relationship between the NIST Implementation Tier levels
and a firm’s appropriate level of spending on cybersecurity activities. However, this study does not
provide operational details for the spending decisions nor explains how financial resources can be
allocated among multiple cybersecurity projects.

2.3. Evaluation of the Literature

The literature review of both the qualitative and quantitative approaches to cybersecurity risk
management shows that the qualitative approaches focus on high-level frameworks. These qualitative
frameworks recognize the relevance of other frameworks and share a similar cybersecurity risk
management process. For example, much of the NIST Cybersecurity Framework includes standards of
ISO 27001 geared to certify information security requirements. The CMMI Cybermaturity Platform is
aligned with leading frameworks such as ISO 27001 and the NIST Cybersecurity Framework.
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However, none of the frameworks explicitly address the IoT cybersecurity ecosystem and its
impacts on risk management. Furthermore, the frameworks do not provide any guide on how
cybersecurity investment can be made for each cybersecurity project and how financial resources
can be allocated among multiple cybersecurity projects. For example, the NIST Cybersecurity
Framework provides no details of how a firm should conduct cost-benefit analysis when deciding
on the organization’s implementation tier [58]. Organizations are left with investing in cybersecurity
projects by gut feeling.

The quantitative approaches to cybersecurity risk management focus on the risk assessment and
the quantification of cyberattacks and impacts. There are only a few studies applying the quantification
approaches. They do not explain how the quantification process can be integrated into the entire
risk management process. They also do not provide a detailed cost-benefit analysis nor allocation of
financial resources to multiple cybersecurity projects.

Based on the literature review, it has been determined that IoT cyber risk management did not
receive proper attention. The current risk assessment approaches are inadequate in dealing with the
complex array of connections among the wide range of devices and actors [3]. The review of the
previous studies motivates us to develop an IoT cyber risk management framework that improves
on the existing frameworks and quantitative approaches to risk assessment. This study integrates
the qualitative and quantitative approaches and proposes a four-layer IoT cyber risk management
framework that provides an essential guide for effective risk management.

3. The Four-Layer IoT Cyber Risk Management Framework

The four-layer IoT cyber risk management framework is proposed to help IoT security managers
develop a cost-effective cybersecurity risk management plan. The proposed framework identifies
major factors affecting cybersecurity risks and structures these factors into the four layers, so that
risk management activities are organized and evaluated layer by layer without losing sight of the
big picture cybersecurity issues. Figure 1 shows the proposed four-layer IoT cyber risk management
framework, which consists of an IoT cyber ecosystem layer, an IoT cyber infrastructure layer, an IoT
cyber risk assessment layer, and an IoT cyber performance layer.

loT Cyber Ecosystem Layer

loT Cyber Infrastructure Layer

loT Cyber Risk Assessment Layer

loT Cyber Performance Layer

Figure 1. Internet of Things (IoT) cyber risk management framework.

The risk management framework starts with the IoT cyber ecosystem layer. From the assessment
of the ecosystem elements, an organization identifies and understands the dynamics and roles of its
stakeholders. The IoT cyber ecosystem layer periodically and/or continuously monitors and evaluates
the environment and communicates findings to the other relevant layers. At the IoT cyber infrastructure
layer, the organization analyzes the current state of the cybersecurity infrastructure by analyzing
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people’s roles and responsibilities, organizational policies, and deployment of the IoT cybersecurity
technologies. The IoT cyber risk assessment layer identifies IoT assets and services, vulnerabilities,
and cyber threats, quantifies and prioritizes cyber threats and impacts, and makes a resource allocation
to various IoT cybersecurity projects. At the IoT cyber performance layer, the cyber technologies are
developed, monitoring and control activities are conducted, and continuous improvement activities
are performed. Each layer is discussed below in detail.

3.1. IoT Cyber Ecosystem Layer

The IoT cyber ecosystem consists of stakeholders interacting with IoT systems collaboratively
and competitively. The stakeholders of the IoT cyber ecosystem include IoT cybersecurity technology
developers, external users/customers, adversaries, governments, and the standardization organizations.
A change in the IoT cyber ecosystem needs swift attention from cybersecurity managers to formulate
proper security responses for the protection of the IoT systems.

3.1.1. IoT Cybersecurity Technology Developers

Many IoT managers do not have sufficient expertise to develop IoT cybersecurity solutions. Hence,
IoT managers need to be aware of the trends of IoT cyber technology developers’ communities. As the
IoT market grows, so does the market for the IoT cybersecurity technology developers. Cybersecurity
technology developers are outfitting IoT devices with the latest tools in order to secure the transfer of
data, prevent hacking, and keep privacy standards [59].

New technology developments such as 5G, serverless, and edge/fog computing IoT systems
should be able to provide better protection against various security cyberattacks. Machine learning
and Al will also show great potential for providing real-time prevention, detection, and recovery
measures for IoT systems with higher accuracies than traditional methods. The IoT security platforms
need to provide end-to-end solutions to deliver secure IoT systems unifying heterogeneous devices
and applications from multiple vendors.

3.1.2. External Users and Customers

External users and customers enable IoT innovations to realize their full benefits. The users” and
customers’ acceptance of IoT services is critical for the success of IoT applications. A study shows
that the perceived enjoyment and perceived usefulness of IoT applications positively affect usage
behavior, but perceived privacy risk negatively affects IoT adoption [60]. Hence, it is imperative for
IoT managers to identify the external IoT users and customers, understand their usage preferences and
concerns about security and privacy, and develop an IoT usage model that focuses on security and
privacy factors.

3.1.3. Adversaries

The cyber ecosystem takes into account adversaries such as intruders and hackers who pose
cyber threats for economic gains or other nefarious purposes. Adversaries with higher cybersecurity
knowledge remain a challenge, even with the use of advanced wireless security protocols and
cryptography [61]. The adversaries are continuously developing new techniques, and it is critical for the
organization to identify new intruders/hackers, understand their motivations to penetrate the systems,
and analyze how they penetrate the system, steal data, install malware, and/or intercept operations.

3.1.4. Governments

Government cybersecurity regulations are imposed on organizations to make the necessary
investments to meet the minimum regulatory requirements. For example, the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) was enacted to protect the security and privacy of
healthcare information by creating national standards [62], and the Health Information Technology
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for Economic and Clinical Health Act (HITECH) of 2009 expanded the scope of privacy and security
protections available under HIPAA [63]. These regulations significantly affect hospital data-sharing
practices and potentially mobile healthcare operations.

In the US, as of July 2020, various cybersecurity regulations have been enacted to safeguard
organizations’ computer systems and protect data from cyberattacks. For example, the Internet of
Medical Things Resilience Partnership Act of 2017 (the Medical Things Act) (H.R. 3985, 115 Cong.
(2017)) establishes a working group of private and public entities to develop voluntary guidelines
and frameworks for the security of Internet of Medical Things devices [64]. The Internet of Things
Cybersecurity Improvement Act of 2019 would require a supplier of IoT devices to meet specified
criteria before a U.S. government agency buys devices [65].

In Europe, the General Data Protection Regulation (GDPR) 2016/679 sets minimum levels of
cybersecurity requirements for organizations to safeguard personal data they collect [66]. On June
7,2019, the EU Cybersecurity Act was published in the Official Journal of the European Union [67].
This regulation proposes that the EU Cybersecurity Act establish a new mandate for the European
Union Agency for Network and Information Security (“ENISA”), the EU Agency for Cybersecurity,
and a European cybersecurity certification framework.

As discussed, governments address security concerns related to the use of IoT services by enacting
regulations and incentivizing security technology investments with various taxes. Organizations
involved in IoT cybersecurity technologies, IoT products, services, or processes should monitor the
evolution of the various government regulations, assess their impacts on their IoT systems development,
and consider necessary investments.

3.1.5. Standardization Organizations

Despite a significant amount of investment made on information assurance, there were no standards
to assist cybersecurity managers in choosing the most appropriate cybersecurity technologies [68].
Recently, the need for the effective development of secured IoT products and services has led to
standardization efforts for IoT security. Three standardization organizations’ efforts for IoT cybersecurity
standardization are discussed below.

The Study Groups of ITU’s Telecommunication Standardization Sector (ITU-T) developed ITU-T
Recommendations that define elements in the global infrastructure of ICTs [69]. The Global Standards
Initiative on Internet of Things (IoT-GSI) of ITU-T promoted a unified approach for the development
of technical standards to enable the global operations of the IoT and wrapped up its activities in July
2015 with the establishment of the Study Group 20 on “IoT and its applications including smart cities
and communities.” Their IoT-related series of recommendations were made from Y.4000 to Y.4999.

The ISO/IEC JTC 1 Special Working Group (SWG) 5 Internet of Things (IoT) was established in
2012 to develop standards relevant to the IoT and encourage them to be recognized and utilized by
industry and other standards-setting organizations. Their preliminary report was made in 2014 [70].
Relevant to IoT cybersecurity standards is ISO/IEC TR 29181-5:2014 Information technology—Future
Network-Problem statement and requirements—Part 5: Security (https://www.iso.org/standard/57487.
html).

The European Telecommunications Standards Institute (ETSI) released its first globally applicable
standard for consumer IoT security, TS 103 645, to specify high-level provisions for the security
of Internet-connected consumer devices and their associated services [71]. TS 103 645 requires
implementers not to use universal default passwords and to include a vulnerability disclosure policy.

3.2. IoT Cyber Infrastructure Layer

In developing a future-oriented cyber risk management plan, organizations must evaluate
their current IoT cyber infrastructure from both technological and managerial perspectives. Many
studies focus on the technical aspects of risk management to protect IT assets and services.
However, a lack of organizational and users’ support for cybersecurity is as detrimental to
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cybersecurity as a lack of cybersecurity technologies. Supporting a holistic approach to cyber risk
management, the IoT cyber infrastructure layer consists of employees/internal users, the organization,
and cybersecurity technologies.

3.2.1. Employees/Internal Users

The employees/internal users provide the behavioral element of the system. The focus of this
element is on factors affecting user satisfaction, attitude, intention, and actual behavior on the use of
cybersecurity technologies and compliance with security and privacy policies.

Promoting cybersecurity awareness and best practices is critical for the success of cybersecurity
management [72]. According to a study conducted by Shred-it, more than 85% of senior executives
believe that employee negligence is one of their biggest information security risks [73]. An empirical
study shows that one of the reasons that cyberattacks occur at a rapid rate in the IoT systems is the
poor compliance to information security policies that arises from behavioral issues and the lack of
security awareness [74]. Another empirical study shows that there is a low level of IoT cybersecurity
awareness by employees and proposes a cybersecurity e-brochure playbook as a possible solution [75].

3.2.2. Organization

The organization element focuses on senior management support, security policy, investment in
security, security training, and other organizational activities. These activities are significant for the
enhancement of IoT cybersecurity performances, since these activities are known to positively affect
the attitudes and behaviors of internal users and employees as well as external users and customers
of IoT services. Organizational preparedness to handle cyberattacks has become an integral part of
enterprise risk management [76]. Strong support from senior management is crucial to developing
and implementing successful security plans [72].

As the landscape of cyber threats shifts, organizations need to update their cybersecurity strategies.
They need to establish cybersecurity governance and operations strategies and align their IoT cyber
risk management with IT risk management and enterprise risk management. The NIST Cybersecurity
Framework suggests four Implementation Tiers related to organizations’ cybersecurity capabilities [49].
Depending on the organization’s existing cybersecurity capabilities, they need to decide the desired
level of Implementation Tier and develop their security strategies accordingly.

3.2.3. Cybersecurity Technologies

The cybersecurity technologies at this layer refer to internal cyber technology assets. The IoT
cybersecurity technology developers at the IoT cyber ecosystem are highly relevant and may help
the organization find and establish strong IoT cybersecurity technologies. Internal cybersecurity
technologies should support the organization’s overall cybersecurity goals as well as the IoT
cybersecurity goals.

Hildebrandt distinguishes three main classes of cybersecurity technologies [77]: technologies
that ensure the confidentiality of information; technologies that detect and counter online threats and
vulnerabilities; and technologies that detect and counter cybercrime. Cybersecurity technologies are
accompanied by authentication, which involves certification and the management of credentials [78].
Common IoT cybersecurity technologies include intrusion detection systems/intrusion prevention
systems, device authentication and management, secure communications, data encryption and
tokenization, secure software and firmware, Public Key Infrastructure (PKI) technology, firewalls,
DDoS protection, security analytics, and incidence response systems [5].

3.3. IoT Cyber Risk Assessment Layer

Once the organization identifies their current IoT cyber infrastructure, they need to assess their
current and future cyber risk. The IoT cyber risk assessment layer consists of three major activities:
risk identification, risk quantification, and resource allocation.
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3.3.1. Risk Identification

The risk identification stage identifies IoT assets, vulnerabilities, and cyber threats [57]. For each
IoT asset, its vulnerabilities and threat types are identified (e.g., IoT device 1-vulnerability 1-threat
type 1, IoT device 1-vulnerability 2—-threat type 2, IoT device 2—vulnerability 1-threat type 2, etc.).
The IoT risk identification involves understanding how intruders launch cyberattacks. Intruders have
two different mindsets: explorative and exploitative [72]. In the explorative stages, intruders typically
use deliberate and intuitive thinking and rely on intensive experimentation. Once access to a system is
successful, they rely on an exploitative mindset to achieve their goals. Another useful tool for risk
identification is the CKC framework [51]. The CKC framework is widely used to prevent and spot
cyberattacks. Breaking the chain at an early stage is more effective in defending against the adversary’s
malicious activities. Specific risks can be identified through the analysis of the seven stages of the
CKC framework.

3.3.2. Risk Quantification

At the risk quantification stage, the impact, frequencies, and defense probability of each
IoT-asset—vulnerabilities—cyber threat grouping is estimated. The following techniques and tools are
utilized to quantify risks.

For risk quantification, the frequency of cyberattacks refers to the expected number of cyberattacks
in a given period. The expected impact of a cybersecurity attack in a given period can be estimated
with selected metrics such as the number of compromised data records and/or financial loss. A defense
probability of each attack is also estimated (e.g., a defense probability of 0.9 for threat type A). As the
first activity of the risk quantification, the frequency of cyberattacks can be modeled as a random
process of arrival with a Poisson probability density function, which is commonly used for a variety of
arrival applications, including cyberattacks [79].

Secondly, a risk matrix is developed to understand the risk standing of all IoT
asset—vulnerabilities—threats. The risk matrix has two dimensions. One dimension is the frequency
of penetrated attacks of each IoT asset—vulnerabilities—threat and the other dimension is the expected
financial loss per penetrated attack. Penetrated attacks are a failure of defense. Through the construction
of the risk matrix, high priority IT asset-vulnerabilities—threats can be identified.

The risk matrix in Figure 2 shows an example. For illustrative purposes, dotted lines are arbitrarily
drawn to divide a high, medium, and low risk area. In the figure, IoT asset-vulnerabilities—threat-1
and IoT asset—vulnerabilities-threat-2 are high risk, IoT asset—vulnerabilities—threat-3 and IoT
asset-vulnerabilities-threat—4 are medium risk. IoT asset—vulnerabilities—threat-5 is low risk. The risk
matrix can help managers prioritize the asset-vulnerabilities—threats and allocate resources for proper
risk management. Though it is not a trivial task, the risk matrix should be updated periodically to
protect an organization from evolving attack patterns as much as possible.

3.3.3. Resource Allocation

Asdiscussed above, cyberattacks arrive in certain probability distributions (e.g., Poisson probability
distribution), and the frequency of penetrated attacks per period is an essential parameter of the
resource allocation model. From the defender’s side, the defender’s goal to increase defense probability
will be achieved with a matching investment. The defense probability is binomial (i.e., either success
or no success). The defense probability of each IoT asset—vulnerabilities—threat type and the frequency
of penetrated attacks together determine the total financial loss of each IoT asset-vulnerabilities—threat
type. The frequency of the penetrated attacks (i.e., unsuccessful defense) is measured as n * (1 — p),
where 7 is the frequency of attacks in a given period and p is the defense probability. n * (1 — p) * m is
the total financial loss where m is financial loss per penetrated attack. As an example, assume that the
current defense probability of the IoT asset—vulnerabilities-threat-1 is estimated to be 0.9. Assuming
that the current frequency of attacks for the IoT asset-vulnerabilities-threat-1 is 5000/period, and each
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penetrated attack costs $1000. Then, the total financial loss from the IoT asset-vulnerabilities—threat-1
is estimated to be $500,000 (i.e., 5000 * (1 — 0.9) * ($1000).

N o, )

e IT assettvulnerabilities-threat-1

h <. High X e
S . IT asset-vulnerabilities-threat-2|
N

High Risk Area

Frequency of

penetrated s IT assdt-vulnerabilfties-threat-3 "~
attacks/period h
Medium Medium Risk Area
o
IT asset-vulnerabilities-threat-3
Low Risk Area
Low

* e .
IT asset-vulnerabilities-threat-5 .

Low Medium High
Expected Financial Loss/penetrated\att\ack

N

Figure 2. Example risk matrix.

One of the challenges in cybersecurity management is the optimal allocation of limited resources
among competing IoT asset—vulnerabilities—threats. A cost-benefit model is adopted to determine
resource allocation to various IoT asset—vulnerabilities—threats. Organizational resources include labor,
IoT assets, and financial resources, and these are translated into monetary terms. This paper uses a linear
programming model to optimally allocate financial resources to each IoT asset-vulnerabilities—threat.
It is noted that there have not been any resource allocation methods used for cybersecurity
investment decisions. The linear programming is an intuitive and logical mathematical modeling
technique, and it guarantees optimal solutions under certain financial and operational constraints
for many business problems such as budgeting, transportation routing, production scheduling,
and investment portfolio management. Given the limited financial resources for cybersecurity
management and multiple cybersecurity projects, the linear programming method can serve as an
effective decision-making technique.

Figure 3 illustrates that more financial resource allocation will increase the defense probability
from the starting defense probability of 0.9. The horizontal axis represents the defense probability
from 0.9 to 0.99. The greater the financial resource allocation, the lower the financial loss will be from
the IoT asset—vulnerabilities—threat-1 due to the increase of the defense probability. The total cost
is the sum of the financial loss from the penetrated attacks and the allocated cyber investment cost
for the target defense probability. In this example, linear curves are assumed for both the financial
loss and the cyber investment cost within the range of 0.9 and 0.99. An exponential increase of the
cyber investment cost is expected from a defense probability of 0.99 and greater due to the rapid
increase of the marginal cost of cyber technologies. In this example, the formula for the financial
loss is FL = $500,000 — $5,000,000 * (x — 0.9), where x is the defense probability. The formula for the
investment cost is IC = $3,000,000 * (x — 0.9). The formula for the total cost is the sum of FL and IC:
TC =FL + IC = $500,000 — $2,000,000 * (x — 0.9).
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Figure 3. IoT cybersecurity cost-benefit analysis.
3.3.4. Multiple IoT Asset—Vulnerabilities-Threats with Constraints

Figure 3 shows that the total cost decreases up to the defense probability of 0.99 for IoT
asset—vulnerabilities—threat-1. Since the investment is subject to many financial and operational
constraints and limited organizational resources, one challenging question is how an organization
should allocate limited resources to multiple IoT cybersecurity projects. To make decisions further
complicated, each organization is in a different stage of the NIST’s four Implementation Tiers, and each
IoT asset-vulnerabilities—threat is likely to be subject to different operational and financial constraints.

To minimize the total cyber cost of the entire IoT asset—vulnerabilities-threats under these
constraints, this paper proposes a linear programming (LP) model with financial and operational
constraints. The LP model has three major components: decision variables, which represent the
defense probabilities of IT asset—vulnerabilities—threats; an objective function, which is a mathematical
function of the decision variables for the minimization of the total cyber cost; and constraints, which are
a set of functional equalities or inequalities that represent financial, technological, and operational
restrictions on what numerical values can be assigned to the decision variables. All formulas for the
objective function and constraints are in a linear form. The algorithmic discussion of the LP model is
outside the scope of this paper, and readers interested in the details can refer to Chakraborty, Chandru,
and Rao [80].

Constraints ensure the defense probability of each IoT asset—vulnerabilities—threat to have an
upper limit. For example, they may believe the organization does not have the staffing or experience
necessary to develop a security solution with a high defense probability. A lack of experience or
personnel may also force the organization not to adopt a highly complicated technology. All of these
constraints will affect the optimality of the defense probabilities and investment costs.

3.3.5. LP-Based IoT Cyber Cost—Benefit Model
The IoT cyber investment LP model is expressed in canonical form as

Minimize ¢lx

Subject to Ax < b

And1>x>0

where x represents the vector of decision variables for defense probabilities for IoT
asset-vulnerabilities—threat types, c and b are vectors of known coefficients, A is a matrix of coefficients,
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and ()7 is the matrix transpose. The inequalities Ax < b and 1 > x > 0 are the constraints that specify a
convex polytope over which the objective function is to be minimized for the total cyber cost. With the
previous example of the five IoT asset-vulnerabilities—threat types, there will be five decision variables,
a set of functional constraints, and a set of nonnegativity constraints. Later in the illustration section,
the use of the LP model will be illustrated with a hypothetical case of a hotel smart room.

3.4. IoT Cyber Performance Layer

Once a cyber solution is identified and a resource allocation decision is made at the IoT cyber
assessment layer, the IoT cyber performance activities kick in. While this layer is important for the
whole of risk management, the discussion will be brief, as the activities mostly follow the decisions
made at the risk assessment layer. The three major activities at the IoT cyber performance layer are
implementation, monitoring and control, and continuous improvement.

3.4.1. Implementation

The implementation of the new IoT cyber infrastructure includes IoT cyber technology
development, testing, deployment, new policy development, training, and user acceptance.
Organizations need to develop selection criteria to evaluate and choose among commercially available
cybersecurity technologies identified in the IoT cyber ecosystem layer. The implementation must
take into account the ease, usability, and usefulness of cyber monitoring and control systems.
While commercially available cybersecurity platforms facilitate the development of monitoring and
control systems, these platforms can limit the developer in terms of customization of the solution [81].
The decision on the new IoT cyber infrastructure also needs to take into account the types of IoT
applications and devices; e.g., some of the IoT devices are too small to implement computation-intensive
cybersecurity algorithms directly on their devices, so a gateway-based architecture may be used to
protect the entire IoT network as well as devices [82].

3.4.2. Monitoring and Control

Prevention, detection, and recovery are the core activities of the monitoring and control stage and
are conducted concurrently to respond to various cyberattacks. Prevention and detection activities
collect data on equipment performance, abnormal user activities, and illegal access to data and
applications. Recovery activities deliver a solution in real time.

3.4.3. Continuous Improvement

For continuous improvement, the organization needs to measure key performance metrics, which
include frequencies and sources of cyberattacks, impacts of penetrations (e.g., amount of data stolen,
penalty, lost sales, and ransom paid), and recovery time. One difference between monitoring and
control and continuous improvement is the timing of the activities and the data in which they are
interested. Continuous improvement utilizes historical data to identify trends and analyze long-term
performance. However, monitoring and control collect data in real time in order track cyberattacks
and responds to them in real time. Continuous improvement activities need to establish measurable
performance goals and generate periodic performance reports. It is important to establish performance
goals of the various loT security projects with benchmark data from the industry/sector and competitors,
and prioritize the performance goals for continuous improvement.

4. IMlustration of the Risk Assessment with Smart Room Scenario

This section focuses on the illustration of the IoT cyber risk assessment with a realistic smart
room scenario.
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4.1. IoT-Based Smart Room

IoT-based smart rooms have become highly popular in hotels, hospitals, individual houses,
and various types of buildings. An IoT-based smart room is appropriate for the illustration of the
IoT risk assessment, since multiple complex IoT asset—vulnerabilities—threats exist in smart rooms
where multiple heterogeneous devices and technology platforms interact with each other. In the
hotel industry, a smart hotel room has become a norm due to the declining price of IoT systems and
competition in the hotel industry. Some of the expected benefits of the smart hotel room include
customers’ integrated experience with access to their own data and information, accessible voice and
mobile-optimized controls, and improved personalized service. However, invasion of privacy is still a
concern to users of a smart hotel room.

As a proof of concept, the proposed LP model is applied to the scenario of a hypothetical smart
room. While this scenario is realistic and is likely to occur in any smart hotel room, this illustration
does not imply that any actual hotel organization is involved in this scenario development.
To facilitate the discussion, assume that there are five major IoT asset—vulnerabilities—threats for
the smart hotel room as discussed in the previous section. Table 1 shows the hypothetical IoT
architecture and the IoT asset—vulnerabilities—threats (Sources: https://www.vmware.com/content/dam/
digitalmarketing/vmware/en/pdf/customers/vmware-marriott-17ql-casestudy.pdf; http://serve360.
marriott.com/wp-content/uploads/2018/10/2018_Serve_360_Highlights.pdf; https://www.energy.gov/
sites/prod/files/2018/06/f52/cyber_security_lighting.pdf.). Table 2 shows the risk quantification of the
IoT asset—vulnerabilities—threats.

Table 1. IoT architecture and IoT asset—vulnerabilities—threats.

Layers IoT Asset and Services Vulnerabilities and Threats

IoT asset-vulnerabilities—threat—v: Recording
of voice-enabled devices may be accessible by
Application Layer =~ Mobile voice-enabled technology  intruders and hotel employees or is accidentally
sent to someone randomly and completely on
its own.

IoT asset-vulnerabilities—threat-wr:
A virtualized, software-defined Cybercriminals and insiders use techniques
and automated data center such as password cracking and email hacking
in order to gain access to user accounts.

Processing Layer

IoT asset—vulnerabilities—threat—x: An attacker
A distributed antenna system gains access to a packet of unencrypted data in
(DAS) with private LTE solutions transmission. The attacker may change the
content of the unencrypted data.

Network Layer

IoT asset-vulnerabilities—threat-y: DLM
sensors being used in DDoS attacks (e.g.,
WiFi-enabled light bulbs). IoT
asset—vulnerabilities—threat-z: An attacker
gains access to wireless sensor networks to
send commands to malware placed inside the
network and to launch malicious operations.

Digital Lighting Management
(DLM) sensors and switches with
wireless sensor networks (WSNs)

Heating, ventilation, and air
conditioning (HVAC) with
wireless sensor networks (WSNs)

Perception Layer
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Table 2. Risk quantification parameters.

ToT Financial Loss Function Investment Cost Function Total Cost Function (Financial Loss
Asset—Vulnerabilities-Threat Function + Investment Cost Function)

Type v FL = $i88;0900—§§,)000,000 IC = $2,000,000 * (1 — 0.88) TC = $480,000-$2,000,000 * (1 — 0.88)

Type w FL = $6f?z;0£)%—§g;000’000 IC = $2,500,000 * (v — 0.89)  TC = $660,000-$3,500,000 (v — 0.89)

Type x FL= $580(f(106$95)'000'000 IC = $3,000,000 * (x — 0.9) TC = $500,000-$2,000,000  (x — 0.9)

Typey FL= $3f?y’°£’%‘§§;000'000 IC = $500,000 * (y — 0.85) TC = $300,000-$1,500,000 * (1 — 0.85)

Type z FL = $7S?Z,oi)%—§2;000f000 IC = $2,000,000 * (z — 0.86) TC = $700,000-$3,000,000 * (z — 0.86)

4.2. LP Formulation for IoT Cyber Resource Allocation

Assume that type v and w are independent and require a resource allocation decision separately,
while type x, y, and z are network related, and the resource allocation of the three types needs to be
optimized. Hence, an LP model for type x, y, and z is developed, and the result is discussed after the
execution of the model.

Assumptions for the LP model

(1) Decision variables: Defense probability for type x, y, and z, respectively

(2) The minimum defense probability: x = 0.90; y = 0.90; z = 0.90

(3) The maximum defense probability (operational feasibility constraint): all x, v, z = 0.99
(4) Financial constraints to achieve the defense probability of 0.94:

$3,000,000 x + $500,000 y < $3,290,000,

$3,000,000 x + $500,000 y > $3,150,000,
$500,000 vy + $2,000,000 z < $2,350,000,
$3,000,000 x + $2,000,000 z < $4,700,000,
$3,000,000 x + $2,000,000 z > $4,500,000,

(5) Defense probability to an operational feasibility constraint between y and z: y + z <= 1.91.

Based on the assumptions, the following LP model is formulated:
Minimize GTC = 7,155,000 - 2,000,000 x — 1,500,000 y — 3,000,000 z
Subject to

3,000,000 x + 500,000 y < 3,290,000,

3,000,000 x + 500,000 y > 3,150,000,
500,000 y + 2,000,000 z < 2,350,000,
3,000,000 x + 2,000,000 z < 4,700,000,
3,000,000 x + 2,000,000 z > 4,500,000,
y+z<191

This linear programming (LP) model was executed using a free online LP, and the
result is discussed below. Source: https://www.wolframalpha.com/widgets/view.jsp?id=
daal2bbf5e4daec7b363737d6d496120).


https://www.wolframalpha.com/widgets/view.jsp?id=daa12bbf5e4daec7b363737d6d496120
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Table 3 shows that Option 3 is the lowest cost with type y assigned to the defense probability of
0.98, type x assigned to the defense probability of 0.933, and type z assigned to the defense probability
of 0.93. The optimal total investment cost is $304,999. Using the LP model, Option 3 generates a lower
total cost than Option 2, even with a smaller investment cost. This illustration shows the effectiveness
of the LP model in complicated IoT cyber resource allocation decisions. A variety of sensitivity analyses
can be conducted by changing the assumptions, which will help managers be more confident about
using the LP model for resource allocation decisions. As the NIST’s four Implementation Tiers model
suggests [49], each organization is different in their cyber defense capability. The suggested LP model
can effectively accommodate the unique situations of each organization.

Table 3. Results of three cyber investment options.

Option 1 Option 2 Option 3 (LP Solution)
x=0.90 x=0.94 x = 0.933333
Defense Probability y=0.90 y =094 y =098
z=0.90 z=0.94 z=0.93
x = $500,000 x = $300,000 x = $333,335
y = $200,000 y = $120,000 y = $40,000
Financial Loss z = $500,000 z = $300,000 z = $350,000
Total Financial Loss: Total Financial Loss: Total Financial Loss:
$1,200,000 $720,000 $723,335
x=3%0 x = $120,000 x = $99,999
y = $25,000 y = $45,000 y = $65,000
Investment Cost z = $80,000 z = $160,000 z = $140,000
Total Investment Cost: Total Investment Cost: Total Investment Cost:
$105,000 $325,000 $304,999
x = $500,000 x = $420,000 x = $433,334
Total Cost y = $225,000 y = $165,000 y = $105,000
z = $580,000 z = $460,000 z = $490,000
Grand Total Cost $1,305,000 $ 1,045,000 $1,028,334

5. Conclusions

The IoT has been a foundational component for smart cities, smart grids, smart manufacturing,
smart health, driverless cars, and drones, to name a few. As a growing number and variety of connected
devices are introduced into the IoT networks, the potential security exposures grow exponentially.
A lack of security in the IoT systems opens up opportunities for intruders and hackers to access critical
infrastructure and sensitive data. However, the absence of an IoT cybersecurity risk management
framework makes it very difficult for organizations to make effective decisions on IoT cyber risk
management and investment.

This paper reviewed IoT cybersecurity technologies and cyber risk management frameworks.
Then, this paper presented the four-layer IoT cyber risk management framework: the IoT cyber
ecosystem layer, the IoT cyber infrastructure layer, the IoT cyber risk assessment layer, and the
IoT cyber performance layer. Specifically, the IoT cyber risk assessment layer identifies, quantifies,
and prioritizes IoT cyber risks. An LP model was developed to make resource allocation decisions for
multiple competing IoT security projects. Then, an illustration of the IoT cyber risk assessment with an
LP model was presented as a proof of concept.

This study fills a gap in the IoT cybersecurity risk management and intends to promote further
interest for anyone interested in IoT cybersecurity risk management. For example, existing frameworks
did not provide any resource allocation methods to managers. Since there are no resource allocation
methods, any cyber investment decisions were made based on gut feeling and poor justification.
The proposed four-layer IoT cyber risk management framework addressed this deficiency. The LP
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model can be easily scalable to larger IoT systems involving hundreds of decision variables (e.g., smart
manufacturing and smart transportation).

Organizations need to continuously monitor the development of technologies in order to quickly
respond to cybersecurity breaches and attacks. For example, along with the advances of 5G and
related 5G-enabled IoT developments, cyberattacks will also become more prevalent in 5G-enabled IoT
services such as self-driving cars, augmented reality and virtual reality, and smart patient monitoring.
Along with the rapid adoption of the IoT applications, managers need to understand cyber risk
management processes to become better prepared for adversaries’ evolving attacks. This study
contributes to the literature by presenting an IoT risk management framework useful for developing
and deploying secured IoT systems.
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