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Abstract: The demand for the digital monitoring of environmental ecosystems is high and growing
rapidly as a means of protecting the public and managing the environment. However, before
data, algorithms, and models can be mobilized at scale, there are considerable concerns associated
with privacy and security that can negatively affect the adoption of technology within this domain.
In this paper, we propose the advancement of electronic environmental monitoring through the
capability provided by the blockchain. The blockchain’s use of a distributed ledger as its underlying
infrastructure is an attractive approach to counter these privacy and security issues, although its
performance and ability to manage sensor data must be assessed. We focus on a new distributed
ledger technology for the IoT, called IOTA, that is based on a directed acyclic graph. IOTA overcomes
the current limitations of the blockchain and offers a data communication protocol called masked
authenticated messaging for secure data sharing among Internet of Things (IoT) devices. We show
how the application layer employing the data communication protocol, MAM, can support the secure
transmission, storage, and retrieval of encrypted environmental sensor data by using an immutable
distributed ledger such as that shown in IOTA. Finally, we evaluate, compare, and analyze the
performance of the MAM protocol against a non-protocol approach.

Keywords: IoT; security; privacy; environment; IOTA; Tangle; MAM; directed acyclic graph;
blockchain; distributed ledger

1. Introduction
1.1. Mobile and Electronic Environment

Current technological and economic advancements are exerting a tremendous influ-
ence on the environment, to the extent of raising severe concerns about climate change
and pollution. Human activities have an undeniable and ever-increasing impact on the
climate system, along with recent developments that are unprecedented and currently
acknowledged by the Intergovernmental Panel on Climate Change [1]. Environmental
monitoring in this context refers to an Internet of Things (IoT) system where sensors are
used to collect useful data about the ecosystem, leading to further discoveries and a better
and more comprehensive understanding, to execute specific actions in mitigating and
addressing the degradation of the environment [2]. Environmental monitoring in indoor
environments is another related field that is now gaining popularity. This has proved
essential not only for the building’s or housing’s residents [3] but also in terms of lowering
greenhouse gas emissions [4]. Temperature, humidity, rainfall, atmospheric pressure, light
intensity, and air quality, which are impacted by pollutants such as carbon dioxide (CO,),
carbon monoxide (CO), sulfur oxide (SOx), volatile organic compounds, and many more
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are among the most commonly measured parameters. CO is a gas that is colorless and
odorless but can cause serious harm to the human population and to the environment.
When a substance is burned, smoke and fumes are released containing CO. SOy is a group
of sulfur chemicals that cause serious harm to the environment. Therefore, monitoring of
the environment and pollutants is required to achieve a safe and healthy environmental
ecosystem [5].

To achieve the goal of a more distributed environmental ecosystem, algorithmic analy-
sis of a large quantity of data [6] will train models that regularly monitor environmental
parameters and notify or respond to anomalies in real-time. For the improvement of
environmental monitoring, it is crucial to develop efficacious algorithms and models at
a continued pace within the environmental community; fostering confidence in these
methods requires publicly validated and verifiable processes. Within this system, devices
can receive and submit data in a federated manner, with over-the-air updates as the shared
algorithms, and models are enhanced with time.

The data used to train models must be tamper-proof and dependable, and the tech-
nique must be secure. This might help acquire the confidence of environmentalists and
environmental officials, as well as make data collection for investigations easier. Envi-
ronmentalists will have to look beyond their present methods to achieve this verified
future. The rise of distributed ledger technology has the potential to close this gap. There-
fore, we need to evaluate and analyze the performance of distributed ledger systems
such as IOTA to securely exchange environmental data [7] and establish trust among
environmental professionals.

1.2. Distributed Ledger Technologies

Distributed databases or distributed ledgers, such as blockchain [8], are managed
via a consensus process by nodes in a peer-to-peer network. Despite the fact that all
peers participate in maintaining database integrity, this consensus approach eliminates the
necessity for a central administrator. Individuals may reclaim control over their data due
to the lack of a central controller.

Blockchain was introduced in 2008 [9] as a distributed ledger technology that is
decentralized and immutable. These attributes ensure that the data stored on the blockchain
is secure, authentic, and distributed among all the peers in the network. There is no third
party involved while making transactions on this technology and no central authority that
can control it. These features open the door to various application domains and research
areas such as IoT, healthcare, environment monitoring, Al, deep learning, security, and IoT
data integrity, wherein the data needs to be distributed and tamper-resistant [10] to avoid a
single point of failure when stored on a centralized database.

However, blockchain technology is facing several technical challenges despite having
a great potential for the construction of future Internet systems [11]. The main challenge or
concern is the scalability of blockchain. The time taken to mine a block is about 10 min and
the block size is limited to 1 MB only. Moreover, the bitcoin blockchain is not able to deal
with high-frequency trading since it is limited to 7 transactions per second. Additionally,
the propagation of the blocks will be slow [12] if the block size is large, as it will require
more storage space. Since few users would wish to maintain such a large blockchain, this
will lead to centralization. Hence, it has been a tough challenge to address the tradeoff
between block size and latency. Moreover, there is the possibility of selfish mining strategies,
whereby miners can access greater rewards than they are entitled to.

In this paper, we have leveraged environmental sensory telemetry data, which consists
of various sensory data parameters such as temperature, humidity, CO, liquid petroleum
(LPG), smoke, light, and motion. The data was generated by a series of three customized
sensor arrays. Sensor arrays, consisting of an MQ135 hazardous gas detection sensor,
DHT22 temperature and humidity sensor, Onyehn IR pyroelectric infrared PIR motion sen-
sor detector, and Anmbest light intensity detection photosensitive sensor were connected
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to Raspberry Pi sensory devices. Moreover, these devices were placed in distinct physical
locations and variable environmental conditions, as shown in Table 1.

Table 1. Data description.

Column Description Units
Ts Timestamp of event Epoch
Device Unique device name String
CcO Carbon Monoxide ppm (%)
Humidity Humidity Percentage
Light Light detected? Boolean
LPG Liquid Petroleum Gas ppm (%)
Motion Motion detected? Boolean
Smoke Smoke ppm (%)
Temp Temperature Fahrenheit

Each of these IoT devices is continuously collecting the sensory values from four
sensors at a standard interval of 5 s. The data was collected during the span of “from
07/12/2020 00:00:00 UTC-07/19/2020 23:59:59 UTC” with a total number of 405,184 rows”.
In this framework, the “ISO standard Message Queuing Telemetry Transport (MQTT)”
protocol [13] is leveraged to bind the sensory readings, a unique ID, and a timestamp and
broadcast in terms of a single message; a sample payload is shown in Figure 1.

{
"data": {
"co": 0.006104480269226063,
"humidity": 55.099998474121094,
"light": true,
"Ipg": 0.008895956948783413,
"motion": false,
"smoke": 0.023978358312270912,
"temp": 31.799999237060547
b
"device_id": "6e:81:c9: d4:9e:58",
"ts": 1594419195.292461
H

Figure 1. Sample JSON payload.

Different consensus protocols and network topologies have been investigated; these
are distributed to ensure the integrity of a distributed ledger while providing high transac-
tions per second and zero fees for transactions. Algorand [14], IOTA [15], Hashgraph [16],
and Ouroboros [17] are a few prominent protocols that promise to accomplish the afore-
mentioned characteristics. This technology is suitable not just for the future of electronic
finance but also for every data-driven industry.

In this paper, we propose an environmental monitoring [18] application of IOTA,
which will allow environmental professionals, such as environmentalists and environmen-
tal officers, to share and store encrypted IoT sensor data in a secure way for monitoring
purposes. IOTA is a permissionless distributed ledger protocol with no transaction fees. Its
goal is to address the scalability concerns that have plagued previous distributed ledger
technologies. Moreover, we have leveraged the “Masked Authenticated Messaging exten-
sion module of the IOTA protocol” in the proposed approach for the secure transmission,
storage, and retrieval of encrypted environmental sensor data. The proposed approach is
compared with another method without any data encryption protocol and the performance
is measured in terms of time taken in the creation, attachment, and retrieval of payloads.



Future Internet 2021, 13, 312

40f19

In summary, the contribution of this paper is as follows:

1.  Design of and work using an environmental monitoring application that uses a DAG-
based blockchain called IOTA to ensure the security and integrity of environmental
IoT data.

2. Propose an architecture that uses IOTA nodes to implement an environmental moni-
toring application.

3. Implementation of a working model with its architectural design and an extensive
evaluation of the model’s performance with experiments.

4.  Performance evaluation and comparison of the MAM protocol against a non-protocol
approach with clear results.

The remainder of the paper is structured as follows. Section 2 illustrates the back-
ground technologies for the proposed framework. Section 3 contains the related literature
review for choosing this technology and the proposed work. Section 4 highlights the
detailed framework of the proposed model. Section 5 showcases the experimental setup,
results, and discussion. Finally, Section 6 focuses on a conclusion and future directions in
terms of optimizing the MAM protocol for securing sensory data.

2. Background

This section describes the various technologies utilized for the proposed work in
this research.

2.1. IOTA

The IOTA is a distributed ledger technology to manage secure data transmission
between different IoT devices. The main difference between the IOTA and other distributed
ledger technologies is that it utilizes the directed acrylic graph (DAG) structure called the
“Tangle” in place of the conventional blockchain. IOTA is highly scalable [19] since there
are no blocks in its DAG structure, which leads to a faster confirmation of transactions,
unlike in the case of blockchain. Making a transaction on IOTA consumes less energy [20]
as compared to other distributed ledgers and, hence, the adoption of IOTA in low power
devices such as the IoT becomes rudimentary:.

The scalable architecture of the IOTA Tangle enables faster transaction confirmation,
as shown in Figure 2. In Figure 2, each square represents a transaction and the arrows
also known as edges connect these transactions to form a Tangle. There are three types
of transactions, called tips, ongoing transactions, and approved transactions, as shown in
Figure 2. Tips are the unconfirmed transactions that are new and have just been added to
the ledger. Ongoing transactions are the transactions that have been added to the ledger and
are waiting to be referenced by new transactions [21] to achieve confirmation. Approved
transactions are the transactions that have been confirmed or have been referenced by all
the tips, either directly or indirectly.

The working model and the security of the IOTA protocols were designed with
quantum computers in mind, as well as environments with constraints on bandwidth. The
Winternitz one-time signature system, which protects against quantum computer access, is
used in the IOTA protocol. This one-time signature approach enables effective broadcast
authentication in sensor networks since the communication and computing needs are low.
As there is no transaction fee for publishing a transaction to IOTA, it can be seamlessly used
to send transactions, store data, and ensure data integrity with time. A data transmission
protocol [22] called masked authenticated messaging (MAM) enables a user to publish
streams of encrypted data in the form of transactions. Participants can broadcast a message
at any time by forming a channel [23]. Subscribers can subscribe to the channel of the
publisher to receive the data by using the address of the transactions. However, a small
amount of proof-of-work is necessary for the data to circulate through the network and
prevent spamming. MAM allows the user to send encrypted data streams that are a chain
of messages or sensor data to IOTA with zero cost per transaction through the Tangle.
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N Tips
I Ongoing Transactions
I Approved Transactions

Figure 2. The DAG structure of the Tangle.

Forward secrecy and quantum-resistant cryptography are the two most important
features of MAM implementation. Attacks by a quantum machine [24] that is adequately
powerful can be resisted due to the secure post-quantum cryptographic algorithms. Many
cryptographic algorithms traversing today over the Internet that are presently used to
encrypt data [25] are not sufficiently secure. MAM is a useful protocol to transmit confi-
dential data, due to the feature of forward secrecy. Every transaction is linked to the next
transaction with a pointer known as next root, which is a Merkle root of the next transaction.
As a result, the transaction at the point of entry and the subsequent transactions linked to it
can be retrieved efficiently. However, it becomes infeasible for a user to fetch transactions
before their point of entry due to forward transaction linking, as shown in Figure 3.

rn—ﬂ
Payload
"co": 0.004955939,
"humidity": 51, point of entry
"light": "FALSE",
"lpg": 0.007650822, r
"motion": "FALSE", / "
"smoke": 0.02041127, | | A Payload
"temp": 22.7 d "co": 0.004955939,
r, "humidity": 51, rn'+1
"light": "FALSE",
"Ipg": 0.007650822, _~Payload
"motion": "FALSE", 4(:0": 0.004955939,
"smoke": 0.02041127, "humidity": 51,
"temp": 22.7 "light": "FALSE",
M "Ipg": 0.007650822, -
nt "motion": "FALSE", B2
"smoke": 0.02041127, Eayion
"temp": 22.7 LT | meo™: 0.004955939,
r "humidity": 51,
D2 "light": "FALSE",

"|pg": 0.007650822,
"motion": "FALSE",
"smoke": 0.02041127,
"temp": 22.7

Mn+3

Figure 3. Transaction linking in MAM, displaying forward secrecy.

2.2. Modes and Channels of MAM

A channel is first established, then the publisher is able to encrypt data with the
channel key and publish them into the Tangle. Clients can fetch the transaction from the
Tangle and decode the message on it only if they know the MAM channel key. Messages are
connected in chronological order and are published on the same channel. If the users gain
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access to a channel, they cannot view past transactions on that channel before their entry;
this provides the notion of forward secrecy [26]. There are three modes of privacy provided
by MAM, known as public, private, and restricted, that control visibility and access to the
channels. The address of the transaction is the channel ID of MAM in each mode and allows
the system to return a MAM transaction [27] by performing a straightforward request to
the Tangle. In contrast, to decode the payload, the key provided in the transaction of MAM
does not have to be the same as the channel ID. When the current payload is decoded, the
user receives the message as well as the channel key for the subsequent message. For both
private and public modes, this property becomes useful, as we will see below.

The channel key is the channel ID that makes up the transaction address for the public
mode. Thus, all the contents of the message chain can be read by any user on the network.
Due to the additional degree of protection, unauthorized users cannot read a message
chain in private mode. The channel key is hashed [28], which becomes the channel ID as
well as the transaction address. As a result, the channel key must be safely broadcasted
to all subscribed users by the publisher in order that the message can be located on the
Tangle network.

The next step involves the subscribed users obtaining the channel key’s hash by
querying the Tangle, using that key to decode the data payload. If an adversary intercepts
a transaction of MAM sent in private mode, they will not be able to read or decode the
content of the message payload by utilizing the channel ID, since it was produced by
hashing the channel key.

Figures 4-6 represent the different channel modes of MAM and how transactions are
linked. The root shown in the three figures is also known as the channel key; the address of
the transaction is also known as the channel ID. In all three modes, as shown in the figures,
each transaction contains a root and next root. The next root of the current transaction
becomes the root for the next transaction, as shown. For the public mode, as shown in
Figure 4, the transaction address or the channel ID is the same as that of the next root. For
the private mode, as shown in Figure 5, the transaction address is the hash of the next root.
However, in the restricted mode, as shown in Figure 6, there is an additional key, known as
an authorization key, that is used for performing access control on the data. The transaction
addpress for this mode is the hash of the next root, concatenated with the authorization key.

Public Mode
Root: ABC Address = Root: XYZ Address = Root: HTU
Next Root: XYZ | Next Root Next Root: HTU | Next Root Next Root: CTR
Message q Message Q Message
Address: SDK Address: XYZ Address: HTU

Figure 4. The flow of data in public mode.

Private Mode

Figure 5. The flow of data in private mode.

) Address = Hash 3 Address = Hash .

Root: DFK (Next Root) Root: CVS (Next Root) Root: XUD
Next Root: CVS Next Root: XUD Next Root: FGT
Message :> Message :(> Message

i RTU = Hash . TYC = Hash )
Address: JKL (CVS) Address: RTU (XUD) Address: TYC
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Restricted Mode

Address = Hash Address = Hash
Root: JLN &] (Next Root || Root: BJT &] (Next Root || Root: DFG
IAuthorization Key)

Next Root: BJT Next Root: DFG Authorization Key) Next Root: LKU
Message ﬁ Message Message

Address: MBH Address: TGI Address: GTH

Authorization| Message Authorization| Message Authorization Message
Key Key Key

Figure 6. The flow of data in restricted mode.

Hashing of the authorization key is performed, and the hash is concatenated with
the channel key to produce the transaction address of the restricted mode in MAM. The
authorization key and the channel key are both necessary for decoding the data payload.
The publisher specifies the authorization key and can change it at any time in the channel’s
stream. This enables the publisher to revoke access [29] in their channel from future
messages at any point in time. If access is not granted to the subscriber for the current
authorization key, they will be unable to decode and locate subsequent transactions in the
chain of messages. As a result, subscribers’ access can be revoked at any time using this
approach. Figure 7 depicts a simplified representation of the many components that go
into building an MAM channel.

Private

Keys

Figure 7. Generation of channel key, using one-way hash functions.

3. Related Work

This section provides a detailed review of the literature in which blockchain technology
and IOTA have been adopted in the domain of environmental monitoring and other
IoT applications.

Bhandary et al. [30] present the use of a DAG-based blockchain structure called IOTA
for the secure sharing of sensor data by integrating two technologies. The paper describes
the work and the features of IOTA that can enable seamlessly integrating IoT devices with
IOTA to safely transmit IoT data into the Tangle. An architecture was presented in the
paper that included the use of Raspberry Pi devices to aggregate and send sensor data to
the IOTA network. However, the architecture proposed in the paper was highly generic
and lacked a working methodology. Moreover, there was no experimental evaluation of
the architecture, especially in terms of performance.

Yu et al. [31] analyzed the stereotypical privacy and security issues in IoT and devel-
oped a framework that utilized Ethereum blockchain with an IoT system. A four-layered
architecture was proposed where blockchain was used at the database layer to adapt to
the IoT system. A good theoretical description of how the proposed framework tackles
IoT security and privacy issues were provided. However, a proper working model to
practically address these loT security and privacy issues was missing. Furthermore, there
was no performance or latency evaluation for the proposed framework.

Lamtzidis et al. [32] proposed a sensor node system that was distributed and utilized
the IOTA distributed ledger to exchange data with IoT devices. In this paper, a distributed
wireless sensor node system was proposed that ensured integrity of the data across the
entire pipeline. The proposed system consisted of three entities: super nodes (SNs) that
aggregated the data, full nodes (FNs), which are the IOTA nodes that perform the proof-of-
work (PoW), and a back-end server. However, their proposed method did not show how
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the three entities are connected and how the data is flowing. Additionally, there was no
implemented architecture and an experimental evaluation of their proposed system.

Yan et al. [33] proposed an environmental monitoring system that uses blockchain to
provide integrity to the environmental data and prevent falsification. Additionally, a three-
dimensional architecture using intelligent trusted devices was presented for environmental
monitoring, to ensure the integrity and originality of the data collected by the IoT devices.
The raw data from the sensors were transmitted to a whole node that could send data to
the blockchain and could synchronize all the data within the blockchain nodes. However,
an extensive performance evaluation of the proposed model was missing, which would
provide some details on the latency of blockchain operations. Moreover, the traditional
blockchain setup cannot meet the scalability demands of the IoT system; hence, a scalable
blockchain or distributed ledger technology is required.

Shabandri et al. [34] presented an approach using the IOTA distributed ledger tech-
nology and IoT devices to demonstrate two IoT applications on the Tangle, such as a
“smart utility meter system” and a “smart car transaction system”. These proposed ap-
plications were connected to the internet using low power wide area networks (LPWAN).
A DAG-based blockchain IOTA was used by the researchers to overcome the scalability
and transactional cost of the conventional blockchain. Although the research paper gave
detailed steps to implement the proposed applications, a well-defined architecture was
missing and only a proof-of-concept (PoC) was presented.

Benedict et al. [35] proposed an implementation in the cloud that uses IoT-enabled
blockchain to address some existing issues in smart cities. The research focuses on the
use of “chaincodes”, which are also known as smart contracts, for monitoring air quality
systems in smart cities. An architecture called an “loT-enabled blockchain for an air quality
monitoring system (IB-AQMS)” was proposed and an experiment to assess the model was
performed. However, the “chaincode” execution time for their approach was too high and
would not satisfy the current IoT demands for a scalable system.

Guanochanga et al. [36] developed a wireless sensor network that monitored several
air quality parameters within smart cities. An experiment was conducted on their proposed
system and excellent results were obtained in the preliminary analysis. The preliminary
results showed that the proposed approach could be used as a cost-effective tool for
monitoring air quality. However, the approach lacked a framework or an entity that could
ensure the integrity and security of the air quality data.

Mahmoud et al. [37] presented a review on the security of the IoT, various requirements
for security, and proposed different countermeasures to secure IoT devices. A detailed
description of the security issues that must be addressed at each layer of the IoT architecture
was explained.

Bures et al. [38] provide a comprehensive review of the various features of IoT and the
security challenges specifically related to IoT. The paper covered a vast number of security
features and challenges that must be addressed to secure IoT devices and emphasized that
security and privacy are the major security challenges that must be addressed to achieve a
secure IoT system.

Our proposed architecture, which uses the IOTA nodes, overcomes the above-mentioned
limitations. The proposed model satisfies the major security requirements for loT, which
include data confidentiality, integrity, and security at the application layer of the IoT stack
or where the end-user requires the data. This provides a secure working environment for
monitoring environmental IoT data generated from various IoT devices. Furthermore, in
this paper, we conduct an extensive experimental evaluation of our proposed model to
access its performance.

4. Proposed Architecture

The proposed work in this research paper aims to provide an environmental mon-
itoring application by using the IOTA distributed ledger and the masked authenticated
messaging (MAM) protocol. This application aims to ensure the security and privacy
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of the sensor data, as well as to control and prevent various environmental issues and
hazards such as air pollution and greenhouse emissions. Moreover, this paper measures,
analyzes, and compares the performance of the capability of MAM protocol using a non-
protocol method.

4.1. Publishing and Fetching Environmental Sensor Data

We set out to evaluate MAM'’s potential for publishing environmental sensor data
since it is a lightweight data communication protocol over an immutable distributed ledger.
Using an MAM protocol, a system that could publish and fetch the environmental sensor
data was developed. We installed the MAM Client JavaScript Wrapper library [39], as well
as preparing the data payloads to be published to the private Tangle using MAM, and
structured the data, utilizing the JSON format in the Windows client.

The Windows client was configured to publish the MAM data payloads through
a restricted channel where a channel key and authorization key are used by the data
publisher, i.e., an environmentalist, to encrypt the MAM data payloads. At the transaction
level, an environmentalist can define the access controls. If an environmentalist wants
to give one or more environmental officers access to their channels, they can send their
channel keys to them. In return, the environmental officer could retrieve and authenticate
the corresponding data payloads from the Tangle. If an environmentalist would like to
revoke access to their stream of data at any time, this just requires updating their MAM
channel’s authorization key and safely transmitting it to a desired environmental officer.

With this architecture in place, as shown in Figure 8, the client device automatically
published environmental sensor data to the private Tangle using the MAM Client JavaScript
Wrapper library. Using MAM'’s restricted channel mode, data payloads were attached.
We were able to examine how an environmentalist could change controls for accessing
a specific stream of messages by upgrading their authorization key. To acquire the data
payloads once the transactions were published to the Tangle, we used an authorization key
and channel key.

We evaluated and compared the performance of our MAM implementation with a
non-protocol-based approach, to further assess MAM'’s capability and applicability for this
functionality. We published payloads, sized 145, 330, 515, and 740 KB, in the restricted
channel configuration by utilizing the MAM client JavaScript Wrapper library for Node.js
on the Intel(R) Core™ i7-8565U processor of the Windows client device. We chose these
sizes of payloads due to the limitations of the MAM protocol, which can handle a maximum
size of 740 KB. Keeping the sensor data payloads, the processor, and the client device the
same, we published the data payloads with a non-protocol approach [40] to the private
Tangle, using Python and Jupyter Notebook as the runtime environment. Furthermore, we
analyzed and compared the results of the two approaches.

4.2. Hashing of Merkle Tree

Hashed trees are generated using the Merkle hashing technique, where the direction
of the trees goes upward. This tree is called the Merkle hash tree (MHT), wherein the leaves
of the tree represent the hash of the values of the data or the ordered elements of a set. Let
this authentic ordered set of elements for MHT be x(, x0,1, X0,2, - .. , Xon; therefore, the leaf
node of the element x( ; will be the hash of that element. Let this leaf node be represented
by x1 ;, where x1 ; = H(xg,;) and H() is a function that is cryptographically hashed one way.

A node in the MHT contains multiple incoming edges; the value of a node is the
combined or concatenated hash [41] of its preceding nodes, also known as child nodes,
where the sequence of the nodes is maintained. An internal node or a non-leaf node x,
with child nodes x; ¢ and x; 1 hence contains the value x,9 = H(x1||x11). The MHT and
a verification object that contains a set of nodes can be used to demonstrate the existence
of an element. The root of the MHT [42] can be recomputed by the verifier by using the
verification object and a set of nodes that are contained within it. The verifier compares
the recomputed root using the verification object, with the publicly known root that the
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tree generates. For instance, consider the element x( o in the MHT shown in Figure 9; the
verification object consists of the values of the nodes xp,x11, and x31. x19 = H(x0p0),
x20 = H(x10||x11) and conclusively, root = H(y,||x21) is constructed by the verifier.
Once this verification object is constructed, the verifier can compare the computed root
with the publicly known root and verify the value.

Sensor Data

Windows Client

NON- Create
MAM| | mam Time
Txns Created
NON-
MAM MAM

Attaching Txns

. . . Attach
= <> +—» = 3
: Coordinator Node_1 Node_2 Ky Time
.

Query

to the

Tangle

MAM

i A R
Windows Client ffsr?wotﬁe

Tangle
. | Fetch Txns

NON- Fetch
MAM | [mam Time

xns Fetched ig—— =,

Figure 8. System architecture.

4.3. Hashing, Merkle Tree Signature Scheme, and One-Time Signatures

A digital signature technique is also known as the one-time signature (OTS) scheme
can only be used to do a signature on one message with one key pair. Faster signing and
algorithms for verification can be achieved with different techniques using hash-based
OTS when compared to schemes such as RSA [43], which is a public-key digital signature
technique. However, there are significant restrictions to OTS approaches, such as the length
of signatures, the size of keys, and the maximum number of signatures possible.
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Figure 9. A binary Merkle hash tree built for the authentic values x¢, x¢ 1, X0,2, X0,3. The values of
nodes required to verify x( g are bounded with broken lines.

Cryptographic secure hash functions ensure the security of OTS. The properties of a
cryptographic secure hash function will be defined in this section. There are three categories,
namely, “preimage-resistant”, “second preimage-resistant” and “collision-resistant”, and a
hash function H: {0,1}* tends to {0,1}° that is cryptographically secure if it falls in the above

three categories.
e  Preimage-resistant.

For a hash function H, if it is hard to find any m for a given h with h = H(m), then it
is preimage-resistant.

e  Second preimage-resistant.

For a hash function H, if it is hard to find any m, for a given my with H(my) = H(m;),
then it is second preimage-resistant.

e  C(Collision-resistant.

For a hash function H, if it is hard to find a pair of m; and my with H(my) = H(m;),
then it is collision-resistant.

This multiple OTS can be verified by using a single public verification key, which
is possible due to the MHT-based Merkle signature scheme (MSS). Each OTS scheme is
represented by one leaf of the MHT. This implies that the same number of messages can be
produced by each tree as the leaves of the MHT. The OTS technique’s public verification
keys [44] will be used to verify all of these communications. The OTS scheme’s public
verification keys are validated by computing the MHT’s root from a specified verification
object, as illustrated in Figure 7.

Only a limited number of messages can be signed with one public key, “pub_key”,
by using MSS. Let NUM = 2" be the total possible number of messages since they must
be a power of two. To generate the public key, “pub_key”, the first step is to generate the
private keys X; and public keys Y; of 2" one-time signatures. For each public key Y, a hash
value H(Y;) is calculated, where 1 <i < 2". An MHT is constructed with these hash values,
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hi, 2"*1 — 1 nodes, and 2" leaves. In the MSS, the public key “pub_key” is the root of the
Merkle tree.

Consider a message, M, which is to be signed with MSS [45]; first, a signature S results
due to the signing, using a one-time signature technique on the message M. To execute the
signature, S, one of the public and private key pairs (X;, Y;) is used [46]. Let the path from
a given leaf to the root be denoted by P. The total number of nodes that path P contains is
n+1, with paths Py, ..., P,y1, where P; =y, ;is theleaf and P, = y,,11, 0 = pub_key is
the root of the MHT. We require every child of the nodes P, ..., P,11 to compute P. As it
is known that P; is a child of P, 1, therefore, to calculate the next node P;; of the path P,
both the children of P;|; must be known. To solve this computation, we require the sibling
node of P;. Let s; be the sibling, such that P;; 1 = H(P;||s;) in the case where s; is odd; if it
is even, then P,y = H(s;||P;). Therefore, n nodes, s, ..., s,_1 are required to compute
each node present in P. The signature of the MSS sig = (S||s2||s3||sy—1) comprises the
one-time signature S of the message M, plus the nodes.

The recipient knows the signature, sig = (S||s2||s3||sy—1), the message M, and the
public key pub_key. Firstly, the one-time signature S of message M is verified by the
recipient. P; = H(Y;) is computed by the recipient, who hashes the public key of the
one-time signature. For k = 1, ..., n — 1, the nodes of Py of path P are calculated with
P = H(yx_1]||sk—1) if the sibling index is odd, Py = H(sx_1||yx_1) if it is even. The signa-
ture is valid if P, = pub_key of the MSS.

5. Experimental Results and Analysis

An experiment was successfully performed that proved the feasibility of the proposed
system to publish and retrieve authenticated, encrypted environmental IoT sensor data
by using a distributed ledger. The MAM protocol ensured the source’s validity and the
data’s integrity, which were formatted in the JSON format. We also demonstrated how an
environmentalist might change the authentication keys to restrict permission to the data
they may publish in the future. As a result, we demonstrated the potential of granular
access controls, defined by the environmentalist.

A private Tangle was created, which consisted of three full nodes, called the coordi-
nator, and two neighbor nodes, namely, “Neighbor Node_1" and “Neighbor Node_2" to
test our proposed work, as shown in Figure 8. All three nodes were set up on three Linux
Ubuntu servers with Hornet installed on them. Hornet is a powerful, community-driven
IOTA node software written in the Go language and is a lightweight alternative to the IOTA
reference implementation (IRI). Hornet was developed for the secure transfer of tokens or
data, and for experimenting and implementing IOTA protocols between nodes or network
participants. Machines can act as a node and connect to the IOTA network with the help
of the Hornet software. These nodes or machines have functions such as authenticating
the transactions, storing these authenticated transactions on the Tangle, and fetching these
transactions back from the Tangle whenever required.

The dataset used was an open-source dataset that contained the environmental sensor
data in a JSON format. The data included environmental parameters, such as temperature,
timestamp, unique device id, carbon monoxide level, humidity percentage, light detected,
liquified petroleum gas content, motion detected, and smoke levels. The payloads were
created, and three actions (namely, create, attach, and fetch) were performed and analyzed
in 300 trials. The Windows client machine, also known as the IOTA client, published and
retrieved sensor data in the form of transactions to the Tangle. The client machine connects
to the private Tangle using IOTA API and can make various API calls to perform various
tasks. The experiment was performed with two approaches—(1) using the MAM protocol
and (2) a non-protocol-based approach.

An experimental assessment was performed to evaluate the scalability of the two
approaches. To achieve this, we focused on the three major tasks (i.e., create, attach, and
fetch) that occur when publishing and fetching transactions. For the “create” task, we
calculated the time it takes to create the transactions before publishing them to the IOTA
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nodes. The IOTA API was used to create the transaction object from the data payload and
the execution time for this task was measured, which is called “create time”.

The next step was to execute the “attach” task and calculate its execution time. Once
the transaction object is created, it is published to the IOTA network by conducting the PoW
and storing the transactions that the IOTA nodes perform. We calculated the execution
time for this and labeled it as “attach time”.

The final step was to execute the “fetch task” and calculate its execution time. After the
transactions are published and stored in the IOTA network, we fetched these transactions
by performing a query to the private Tangle, which in response provides the transactional
data. We calculated the execution time for this fetch task and labeled it as “fetch time”.

The three tasks can be mathematically expressed for the two approaches in the
following way:

MAM, = E(data) + ch_gen
MAM, = PoW(MAM,) + stor(MAM,)
MAMy = D(que(MAM,) + response)

NON-MAM, = Enc(data)
NON-MAM, = PoW(NON-MAM,) + stor(NON-MAM.)
NON-MAM. = que(NON-MAM.) + response

where E represents encryption; ch_gen represents channel generation; stor represents
storing; Enc represents encoding; and que represents a query.

5.1. MAM

The proposed work was performed using Node.js, an open-source cross-platform
runtime environment for web application development [47]. Node.js apps are written in
JavaScript and operate on a variety of platforms. MAM is an IOTA protocol that ensures
only the authenticated parties are sending messages that are encrypted, ensuring both
confidentiality and security. We used the restricted channel mode of MAM, which encrypts
the data using the channel key and authorization key; only those parties having the correct
keys can access the data from the IOTA Tangle.

With this system in place, the IOTA client created, attached, and fetched the sensor
data payloads by executing the JavaScript code in Node.js, using the MAM Client JavaScript
Wrapper library. After the transaction was published to the Tangle, the sensor data was
fetched by using the channel key along with the authorization key. The results of this
approach are displayed in Table 2.

Table 2. Results of the MAM experiment.

. Payload . Avg. St. Dev. Variance Min Max
Processor Action Sizz (KB) Trials Time (s) (s) (%) (s) (s)
Intel(R) Core™ i7-8565U  Create 145 300 0.49 0.13 0017 0415 134
Intel(R) Core™ i7-8565U  Create 330 300 0.7 0.064 0.004 0661 131
Intel(R) Core™ i7-8565U  Create 515 300 0.95 0.026 0.001 0.91 1.07
Intel(R) Core™ i7-8565U  Create 740 300 1.39 0.42 0.17 1.21 3.53
Intel(R) Core™ i7-8565U  Attach 145 300 20.24 1.99 3996  18.186 35.873
Intel(R) Core™ i7-8565U  Attach 330 300 50.26 4.06 1653 4497  75.64
Intel(R) Core™ i7-8565U  Attach 515 300 77.22 7.79 60.77  69.47 132.75
Intel(R) Core™ i7-8565U  Attach 740 300 115.01 12.85 16517  99.17  180.45
Intel(R) Core™ i7-8565U  Fetch 145 300 0.426 0.032 0.001 0361 0.697
Intel(R) Core™ i7-8565U  Fetch 330 300 1.82 0.105 0.011 1.7 2.7
Intel(R) Core™ i7-8565U  Fetch 515 300 1.92 0.138 0.019 1.79 294
Intel(R) Core™ i7-8565U  Fetch 740 300 225 0.148 0.022 205 311

5.2. Non-Protocol Method

Using this approach, we published and retrieved the data payloads from the Tangle
by only publishing the sensor data in the form of zero-value transactions [48], which
are transactions that only contain data and no cryptocurrency, and without using any
IOTA protocol. The proposed work was performed using Jupyter Notebook [49] which
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is an open-source web tool for creating and sharing documents with live code, equations,
visualizations, and machine learning. Two Python scripts were written, where one script
was configured to publish the sensor data, i.e., creating and attaching the transactions to the
Tangle, while the other one was used to fetch the data from the Tangle. These two scripts
utilized the official Python library for IOTA, called Pyota. Jupyter Notebook, running on
the IOTA client, executed the two scripts to perform the abovementioned tasks.

With this system in place, the IOTA client published and fetched the sensor data from
the Tangle with the help of the address whence the transactions were sent. The results of
this approach are shown in Table 3.

We concentrated our investigation on the tasks that caused significant time delays
for publishing and retrieving the messages. The three acts were studied: create, attach,
and fetch. First, based on our findings, we discovered that the execution time for the
message creation task was precise and was dependent on both the processor and the
size of the payload. Second, we found that the average time for the attack process had a
strong relationship with the size of the payload. Because the attaching stage involves the
proof-of-work [50], which was conducted remotely by the private IOTA Tangle, a large
variance and high correlation to payload size were expected. Thirdly, the average time to
fetch a message from the private Tangle showed a high correlation to the payload size.

The average time was calculated for all three actions i.e., create, attach, and fetch,
respectively, and are displayed in Figures 10-12. It can be seen that the MAM protocol
performs far better than using any non-protocol method for publishing and retrieving
sensor data from the private Tangle.

Table 3. Results of the non-protocol method.

. Payload . Avg. St. Dev.  Variance Min  Max

Processor Action SizZ (KB) Trials Timeg(s) ) (s?) ) ©)
Intel(R) Core™ i7-8565U  Create 145 300 15.82 0.35 0.12 1535 17.25
Intel(R) Core™ i7-8565U  Create 330 300 29.03 0.62 0.38 27.88  31.49
Intel(R) Core™ i7-8565U  Create 515 300 34.91 0.74 056 3375 37.96
Intel(R) Core™ i7-8565U  Create 740 300 91.75 1.73 299 8876 97.07
Intel(R) Core™ i7-8565U  Attach 145 300 233 0.11 0.012 2297 2359
Intel(R) Core™ i7-8565U  Attach 330 300 52.91 0.1 0.013 5245 532
Intel(R) Core™ i7-8565U  Attach 515 300 82.53 0.18 0.033 8187 8295
Intel(R) Core™ i7-8565U  Attach 740 300 118.3 0.68 0471 1164 119.6
Intel(R) Core™ i7-8565U  Fetch 145 300 56.51 1.6 258 5377 64.08
Intel(R) Core™ i7-8565U  Fetch 330 300 135.1 38.4 6.2 159.2  127.2
Intel(R) Core™ i7-8565U  Fetch 515 300 223.4 10 101 2062 2544
Intel(R) Core™ i7-8565U  Fetch 740 300 327.9 5.99 359 3181 346

5.3. Discussion

Since IoT devices are utilized in a variety of applications, there is a need to ensure
data privacy and security, based on the application domain and the type of data being
communicated between parties, such that an adversary cannot eavesdrop or tamper with
the data.

Due to the IOTA distributed ledger, we achieved a tamper-proof audit trail of environ-
mental sensor data, published from various IoT devices. The MAM extension module of
IOTA provides environmentalists with the ability to publish, store and fetch the encrypted,
authenticated, on-demand environmental sensor data by using the Tangle. The MAM
protocol empowers the environmentalists by providing agency over the collected environ-
mental sensor data, allowing them to share this data with the environmental officers for
monitoring purposes. MAM'’s limited mode gives environmentalists fine-grained access
controls over how data is shared across specialists in the digital environmental ecosystem,
while the Tangle adds an extra layer of integrity to ensure that data is not tampered with.
We discuss the privacy, security, and feasibility of our proposed system in the remainder of
this section.
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Figure 10. Line graph displaying the average “create time”, with respect to payload size, for the
MAM protocol and non-protocol methods.
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Figure 11. Line graph displaying the average “attach time”, with respect to payload size, for the
MAM protocol and non-protocol methods.

Since every node in a distributed ledger’s network needs a copy of the current state of
the ledger, distributed ledger technology seems to go against our present understanding
of digital privacy. Despite the fact that value transactions on distributed ledgers may be
pseudonymous, monitoring network traffic by analyzing the frequency of transactions
and locations of origin could lead to the conclusion that one person has communicated
with another regularly. Moreover, finding out the number of tokens an entity possesses
is also possible, with varying levels of uncertainty. On a distributed ledger, enhancing
privacy while maintaining auditability is still an ongoing area of research. Nevertheless,
since MAM eliminates the concept of two entities communicating with each other, this
issue does not pose a difficulty for our proposed system. Instead, the issuer generates
transaction addresses at random in a data stream, regardless of who has access to the
information required to decrypt the data. The following along of a public or private chain
of messages can be achieved by the subscribers from their point of entrance forward since
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the next channel key is incorporated with the current message. Our technique, on the
other hand, makes use of MAM'’s restricted mode, which, as mentioned in Section 2.2,
allows an individual to revoke access from previous subscribers by making the addresses
of future transactions unknown to them. This can be achieved only if the user changes the
authorization key and, hence, access by undesired subscribers is revoked. Data can be kept
private inside the transactions, due to the access controls that the MAM channel modes
offer and are, thus, contradictory to the feature of transparency in distributed ledgers.
If an environmentalist prefers not to have that amount of control over their data, they
can generate and store authorization keys themselves, or they can delegate that power
to environmental professionals with higher authority. The United States Environmental
Protection Agency (US EPA) or another federal agency must store these authorization keys.
Environmental officers will be allowed to access data if an environmentalist is unable to
recollect them, give a log of their authorization keys, or, if the officer is needed to take
immediate action, to manage an environmental threat.
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Figure 12. Line graph displaying the average “fetch time”, with respect to payload size, for the MAM
protocol and non-protocol methods.

Even though we demonstrated how MAM could be used to enable secure environmen-
tal sensor data exchange, we built our framework to be flexible enough to accommodate any
open environmental data exchange standards. Furthermore, data can be transmitted using
MAM from any endpoint with an internet connection, such as an environmentalist’s com-
puter, a server at a government institution like the US EPA, a mobile device, or a Bluetooth
low-energy sensor. Our proposed system can be effortlessly linked with any professional
in the digital environmental ecosystem due to the accessibility of encrypted data through
open APIs. This, we believe, will facilitate acceptance, and open the door to new uses that
go beyond environmental data collected without the oversight of environmental experts.

6. Conclusions and Future Directions

This study investigated the creation of an on-demand digital environmental ecosystem
that relies on algorithms to analyze a huge amount of data, as well as the requirement that
this data should be immutable, authenticated, and distributed. Using the MAM protocol,
we demonstrated how encrypted environmental sensor data can be broadcasted, stored,
and fetched from the IOTA Tangle to prove the data’s integrity, security, and privacy. We
also showed how granular access controls can be defined and updated by environmentalists.
The MAM protocol proved to be a useful tool for encrypting and authenticating sensor
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data, although it may be improved in terms of performance and design. Many application
fields, such as healthcare, the supply chain, and data storage of many kinds of sensor data,
could benefit from this way of storing and delivering encrypted sensor data.

Based on the results of our extensive experimental evaluation of the proposed model,
we can conclude that the MAM protocol performs better and provides better security than
the non-protocol approach. The MAM protocol provided some additional features such as
data encryption and granular access control, which provided better security and privacy,
compared to the non-protocol method. Therefore, the MAM protocol can be seamlessly
linked to various IoT devices to meet the scalability demands of these devices.

For future work, we suggest that the MAM protocol must integrate a secure and
efficient key-transmitting method that would exchange the authorization keys between
different entities. Additionally, as the MAM protocol develops and matures, we will
demonstrate how this protocol can be used to ensure data integrity, by developing a
proof-of-concept across academic universities.

Finally, we need to address how a huge dataset can be maintained across different
stakeholders since the sensor data is widely distributed and the sensors are producing more
data exponentially with time. IoT and embedded devices have the potential to generate
massive amounts of data that will be incompatible with complete nodes, which cannot
store the entire history of data. The complete nodes will keep track of the current state and
prune the remaining data to make room for new transactions. An organization must have
a complete record of all relevant transactions; nevertheless, the trimmed transactions will
still have provable cryptographic links.
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