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Abstract

:

Even though both internet-of-cloud services and biometric systems (BSs) are used worldwide, popular and expanded among public and private services, their utilization has not been extended among Greek users, and in particular within Greek HEIs. This paper aims to examine the University of the Aegean (UA) students’ perceptions, especially on BS acceptance, determining the impact of their sociodemographic characteristics toward this. An online instrument was developed based on constructs of technology acceptance models, and previous research focused on BS acceptance, including a great variety of sociodemographic variables. The authors collected 768 complete responses to explore the social and demographic attributes that impact on students’ BS acceptance through exploratory descriptive research. This study found that several UA students’ sociodemographic attributes are linked to their BS acceptance. Specifically, gender, age, study level, year of study, professional profile and fathers’ occupation are useful to determine which students’ groups are in favor of BS, while employment status, annual income and mothers’ occupation are weak toward this. Security and privacy concerns are indicated to influence users’ BS acceptance as well. This study provides a unique approach to better understanding the Greek students’ BS acceptance, with important implications for improved BS marketing in Greece in synergy with the internet-of-cloud services and their potential adoption in HEIs internal settings. It also provides developers with further knowledge for security and privacy non-functional requirements in order to increase users’ acceptance and to address these challenges within the internet of cloud.
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1. Introduction


Recently, the internet of cloud has been acknowledged as one of the most evolving technologies. The interrelation between internet and cloud services has emerged because of the cloud’s attributes that directly advantage its development. However, adopting cloud services has brought new challenges, especially concerning security and privacy issues. In this regard, research in this area has to consider the synergy among other technologies, such as biometrics, in order to enhance the development of the internet of cloud. Considering that cloud and biometrics are different but significant resources on their own, when developed in combination, innovative industrial security solutions can be delivered, with several potential advantages, such as scalability, cost-effectiveness, consistency and omnipresent access to private data and services [1].



Biometrics may offer a thought-provoking frame for addressing the internet-of-cloud challenges, playing a significant role in securing a wide range of its services. In particular, an increasing development of biometric systems (BSs) has been noted, as a promising solution to address users’ accurate identification and safety [2] in several services, influencing society as well [3]. BS implementation is considered an adequate measure for providing protection against crime and cybercrime [4], while biometric recognition is indicated to be used as a scientific tool for solving criminal activities [5]. Thus, since BSs are totally dependent on handling personal information, they confront challenges compared to traditional methods of person authentication, mainly as far as public perception and social acceptance of these technologies are concerned [6]. Respectively, BS quality and reliability are dependent on users’ awareness, acceptance and satisfaction about them [3]. In this regard, a major challenge is also the providing of BS implementation in a user-friendly way [7]. Users’ issues are greatly involved in the deployment of BS, and without identifying their knowledge, insights and perceptions about BS, their installation is hardly to be achieved. If users’ beliefs and fears are not considered during elaboration, while security and privacy concerns are not addressed, then there are great possibilities for BSs to fail [5].



Users have several concerns, supporting that BSs may violate their privacy and individual rights, leading, for example, to potential fraud, identity theft, civil liberty violations and inaccuracy of data. These perceptions result in emerging conflicts among service providers and users as far as BS acceptance is concerned [4]. Therefore, both users’ acceptance and the safety issues deriving from BS deployment cannot be negotiated. It is of major importance to identify those since when these data security and privacy issues arise, the reliability of users is affected [3]. Identifying these issues, users’ willing to adopt BS in daily life is expected to be increased [5].



However, the majority of previous research that has examined various physical and behavioral biometric techniques (e.g., fingerprint, hand geometry, signature, and keystroke) has concentrated on technical factors and on the usability of its technique separately. As previous literature has already highlighted, users’ BS acceptance has not adequately been investigated [8,9,10], and deeper analysis of users’ social and demographic attributes is fragmentary or ignored. Thus, the accuracy and reliability of BSs are immensely important in contemporary crime, cybercrime protection and cyber security. Therefore, in order for these challenges, when deploying such technologies, to be addressed, holistic solutions are needed, which satisfy the users by considering the main key factors correlated with their acceptance, such as knowledge, trust, and privacy concerns [5]. Consequently, the further examining of users’ social and demographic attributes, which is lacking in previous research, will provide a deeper understanding regarding the factors that affect their BS acceptance and will lead to the development of new BS methodologies that are more user-oriented.



Considering this research gap, as well as the fact that BS adoption in Greece, both in public and private services, is still in an early stage, this paper attempts to go beyond the existing literature for the Greek cases by examining the University of the Aegean (UA) students’ case. University of the Aegean is a regional university, located in six islands, serving a large number of students, coming from all country’s regions, and therefore valuable insights can be provided that will help developers to produce new designs regarding the BS methods and techniques.



Our study aims to identify which are the students’ perceptions on the BS acceptance, by deploying exploratory research through a quantitative instrument, based on constructs of technology-acceptance models and previous research on BS acceptance. To our best knowledge, such a large-scale study on Greek users has not been elaborated yet, despite such studies having been conducted in other countries. Therefore, our survey, as a descriptive research design, targets to gain information about students’ views on the acceptance and adoption of BSs, allowing trends to be identified and analyzed and examining how different demographics respond to different variables [11]. In this regard, despite the acknowledged limitation that no further empirical analysis has been provided, we support that the data collected and analyzed in a descriptive way provide a base for further research, helping to obtain a comprehensive understanding regarding the factors which affect this. Summarizing the insights gained from the UA students, our research shows that specific social and demographic attributes, namely gender, age, study level, year of study, professional profile and fathers’ occupation are associated with students willing to use BS, while highly privacy and social concerns are indicated, contributing to the overall enhancement of the emerging literature in BS acceptance and adoption. For instance, and not surprisingly, due to unfamiliarity with BS in Greece, it is indicated that almost half of the students were not aware of BS (49%) before this survey. Among the BS-familiar students, the fingerprint (97%) and facial recognition techniques (91%) have been adopted in their daily practices, concerning specifically the unlocking of their mobile phones, while the most non-familiar technique is keystroke analysis. In particular, women (64%) consider the accurate recognition to be the most important advantage of BS deployment. Furthermore, age, employment status and father’s occupation act as differentiators regarding BS security and privacy concerns. The age group of 18–22 declares a greater concern for personal data risks (55%) compared to the rest of the groups, while all of the students (100%), working as private employees, are concerned that their registered data due to BS, can be easily accessed by third parties. University of the Aegean students are skeptical regarding services that use their biometric information due to the possibility for their security and privacy to be violated.



Despite the BS early exploitation in Greece, their use in Greek HEIs internal areas is a feasible scenario, provided that skepticism about data security and privacy protection should be taken into consideration, while the creation of technical and safety standards will be ensured. For determining and measuring the factors that affect students’ BS acceptance from their own perspective, the results show that Greek students are willing to use BS techniques if the concerns that they face can be addressed.



In this regard, our findings contribute to increasing situational awareness against BS deployment and the newly introduced cyber security and privacy threats regarding BS, helping developers to design more user-attractive, security, and privacy-oriented BS systems that satisfy users’ non-functional requirements, in order to increase their acceptance. As previous literature argues [3], issues met by the BS users should be solved instantly since BS prevalence is growing worldwide.



Furthermore, the results are beneficial for Greek HEIs, indicating the need for the development of BS training programs addressed to their students and of an improved marketing policy as well as for seizing the opportunity to upgrade their safety services, by investing in BSs that satisfy students.



The rest of the paper is organized as follows. Section 2 is divided into three subsections. The first one addresses work regarding the development of biometrics models and users’ BS acceptance within public and private services, while it presents the statement of interest and the raised research questions. The third subsection presents the research field, the methodology followed, and the implemented instrument. In Section 3, the results of our survey are outlined, indicating students’ sociodemographic profile and their perceptions regarding BS knowledge, adoption, usability, reliability and their intention of use, as well as their security, privacy and social control concerns. Section 4 discusses the main findings. Finally, Section 5 concludes our findings and raises future research directions.




2. Materials and Methods


The research study entitled “Acceptance and Adoption of Biometric Systems of the Students of the University of the Aegean” was approved by the Rector and the Vice Rector of the University of the Aegean, since the data were collected and stored anonymously, according to the Code of Ethics of the University of the Aegean.



2.1. Related Work on Biometric Systems and Users’ Acceptance


Biometric systems (BS) concern technologies that authenticate individuals’ credentials, accordingly to their biometric information. This refers to a persons’ characteristics, which do not change over time, such as fingerprints, iris or palm veins [12], as well as their behavioral characteristics, including signature, voice, keystroke and pointing, so that the procedure of identity authentication is deployed with further accuracy [10,13]. BSs are determined by specific characteristics, such as (a) universality, by which each individual owns an acknowledged feature; (b) individuality, by which each individual has a single recognition; (c) circumvention, where the identification process is changeless to deceitful samples; (d) performance, where a high accuracy is achieved in short time; and (e) collectability, where the process is easily performed [14,15]. These provide them with unique advantages. Therefore, BSs provide two main procedures: identification and the verification. Identification is more compound since it concerns not only users’ authenticating through a one-to many process of equating their information to many samples of the BS database, but also users’ identity certification [16]. The verification is considered a one-to one process by which users’ information is compared to existing samples. In general, BSs are thought to be more obtainable in comparison to other identification tools or methods [6]. Furthermore, they are considered to be among the most secure solutions for individuals’ verification [12,17] in various public or private services, such as airports, banks, communication, learning environments. Among biometric approaches, previous research [18,19] argues that the fusion of multimodal biometric techniques, in contrast to single modality ones, provides better results by using multiple combinations for users’ authentication. In this respect, several works [13,14,20,21,22,23,24,25,26], described as follows, have been developed in order to provide individuals with accurate and secure BS for several services, such as using mobile phones, health services, e-learning, airports and banking. For instance, a multimodal system for face and speech recognition, using fuzzy logic for training five images of face and speech via MATLAB, was developed by Ref. [20]. This aims at providing help for physicians to treat their patients, achieving an accuracy of 98%. Ref. [14] proposed a multimodal biometric system, focusing on a persons’ left and right palmprint images for identification, aiming at increasing accuracy and overcoming unimodal methods’ limitations by using evolutionary algorithms, such as genetic algorithms (GAS) and backtracking search algorithm (BSA). The benefits of this procedure, by choosing the relevant features concerning the increasing of the recognition accuracy (99.17) and the reducing of the feature set size, are saving runtime and highlighting the effectiveness and robustness of the proposed multimodal biometrics system compared to other unimodal ones. Ref. [21] developed a multi-biometric system for continuous student authentication within e-learning platforms, by performing a score-level fusion of different biometric responses (face, voice, touch, mouse, and keystroke), based on the device used. Ref. [22] developed a baseline gait-based authentication system (GBAS) by integrating a digital treadmill to control gait characteristics in an attack scenario. After collecting users’ walking patterns through a smartphone, they tested GBAS performance after three attack trials, utilizing five machine-learning algorithms, achieving significantly degraded performance. Ref. [23] developed an individual verification multimodal biometric method for face and speech, which provided an accuracy of 98.89%. In their latter work, [13] improved their developed algorithm, and they provided better accuracy.



Ref. [24] proposed an adaptive mechanism for user authentication on mobile phones, based on behavioral biometrics. By using a cost-based metric, they presented a method that can achieve relatively high accuracy. An android-based multimodal method, by using face and voice features, resulting in accuracy of 93.6%, was proposed by Ref. [25]. Ref. [26] provided a four-type face liveness categorization, based on motion, texture, multimodal biometric and multi-features, presenting their technical advantages and disadvantages. Regarding disadvantages, Ref. [27] supported that face recognition is hard to be realized in the case of BS low quality image technology, while privacy issues may arise since it cannot be achieved from a distance. Thus, they both Refs. [17,27] indicated the necessity of users’ actual interactions in order for the systems to be effectively deployed. Up to this point, previous literature has focused more on the BS’ technical factors, paying less attention to users’ perspectives [10,15], despite the fact that users’ intention and acceptance to use a technology is immense for the technology to be adequately adopted [28]. Ref. [15] emphatically supported that those BSs should fulfill the requirement of acceptability, namely the society’s widely acceptance for the identification method, while the role of users’ attitude toward biometric technology was overlooked [28]. Previous limited research on users’ acceptance indicates that acceptance is influenced and may be increased based on their technical interest, their identity theft concerns, the government border control initiatives, the securing basic infrastructure, and the opportunity to reduce memory requirements by replacing stored passwords [29]. More recent works, such as Ref. [3], examined users’ biometric system acceptance in Bangladesh. Ref. [8] focused on users’ acceptance for voice biometrics to an Italian international airport, while Ref. [2] work concerned Chinese tourists’ perceived intention to use biometric technology. Ref. [9] examined the possibility of airport passengers in using biometric technology in Brazilian airports and Ref. [30] indicated users’ concerns and threats to the biometric passport delivery system in Uganda. In addition, Ref. [18], acknowledging that research on behavioral biometrics continuous authentication (BBCA) technologies regarding smartphones, focused mainly on developing novel methods and techniques, conducted a survey to examine users’ views toward BBCA. Their findings indicate that the privacy concerns, reliability, trustworthiness and security of BBCA play a significant role for users, affecting greatly their intention to use such technology. Behavioral biometrics are encouraging, but also exposed to practical attack schemes, such as malware, mimic, impersonation, spoofing, replay, statistical, algorithmic and robotics attacks [7]. Furthermore, biometrics can be stored and handled without users’ consent and knowledge; they can be used for future unintended or unauthorized purposes, while they may be violated for generating more users’ information. Thus, since these technologies may provide a promising solution for increasing smartphone security, Ref. [18] highlighted the importance of addressing users’ perceptions regarding BBCA technology. Ref. [28] examined end-user acceptance within the privacy context, indicating the factors that affect users’ representations and perceptions regarding BS acceptance. These can be categorized as follows: (a) socio-demographic parameters, referring to gender, age, experience, employment, educational level, (b) reliability, referring to users’ trust on the systems, (c) usability, with reference to the easiness of procedure performance, (d) security and privacy issues, referring to users’ security and privacy concerns and (e) confidence and cultural issues, referring to users’ cultural practices. In particular, regarding the privacy concerns, one of the most used validated privacy scales in previous literature, is the concern for information privacy scale, developed by Ref. [31], which focuses on four dimensions, namely the collection, errors, secondary use, and unauthorized access to information. Emphasizing also on privacy concerns construct, authors in Ref. [32] introduced a scale to examine the control, awareness and collection of users’ personal information, while they adopted measures from other previous works, such as unauthorized secondary use, improper access, global information privacy concerns and intention to give information. In Ref. [33], focusing on internet privacy concerns, authors adopted items from Refs. [31,32] and they provided metrics for the collection, secondary usage, errors, improper access, control and awareness constructs.



Considering these works, it is acknowledged that even though BSs are increasingly widespread, users still remain wary regarding their utility since their benefits are not always apparent. Subsequently, it is immense for related research to users’ acceptance to be elaborated [10,15].




2.2. Statement of Interest and Research Questions


Taking into consideration that most of the previous works on BS focused on various physical and behavioral biometric techniques, while in users’ acceptance—a key element for BS success [15]—less attention has been given, it is of great importance for this aspect to be further examined. Thus, acceptance is a complicated notion since it includes social and organizational factors within it [34]. Previous research on users’ acceptance of new technologies, including biometrics, has used several models for further understanding of this aspect. The technology acceptance model [35] is one of the most known, focusing on users’ perceived usability (easiness and usefulness). The technology acceptance model has unfolded to be a principal one for comprehending predictors of human behavior toward the likelihood of acceptance or rejection of each technology. It presumes a mediating role of the two above-mentioned variables in a complex interrelation among system characteristics and potential system usage.



The theory of planned behavior supports that users’ behavior is determined by behavioral intentions and reasoned actions, including perceived behavioral control. It concerns an attitude–intention–behavior model, which posits that intention is determined by attitude, subjective norms, and perceived behavioral control, predicting the individual acceptance and usage of various technological features [36]. Thus, the theory of reasoned action puts an emphasis on consciously intended behaviors, and especially as far as BSs are concerned, users seem to be willing to adopt them, provided that they understand their benefits. The unified theory of acceptance and use of technology identifies four key factors, namely performance expectancy, effort expectancy, social influence and facilitating conditions, as well as four moderators, the gender, age, experience and voluntariness so that users accept new technologies, such as BSs. The performance expectancy, effort expectancy, and social influence were theorized, affecting behavioral intention to use a technology, while behavioral intention and facilitating conditions determine technology use. Moreover, various combinations of the four moderators were found to moderate various relationships, focusing on the importance of technology acceptance and use [37]. The information system success model measures systems quality and technical success, including the concepts of information quality, the semantic success via the concepts of use, user satisfaction, and individual impacts, as well as the organizational impacts via the concept of effectiveness success. These six dimensions of success are considered to be interrelated rather than independent, aiming at aiding in the understanding of the possible causal interrelationships among the dimensions of success and to provide a deeper exposition of the relationships [38]. The motivation model focuses on users’ extrinsic motivation and intrinsic motivation to examine to what depth they are willing to accept the technology, considering users’ three hierarchical stages of generality, namely, personality, life domain and state. These allow to understand intrinsic (engaging in an activity out of pleasure and satisfaction) and extrinsic motivations (engaging in an activity in order to obtain something outside the activity) more precisely [39]. Social cognitive theory supports that for interpreting users’ acceptance, behavioral, personal and environmental factors are determinants of each other [40]. However, it is important to note that the above theories/models consider either a specific limited parameter for examination, failing to pay attention to the users’ socio-demographic profile or ignore the usability facilitating factors deriving from the technology itself. Ref. [22] indicates that social and cultural differences, as well as gender, should be included as variables in models dealing with technology acceptance. Some of them are quite broadened, lacking a structural measurement, or they do not examine at all users’ security and privacy concerns, which are vital concepts for BS acceptance [30,41].



In Greece, where, to the best of our knowledge, a large-scale research regarding users’ BS acceptance is lacking, it is even more worthy to explore this issue. Consequently, questions concerning Greek users’ perceptions and familiarity with BS, as well as the socio-demographic factors that affect them to accept this type of technology, are set emphatically. Furthermore, users’ concerns regarding BS implementation are examined.



Our study focuses on the Greek University of the Aegean. Especially for Greek Universities, this type of study could be very useful since the Ministry of Education has established a new law regarding HEIs security (Law 4777/2021, F.E.K. 25/A/17-2-2021-Article 16). Toward this, the consideration of the BS adoption in order to ensure the authorized access of staff and students within HEIs internal areas would be an interesting case. The University of the Aegean is a network university, with a large student population (17.312), established in six campuses spread across six islands of the Aegean Sea, consisting of six faculties and eighteen departments. Therefore, besides the convenient access, due to its multi-faceted diversity (e.g., geographically and field of study), this research population can provide useful insight for BS acceptance. The survey is distributed to the undergraduate, postgraduate and doctoral students. In this light, the following fundamental descriptive research questions are formulated, which guide our study:




	
RQ1: What are University of the Aegean students’ perceptions and familiarity regarding BS adoption and use?



	
RQ2: What are the socio-demographical factors that affect University of the Aegean students’ acceptance of BS?








Our research questions aim to provide a description of many of the demographic and social variables under consideration and to assist in understanding which of them are important, while revealing current patterns regarding students’ BS acceptance and adoption.



In this regard, we aim to examine Greek users’ BS acceptance in public educational services, focusing on the perspectives of Greek students and on the role of their socio-demographic profile, going beyond previous literature, as a research need that has to be addressed.




2.3. Research Methodology


Taking into consideration the aforementioned research questions, our exploratory research aims at investigating University of the Aegean students’ perceptions regarding their BS acceptance. Constructs and significant factors from the above-mentioned technology acceptance models are adopted that being utilized in previous research for biometric systems acceptance, so as to design a more inclusive research instrument for students’ BS acceptance in HEIs in Greece. The items were based on measures derived from [3,4,12,30,41]. These are knowledge, adoption, usability, reliability, intention to use biometric systems, privacy and security concerns, confidence and social control, as well as specific demographics and social attributes of the users. Figure 1 represents the research methodology flow chart.



This survey is based on the undergraduate, postgraduate and doctoral students of the eighteen departments of the University of the Aegean. In order to have access to a large part of the research population for the results to be able to be generalized [42], a quantitative approach was selected, and a structured questionnaire was developed. All items regarding students’ perceptions for BS acceptance and usage were compiled from previous literature, presented in Section 2. In this respect, the anonymous instrument (Appendix A) is divided into 7 sections according to the constructs that were adopted to our research design, namely knowledge, adoption, usability, reliability, intention to use BS, privacy and security concerns and confidence and social control concerns, including 38 items. The closed-ended type items are divided into: (a) dichotomy questions, allowing the respondents to choose between two answers (Yes/No); (b) Likert-scale questions (from 1 to 5) and (c) multiple choice questions. Its reliability and validity were tested in a pilot survey addressed to 150 students, preceding the main sampling, and after the instrument being revised accordingly, it received its final form. The Kuder–Richardson reliability coefficients (KR-20) index was applied to calculate the reliability for the dichotomy-type queries, while Cronbach A type was used for Likert-scale queries. Finally, a set of nine items to address the participants’ socio-demographics was included. Age groups were divided, considering that in the University of the Aegean, most of the undergraduate students belong to ages 18–21 during the four-year bachelor degrees and to 18–22 during the five year ones; most of the postgraduate students belong to the 21–35 age group; most of the PhD candidates in 31–45; and a percentage of students within all cycles of studies concerns the 46–60 age group. Besides the variables that are usually adopted (gender, age, etc.), since our survey design is a descriptive one aiming at obtaining as much information as possible in order to identify which are the critical factors and guide future work, the variables of the study of level and parents’ occupation were included.



In particular, the father’s and mother’s occupations were asked, accordingly to Ref. [43] theory, since social background impacts individuals’ practices and cultural issues. Family is one of the most important socialization agents, enhancing values which are more practical than theoretical. Parents determine all family members’ attitudes toward several life domains, as well as determining factors for information technologies acceptance and adoption [44]. Due to the influential role that parents play, which in Greece is even more observed, we believe that it is essential to identify if the parents’ occupation, as an acknowledged important variable in other domains, affects students’ willingness to accept and use BS. The identification of these factors may have the potential to further our understanding of students’ BS acceptance and could inform the development of new approaches to increase their engagement and inform future policy.



The instrument was implemented through Google forms, allowing direct distribution by email. The procedure, the purpose and the ethics of the survey were explained with clarity in the introductory note, according to the research ethics and standards [11,45]. All of the 798 provided responses were tested for completeness, and in that way, 768 were included in our survey. Data were recoded and processed through SPSS21, while they were tested by confirmatory factor analysis (CFA) and Chi-square analysis.





3. Results


From the total 17.312 questionnaires that were sent, 768 were fully answered; the survey involved 279 male students, 480 women and 6 people who declared a different gender. There was an even distribution of ages, ranging from 18 to 60, with each category accounting as follows: the age group 18–22 represented 54%, the group of 23–30 amounted to 23%, the group 31–45 to 17%, and finally the group 46–60 to 6%. The sample regarding study level was respective to the students’ total population in each study level, indicating undergraduate students as 68%, postgraduate students as 24% and PhD students as 8%. Undergraduates were also asked to record their year of study. The majority (28%) was recorded in the first year of studies, 20% in second year, 12% in third, 18% in fourth, and 12% in fifth, while 10% was studying for more than five years. Aiming to more accurately outline the participants’ socio-demographic profile, they were asked to provide their employment status. Initially, most of the students (59%) do not work in parallel with their studies. Among the 41% of them who work, half of them (50%) are private employees, and 27% are civil servants, while 20% are self-employed and 3% of them declare another category. The highest students’ proportion (44%) declares an annual income EUR <10,000, 42% ranges from EUR 10,001–25,000, while 13% indicates the EUR 25,001–55,000 category and 1% the EUR 55,001 category. As far as the students’ fathers’ occupations are concerned, most of them (29%) declared freelancer, 24% private employees, while 20% and 21% declared the categories of civil servants and pensioners, respectively. Regarding their mothers’ occupations, 22% declared private employee, while civil servants and house holding were recorded as 21%. A relatively high percentage of unemployed mothers was indicated (8%), while only 1% declared another occupation. Table 1 provides the full participants’ socio-demographics.



Internal consistency reliability and convergent validity [33] were used for constructs’ assessing. All constructs met the acceptable levels of composite reliability of over ≥0.7, as presented in Figure 2. Composite reliability estimations are used in order to produce the internal consistency reliability coefficient, according to the proportion of variation, explained by the test items compared to the total variance of the composite test score.



Additionally, acceptable levels of convergent validity were measured [46], presented in Figure 3, since average variance extracted was over ≥0.5, indicating that the average amount of variance in the variables of the constructs are able to provide explanations.



The most important findings, concerning descriptions and their interrelation, are provided as follows, according to the research design constructs. Due to the different numbers and proportions of participants in each type, (e.g., gender and level of study), in order to avoid sample unbalance in some cases, such as the study level, the normalization of the presented percentages of the participants of each type was elaborated, by weighting and summing up to 1 for each type, aiming to provide results’ explanation without bias.



In this regard, in the following subsections, according to the constructs we used, the findings are discussed, while they are summarized in Table 2 above.



3.1. Knowledge


The first set of questions aimed at investigating respondents’ knowledge and familiarity with BS. As far as the total sample is concerned, a small difference among participants that knew (51%) and those that were not aware of BS (49%) is indicated. Thus, the proportion (56%) of undergraduate students who did not know the BS definition before the introductory note is greater than those (44%) who did. In Figure 4, the year of study is indicated as a differentiated factor as well since higher ratings of non-familiarity are recorded among first-year students (64%), second-year students (60%), and fourth-year students (57%), showing that knowledge is not always in line with the study year. Only students over the 5th year of study declared a higher percentage of knowledge (75%). This is an unforeseen finding since young adults have been indicated to be tuning in to the new technologies at an ever-expanding level, while in our case, undergraduates and in particular the first-year ones, had less familiarity.



As it is presented in Figure 5, among the biometric techniques, the most popular is fingerprinting (97%), while the most non-familiar technique is keystroke analysis (79%). The face technique is also quite familiar for the majority of the students (91%), while for hand geometry and gait, low percentages of familiarity are recorded (30% and 27%, respectively). Despite the fact that the responders were asked to declare if they are familiar with any other technique, besides the eight ones that were proposed, none of them stated on this. In previous research [3], fingerprinting was also well-recognized (61.21%); however, in contrast to our findings, the DNA technique followed (60.59%). This indicates that the fingerprint technique can be the most popular one, in terms of usability.



Results highlight that the 18–22 age group is more familiar with the fingerprint (52%) and face recognition (50%) techniques, indicating that age is an important factor. Thus, as it is shown in Figure 6, it is interesting to note that 2% of this group does not acknowledge fingerprinting at all, contrary to the rest ones. This indicates that, among those participants which are familiar with the BS techniques, the younger ones have a further knowledge of the most well-known techniques, supporting in this case that age goes along with technology awareness.




3.2. Adoption


Despite the respondents’ knowledge level about BS, their incorporation in everyday life practices cannot be denied. In more detail, 10% of the students have adopted the fingerprint technique in daily practices, verifying why the fingerprint technique is the most popular technique. However, while facial recognition was also identified as a popular one, only 6% of them use it daily. It is important to note that the hand geometry technique is not used at all by the University of the Aegean Students, while signature, gait, iris scan and keystrokes are fragmentarily used (3%, 1%, 1%, and 1%, respectively). Furthermore, respondents were asked to declare in which daily practices they have adopted biometrics. These concern the fingerprint (57%) and facial recognition techniques (7%) for unlocking mobile phones. For other activities, such as banking or airports, the adoption is significantly lower (1–2%). In previous research [12] examining U.S. travelers’ intentions to use biometric in airports, the adoption of biometric technique of e-gates was significantly higher (Yes 24%), indicating that if services could better promote the usefulness and performance of BS techniques, these could be further adopted by users.



In Figure 7, the adoption of the most familiar technique, the fingerprint technique, per education level is presented, where a higher percentage of undergraduate students (18%) is indicated, who have not adopted it in daily life practice compared to the postgraduate and doctoral students.



The results, presented in Figure 8, indicate that the employment status of 41% of the students that are working affects their adoption in daily practice. The majority of civil servants use biometric techniques as far as passport services are concerned, contrary to other categories. Private servants use keystroke analysis for authentication and for signing in banking activities on behalf of someone else, while half of the self-employed adopt biometrics within public relations activities. This finding is quite important since most of the previous studies, focused on users’ perspectives and on their demographics, did not analyze profession as a factor that impacts biometrics adoption.




3.3. Usability


This section outlines the respondents’ perceived usability of BS. The following results in Figure 9 draw a clear picture of users’ perception for systems’ easiness, indicating that the majority do not find any particular difficulty (easily and very easily both at 32%), while only 3% of them consider biometric techniques to be “Very Difficult” to be used. Therefore, most of them (68%) do not consider that special training is required. However, a not-ignorable proportion (32%) of them supports that training is needed. Thus, findings support that for the majority, there is no effort required for the learning and using of BS, indicating that new technology could be easily adopted since students perceived BS to be easy to be used. Previous research [41] regarding consumers’ adoption of biometric systems in restaurants validates the direct positive relationship between perceived ease of use and attitudes toward adopting and using BS.



Users were also asked to choose among the most important advantages of BS. Most of them (41%) focused on the probability of accurate identification, based on their unique characteristics, 26% on the verification speed, and 19% referred to the lack of passwords’ memorization. A proportion of 11% of them found it important that the use of a key, card or other device is not required, while 4% declared the convenience of being able to easily learn to use it. Such findings have been indicated in previous research [3], where participants cited increased ease of use (40%), increased convenience (31.2%), as well as cost savings for the users and security privileges.



Furthermore, gender seems to be differentiated. Women, in particular (64%), as shown in Figure 10, considered accurate recognition to be the most important advantage. A total of 63% of the women compared them to passwords, and they believed that the verification speed is quite important, while 62% of them focused on the absence of remembering passwords.



As far as the disadvantages are concerned, the majority declared the risk of personal data breach (57%), and 21% the relatively high installation costs, while 6% of them considered the ‘long registration procedures’ to be a major disadvantage. What is striking is that, even though the risk for the personal data to be compromised was highly rated, only 5% of them declared to be concerned and fearful regarding BS use. Thus, in [4], previous research, 35.6% of the participants referred to the misuse or abuse of individual data since compromised biometric information stored in databases cannot be revoked.



Moreover, as presented in Figure 11, the age group 18–22 indicated a greater concern for personal data risks (55%) and feeling fear and anxiety (49%) compared to the rest of the groups. Equally pronounced in each age group is the disadvantage of BS high costs, with the group of 18–22 being higher (47%). Finally, it is worth noting that the respondents of the 31–45 group (36%), who declared other as the most important disadvantage focused on the uniqueness of each person to be a privilege that brings complacency to users.



What is more, respondents that declared fear or anxiety as a disadvantage, were asked to justify their answers. In this respect, 22% of them declared the fear of being “registered on a server” and “access by third parties”, as well as the “obtained users’ information without their knowledge”. Similar results were indicated in [4]’s study as well, where 22% feared the selling of individual data to third parties since biometric information cannot be canceled if it is gained by a third party.



As shown in Figure 12, the employment status acts as a differentiator. In more detail, all of the participants (100%) belonging to private employees were concerned that their data, registered on a server, are easily accessed by third parties, as well as being concerned (33%) that unlike passwords, biometrics cannot be changed if they are violated.



Finally, in Figure 13, the results indicate that the father’s occupation seems to act as a differentiator as well. Fifty percent of the respondents whose father is a freelancer, declared that they were more concerned about the possibility of identification, 36% of them for someone to obtain information without his/her knowledge, which could be used against them, while 40% of them were concerned with how much information remains within BSs. Furthermore, 60% among the students whose father works as a civil servant were focused on the fact that biometric information cannot be changed, contrary to passwords and codes.




3.4. Reliability


This section outlines whether BSs are considered reliable. For the item “Do you consider BS as a more reliable identification method than password/PIN?” participants declared, at 38%, “very much”. Thus, the proportion who do not trust both passwords and biometric techniques is notable (10%). In Ref. [4]’s previous research, focused on the compliance of users of East Africa to passport biometric techniques, similar results came up, indicating that the majority (65.2%) of the respondents seemed to trust data encoding techniques more than a password or PIN, with 34.8%.



The results are almost identical for BS perceived security contrary to passwords/pins, as presented in Figure 14, where the majority of the participants’ declared “very” (38%) and “very much” at 23%. These support [3]’s research findings concerning users’ perspectives in Bangladesh, who believe that biometric systems can provide more security than password- or PIN-based systems (63.63%), while 10.32% of Bangladesh users totally disagreed that biometrics are secure.



The ways that individual private and sensitive information is accessed, collected, stored and handled by cloud and IoT services result in BSs being more vulnerable to identity fraud [4], so it is important to identify students’ beliefs regarding BS reliability toward this. As presented in Figure 15, the 18–22 age group (74%) states that such a solution can be reliable regarding thefts, but not adequate enough to solve the issue by itself. A small proportion is opposed (10%), belonging to the 31–45 age group. Since BSs disclose part of a users’ identity, further protection techniques should be developed in order to increase students’ intention to use them.




3.5. Intention to Use Biometrics


This section reflects the intention of using BS. A total of 85% of the participants indicated that BSs have made their daily life much easier, while 15% were opposed. Since the intention to perform an action results from a mindful decision-making procedure, providing a strong prognosticator of an actual behavior, accordingly, the recorded students’ intentions indicate a highly likelihood to use BS in their every-day life practices. Thus, age and mother’s occupation seem to be the most important factors. The age group once again provides a differentiation among the other demographics. Essentially, as shown in Figure 16, the majority belongs to the group of 18–22 (90%), 83% to 23–30, 76% to 31–45 and 71% to 46–60. The results for the opposed ones are equally differentiated.



What is more, as shown in Figure 17, 90% of the participants, whose mother’s occupation is a private employee and unemployed, indicated that BSs have made their daily life much easier, while 10% indicated the opposite. The results for those opposed are equally varied, except for a proportion of 30%, whose mothers are retired.



As biometric systems infuse deeper into all areas of modern social life, while previous literature focused in majority on rather technical aspects of BS [41], it is important to examine in which areas the Greek students believe that BSs could be deployed in order to be broadly accepted and adopted. Regarding the services in which BSs could be integrated, participants were asked to provide a list among them. Participants seemed to be more in favor of the airport (83%) and bank (80%), while 60% supported the hospital services as well. Within education, a greater proportion (65%) indicated its approval, as presented in Figure 18.



Furthermore, it is noted that the 31–45 age group (86%), presented in Figure 19, considers it more necessary for BS to be integrated within airport services in order to increase security measures for passengers and staff.



The fifth-year students (86%) underline the importance of BS integration within hospitals, while 73% of the first-year students are in favor of this as well. Figure 20 fully presents these results per year of study.



Among the services for which users are willing to replace previous methods with BS, travelling within or outside the EU is considered more, as reflected in Figure 21. Thus, 19% of them support that they are “not at all” willing to share their biometric information in order to increase their security level at the airport.




3.6. Privacy and Security Concerns


In this section, participants were asked to rate their beliefs about the increase in the security level from potential threats due to BSs. Since BSs are relatively new in Greek society, while their capabilities to provide privacy and security protection are not well-known, it is important to understand which techniques users believe utilize their information in a harmful way in cases of privacy loss or security incidents. These representations possibly affect their intention to use them as well.



Many of them (10%) support that DNA and eye iris analysis increase security more than the others, while 9% of them consider that fingerprinting is also one of the more secure techniques. On the contrary, 8% and 7% of them, respectively, declare that typing analysis and signature recognition and pacing analysis are not very secure. In particular, 39% of the 18–22 age group considers that using fingerprinting gives them the confidence of security increasing against potential threats, unlike other biometric techniques. It is worth noting that among other demographics, only the age category shows such variations.



Furthermore, the kind of service is also important to be identified regarding the level of protection offered, considering that BS adoption in Greece is promoted in several public services. Participants were also asked to report “Which services/organizations they believe that use powerful security and identity protection methods”. In fact, the majority reported that public spaces do not (95%). Respondents believe (74%) that mobile operators, health services (75%) and airlines (66%) also do not provide secure solutions. Thus, 87% of them support that bank services use powerful methods. Figure 22 presents the respective results.



Employment status seems to be important among those participants who support that the mobile industry does not offer powerful security methods. In particular, civil (82%) and private servants (76%) are more confident regarding this. However, regardless of the employment category, all of them support this point of view, as presented in Figure 23.




3.7. Confidence and Social Control Concerns


This section provides participants’ representations regarding confidence and social control concerns within BSs. As argued in [6], one of the most significant aspects for the successful deployment of BSs is public confidence and social acceptability. In this regard, respondents were in the majority (97%) regarding, “would you like to know how their biometrics will be used by the services”. Women supported this stronger (61%), being willing to know the following processing procedures by the services. Toward this, 83% of the participants did not trust services and their intention to use their biometrics only for verification reasons. Women were more concerned (53%) than the untrusted men (29%). It is worth noting that only “gender” provided such a difference among demographics.



One of the participants’ greatest concerns was their privacy violation, since 82% of them supported that biometrics can violate their anonymity and freedom. This was reflected mostly by women (52%), thus 10% of them did not consider it at all. Most of the participants (74%) also believed that biometric information can be easily cloned, resulting in a breach of their integrity. Equally subversive, this thesis was supported by the 46–60 age group (77%). The results for the rest of the groups are quite similar, as fully presented in Figure 24.



Not a significant difference was recorded among the participants who believed that biometrics may harm human rights (48%) and those who did not. Thus, the majority (28% agreement and 21% totally agreement) supports that “governments collect citizens’ biometric data for other reasons than their security”, while only 5% totally disagreed and 10% disagreed. In particular, participants belonging to “other occupation” (24%) supported that governments collect citizens’ biometric data for reasons other than their security. In this respect, participants were asked to justify this belief. Among other reasons, 15% supported that governments violate citizens’ personal information in any chance, while 6% of them, working as civil servants, supported that human rights are generally violated by the government when biometric information is requested. However, private servants (6%) declare that they are not actually aware of this. Finally, it is important to note that 7%, belonging to the 46–60 age group, as well 23% of the participants belonging to the “other occupation” group declared to prefer to be monitored by the government rather than by third parties.





4. Discussion


The main objective of this descriptive survey was to explore the University of the Aegean students’ BS acceptance, focusing on their social and demographic information and their privacy concerns that play an important role toward this in order to provide deeper insight regarding BS acceptance in Greece and in particular for Greek University students. Since similar surveys are lacking in the Greek social reality, there is a need to identify the current trends at first. Regarding this, findings are discussed and compared with previous research in other countries not on a score basis, since samples and cultural issues are varied, but as useful information before further research can be carried out. As Ref. [47] argued, users’ behavior and attitudes toward technologies are led by their mentality, so it is immensely important for designers and developers to recognize and comprehend users’ perceptions when developing and realizing such systems.



Summarizing our findings, it has emerged that most of the University of the Aegean (UA) students are familiar with the concept of BSs, and they believe that they can simplify their everyday lives. Thus, BSs are not adopted in their everyday practices to a great extent, while techniques, such as hand geometry, are not used at all. This is not the case for the fingerprint technique, which is the most popular technique, especially for mobile phones’ unlocking. This supports the previous research findings, such as Ref. [48], by which it is indicated that adults acknowledge and feel more comfortable to use the fingerprint technique, while the mobile phone industry promotes this technique more often [49].



Most of the participants consider BSs to be easy to learn and use, referring thus to the most-known ones, fingerprinting and face recognition. Their unfamiliarity with plenty of techniques, such as keystroke or hand geometry, presupposes that BS-aware training is needed, despite the fact that the majority of students believe that training is not required. Ref. [6] emphatically supports that plenty of people are still lacking information regarding the BS role and their functioning, resulting in not understanding how BSs can make their life simpler and the effective ways of identification compared to traditional methods. This has a negative impact on users’ acceptability. In this regard, BS distribution policies by private services or educational ones in Greece should not only focus on the simpler biometric techniques acknowledged by a large student population, but also on the unknown ones in order to balance knowledge and familiarity among users. Considering that UA students support that the greater BS advantage concerns accurate identification based on their unique characteristics, and the greater disadvantages concern the fear of unauthorized accessing and processing of their personal information, as well as violating their privacy by third parties, which are common ones among users worldwide [48], BS training is of great importance in order for BS acceptance to be increased within Greek HEIs. Public trust and acceptance are key parameters for the adequate deployment of BS systems, since when they are lacking, it likely leads to implementation difficulties, inconvenience, and false acceptance rates that increase distrust among users and discourage public and private services from using them in their daily function [50].



Toward this, it is also important that UA students are not fully convinced regarding BS reliability for identification, even though a large proportion of them, being tired of the plethora of passwords, supports that BSs are more reliable and safer than passwords/PINs. UA students also believe that BS utilization may reduce personal information thefts, similar to previous research [51], where American users supported that face recognition in working environments is a capable solution for this reduction. Although UA students seem to be willing to replace passwords with fingerprinting, supporting previous research findings by which UK users are indicated to want to replace codes for security and convenience reasons, this UA students’ perception needs strengthening to reduce their uncertainties and fears. It is acknowledged that users can be identified due to their unique biometric data, when they are willing to access to certain services [18]. Therefore, the UA students’ need for more reliability, security and easiness should be further considered by the responsible authorities and agencies so that their BS acceptance is enhanced not only with reference to HEIs, but also within other services. To this end, even though a proportion of UA students argues that airport and bank services could be leveraged by integrating BSs, as in previous literature [52], providing easiness and saving time, there is a more skeptical trend of a possible integration for e-banking and the replacement of passports for travelling in or out of the E.U. Consequently, in Greece, where BS technology has not been established for several years, unlike other E.U. countries, policies promoting BS should focus on students’ further information about what such adoption means and which choices they have in order for them to act knowingly.



The lack of users’ training and information is reflected in their security concerns, especially regarding the methods provided by public spaces. Participants, even though they do not adopt them in daily life, believe that fingerprinting, and DNA and iris analyses increase the safety level, compared to other techniques, against potential threats. Taking into account that users are willing to share their biometrics for improving their security [53], more secure methods are required, particularly for public spaces, such as for educational settings in Greece that are mainly public. Furthermore, bank services are considered to provide stronger biometric methods for users’ identity protection, supporting previous literature findings regarding adults’ will to embrace biometric identity within banks [48]. Thus, confidence and social control issues are highly considered by the UA students. The vast majority would like to know the subsequent processes for their obtained biometric information since students mistrust the ways in which the services will use it, supporting that it will not be used only for verification purposes, leading to privacy violations, similar to previous research findings [37,42]. According to Ref. [6], the risk of misusing and harming the integrity of personal identity, and the risk of privacy invasion as well as the social and ethical issues that derive from BS algorithmically driven actions lead the users to deny access to such systems, due to the fear of losing control over their identity. UA students focus more on private services control, rather than public, arguing their preference to be monitored by the government and not by a company for profit. On the other hand, even though previous works in the literature indicate that users believe that BSs may harm their civil liberties [54], UA students support that BSs do not violate human rights.



As far as the UA students’ sociodemographic profile concerns, the factors that are indicated to impact their BS acceptance are gender, age, study level, year of study, professional profile and fathers’ occupation. Mothers’ occupation seems to not play an important role regarding BS acceptance.



4.1. Gender


Women more strongly support than men that accurate identification, based primarily on the uniqueness of their biometric information, is the most important BS advantage, making BSs superior to passwords. Women feel more tired of password memorization, which can easily be lost, stolen or violated. Women put more emphasis on BS integration in order to safeguard their privacy protection and save time within verification processes. In particular, for bank services, women argue that they provide the most secure BS technologies, contrary to Ref. [52], where users stated that, given the high risk for data theft, bank systems do not provide high security. Furthermore, women in our research rightly want to know precisely whether their data will be used by services, since they do not trust them to use it only for verification reasons, worrying for their privacy. Men, on the other hand, are positive toward this integration with a much lower tendency to worry, arguing that BS incorporation is preferable for them only on human devices. Additionally, they do not value privacy and security issues as highly as women do. Therefore, women perceive BS advantages more easily than men, thus being more concerned about provided security and privacy protection. The need for women to ensure their protection in such services is apparent since they are likely to resist BS within services that they do not trust. Consequently, gender plays an important role in accepting BSs in Greek HEIs, inconsistent with previous work focusing on airports [9] in which this demographic was not indicated as an important one.




4.2. Age


Age is indicated to act as a great differentiator factor, impacting in multiple ways on students’ BS acceptance. Among all age groups, the 18–22 one was highlighted to be familiar enough with the popular biometric techniques, such as fingerprinting, with an emphasis on mobile unlocking, or face recognition, stating that they simplify their daily life. In particular, they argued that fingerprinting creates a high sense of security in the face of a potential threat. This shows that younger people feel more comfortable and safer using such technologies, while the previous literature is supported [9,48]. As a participant stated, “There is no longer a mobile phone without a fingerprint”, indicating as well that technology itself acts as a facilitator for BS acceptance. However, it is notable that among all age groups, the most well-known techniques were not acknowledged at all by a small proportion of students. Furthermore, the 18–22 age group believed that the most important disadvantage of BSs concerns the risk of a personal data breach, arguing that BSs are not capable of eliminating thefts but only reducing them, supporting previous literature findings. This tendency among the rest of the groups is much lower. Additionally, compared to the other age groups, the 18–22 and the 46–60 ones outline their strong concern for the possibility of their biometric information to be cloned, underlying one more disadvantage. Additionally, these groups identify the high cost of BS installation as a major disadvantage, as well. However, the majority of the 31–45 age group, considering its desire for more security at the airport services, supports that this integration is vital. Finally, regardless of their age group, participants claimed that once the services collect users’ biometric information, their privacy is automatically violated. Thus, findings interestingly indicate that the 46–60 age group supports that it is better to be monitored by the government rather than third parties or malicious companies.




4.3. Study Level


Study level can generate some interesting arguments as well for BS adoption by Greek students. Undergraduate students put particular emphasis on the adoption of fingerprinting so as to unlock their mobiles, confirming [49]’s previous research, focusing on Android 4.0+ and Iphone 5s users. However, they do not embrace hand geometry at all, while typing analysis is also not adopted by the majority. This indicates a possible trend among the biometric techniques such that they can be used within HEIs, especially under the spectrum of the new law for enhancing security.




4.4. Year of Studies


A notable proportion of first-year students did not know the BS definition before reading our introductory note. Thus, fourth-year students declared higher ignorance compared to younger years. This indicates a paradoxical finding since in general it is anticipated that the more the years of studies increase, the more students’ knowledge evolves. Additionally, first-year students are not convinced that biometric systems will change their daily lives, and thus they are not opposed to the possible replacement of passwords. Apparently, first-year students also indicate a positive perception of BS integration within hospitals, contrary to the other groups, who do not trust such technology in medical services. Therefore, the BS policies they promote should be turned to users who are skeptical or in an intermediate situation.




4.5. Professional Profile


Students, belonging to private employees, use fingerprinting to unlock their mobile phone, contrary to other employment groups. However, they argue that mobile operators do not use strong methods to provide their customers with data security. The same group is indicated to be the only one concerned about the storage of their biometric information and the probable unauthorized access by third parties. Moreover, they support that, contrary to passwords, biometrics, if violated, cannot be restored since they cannot be changed.




4.6. Father’s Occupation


Examining participants’ social background, fathers’ occupation impacts their privacy concerns. In particular, participants declaring a self-employed father are concerned about access to their biometrics information without their consent and how these will be used since they consider that if this information is digitalized, it can at any time be used for any purpose by anyone. Furthermore, the same group states a concern that biometric techniques cause health problems, supporting previous research findings [54] that are concerned about the hygiene of BS techniques and specifically about techniques such as iris analysis.



The aforementioned analysis aims at providing further understanding regarding the potential BS acceptance issues that influence University of the Aegean students. Identifying and determining these factors, awareness of the advantages and risks of using biometric technologies is increased. This is of major importance, especially for Greek HEIs in order to ensure that their potential users, mainly the students, will accept them, provided that they have undertaken the proper organizational and technical measures for effective utilization which also maintain security and privacy.





5. Conclusions


Technology acceptance, as a complex notion, is significantly differentiated among users due to several social factors that reform their views and behavior. Our survey focused on the Greek University of the Aegean Students’ BS acceptance, and in particular, on the sociodemographic attributes that influence their willingness to adopt and use BSs, since it has been underlined by previous literature [9,15] that not much research has been undertaken in this direction. Previous research, examining college students’ BS acceptance, targeted only learning activities under the spectrum of technical factors [10,21], while in Greece, such surveys are lacking even for the general population. Thus, due to the newly introduced cyber security and privacy threats regarding BS, the situational awareness, as far as their deployment is concerned, should be increased. Therefore, toward this, the identification of the prerequisites for users’ acceptance that involve their specific traits deriving from their personality, life status and habitus, as technology acceptance models indicate, is immense. Furthermore, the social factors of the users are indicated as critical ones in the privacy domain [55,56,57,58,59,60] as well, whose preservation is also significant for BS acceptance.



In this respect, our survey aims, beyond those of previous works in the literature, to expand the knowledge regarding Greek users’ BS acceptance in public and private services, attempting to gain insight through the perspectives of Greek students and the exploration of their socio-demographic profile, addressing that need, as already pointed out in the literature. As Greek users’ acceptance is the issue of focus of this research, biometric service providers can consider the indicated factors, as well as users’ concerns in order to improve their services. Furthermore, considering the new established Greek law for increasing security, adopting BSs as well within HEIs, these findings may be of major importance and help Greek public educational administrations. The adoption of such systems may be extravagant concerning their initial investment [3], and therefore Greek universities should be aware of their students’ perceptions toward this.



Our survey indicated students’ familiarity with specific biometric techniques, fingerprinting and face recognition, which are adopted for specific daily activities—mobile unlocking—in order to ensure their security. Due to their perceived benefits of accurate identification and saving time, students support that BSs should be integrated in the private bank and airport services, while they do not trust public spaces at all. This finding, indicating students’ mentality, puts forth extra challenges for Greek HEIs considered to be public spaces, highlighting that the trustworthiness of their provided biometric techniques should be increased. Several UA students’ sociodemographic attributes are indicated to impact their BS acceptance, including gender, age, study level, year of study, professional profile and fathers’ occupation. Students’ social profile influences their technological choices and therefore, an adequate marketing policy, considering these social factors, should be developed both from industry’s and universities’ leadership, in order to enhance students’ BS acceptance, by, for example, choosing the techniques that will be more easily adopted by them.



Furthermore, contrary to previous literature [12], our survey also pointed out that several trust issues regarding users’ intention to adopt and to use BSs in public and private services are linked with their privacy and security concerns. Biometric techniques and methods are still evolving in Greece, mostly in the private domain, while students are still doubtful regarding the ways that private services using their biometric information and the possibility for their privacy to be violated. These non-technical concerns, which are also potential risks, should be confronted when implementing identity biometrical verification technologies. BS exploitation in HEIs can be achieved, provided that students, despite their security and privacy fears will be ensured that biometrics will enhance their protection, due to the organizational and technical standards that should be considered. In this regard, we support that our findings may be beneficial for both Greek HEIs and industry. Raising awareness and identifying students’ privacy and security issues will help to promote wider acceptance of the technology both organizationally and technically.



Given the constraints of internet-of-cloud services and the users’ issues for accepting and adopting biometrics, it is necessary to develop specific biometrics for the internet-of-cloud schemes that not only strengthen security and privacy, but also are user-friendly so as to embolden the public acceptance of biometrics within these services. BS developers who take into account users’ sociodemographic attributes that express higher concerns will design more attractive and safe systems that meet students’ non-functional requirements, while public Greek universities, by acknowledging the factors affecting their ender-users’ acceptability, will design effective procedures for BS deployment. Additionally, since biometric information is subject to GDPR in Europe and its privacy is strongly supported [8], universities could provide students with training programs not only for learning and using BS, but also for enhancing their privacy awareness. Our survey also enhances the literature with a further empirical association regarding BS acceptance in public and private services, with reference to Greece, also providing an opportunity for examining cultural differentiations.



Despite limitations, such as the lack of a social influence construct in our research design and the descriptive design used to determine the different characteristics of the responders regarding BS acceptance, our work provides a foundation for further analysis of the role of users’ sociodemographic profile in BS acceptance, while these attributes’ association with users’ concerns for privacy implications sets the standard for a better understanding of the users’ perspective in accepting BS. However, since biometrics for the internet of cloud is an emerging research area and security and privacy concerns are still a wider research question [30], future research should be more focused on users’ concerns and biometrics acceptance perspectives, examining the general population.
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Appendix A




	
Constructs

	
Items




	
Knowledge

	
Did you know what BS are, before you read the introductory note?Responses: Yes/No




	
With which of the following Biometric techniques are you familiar?Responses (choose yes/no for each one):Fingerprint, Face recognition, DNA, hand geometry, signature, gait, iris scan, keystrokes, other




	
Adoption

	
Have you adopted any of these techniques in your everyday life?Responses (you may choose yes/no for the following):Fingerprint, Face recognition, DNA, hand geometry, signature, gait, iris scan, keystrokes, other




	
If you have adopted any of them, which of the following daily activity does it concern?Response: open-ended question




	
Usability

	
How easily do you think that BS are in use?Responses:1: very difficult, 2: difficult, 3: moderate, 4: easy, 5: very easy




	
Do you think their use requires a special training?Responses: Yes/No




	
Which of the following do you consider the most import advantage for using BS?Responses:A key, card is not requiredThe speed of the verificationPassword memorization is not requiredThe possibility of proper recognitionEasiness of learningOther




	
Which of the following do you consider the most important disadvantage while using BS?Responses:The difficulty of learningThe relatively high installation costHigh maintenance requirementsThe lengthy registration proceduresThe risk of personal data breachThey’re unhealthy and dangerousFeeling of fear or anxietyOther




	
Provided that you feel fear when your identification is based on your biometric information, please justifyResponse: open-ended question




	
Reliability

	
Do you consider BS to be a more reliable method of identification than password/PIN;Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much




	
“Do you consider BS to be a more secure method of identification than password/PIN?”Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much




	
Do you consider BS to be a more reliable solution to reduce thefts than passwords/Pins?Responses:Yes, No, it could be




	
Intention to use biometric systems

	
Do you think that using BS can make your everyday life easier?Responses: Yes/No




	
In which services do you think BS would be good to be integrated?Responses (you may choose yes/no for the followings):airports, arenas, public spaces, hospitals, education, bank, other




	
To what extent do you feel ready to stop using passwords/Pins and replace them with biometric techniques?Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much




	
To what extent are you willing to adopt biometric identity for your online banking?Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much




	
To what extent are you willing to replace passports and IDs with your biometric characteristics when it comes to travel within or outside the EU?Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much




	
Is there any activity/service for which you are willing to use biometric techniques directly? Response: open-ended question




	
Privacy and Security concerns

	
Does using of the following biometric techniques increase the risk of privacy invasion?Responses (you may choose yes/no for the followings):Fingerprint, Face recognition, DNA, hand geometry, signature, gait, iris scan, keystrokes, other




	
Do you believe that using BS can lead to your privacy violation?Responses: Yes/No




	
Does using of the following biometric techniques increase the security level against potential threats?Responses (you may choose yes/no for the followings):Fingerprint, Face recognition, DNA, hand geometry, signature, gait, iris scan, keystrokes, other




	
Which services are using powerful biometric methods to ensure security and protection of your identity?Responses (you may choose yes/no for the followings):airports, arenas, public spaces, hospitals, education, bank, other




	
Confidence and Social control

	
Would you like to know how your biometric characteristics will be used in particular by the services that request them?Responses: Yes/No




	
Do you trust that biometric information obtained from the services will only be used for verification purposes?Responses: Yes/No




	
Do you think that your biometric information can be cloned?Responses: Yes/No




	
Do you believe that BS may violate human rights?Responses: Yes/No




	

	
To what extent do you agree or disagree with the following statement “governments collect citizens’ biometric information for other uses than their security?Responses:1: Not at all, 2: Little, 3: moderate, 4: very, 5: very much
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Figure 1. Research methodology flow chart for students’ BS acceptance in Greek HEIs. 
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Figure 2. Composite Reliability. 
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Figure 3. Average variance extracted. 
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Figure 4. Previous knowledge of BS per year study of undergraduates. 
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Figure 5. Acknowledged BS techniques. 
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Figure 6. Acknowledged biometric technique per age group–fingerprint. 






Figure 6. Acknowledged biometric technique per age group–fingerprint.



[image: Futureinternet 14 00328 g006]







[image: Futureinternet 14 00328 g007 550] 





Figure 7. Adopted biometric technique per educational level—fingerprint. 
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Figure 8. BS adoption in everyday life practices per students’ professional profile. 
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Figure 9. BS perceived easiness. 
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Figure 10. BS advantages per gender. 
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Figure 11. BS disadvantages per age. 
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Figure 12. Fears and concerns about BSs per students’ professional profile. 
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Figure 13. Fears and concerns about BS per father’s occupation. 
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Figure 14. BS security contrary to passwords/PINS. 
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Figure 15. BS as a reliable solution to reduce thefts. 
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Figure 16. Easier day life due to the BS. 
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Figure 17. Easier daily life per mother’s occupation. 
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Figure 18. BS perceived integration to services. 
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Figure 19. BS perceived integration to services—airport per age. 
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Figure 20. BS perceived integration to services—hospital per year of study. 
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Figure 21. BS—replacing passports with BSs. 
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Figure 22. Services with security and identity protection. 
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Figure 23. Services with security and identity protection—mobile industry per students’ professional profile. 
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Figure 24. BS cloning per age. 
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Table 1. The social and demographic attributes of the respondents.
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Socio-Demographic Characteristics

	
Count

	
Percentage






	
Gender

	
Male

	
279

	
37%




	
Female

	
480

	
62%




	
Other

	
6

	
1%




	
Age

	
18–22

	
407

	
54%




	
23–30

	
183

	
23%




	
31–45

	
135

	
17%




	
46–60

	
40

	
6%




	
Study level

	
Undergraduate

	
515

	
68%




	
Postgraduate

	
185

	
24%




	
Doctoral Students

	
62

	
8%




	
Undergraduate Students year of study

	
1st Year

	
147

	
28%




	
2nd Year

	
105

	
20%




	
3rd Year

	
64

	
12%




	
4th Year

	
92

	
18%




	
5th Year

	
58

	
12%




	
>5th Year

	
50

	
10%




	
Employment status

	
Yes

	
313

	
41%




	
No

	
448

	
59%




	
Professional Profile

	
Public servant

	
88

	
27%




	
Private servant

	
148

	
50%




	
Self-employed

	
64

	
20%




	
Other

	
13

	
3%




	
Annual Income

	
<10.000€

	
299

	
44%




	
10.001–25.000€

	
292

	
42%




	
25.001–55.000€

	
88

	
13%




	
>55.001€

	
11

	
1%




	
Father’s Occupation

	
Public servant

	
146

	
20%




	
Private servant

	
174

	
24%




	
Self- employed

	
209

	
29%




	
Pensioner

	
148

	
21%




	
Housekeeper

	
0

	
0




	
Unemployed

	
24

	
3%




	
Other

	
23

	
3%




	
Mother’s Occupation

	
Public servant

	
153

	
21%




	
Private servant

	
164

	
22%




	
Self- employed

	
102

	
14%




	
Pensioner

	
95

	
13%




	
Housekeeper

	
157

	
21%




	
Unemployed

	
62

	
8%




	
Other

	
3

	
1%
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Table 2. Summary of the findings discussed.
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Constructs

	
Subsections

	
Findings Discussed






	
Knowledge

	
Knowledge/Familiarity with BS

	
Total sample, study level, year of undergraduate studies




	
Familiarity with BS techniques

	
Total sample, age group




	
Adoption

	
Incorporation in everyday life practices

	
BS techniques for total sample, students’ professional profile




	

	
easiness of use

	
Total sample




	
Usability

	
Special training

	
Total sample




	
BS advantages

	
Total sample, gender




	
BS disadvantages

	
Total sample, age group




	
BS fear or anxiety

	
Total sample, students’ professional profile, father’s occupation




	
Reliability

	
BS as a more reliable method of identification than password/PIN

	
Total sample




	
BS as a more reliable solution to reduce thefts than passwords/Pins

	
Age group




	
Intention to use biometric systems

	
Easier day life due to BS

	
Total sample, age group, mother’s occupation




	
Services in favor that BS could be integrated

	
Total sample, Airport per age group, Hospital per year of study




	
Replacement of PINS/passwords

	
Total sample




	
Replacement of passports/IDs

	
Total sample




	
Privacy and

Security concerns

	
BS techniques that increase the risk of privacy invasion

	
Total sample, age group




	
Services that use powerful biometric methods for security and identity protection

	
Total sample, mobile industry per students’ professional profile




	
Confidence and

Social control

	
Knowledge of how biometric characteristics will be used by the services

	
Total sample




	
Trust that biometric information obtained from the services will only be used for verification purposes

	
Gender




	
Biometric information can be cloned

	
Total sample, age group




	
Privacy Violation

	
Total sample, gender
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