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Abstract: Today, more than ever before, technological progress is evolving rapidly, and in the absence
of adequate regulatory frameworks, the big players in the digital market (the so-called Big Techs) are
exploiting personal data (name, address, telephone numbers) and private data (political opinions, reli-
gious beliefs, financial information, or health status) in an uncontrolled manner. A crucial role in this
scenario is played by the weakness of international regulatory frameworks due to the slow response
time of legislators who are incapable, from a regulatory point of view, of keeping pace with techno-
logical evolution and responding to the new requirements coming from the social context, which is
increasingly characterized by the pervasive presence of new technologies, such as smartphones and
wearable devices. At the European level, the General Data Protection Regulation (GDPR) and the
Regulation on Electronic Identification, Authentication and Trust Services (eIDAS) have marked a
significant turning point in the regulatory landscape. However, the mechanisms proposed present
clear security issues, particularly in light of emerging concepts such as digital identity. Moreover,
despite the centrality of biometric issues within the European regulatory framework and the practical
introduction of biometric data within electronic national identity (eID) cards, there are still no efforts
to use biometric features for the identification and authentication of a person in a digital context.
This paper clarifies and precisely defines the potential impact of biometric-based digital identity and
hypothesizes its practical use for accessing network-based services and applications commonly used
in daily life. Using the Italian eID card as a model, an authentication scheme leveraging biometric
data is proposed, ensuring full compliance with GDPR and eIDAS regulations. The findings suggest
that such a scheme can significantly improve the security and reliability of electronic identification
systems, promoting broader adoption of e[DAS solutions.

Keywords: privacy; digital identity; Italian ID card; eIDAS regulation; facial recognition; biometrics;
trustworthy digital environment

1. Introduction

Technological progress has always shaped data protection and personal identity, with
new profiles appearing in an incessant process, responding to new protection needs in the
face of new dangers and threats brought about by technological development [1].

If, in the beginning (at the origins of the problem of the right to privacy), the pace of
evolution was rather slow, so much so that it was compatible with the response time of an
average legislator ready to grasp the new demands coming from the social context, the
same cannot be sustained in the current era, in which regulatory acts run a strong risk of
being born already unfit to respond to the continuous technological change [2,3].

The spread of a pervasive digital reality, which is increasingly destined to merge with
the off-line one, in a bond in which the boundaries between one and the other tend to
thin to the point of vanishing, and the absence of spatial references, conceived as physical
places corresponding to the concept of territories, complicate the task of the legislator in no
small measure.
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Effective protection of the two fundamental rights protecting human personality,
the right to privacy and personal identity, thus necessarily passes through an integrated
approach between international, supranational, and domestic sources of law [4,5], accom-
panied by a rapid response to technological advances. From this point of view, the General
Data Protection Regulation (GDPR) [6], which came into force on 25 May 2018 (replacing
Directive 95/46/EC) [7], is the most important work of harmonization of the different
national data protection laws existing in different EU Member States and has become a
source of inspiration for other legal systems around the world, including the United States,
e.g., the introduction of the CCPA—California Consumer Privacy Act, which came into
force on 1 January 2020, which is a significant step for the United States in providing more
rights to users and greater control over their personal data.

This context of recent contamination between different legal systems is enriched by
numerous international agreements, treaties, and conventions that have established specific
rules and regulations on the protection of personal data. Prominent among them is the
Council of Europe Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, first adopted in 1981 and recently updated in Convention
108+ [8] (adopted on 10 November 2018) precisely in accordance with an integration
approach between legal sources, in order to address new challenges related to technological
advances such as cloud computing, social networks, and big data.

1.1. The Questionable Role of the Big Techs

In the face of a challenge of global dimensions, in which powers other than the State,
such as large digital market players (Big Techs), share with it de facto sovereign preroga-
tives [9], the recognition and protection of fundamental rights, precisely including privacy
and personal identity requires a level of integration that must be as broad as possible.
An integrated approach between international, supranational, and domestic sources of
law would not be sufficient if not accompanied by other supplementary measures to be
adopted in a systemic perspective, including resorting to the combined use of disciplines
born to regulate different areas, as, for example, already happens with antitrust regulation.
Said disciplines, despite their specificity, can, in turn, bring very valuable protection in
contexts that are insufficiently manned or in which the boundaries between what is market
regulation and what is a guarantee for the fundamental rights of the person tend to blur a
great deal.

Big Tech are often the drivers of technological innovation; they exploit technological in-
novation to maintain a leading role even in the protection of fundamental rights, effectively
evading any attempt at regulation. This aspect, which is often little considered, is actually
crucial because a prompt response to change, in regulatory terms, cannot be achieved
without the utmost knowledge and understanding of the technological sphere; rights in the
digital world can only be protected by technology and a specialized knowledge of it.

Legislators and regulators should not only stay abreast of technological advances,
but actively participate in them, focusing on the development of law disciplines within a
technological paradigm. An excellent example of such a kind of integration is again the
GDPR of the European Union, which establishes clear rules on the management of personal
data, but also requires an understanding of the technical aspects to ensure their processing
is compliant.

1.2. The Challenge of Biometrics

As already pointed out at the beginning of the discussion, a more integrated approach
between regulatory sources and information technology is desirable to reduce legislative
response times and address new challenges that technology brings to the regulatory field
in a timely manner. This approach would allow for the rapid identification of relevant
technologies that influence the secure use of technology in the short term; one of these
is certainly biometrics, especially considering that biometric data is already present in
European elD cards.
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The use of biometric data can be a key element in addressing new challenges emerging
in various areas, such as security, personal identification, and access to digital services.
However, the widespread adoption of biometric data is still held back by issues of privacy,
security, and balancing individual and collective rights. The collection and use of biometric
data raises legitimate concerns [10-12] about protecting people’s privacy, access to and
control over their personal data, and the possibility of abuse or security breaches. Computer
science can contribute by developing secure methods for collecting, processing, and storing
biometric data; the application of machine learning and artificial intelligence algorithms
can help improve the accuracy and reliability of biometric systems. However, how can this
be done in an appropriate regulatory framework?

1.3. Related Work and Outline of the Paper

To adequately address these concerns and fully contextualize the contribution of this
work within the broader landscape of digital identity research, three main aspects need to
be considered. First, we need to consider decentralized biometric techniques, i.e., those that
can be efficiently implemented on common mobile devices without requiring specialized
hardware or sensors. This area of research has been promoted in recent years by the advent
of deep learning techniques, which have far surpassed previous holistic and geometric
approaches [13]. Secondly, the schemes underlying biometric authentication must be
analyzed. This has to do with how an external Identity Provider connects to the mobile
device and how biometric data is collected and manipulated [14]. Finally, the problem
of preserving privacy through a balanced approach that considers both the protection of
sensitive personal data and collective needs while ensuring an adequate level of security
is fundamental.

Building on this premise, the paper first undertakes an analysis of the emerging notion
of digital identity, highlighting how technological progress has shaped its evolutionary path.
Particular attention is given to the role of digital identity in accessing network resources
and/or conducting digital transactions.

This aspect is explored in Section 2, where some basic authentication schemes are illus-
trated, and the complexities associated with the introduction of biometric authentication
are briefly outlined in full compliance with current regulations. Section 3 looks at European
regulation and, more specifically, at the challenges related to interoperability among EU
Member States in the implementation of the elDAS Regulation. Section 4 proposes a new
authentication scheme based on existing biometrics and ID cards, but implementing a
high level of security specifically designed for the most demanding applications. This
solution, if implemented, could be an opportunity for the European identification system
to easily adopt and extend this technology to the whole European area. Section 5 discusses
the benefits and concerns of the proposed method, addressing both technological aspects
and potential regulatory impacts. Finally, Section 6 presents the conclusions and offers
final remarks.

2. From Personal Identity to Digital Identity

With the rise of the Digital Society, the legal framework of privacy regulation is
being enriched with a new notion, “digital identity”, which has now become part of the
vocabulary of jurists and legislators around the world.

Commonly, it is declined in two distinct ways; according to the first and broader
meaning, the expression is used as a synonym for “networked” or “virtual” identity.
Frequent is its use within the legal and sociological debate [15] regarding the possibility
of “fake identities” online [16] (e.g., names and personal information different from those
used in real life) or the use of “vague identities” (pseudonyms or nicknames).

On the contrary, according to a narrower meaning, typically attributable to specialists
in computer law, the expression digital identity is defined as “the set of information and
resources granted by a computer system to a particular user of said system” [17]. Obviously,
said information is usually protected by an authentication system based on passwords,
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additional devices (magnetic card, smart card, etc.), or biological traits (iris, fingerprint,
face, etc.).

The latter meaning of digital identity is commonly referred to in the now substantial
literature on the subject of “identity theft” [18]; in fact, it already emerges clearly how
any discourse on digital identity must necessarily touch two aspects, namely the protec-
tion of personal identity on the Web, which we have already argued about previously,
and the techniques of subject authentication by means of computer tools, which we will
discuss next.

To better explain this aspect, we start by noting that the terms “authentication” or
“identity verification” generically refer to the process needed to ascertain the identity of
an individual, both physically (for example, in the case of an airport police checkpoint) or
remotely; in the latter case, when the process is essentially automated by computer tools,
the terms “electronic identification” (eID) is commonly adopted.

It is also worth noting that personal data (which define personal identity) can include a
very diverse range of information: these data can uniquely distinguish a person in business
practices (e.g., name, date and city of birth, identification number, social security code) or
be part of a more intimate set of personal traits that uniquely represent a human being
(e.g., fingerprints, iris prints, photographs) or that relate to his or her cultural or social
identity (e.g., gender, ethnic group, nationality, religion). Not all these data are significant
for transactions, nor to ascertain the identity of the individual; moreover, not all these data
must be necessarily stored on a computer or be part of a computer representation.

What matters, in this perspective, is the viability of a technological solution for reliably
establishing the identity of a natural or legal person in the context of a digital transaction
through an electronic identification process that we will also better denote as a “digital
identity scheme for the transaction” [19]. Please refer to the next section for a more detailed
discussion of this concept.

Digital Identity Schemes for Transactions

Electronic identification is the gateway to many public and private services; among
these, it is strictly required for private services (bank accounts, insurance, car rental, hotel
booking), government services (certificates, taxes, driving license), education (enrollment,
exams), and access to medical treatments or data. However, note that rarely do these
services rely on a common digital identity scheme. Most of the time, public providers
act like commercial providers (e.g., social media or shopping online), issuing credentials,
adopting proprietary access schemes, and storing data independently [20]. This attitude
has been recognized as the main cause of an exponential increase in account numbers and
privacy breaches.

As illustrated in Figure 1, actual digital identity schemes are based on two distinct phases:

1.  Anenrollment phase which must precede the identification process in order to release
personal credentials. During this phase, a person appears before a civil registry office
that verifies the personal identity and acquires the additional personal information
necessary to fully define the digital identity. Commonly, all of this information
(personal data) is stored within an electronic medium (e.g., a microchip ID card)
and/or in a protected database. The tangible and/or intangible element containing
the personal information used for online service authentication is also known as
“electronic identification mean”. Because some personal information may change
over time, the literature often views enrollment as an ongoing process, with regular
updates that must be applied five to ten years apart.

2. Once the digital identity of a person has been defined through the enrollment phase,
such a person can undergo electronic identification (eID) and gain access to IT re-
sources and services.
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Figure 1. The two phases of a digital identity scheme.

Note that a recent trend in Europe, led by the evolution of smartphones and more
convenient for users, is the adoption of mobile-based solutions for performing electronic
verification.

More precisely, the system involves the following main entities and components:

The user who wants to access an online service through his mobile device;

The browser or other application used by the user to access online services;

The IdP that manages the authentication procedure;

The SP which, after requesting user authentication from the IdP, manages the autho-

rization and delivers the requested service;

e The ID App, a mobile application provided by the IdP, needed to challenge the
credentials of the user;

e  TheID card, which is one of the possible authentication means (containing personal
data) involved in the scheme;

e To enhance security, the ID App often employs “secure” multi-factor authentication,

combining elements such as something the user knows (e.g., a password or PIN) and

something the user owns (e.g., a token generator or a card); a further evolution of

these systems is the use of embedded biometric authenticators that mostly include

biometric sensors for fingerprint or face recognition. This solution is often used in

place of the PIN code since it is considerably more user-friendly but brings a lot of

security concerns, as better described in Section 3.3.

In summary, the definition of digital identity schemes poses a complex challenge to the
legal discipline and requires adequate integration of information technology, as it involves
the management and protection of sensitive personal data. Existing schemes already
provide a fair level of security, but they intentionally avoid biometric recognition precisely
because of the sensitivity of biometric data. Moreover, there is a problem of interoperability
and data management of a supranational nature that necessarily needs to be addressed to
pave the way for a broader field of application. The following section illustrates how this
could be done, at least in the European sphere, without excessive disruption.

3. European Electronic Authentication Regulation

The EU does already have a regulation on electronic authentication systems (eIlDAS—
Regulation EU No. 910/2014 on digital identity), which was issued in 2014 but has been
effective since 2016 [21]. The eIDAS (electronic IDentification Authentication and Signature)



Future Internet 2024, 16, 228

6 of 19

is a European framework that permits secure authentication with national credentials
when accessing online services in any Member State (MS). The aim is to create a standard
normative framework for trusted and secure online interactions between individuals,
enterprises, and government agencies, as well as to improve the efficiency and security of
online services and transactions within the European Union. The MS who wants to adhere
to eIDAS must notify electronic identification (eID) schemes to the European Commission.
Furthermore, if a MS wants to grant access to an online public service through an elD
scheme, then it must also accept the notified schemes of other countries. The national
eID schemes are interoperable thanks to the eIDAS Solution, which consists of a protocol
designed to convert national identification data into a standard format that MSs can
understand and use, as depicted in Figure 2.

////Member State A ™. //'/illember State B .

/

/ (
Prowder eIDAS | Prowder

“Identity AW cDAS \pfotocol SN identity \|
\ Prowder/ node node L Provider /
\\\(

Prov1der',{__,,~“’/

Serwce
Prowder

/

/
/

Figure 2. High-level overview of the eIDAS solution.

Under the eIDAS Regulation, eID schemes are classified according to three Levels of
Assurance (LoA) corresponding to the degree of trust in a person’s claimed identity during
an electronic identification. This parameter is useful to compare identification procedures
and authentication methods, based on security, robustness, and issuance process. The three
LoA levels are the following:

(@) Low (L)—refers to identification means that ensure a limited security level regarding
the declared identity of a person; it comprises procedures and technical methods to
reduce the risk of violation or counterfeit of the identity; for example, the one-factor,
which uses username a password belongs to this level.

(b) Substantial (S)—refers to identification means that ensure a substantial security level
regarding the claimed or declared identity of a person; it comprises procedures and
technical methods to effectively reduce the risk of abuse or counterfeit of the identity;
for example, two-factor authentication belongs to this level, which uses username—
password combined with a one-time password (OTP).

(c) High (H)—refers to identification means that ensure a higher security level regarding
the claimed or declared identity of a person than the means used at the substantial
level; it comprises procedures and technical methods to avoid the risk of abuse or
counterfeit of the identity; an example is two-factor authentication combined with a
secure device, which uses credentials, and public—key authentication based on a chip.

In 2023, 22 MSs have notified 28 eID schemes under eIDAS (as reported in Table 1).

Table 1. Electronic identification schema notified by Member States under eIDAS framework.

Title of the Scheme eID Means Member State LoA Year
German elD based on Extended National Identity Card, Electronic German H 2017
AccessControl Residence Permit < y
SPID—Public System of Digital Identity SPID elD means provided by HSL 2018
private providers Italy

Italian National ID card (CIE) Carta di Identita Elettronica (CIE) H 2019
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Table 1. Cont.
Title of the Scheme eID Means Member State LoA Year
Belgian eID scheme FAS/eCards Belgian Citizen eCard; Foreigner eCard Beleium H 2018
Belgian eID scheme FAS/Itsme itsme mobile App & H 2019
Estonian ID card ID card H 2018
Estonian RP card RP card H 2018
Estonian Digi-ID Digi-ID Estoni H 2018
Estonia e-Residency Digi-ID e-Residency Digi-ID stora H 2018
Estonian Mobiil-ID Mobiil-ID H 2018
Estonian diplomatic ID card Diplomatic ID card H 2018
Documento Nacional de Identidad . .
electrénico (DNIe) Spanish ID card (DNle) Spain H 2018
Luxembourg national identity card oID card Luxembourg H 2018
(eID card)
National Identification and . .
Authentication System (NTAS) Personal Identity Card (eOI) Croatia H 2018
Cartao de Cidadao (CC) elD card Portugal H 2019
Chave Movel Digital Digital Mobile Key 8 H 2020
National identification scheme Czech elD card Czech Republic H 2019
Dutch Trust Framework for Electronic Means issued under eHerkenning H-S 2019
Identification (for businesses) The Netherlands
DigiD DigiD Substantieel, DigiD Hoog H-S 2020
Latvian eID scheme (eID) ID Karte; eParaksts karte; eParaksts Latvia H-S 2019
National identity scheme Slovak Citizen eCard, Foreigner eCard Slovakia H-S 2019
. . . . Lithuanian National Identity card . .
Lithuanian National Identity (eID/ ATK) Lithuania H 2020
ey card (OTP); Mobile app; Key token
(OTP); NemID hardware; Interactive
NemlID Voice/Response (OTP); Magna key Denmark 5 2020
card (OTP)
Swedish eID BankID; Freja eID (Notified); EFOS Sweden H-S 2020
French eID scheme ‘FranceConnect+’
‘The Digital Identity La Poste’ ) France 5 2021
Identity Malta Maltese eID card and e-residence Malta H 2021
documents
Norwegian eID scheme Buypass ID Buypass ID Norway H 2021
ID Austria - Austria H 2022
Public Electronic Identification System Trusted profile, personal profile Poland H-S 2023
elD.li, Class A - Liechtenstein H-S 2023
Slovenian elD card scheme SI elD card Slovenia - 2023

3.1. Interoperability among EU Member States

As of 2018, a Member State that offers access to a public online service through an
elD scheme is obliged by the eIDAS Regulation to accept notified elDs from other member
states. This concerns online services related to a “substantial” or “high” LoA. However, the
regulation’s goal of being technology-neutral has resulted in a variety of interpretations of
the obligations among MSs and in a high heterogeneity of implementations, giving rise to
difficult interoperability.

Some MSs have more than one elD scheme, and in many cases, within the same scheme
different means can be used (according to the correspondent LoA). For example, some
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of the schemes notified by MSs rely on the chip of the national eID cards. This approach
corresponds to the higher LoA and exploits eID cards with broad population coverage,
enforcing strong identity proofing. However, only 14 out of 28 schemes exploit the national
ID card. The observation is important because it highlights the diversity and challenges
in achieving interoperability among EU Member States” eID schemes. It underscores the
need for ongoing efforts to harmonize eID implementations, enhance security and user
convenience, and support the overarching objectives of the eIDAS Regulation for a more
integrated digital single market. A step in this direction is marked by Regulation (EU)
2019/1157, which mandates that ID cards are harmonized across the EEA, with a new
common identity card model replacing the various formats. This harmonization, along
with the progressive adoption of the eIDAS Regulation by Member States, will allow for
the maximum scalability of the proposed solution across Europe.

According to Table 1, MSs and Identity Providers are increasingly shifting away
from traditional card-based eID schemes, which require card readers, toward mobile-based
solutions, which are more practical for end users. The most recent schemes, where more eID
means involve smartphones, clearly show this trend. For greater security against attacks,
these eID methods can make use of software programs as well as hardware-embedded
elements like SIM cards, Secure Element, and Trusted Execution Environment. However,
technology and the specific mobile phone being utilized have a significant impact on how
secure such an embedded device is.

3.2. eIDAS Regulation Revision

Since the COVID-19 pandemic has had a significant impact on digitalization speed,
both governmental and commercial sector services are becoming increasingly digitized,
and citizens and businesses are expecting high security and convenience when doing
online transactions (such as paying taxes, asking for a loan or opening a bank account
from a distance, starting a business in another MS, buying online). Thus, today, users are
becoming more demanding regarding online public and private services. For example, they
are expecting seamless online journeys, mobile applications, and single-sign-on solutions.
However, the eIDAS framework was conceived targeting secure cross-border access to
public services, which is a limited portion of individuals” and enterprises” electronic identi-
fication needs. A recent evaluation of the framework revealed that the existing regulation
does not adequately address several issues regarding user expectations and market de-
mands, which results in a limited uptake among European citizens and companies [22]. The
report shows that the services addressed primarily concern the 3% of the EU population
who live in a MS other than their birthplace. Additionally, the existing eIDAS architecture
prevents users from facilitating the GDPR principles of data minimization and privacy by
default by deciding what data to share and with whom. According to the report, only 14%
of public service providers offer authentication via eIDAS.

The European Commission identified the lack of awareness and understanding of
the regulation as one of the main blocking factors for the uptake of eID from service
providers. Simultaneously, the poor user experience is discouraging them from entering
the eIDAS Network since it is perceived as a risk of compromising the quality of the
services they provide. Moreover, two main roadblocks to the long-term maturation of
the legal framework are the absence of a business model for private Identity Providers
and the vagueness of the terms and conditions of access to the eIDAS network for private
relying parties.

The report’s conclusion is that the current eIDAS Regulation, with its built-in restric-
tions on the public sector, the difficulty for online private providers to connect to the
system, its inadequate availability in all MSs, and its lack of adaptability to support a
range of cases, cannot meet these new market demands. To meet new policy objectives,
user expectations, and market demand while also considering recent breakthroughs in
digitalization, the eIDAS Regulation must be upgraded in terms of effectiveness, efficiency,
coherence, and relevance.
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3.3. Weaknesses and Limits of the eID Scheme

The use of biometric data in the context of eIDAS implies strict compliance with data
protection regulations, including the General Data Protection Regulation (GDPR). The
challenge lies in the fact that eIDAS acknowledges the presence of biometric data but
does not impose mandatory requirements. Instead, it provides a legal framework for use,
leaving the decision to use biometric data in elD services up to EU Member States and the
organizations implementing these services. Consequently, the misuse of digital identities
persists because biometric data in eIDs are not uniformly used, and there is no guarantee
that the person accessing a digital identity is indeed its rightful owner.

Although almost all countries use at least one eID scheme with a high level of security,
it is not comprehensive enough to defend the user’s identity. This is also confirmed by
the analysis of levels of security of the different eID schemes in eIDAS provided by [23]
leveraging the MuFASA tool by NIST. Concerning the use of biometrics, none of the eID
schemes adopted today include biometric authentication, but some of them allow the use of
biometric authenticators embedded in smartphones and provided by the operating system.
This authentication modality allows bypassing the input of username and password,
improving the usability of the application but also raising paramount security concerns.
First, the biometric data registered in the device could belong to a different person than
the cardholder, i.e., the keys can be associated with the biometric data of a different person
who can use it to bypass the 1-factor authentication step. Furthermore, current mobile
phones allow registering more than one biometric, which can be used to verify the identity
of the user interchangeably; it is thus possible to register more fingerprints belonging
to different fingers and to acquire facial information, even from different users. These
biometric accesses are not associated with the specific user who generated them but with
the mobile devices where they are stored. It is thus possible that two different persons can
access the same device with two different biometric data (e.g., one with the fingerprint
and the other with the face recognition). This is a realistic scenario for shared devices, for
example with relatives, like wives with husbands, father/mother with son/daughter, etc.

4. Biometric Identification as a Unique Opportunity

Although biometric authentication technologies are not a recent topic [24-26], the
widespread use of smartphones opened new development and commercial opportunities
for these solutions. It has been foreseen by [27] that by 2022, more than 5.5 billion mobile
devices will be used to verify, through biometric authentication, 1.37 trillion transactions.
Thanks to the evolution of integrated devices like HD and depth cameras and LIDAR
(LIght Detection And Ranging is a laser system that allows measuring the distance between
a surface and the laser source, measuring the time for the reflected light to return to the
receiver) and faster network speeds, the opportunity for commercial innovation has led to
the development of new biometric identity verification solutions that are more secure and
with improved customer experience.

Commercial identity verification providers have been able to produce applications
that read data from the chip inside electronic identity documents thanks to the constant
expansion of smartphone functionality, particularly features in devices that use Near Field
Communication (NFC). Reading the identifying features directly from the chip, including
the digital image of the document’s owner’s face, drops the risk of photo substitution
forgery and improves data capture accuracy [28].

In the following, an innovative authentication scheme exploiting mobile phones, eID
cards, and face recognition is proposed. A possible implementation is illustrated in Figure 3,
where the current eID card-based authentication schema is integrated with biometric data.
The authentication procedure begins when the user accesses the SP’s website using a
standard browser on a mobile or desktop device (steps 1-2). During the login phase, a
query is redirected to the IdP, which requests biometric authentication via the ID APP
(step 3). The ID APP exchanges data with the Identity Provider to confirm the user’s
identity (steps 4-5). The ID APP retrieves the gallery (step 6b) and probe data (step 6¢)
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and matches them to verify the user’s identity. If the match is successful, the IdP grants
authentication (step 7), and the ID APP reopens the browser (step 8) to contact the SP,
allowing the user to access the service. Further details on the implementation of this
solution are provided in Sections 4.2 and 4.3, as well as in Figures 4 and 5.
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Figure 3. Integration of the face recognition task in the current eID authentication schema.
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4.1. Italian eID Card (CIE)

The CIE (Italian electronic identity card) version 3.0 is already distributed in more
than 90% of the Italian territory, with about 27.5 million cards issued in 2022 [29]. This
electronic card allows the secure identification of the holder through the verification of
personal and biometric data stored inside the microchip and protected according to the
same security mechanisms used for passports and residence permits (thus compliant
with the same control systems applied for border crossings). The personal and biometric
data of the holder (headshot and fingerprints), as well as the information that allows for
online identification, are securely stored inside the CIE’s microchip. An overview of the
authentication process is shown in Figure 2. The main functions of the CIE are provided
by two applications implemented in the chip: (i) identity verification, provided by the
Machine-Readable Travel Document application (MRTD); (ii) access to online services,
provided by the IAS ECC application. The information contained in the CIE is accessible in
different ways and according to different levels of protection, as described in Table 2.

Table 2. The data included in the national electronic ID card (eID) and the related access mode can be
illustrated using the example of the Italian CIE.

Access Mode Data

Freely

- unique card identifier (NIS)
- name and surname
- date and place of birth
- gender and nationality

Scanning the MRZ code or by typing the CAN number
(both printed on the card)

- validity for traveling abroad
- picture of the face
- parents (if the card was emitted when the owner was not of legal age)
- address (when the card was emitted)
- tax code and ID number

Typing the PIN (provided separately) - TLS client certificate

Only by law enforcement - fingerprints

4.2. Digital Identity Verification with eID Card’s Biometric Data

The image of the face stored in the eID card’s chip (referred to here as gallery image)
is freely accessible and can be easily retrieved with a specific API. Different mobile applica-
tions that can read the NFC chip and retrieve this data can be freely downloaded from the
app stores. A very effective method for verifying if a person is the real owner of the digital
identity is to compare the gallery image with a photo taken during the authentication with
the camera of the mobile device (referred to here as probing image). It could be argued that
with modern technologies, like hyper-trained Al algorithms, a 1:1 verification is a relatively
easy task to accomplish. Unfortunately, it is not always the case. As reported by the NIST
in its Facial Recognition Vendor Test (FRVT) [30], facial recognition systems can achieve
near-perfect accuracy under ideal conditions, reaching accuracy scores as high as 99.9999%.
The ideal conditions with regard to face images (such as passport photos or mugshots) are
defined by the ISO Standard for Biometric Data Interchange [31], which require consistency
in lighting and head pose as well as clear and unobscured facial features of the subject.
Also, eID cards are compliant with this standard and contain a very clear picture of the
face, taken by an operator in a controlled environment (without noise in the background
and with full direct light) with specific recommendations (do not cover the face, do not
make facial expressions, etc.). The quality of the picture is at the end of the process ensured
by the operator. Moreover, the data are stored within the secure element of the eID card
in accordance with standard security measures, such as those defined by ICAO 9303 and
Regulation (EU) 2019/1157 of the European Parliament and of the Council. However, if
images taken in the real world with commercial devices are used, facial recognition systems
have a degree of accuracy far lower. The quality of the probing image acquired with the
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mobile device is extremely dependent on the precision of the camera. Furthermore, the
acquisition takes place in uncontrolled environments, with noisy backgrounds, variable
light conditions or shadows, and uncontrolled subjects who may not be looking directly at
the camera. These conditions are often called “in the wild”. According to the FRVT [30],
the incorrect rejection rate of the leading matching algorithms goes from 0.0001% when
using VISA photos to 0.27% when using pictures of faces captured “in the wild”, resulting
in systems with less usability.

In the following section we propose a novel solution to improve the performance
of a facial recognition system, exploiting the elD’s biometric data. More details about
the implemented solution can be found at [32]. The solution envisages 3D reconstruction
technologies, such as monocular reconstruction and depth sensor scans, to create a 3D
model of the user’s head; such a model, cleaned of environmental noises (light conditions,
background, others), can be used to generate a frontal snapshot of the face, to be compared
with the CIE’s image. A schema outlining the authentication pipeline is depicted in
Figure 4. The probe image is generated as a snapshot of the user’s 3D facial model, while
the gallery image is retrieved from the elID card using NFC technology. Both images are
then processed through a machine learning face recognition algorithm to obtain the final
authentication result.

4.3. Enhancing Biometric Verification with 3D

As discussed above, the main issue with the use of real-world images as probing
images is that, individually, they cannot guarantee a sufficient level of accuracy in the
verification process. However, rapid progress has been made recently in the field of 3D
face reconstruction [33,34], with the development of novel and powerful algorithms, faster,
more accurate, and energy efficient [35], which can obtain impressive results even in the
challenging case of reconstruction from a single RGB camera [36,37]. These techniques are
extensively used in forensic applications, particularly for face-based identification, where
3D model reconstruction overcomes the shortcomings of 2D images acquired in crime
scenes [38].

The face’s geometry is typically modeled as a set of triangles or quad meshes, to which
added material properties describe the interaction of the skin with light. Modeling the
light surface interactions for a face is an extraordinarily complex task; thus, in some cases,
these complexities can be loosened using approximated appearance models with simple
reflectance maps and illumination schemes. Furthermore, to allow the reconstruction of the
face from images taken in the real world, i.e., in the ill-posed monocular setting, priors that
simulate the shape and expression of faces are often used [39,40]. These priors are typically
based on:

e  Blend shape expression models (3D models of a particular fundamental expression);
e  Parametric face models (low-dimensional face reconstruction from high-resolution
laser scans of hundreds of human faces with neutral expressions).

The adoption of these priors not only solves the ill-posed problem but also enables
reconstruction results of high quality, as proved by ZollHofer and colleagues [41].

The minimum requirement for the proposed method is to have a standard RGB camera
to capture a short video of the face. This means that the method can be applied not only to
mobile devices but also to laptops and desktop PCs equipped with a webcam.

Another way to reconstruct a 3D model of the face of a person is to use depth cameras.
A depth camera is a device that is increasingly used in modern smartphones which can
produce a map of distances between the illuminated surfaces and the camera. The measure
of each point is based on the time-of-flight (ToF), i.e., the round-trip time of the signal
produced by the sensor. Typically, laser or LED lights are used. Every brand produces
its specific depth sensor. For example, Apple patented the TrueDepth camera [42], which
consists of a traditional camera, an infrared camera, a proximity sensor, and a dot projector,
as well as a flood illuminator. This sensor can project more than 30,000 dots, which enables
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the creation of a dense model of the face. The sensor is used mainly for unlocking the
smartphone through facial recognition but can also be used for photo editing.

Once the 3D model is created, it can be adjusted to correct skin reflectance and mitigate
the sources of noise present at the time of the acquisition (poor light conditions, background,
small occlusions). Moreover, the pose of the 3D reconstruction can be easily oriented to
take a frontal snapshot of the face and use it as a probing image (as depicted in Figure 4). If
a mobile device with a depth sensor is used, the 3D reconstruction will be more accurate
and can be performed even under poor lighting conditions.

A possible implementation of this solution, integrated into the verification scheme of
a national eID (for example, the Italian CIE), is depicted in Figure 5.

The eID authentication scheme is implemented through two distinct macro phases:

1.  Request for the service displayed by the SP’s portal/app, which takes place within
the user’s browser in the domain of the SP;
2. User authentication is performed directly by the IdP.

The request to access the eID authentication system takes place through a “call to action”
made by the SP accessible through a special button. The button triggers the identification
process through the IdP server component. This server performs the following functions:

e  Performs digital identification of the user;

e  Checks the validity of the certificate contained by the card;

e Displays the data that will be transmitted to the service provider;

e Sends an authentication assertion sealed with an Identity Provider-traceable seal to
the service provider, which is proof of user recognition.

User authentication is initiated by the IdP, which requires activating the 3D acquisition
and reading of the CIE data. A specific biometric ID app will allow 3D data to be acquired,
the face model to be reconstructed, and the snapshot to be created before executing the
verification algorithm (in red in Figure 5). The outcome of the verification will then be
sent to the Identity Provider, who will reply to the Service Provider. The authenticity of
the process and of the card used is verified by sending the X.509 digital authentication
certificate present in the document chip and protected by the PIN code.

4.4. Empirical Validation

To validate the proposed method, it is essential to have a dataset comprising both
3D and 2D facial data of the subjects. Specifically, this dataset should include a controlled
image of the subject (gallery), a 3D model of the face from which a clean, frontal snapshot
can be extracted (probe for our method), as well as a selfie taken under uncontrolled
conditions (probe for standard method). By comparing the gallery with the two different
probes, using any facial recognition algorithm, it becomes possible to assess which input
yields superior recognition results. From a literature review, two facial datasets have been
identified that contain both required samples: the FRGC dataset from NIST [43] and the
Bosphorus database provided by Philips Research and Bogazici University [44]. In our
experiments, we used RetinaFace [45] to detect and crop the face and ArcFace [46] as the
machine learning face recognition algorithm. The face images were then individually
processed through the model to obtain face vectors, which could be compared using the
cosine distance. A lower cosine distance indicates greater similarity between the two
feature vectors, suggesting a higher likelihood that the two pictures are of the same face.
This distance can be thresholded to form a binary classification decision of match or no
match and calculate True Positive and False Negative statistics.

As shown in Table 3, which presents the results of the ROC curve analyses, the gain
in using 3D data to build the probe images, as opposed to using uncontrolled data, is
substantial. The table presents the values of the True Positive Rates (TPR) at two different
False Acceptance Rates (FARs), demonstrating that, for the FRGC dataset, even under
restrictive conditions (FAR = 10~°), our method retains a good level of accuracy (76%),
while the standard falls to values not acceptable for an authentication system (11%). The
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advantage of using the 3D data with Bosphurus is not as evident as in the case of FRGC
since the FAR = 10~%; both methods reach nearly the same accuracy of 88%. The main
reason for this is that the ambient illumination in the Bosphorus acquisitions is uniform
across all expressions and poses, and the setting is constant (no background in any of the
images). This means that the so-called “uncontrolled” images are, in fact, highly controlled
in terms of illumination and background. In contrast, the uncontrolled images from the
FRGC dataset exhibit more realistic characteristics. For a more extensive analysis of the
validation of the proposed method, please refer to the paper [32], which provides detailed
descriptions and results of a large number of experiments.

Table 3. Comparison of the performance of the proposed method (our) with standard 2D authentica-
tion methods (standard). Best values are highlighted in bold.

Dataset Method TPR@FAR =103 TPR@FAR =106 AUC
our 98.62 76.03 0.9997

FRGC standard 89.67 10.93 0.9842
Bost our 98.25 87.77 0.9992
ostorus standard 97.49 87.74 0.9983

5. Discussion

The method proposed in this paper, in addition to strengthening the verification’s
accuracy, introduces a set of improvements that will be briefly discussed in the following.

First, the usability is enhanced since it is no longer needed to remember complex codes
or passwords to be prompted for the identification process. Some of the risks linked to
the memorization of codes could be (i) forgetting them, which implies recovering them
through an annoying procedure, and (ii) annotating them in a place where they can be
stolen or accessed in a malicious way. Another relevant aspect regards the security of the
system. In normal practice, centralized authentication servers are used to store biometric
data. If these servers are compromised, the facial images of the users can be retrieved from
the attackers. Another issue regards the liveness, i.e., the possibility that the user passes
a photo retrieved online to fool the authentication system instead of taking one during
the process [47]. The proposed method has a solution for both of these issues. First, the
acquisition and the verification procedures are executed locally on the mobile device; thus,
the sensitive biometric data (i.e., the probing images and the gallery images) are securely
stored on the mobile device during the authentication procedure. After authentication,
both the probe and gallery data are deleted and re-acquired with each authentication
request. It is not necessary to exchange data through the network, unlike centralized
systems. Moreover, the system includes intrinsic liveness detection since a video or a set of
photos of the face needed to create the 3D model must be acquired live with the camera
of the mobile phone. Finally, this method could be easily integrated into the standard
identification scheme of CIE and does not require the use of special hardware (if the video
reconstruction is used) making it compatible also with standard mobile devices.

Note that the proposed mobile authentication scheme involves creating a 3D model
of the user’s face, which is computationally demanding. Modern smartphones, often
equipped with depth sensors and powerful CPUs, can handle complex tasks like 3D
rendering and studies have shown that mobile devices can perform photorealistic 3D
reconstruction in real time using depth sensors [48,49]. However, since not all devices
have depth sensors, 3D monocular reconstruction could be necessary in some cases. Re-
cent advances in deep learning have made this possible while maintaining accuracy and
performance [50,51].
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A final remark concerns some additional issues introduced by the proposed method;
these are briefly discussed below.

All manufacturers of mobile devices do not yet support NFC in all of their models;
Each country could implement specific APIs since there are no universal guidelines
for this development; consequently, different plugins would be required for each eID
card to ensure the correct implementation of APIs for retrieving biometric data;

e Using a single biometric modality introduces weaknesses since it can be hacked or
hijacked, even in scenarios where multi-factor authentication is implemented. A
common practice recommends saving the evidence of the verification process (i.e., the
probing image) for logging purposes. These data can cause problems with the storage
capacity of the device;

e  Modern attacks (like biometric spoof attacks, presentation attacks, video injection
attacks, deep fake puppets, etc.) could compromise the system even in the presence of
the liveness detection;

e If 3D monocular reconstruction is used, many parts of the reconstructed face model
come from a generic template, which lacks person-specific idiosyncrasies and fine-
scale skin details. Thus, the 3D face reconstruction techniques use simplifications and
approximations which can result in slight changes of the face morphology.

As a further element of discussion, in Table 4, we present a qualitative comparison of
some existing authentication approaches. Along with the description of each approach and
the main drawbacks identified, the improvements achieved by using the method proposed
in this work are highlighted.

Table 4. Comparison of the proposed method with existing authentication methods.

Method

Description Drawbacks Our Method

Username and
password

Codes must be memorized or
recorded, which introduces the
risk of them being forgotten, lost,
or stolen. If the password is not
strong enough, it can be
easily guessed.

It is a passwordless method, thus
eliminating the need for
memorizing a secret. Users
simply need to record a brief
video of their face.

The most common
authentication method
involves the use of secret
codes known only to the user.

2D face recognition

When used with mobile devices,

This is the standard face
recognition approach,
utilizing one gallery image
and one probe image.

the probe images can be very
noisy due to the uncontrolled
acquisition process. The
performance of face recognition
algorithms significantly degrades
with such images captured in
uncontrolled environments.

Leverages 3D reconstruction to
improve image quality by
frontalizing the pose, enhancing
contrast, improving illumination,
and reducing noise, occlusions,
and background elements.

3D face recognition

The data used for identity
verification (both probe and
gallery) are in 3D format.

The matching process is more
computationally intensive, as the
data must be aligned for accurate

comparison. It is more
challenging to find 3D datasets for
training the algorithms.

Combines the benefits of both 3D
and 2D methods. The 3D
component allows for the

adjustment and enhancement of
image quality, while the 2D
component leverages
state-of-the-art face recognition
systems, which perform
exceptionally well with clean,
high-quality images.
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Table 4. Cont.

Method

Description

Drawbacks

Our Method

Traditional Biometric
mobile authentication

This method enrolls the user
the first time they use the app,
then stores a gallery data on
the device for subsequent
authentications (e.g., Apple
Face ID, Samsung Pass, etc.).

The user’s real identity is not
verified during the enrollment
process. The actual matching
between digital identity and real
identity is not ensured.
Additionally, if the device is
shared with other users, multiple
biometric gallery data can be
stored. This means that any user
with an account on the
authentication system can
potentially be authenticated.

The gallery data is retrieved from
the eID card, which is issued by
the national authority. During the
enrollment phase, an operator
verifies the identity of the
individual and checks the quality
of the data collected.

Centralized systems

This method involves a
central repository, under full
control of the provider, where
credentials, whether
traditional or biometric, are
stored and retrieved for each
authentication request.

The user loses control of their
data, and the central repository
becomes a single point of failure.
If the repository is attacked, a
large number of identities can be
stolen. Additionally, data
(probe image or gallery) must be
transferred over the internet each
time an authentication
is requested.

The data are processed locally,
and after authentication, both the
gallery and probe data can be
deleted from the device. This
ensures that data are never shared
or moved from the user’s device.

Special HW

This method entails the use of
specialized hardware to
authenticate the user, such as
a card reader or a code
generator (OTP). These
devices are typically used to
enhance the modalities
for authentication.

You need to carry specialized
hardware with you. If you lose it
or forget to bring it, you will not

be able to authenticate.

This method adheres to the Bring
Your Own Device (BYOD)
approach. The system can run on
a personal mobile device and can
be used without the need for any
additional specialized hardware.

6. Conclusions

The paper addresses the issue of digital identity, a concept of paramount importance
in promoting automated access to network services and resources, while complying with
European regulations and privacy requirements. The eIDAS Regulation, although in its
early stages, establishes an important framework for all MSs. In addition, the technical solu-
tions adopted by participating MSs show an interesting convergence toward the adoption
of mobile devices and national eID cards based on advanced microchips capable of storing
and protecting both transactional identity and additional personal information. On the
other hand, some interoperability issues are emerging and, with this, the clear inadequacy
of some of the proposed technical solutions. Meeting the adoption and requirements of end
users for online authentication, more and more MSs have recently implemented solutions
based on mobile devices. Among the limitations of current implementations is a lack of
awareness and understanding of the regulation and poor user experience, particularly in
the verification process. In order to overcome these limitations, the paper proposes a new
identification paradigm based on existing biometric data and ID cards. It implements state-
of-the-art 3D monocular reconstruction techniques through the use of highly popular and
commonly used devices in the community (smartphones). This approach can ensure, in the
short term, a very efficient verification process and a high level of security, which is typical
for the most demanding applications such as those developed in healthcare or finance. In
addition, the use of widely available and consolidated tools such as smartphones, which
have become an integral part of our daily lives and offer a wide range of features and
applications that simplify many of our activities, would increase awareness of the use of
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the tool and the perceived trustworthiness of users, including against new identification
and authentication solutions.

Although the eIDAS network is increasingly accepted by MSs, its integration with
actual operational services is still at an early stage, and significant efforts are needed to
extend and push the eIDAS framework as a common goal of the EU economy. Fortunately,
many MSs have planned projects to implement e-government solutions, including the
European digital identity, in their national plans under the Recovery and Resilience In-
strument. If properly conducted, with an EU-wide perspective and gradual convergence
of IT platforms, these projects could provide an incredible opportunity for the consoli-
dation of the European economic space and renewed momentum toward the goal of full
European citizenship.

The integration of regulatory and IT sources, in particular by leveraging biometric
data, can offer significant advantages in addressing new legal challenges. The biometric
solution proposed in this model ensures full compliance with GDPR and eIDAS regulations,
and furthermore, implementing a robust security protocol allows for improved identity
verification processes, guaranteeing the authenticity and security of individuals’ identities
and indirectly reinforcing legal frameworks.
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