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Abstract: In the rapidly evolving landscape of drone technology, securing unmanned aerial vehicles
(UAVs) presents critical challenges and demands unique solutions. This paper offers a thorough
examination of the security requirements, threat models, and solutions pertinent to UAVs, empha-
sizing the importance of cybersecurity and drone forensics. This research addresses the unique
requirements of UAV security, outlines various threat models, and explores diverse solutions to
ensure data integrity. Drone forensics, a field dedicated to the investigation of security incidents
involving UAVs, has been extensively examined and demonstrates its relevance in identifying attack
origins or establishing accident causes. This paper further surveys artifacts, tools, and benchmark
datasets that are critical in the domain of drone forensics, providing a comprehensive view of current
capabilities. Acknowledging the ongoing challenges in UAV security, particularly given the pace of
technological advancement and complex operational environments, this study underscores the need
for increased collaboration, updated security protocols, and comprehensive regulatory frameworks.
Ultimately, this research contributes to a deeper understanding of UAV cybersecurity and aids in
fostering future research into the secure and reliable operation of drones.

Keywords: unmanned aerial vehicles (UAVs); drone cybersecurity; threat models; drone forensics;
security challenges; forensic methodologies

1. Introduction

Unmanned aerial vehicles (UAVs), more commonly known as drones, have seen
exponential growth in their applications over the past decade. Once exclusively associated
with military and defense operations, drones now permeate a plethora of sectors ranging
from agriculture and surveillance to package delivery and environmental monitoring.
According to the Federal Aviation Administration (FAA), the number of commercial drones
in the United States is expected to have tripled by 2023, reaching an estimate of over
835,000 [1]. Similarly, the Consumer Technology Association predicts that global sales of
drones will be approximately 20 million by 2034. This escalating ubiquity underscores the
importance of understanding and addressing the cybersecurity and forensic aspects related
to UAVs.

Drone forensics, a niche yet rapidly developing field within digital forensics, involves
the process of uncovering, analyzing, and interpreting digital data from a drone system
for investigative purposes. Whether it is to probe a security incident, identify an attacker,
or determine the cause of an accident, drone forensics provide valuable insights into the
events surrounding the UAV. This field has become more critical as drones are equipped
with high-capacity storage, advanced sensors, and complex communication systems, which
often hold sensitive data and are susceptible to various cybersecurity threats.

A crucial component in the UAV architecture, the ground control system (GCS), serves
as the hub for human–drone interaction. It is the control station from which operators
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direct the flight of a drone and manage its functionalities. While the GCS provides a
means to leverage the versatility of drones, it also exposes a vulnerable attack surface for
cybercriminals. The vulnerabilities of the GCS and their implications for drone operation
and security form an essential aspect of UAV security and forensics.

The significance of drone forensics and security cannot be overstated in today’s increas-
ingly drone-dependent world. As drones continue to find applications in security-sensitive
sectors, such as military surveillance, law enforcement, and delivery of goods, any security
lapses could result in dire consequences, including threats to national security, invasion of
personal privacy, and loss of valuable assets. This underscores the urgent need for robust
cybersecurity measures and effective forensic methodologies that can secure UAVs against
potential attacks and aid in the investigation post any security incidents.

This paper used a systematic literature review to understand the field comprehen-
sively. We searched Scopus and IEEE Xplore with keywords: “Unmanned Aerial Vehicles
(UAVs)”, “Drone Cybersecurity”, “Drone Cybersecurity Threat Models”, “Drone Foren-
sics”, “Security”, and “Drone Forensic Methodologies” for articles published since 2018.
By aggregating and analyzing scholarly articles, industry reports, case studies, and gov-
ernment publications, this paper presents a holistic view of current drone threat models,
forensic approaches, and security challenges.

1.1. Research Methodology and Selection Criteria

The research methodology of this review includes a systematic analysis of the existing
literature, case studies, and empirical data on drone security, forensic approaches, and per-
sistent security challenges. This approach aims to provide a comprehensive understanding
of UAV security and forensics, highlighting key components, challenges, and potential
solutions. The research methodology and source selection criteria are outlined below:

A thorough search of scholarly databases, online repositories, and professional journals
was conducted to find relevant articles, books, reports, and conference proceedings on drone
security, forensics, and industry applications. A systematic search query using relevant
keywords and phrases related to UAV security, forensics, and industry applications was
designed. Data were gathered from various platforms, including Google Scholar, ACM
Digital Library, ScienceDirect, IEEE Xplore, Scopus, and Springer using the following
search queries:

1. Query A: ((“drone security” OR “UAV security” OR “unmanned aerial vehicle se-
curity”) AND (“forensics” OR “cybersecurity” OR “digital forensics”) AND (“smart
cities” OR “urban management”));

2. Query B: ((“drone forensics” OR “UAV forensics”) AND (“data integrity” OR “digital
evidence” OR “incident response”) AND (“cyber attacks” OR “security threats”));

3. Query C: ((“unmanned aerial vehicle” OR “drone technology”) AND (“threat mod-
els” OR “attack vectors” OR “security vulnerabilities”) AND (“data protection” OR
“encryption” OR “secure communication”));

4. Query D: ((“drone operation” OR “UAV deployment”) AND (“security protocols” OR
“forensic methodologies”) AND (“case studies” OR “real-world applications”));

5. Query E: ((“drone forensic analysis” OR “UAV forensic techniques”) AND (“machine
learning” OR “artificial intelligence” OR “predictive analytics”) AND (“emerging
trends” OR “future research” OR “innovation”)).

The research selection process, detailed in Appendix A, began with 2154 records
identified through database searches. After removing 1608 duplicates and ineligible records,
546 remained for screening. Of these, 383 were excluded based on relevance and quality.
Out of 163 papers sought, 47 were not retrievable, leaving 116 for eligibility assessment.
Exclusions included 40 non-peer-reviewed, 25 irrelevant, 10 lacking empirical support,
17 older publications, and 11 non-English papers, totaling 103 exclusions. Ultimately,
13 studies were included in the review, with 113 studies considered for final analysis.

The review followed strict inclusion and exclusion criteria to ensure study relevance
and quality, as detailed in Appendix B. The inclusion criteria were: peer-reviewed status,
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relevance to UAV security and forensics, empirical evidence, publication within the last
10 years, and availability in English. Each study was verified for these criteria. Exclusions
were non-peer-reviewed, irrelevant, lacking empirical support, older than 10 years, or
not in English. This systematic approach ensured the review included only high-quality,
relevant, and recent studies, enhancing the robustness and reliability of the findings.

1.2. Comparison to Other Survey Papers and Contributions

Several surveys have explored the landscape of UAV security and forensics, each
focusing on different subtopics. In 2023, Sighag et al. [2] presented a Cyber4Drone survey
paper that provided a systematic review of cybersecurity and forensic challenges for
unmanned aerial vehicles (UAVs), including an analysis of threat models, security and
privacy issues, and a taxonomy of drone forensic techniques and tools. In the same year,
Ceviz et al. [3] published a survey paper focusing on security issues, threats, and solutions
for unmanned aerial vehicles (UAVs) and flying ad hoc networks (FANETs), including an
analysis of the attack surface, potential threats, prevention and detection countermeasures,
and simulations of four routing attacks on FANETs. Shafik et al. [4] provided an overview
of the cybersecurity threats and challenges faced by unmanned aerial vehicles (UAVs),
explored various cybersecurity strategies and techniques to protect UAVs, and identified
future research directions to mitigate cybersecurity risks in UAVs. In 2022, Pandey et al. [5]
conducted a comprehensive survey on security threats and mitigation techniques in UAV
communications. Siddiqi et al. [6] presented an analysis of the security- and privacy-
related concerns of UAVs, offering countermeasures and recommendations. Wang et al. [7]
provided a comprehensive survey of the current achievements in physical layer security
(PLS) for UAV communications.

Despite these valuable contributions, several gaps remain in the existing literature.
Many surveys have focused on specific aspects of UAV security or forensics and often lack
a comprehensive analysis. Our study aims to provide a holistic overview encompassing
security requirements, threat models, and forensic approaches. The rapid evolution of
UAV technology has introduced new security challenges that necessitate ongoing research.
Existing surveys often lack a forward-looking perspective to address emerging threats.
Thus, there is a critical need for a unified framework that integrates cybersecurity practices
with forensic methodologies to enhance both preventive and investigative capabilities.

Our survey significantly advanced the field of UAV security and forensics by providing
an integrated analysis that bridges cybersecurity measures with forensic methodologies.
This comprehensive approach covers security requirements, threat models, attack vectors,
forensic methodologies, and mitigation techniques. It identifies emerging challenges due to
the rapid evolution of UAV technology, proposes future research directions, and emphasizes
the need for continuous innovation. The survey advocates for a unified framework to
enhance both preventive and investigative capabilities and supports standardized protocols
and best practices. By synthesizing previous research, it highlights key contributions and
gaps and offers practical recommendations for improved UAV security and forensics.
Serving as a crucial resource, it supports ongoing research, industry applications, and
policy development across interdisciplinary fields, ensuring that the findings are broadly
relevant and impactful.

The contribution of this paper lies in its exhaustive review of drone threat models,
exploration of forensic approaches used for investigating drone-related incidents, and
analysis of persistent security challenges. In addition, it delivers a systematic taxonomy of
drone forensics, detailing key artifacts, relevant tools, and benchmark datasets. This survey
will serve as a significant resource for researchers, practitioners, and policymakers aiming
to bolster the security and integrity of UAV operation.

The remainder of this paper is organized as follows: Section 2 provides an overview
of drone technologies. Section 3 addresses drone security vulnerabilities and evolving
attack vectors. Section 4 focuses on a detailed review of drone security solutions. Section 5
presents intriguing future research opportunities, and Section 6 concludes the paper.
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2. Overview of Drone Technologies
2.1. Drone Anatomy

The anatomy of a drone is a sophisticated integration of various technological compo-
nents that enables it to perform a wide range of functions, from simple recreational flying
to complex commercial tasks [8].

Figure 1 illustrates the essential components and functionalities of drones, including
the flight controller, propellers, brushless motors, and gimbal systems, and their roles in
operation. Each part is vital for the drone’s flight, navigation, and tasks like video recording
or streaming [9].

Figure 1. Anatomy of drones.

The flight controller, a minicomputer, processes sensor inputs and pilot commands to
maintain stable flight, enabling both basic maneuvers and advanced navigation. Brushless
motors, chosen for efficiency and reliability, adjust propeller speed and rotation to create lift
and thrust, which are crucial for speed and stability [10]. Propellers are aerodynamically
designed to optimize performance.

Communication with the operator is managed through a radio receiver and trans-
mitter, which handle commands and data such as live video feeds or telemetry [11]. The
gimbal controller and motors stabilize mounted devices like cameras, ensuring steady
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footage. Electronic speed controllers (ESCs) regulate motor power from the battery to
adjust propeller speed for smooth flight dynamics [12].

Each drone component enhances its flight capabilities and broadens its applications,
making drones versatile tools for civilian and commercial use for usages such as aerial
photography or complex surveillance [13].

Drone operations involve multiple layers to ensure optimal performance across tasks,
with usages ranging from aerial photography to complex data collection and analysis [14–17].
The architecture of a drone system is divided into specific functional layers:

• Planning layer: Defines missions or services and develops executable plans; this is
essential for disaster management.

• Flight management layer: Executes the planned route, managing dynamic flight, obsta-
cle avoidance, and real-time path modifications to ensure secure mission completion.

• Control layer: Interfaces directly with drone hardware, sending commands to sensors
and actuators and handling real-time adjustments to maintain the stability and trajectory.

The drone’s hardware includes the frame, motors, propellers, and electronic speed
controllers (ESCs) and enables physical operation. Sophisticated equipment like GPS and
antenna systems ensure communication with ground control and navigational accuracy
via GPS and RTK networks. In scenarios with multiple drones, robust data link systems
facilitate drone-to-drone communication for coordinated task execution [18,19]. Figure 2
illustrates the multi-layered approach to drone operations and highlights key components
and communication frameworks that enable autonomous and coordinated functions.

Figure 2. Drone operations and system architecture.

2.2. Drone Forensics Artifacts

The meticulous examination and analysis of various artifacts are paramount to under-
standing the operations and interactions of these aerial devices within their operational
environments. These artifacts, which range from flight logs to system firmware, provide a
rich tapestry of data critical for forensic investigators [20–24]. Each artifact holds specific
insights into the drone’s performance, activities, and any anomalies, which may indicate
misuse or malfunctions.

Table 1 categorizes key drone forensic artifacts and details their primary sources
and descriptions.
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Table 1. Drone forensic artifacts: E is for Exif data, F is for system files, G is for ground controller, L is
for logs, M is for memory card, and O is for observation.

Artifact Name Source Description

Flight Logs L Records of flight data including times, altitudes, and GPS coordinates.

System Firmware F The embedded software that controls drone operations.

GPS Data E, L Data capturing the drone’s geographical position during flights.

Controller Inputs G Records of commands input by the operator during flight.

Video Files M Recorded footage from drone flights stored on memory cards.

Photo Files M, E Images captured during flight, often containing Exif metadata such as timestamps and
camera settings.

Battery
Information L Data regarding battery status and history during flights.

Communication Logs L, G Logs detailing the communication between the drone and its ground controller.

Error Reports F, L System-generated reports detailing malfunctions or errors during operation.

Maintenance Records F, L Logs related to drone servicing, updates, and repairs.

Wi-Fi Data L Information about Wi-Fi networks used for control and data transmission.

Serial Number F Unique identifier of the drone, often embedded in system files or visible on the
drone body.

Telemetry Data L Real-time data on various flight parameters such as speed, altitude, and orientation.

Crash Reports L Detailed reports generated when a drone experiences a crash or
significant malfunction.

Configuration Files F Files that determine the settings and options of the drone’s operating system.

Propeller Data O Observations and data regarding the condition and performance of the
drone’s propellers.

Firmware Update Logs F Logs documenting the history and details of firmware updates applied to the drone.

Environmental Data L Data collected during flight related to environmental conditions such as temperature
and wind speed.

Security
Protocols F Information regarding the encryption and security measures used to protect drone

communications and data storage.

3. Drone Vulnerabilities and Attack Vectors

The emerging risks associated with drone technology pose significant threats to data
security, infrastructure integrity, and public safety [25]. Attackers may exploit zero-day
vulnerabilities and security loopholes to infiltrate drone communication networks [26,27].
Drone forensics has emerged as a critical field that aims to determine attackers’ motives
through meticulous investigations [28]. This systematic process involves the collection,
preservation, and analysis of digital, software, and hardware evidence from drones [29].
Furthermore, drone forensics can guide the development of new technologies or policies
that mitigate the effects of similar future attacks and enhance overall security levels [30].

This section explores various drone security attacks to provide structured guidance for
the forensic investigation of drones. Vulnerabilities in communication media and frequency-
based weaknesses compound these risks. Even advanced drones that are equipped with
cameras and GPS capabilities are not immune to such threats. A taxonomic classification
of drone attacks detailing their impacts, execution tools, and mechanisms is presented in
Table 2.
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Table 2. Categorization of drone attack methods for target zones (Z). Z1: UAVs, Z2: communication
systems, Z3: control hubs, Z4: command centers, and Z5: Regulatory Bodies, Production Facilities,
and Associated Equipment.

Drone Attacks Tools/
Mechanisms Impact Security

Requirements Attack Surfaces Key Papers

GPS Spoofing GPS signal
simulators

Misdirection, route
deviation

Enhanced route
security Z1: UAVs [31–34]

Signal Jamming Radio frequency
jammers

Loss of control,
crashing

Robust signal
integrity

Z1: UAVs, Z2:
Communication
Systems

[35–39]

Unauthorized
Access Hacking tools Data theft, control

takeover
Access control
improvements

Z3: control hubs, Z4:
command centers [40–45]

Physical Attack High-energy lasers Damage,
destruction

Structural integrity
checks Z1: UAVs [46–50]

Network Intrusion Malware, spyware
Data breach,
system
compromise

Enhanced
cybersecurity
measures

Z2: Communication
Systems, Z4: command
centers

[51–54]

Battery Tampering Physical
interference

Power loss,
mid-air failure

Reliable power
supply systems Z1: UAVs [55,56]

Firmware Hacking Custom firmware Altered behavior,
backdoors

Secure firmware
protocols

Z1: UAVs, Z3: Control
Hubs [57–63]

Sensor Blinding Directed bright
lights

Impaired vision,
collision

Improved sensor
protection Z1: UAVs [64–68]

Denial of Service Flooding networks Disrupted
operations Network resilience

Z2: Communication
Systems, Z3: Control
Hubs

[69–74]

Data Interception Sniffing tools Espionage, data
leakage

Data encryption
standards

Z2: Communication
Systems [75–79]

Protocol
Exploitation Exploitation kits Command

hijacking

Secure
communication
protocols

Z3: Control Hubs [80–86]

Malicious Code
Injection Trojans, viruses Malfunctions,

unsafe operations
Malware detection
systems

Z1: UAVs, Z4: command
centers [87,88]

Ransomware
Attack Ransomware Locked systems,

ransom demand
Anti-ransomware
strategies Z4: command centers [4,89–91]

Eavesdropping Audio–visual
surveillance Privacy invasion Privacy safeguards

Z2: Communication
Systems, Z4: command
centers

[92–95]

Supply Chain
Attack

Compromised
components

Integrated
vulnerabilities

Supply chain
security

Z5: regulatory bodies,
production facilities, and
associated equipment

[96–98]

Insider Threat Sabotage by
insiders

System sabotage,
data theft

Internal security
measures

Z3: Control Hubs, Z4:
command centers [99–102]

Regulatory
Non-compliance Bypassing controls Legal penalties,

shutdown
Compliance
management

Z5: regulatory bodies,
production facilities, and
associated equipment

[103–105]

3.1. GPS Spoofing

GPS spoofing transmits false GPS signals to manipulate a drone’s navigation to redirect
it from its intended path. This can lead to theft, operational interference, or unauthorized
payload delivery and poses serious risks in security-sensitive environments. Defenses
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include advanced cryptographic techniques, multi-sensor fusion, and anomaly detection
systems to identify and mitigate deviations [106,107].

3.2. Signal Jamming

Signal jamming disrupts drone communication by flooding frequencies with high-
intensity signals, severing the link between the drone and its operator. This can cause loss
of control, autonomous landing, or system failure, causing risk to critical applications like
law enforcement or emergency response. Countermeasures involve frequency-hopping
and spread-spectrum technologies and robust fail-safe mechanisms to guide drones to
safety during communication loss [108].

3.3. Network Intrusion

Network intrusion involves hacking drone control channels to intercept data or insert
malicious commands, leading to data theft, surveillance, payload hijacking, or weaponiza-
tion. This threat is heightened with IoT-connected drones. Protection requires secure
communication protocols, regular software updates, and comprehensive network monitor-
ing to detect and respond to unauthorized access [109].

3.4. Malicious Code Injection

Malicious code injection targets drone software through compromised firmware up-
dates or security vulnerabilities. This can manipulate drone behavior, disable safety fea-
tures, or extract confidential data, making drones unreliable or dangerous. Prevention
includes strict code integrity checks, secure update mechanisms, and regular security
audits [110].

3.5. Physical Tampering

Physical tampering involves altering drone hardware components like microSD cards,
sensors, or communication modules, potentially enabling espionage or sabotage. Defending
against this requires tamper-detection systems and strict physical security protocols, such
as utilizing physical unclonable functions (PUFs) [111].

3.6. Eavesdropping

Drones equipped with surveillance tools can eavesdrop, gathering sensitive infor-
mation undetected. This poses privacy risks and potential corporate espionage threats.
Countermeasures include no-fly zones, anti-drone technologies, and strict regulatory mea-
sures to prevent unauthorized drone flights over private property [112].

3.7. Supply Chain Interference

Supply chain interference involves inserting vulnerabilities during drone manufac-
turing, which would affect entire fleets if the compromised components are widespread.
Mitigation requires stringent security protocols, vetting suppliers, and thorough security
audits and tests on components before integration [113].

4. Drone Forensics and Security Solutions—Review

In the realm of drone cybersecurity and forensics, a number of studies have delved into
identifying threat models, evaluating security measures, and developing forensic methodologies.

In 2017, Renduchintala et al. [114] made substantial strides in the realm of drone
forensics by proposing a comprehensive framework for the examination of digital flight
logs from micro-drones. The authors recognized the security concerns arising from the
increased public use of unmanned aerial vehicles (UAVs), or drones. Given the drones’
ability to access potential targets closely, the authors were motivated to develop a forensic
framework capable of thoroughly inspecting the drone’s activities post-flight. Specifically,
their paper scrutinized the crucial log parameters of an autonomous drone and proposed
an in-depth software architecture related to drone forensics. Preliminary results indicated
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the potential of their under-development software, which boasted a user-friendly graphical
user interface (GUI) that allowed users to extract and examine onboard flight information.
Their work is significant because it aims to equip the forensic science community with a
practical tool to investigate drone-related crime cases more effectively.

In 2018, Azhar et al. [115] tackled the growing need for effective forensic analysis of
drones, particularly those involved in unlawful activities. They recognized the substantial
rise in drone-related offenses due to their easy accessibility and robust carrying capacities.
To address this, the authors focused on extracting and identifying significant artifacts
from recorded flight data and associated mobile devices. They employed a range of
open-source tools, which were complemented by basic scripts they developed to facilitate
the analysis. Their research specifically examined two popular drone systems: the DJI
Phantom 3 Professional and the Parrot AR Drone 2.0. The authors stressed the importance
of adhering to forensically sound methods as per the guidelines of the Association of
Chief Police Officers (ACPO). Their findings emphasized that, while drone operations vary,
generic methods can be effectively applied for the extraction and analysis of data from
drones and associated devices, thereby significantly contributing to advancements in the
drone forensics field.

In the same year, Bouafif et al. [116] addressed the field of drone forensics and the
associated challenges. They emphasized the growing popularity of unmanned aerial
vehicles (UAVs), or drones, which possess powerful information acquisition and processing
capabilities along with intelligent surveillance and reconnaissance features. However, the
misuse of drones for illegal and potentially criminal activities poses significant threats
to individuals, organizations, public safety, and national security. Despite the increasing
importance of drone forensics, it remains a relatively underexplored research topic. The
authors presented important results from a forensic investigation analysis conducted on
the Parrot AR Drone 2.0 and offered new insights into the field.

In 2019, Iqbal et al. [117] explored drone forensics, focusing on identifying and an-
alyzing drone vulnerabilities. They highlighted the susceptibility of drones to various
types of attacks, such as GPS spoofing and de-authentication, which pose challenges to
forensic investigations and could potentially lead to criminal activities. The authors ad-
vocated standardized drone forensics to enhance security, identify vulnerabilities, and
resolve drone-related crimes. Their research included a case study of potential attacks on
the Parrot Bebop 2 drone and the process of evidence collection. They also proposed a
framework for small-scale drone forensics and drone ontology for context data modeling.
Their work provided significant insights into drone vulnerabilities and the importance of
forensic science in managing drone-related crimes.

In the same year, Kao et al. [118] focused on drone forensic investigation, with the DJI
Spark drone serving as a case study. The authors highlighted the rise in drone crimes due
to the carrying capabilities and widespread availability of drones. They emphasized the
importance of drone forensic analysis in addressing these crimes. The paper detailed the
process of collecting, examining, correcting, and analyzing crucial artifacts extracted from
the recorded flight data. It also presented crime reconstruction techniques for temporal
analysis and explored the associations between drones, mobile phones, and SD cards. By
exploring and evaluating these relational artifacts, the authors aimed to uncover valuable
insights into the relationships among the different components involved in drone-related
crimes. This work contributes to the field of drone forensics by providing a systematic
approach for artifact analysis and crime reconstruction, focusing on the DJI Spark drone.

In 2019, Mantas et al. [119] addressed the field of drone forensics, with a specific focus
on forensics related to flight data logs. They recognized the decreasing cost of unmanned
aerial vehicles (UAVs) and drones, which has led to their widespread adoption in various
civilian and business applications. However, the features offered by drones have also
been maliciously exploited, thereby increasing the need for drone forensics. This work
aims to fill a gap in the literature by investigating forensics on flight data logs, specifically
focusing on the widely used Ardupilot platform and its dataflash and telemetry logs. The
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authors discussed a methodology for collecting the necessary information, analyzing it, and
constructing a timeline of events. They also developed an open-source tool that facilitates
this process and tested it using data provided by VTO Labs. This study contributes to
the field of drone forensics by providing insights into the analysis of flight data logs and
offering a practical tool for forensic investigations in this domain.

In 2020, Yousef et al. [120] delved into drone forensics by performing a meticulous
analysis of the emerging DJI models. They acknowledged the challenges posed by rapidly
evolving drone technology, particularly due to drones’ escalating use in digital crimes. The
authors emphasized the need for forensic examiners to be well-versed in drone technology,
forensic methods, and the capabilities of existing tools to effectively extract crucial informa-
tion for forensic investigations. Their study analyzed the data extracted from four popular
hobbyist drone models (DJI Mavic 2 Pro, DJI Mavic Air, DJI Spark, and DJI Phantom 4) and
compared the applicability and capability of several commercial and open-source forensic
tools. Their findings highlighted the difficulties in analyzing newer drone models due to
enhanced security measures. Therefore, they stressed the need for novel forensic processes
and specialized tools to enhance drone forensic analysis.

In 2021, Al et al. [121] conducted a case study to explore drone forensics and digital
forensic investigations for common drone models. The authors highlighted the grow-
ing prevalence of drones, which have become a societal norm in our daily lives. They
emphasized the privacy challenges posed by drones, as they can capture high-quality
aerial photos, store and transmit data, and potentially invade privacy or expose sensitive
information if misused or intercepted by hackers. Recognizing the increasing misuse of
drones in criminal activities, the authors stressed the need for a novel methodological
approach to conduct digital forensic analyses on seized drones. This study investigated six
popular drone brands that are commonly associated with criminal activities and extracted
forensically relevant data such as location information, captured images and videos, flight
paths, and ownership details of confiscated drones. The experimental results demonstrated
the potential of drone forensics in aiding law enforcement agencies by providing valuable
information that is crucial for criminal investigations.

In the same year in 2021, Al et. al., [122] addressed the opportunities in drone forensic
models. They acknowledged the significant impact of unmanned aerial vehicles (UAVs)
or drones on surveillance and supply chain logistics by enabling access to previously
inaccessible areas. However, the increased adoption of drones has also led to an upsurge in
drone-related criminal activities, raising concerns related to security and forensics. To gain
a deeper understanding of the current state of research and potential mitigation approaches,
the authors conducted a detailed review of existing digital forensic models using a Design
Science Research method. This study provides valuable insights into research challenges
and opportunities in investigating drone-related incidents. The authors propose a potential
generic investigation model and emphasize the relevance of these findings for forensic
researchers and practitioners for developing a guided methodology for drone-related event
investigation. Additionally, they highlighted the importance of this study as a foundation
for the development of international standardization for drone forensics.

In their seminal work in 2022, Alotaibi et. al. [123] proposed a novel framework aimed
at improving the readiness of forensic investigations in the drone field. Recognizing the
unique complexities and challenges associated with drone forensics, the authors proposed
a comprehensive model that emphasized preparedness to efficiently collect, analyze, and
preserve the data involved in drone-related incidents. Their framework offers a structured
approach to digital evidence handling, which is key to successful forensic investigations.
Importantly, it is designed to be applicable in diverse scenarios, regardless of the specificities
of the drone system or nature of the incident. This contribution is significant because it
enhances the capabilities of forensic teams for dealing with drone-related security breaches,
thereby improving the overall security landscape of the rapidly evolving UAV sector.

In 2022, Lan et al. [124] focused on drone forensics: specifically, by conducting a case
study of the DJI Mavic Air 2 drone. They acknowledged the increasing prevalence of cost-
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effective and high-performance unmanned aerial vehicles (UAVs) in the consumer market,
which leads to an increase in their leisure and business applications. Consequently, there
has been growing demand for digital forensic examinations of these devices. The authors
explored and discussed the forensic examination process specifically for DJI drones, which
are popular in Singapore. They presented their findings by examining the exposed File
Transfer Protocol (FTP) channel and extracting the data-at-rest from the drone’s memory
chip. The extraction was carried out using the chip-off and chip-on techniques, and
the authors demonstrated their methodology for retrieving data from the drone. This
research contributes to the field of drone forensics by providing insights into the forensic
examination process for DJI drones, thus contributing to our understanding of the digital
forensics of UAVs.

In 2022, Da Silva et al. [125] developed an efficient platform using the MQTT protocol
for UAV control and DoS attack detection and demonstrated its robustness through tests on
latency and network and memory consumption with a high true positive rate for DoS detec-
tion using advanced machine learning techniques. In 2023, Buccafurri et al. [126] addressed
the need for communication anonymity within MQTT for IoT networks by proposing
MQTT-anonymous (MQTT-A), which ensured the anonymity of publishers and subscribers
through P2P collaboration among intermediate bridge brokers by using standard MQTT
primitives and without requiring changes to existing infrastructure. This protocol was
validated through global experimental tests and showed reasonable latency tradeoffs and
minimal impact on network performance. In 2019, Xiong et al. [127] introduced a hybrid
SDN and MQTT communication system for battlefield UAV swarms that was designed to be
flexible, adaptable, and intelligent in order to support dynamic swarm formations, flexible
data transmission, and enhanced security with a QoS-based multi-path routing framework.
Case studies validated its practical effectiveness, although a more detailed discussion of
the challenges and limitations would strengthen these studies. Collectively, these papers
make significant contributions to secure, efficient, and anonymous communication systems
for UAVs.

In 2022, Baig et al. [128] focused on drone forensics and machine learning with the
aim of sustaining the investigation process. They recognized the increasing adoption of
drones to address various challenges and provide support and convenience in areas such as
medical supply delivery, surveillance, weather data collection, and home delivery services.
However, the authors also acknowledge that drones have been misused for criminal
activities. Their research entails a survey of artificial intelligence techniques in the literature
that are relevant for processing drone data and uncovering criminal activity. Additionally,
they proposed a novel model that leveraged machine learning to classify drone data
as part of a digital forensic investigation. The authors concluded that properly trained
machine learning models hold promise for accurately assessing drone data obtained from
crime scenes. Their work paves the way for academia and industry practitioners to adopt
machine learning techniques for the effective use of drone data in forensic investigations,
contributing to the advancement of drone forensics.

In more recent years, the following key technologies have emerged in drone security:
Drone security module: The work of Schiller [129] in 2023 and the earlier work of

Kim et al. [130] considered a drone security module that can encrypt control signals and
telemetry data between the UAV and the ground control station (GCS). These encryp-
tion mechanisms employed advanced cryptographic algorithms to secure data in transit,
protecting against eavesdropping and unauthorized access. Their modules ensured the
confidentiality (C) and integrity (I) of the communications, targeting UAVs (Z1), communi-
cation systems (Z2), and control hubs (Z3). However, their modules did not specifically
address the availability (A) of the system, leaving it susceptible to denial-of-service (DoS)
attacks. A further review of drone security modules was discussed by Samantha et al. [131].

Blockchain for secure data storage: The work of Cheema et al. [132], Bera et al. [133],
Singh et al. [134], and Gupta et al. [135] considered blockchain technology to secure data
transmitted to and from drones. By creating an immutable ledger of all interactions, the



Future Internet 2024, 16, 250 12 of 22

blockchain ensured that data integrity was maintained, preventing tampering or unau-
thorized modifications. These solutions targeted all security zones, including UAVs (Z1),
communication systems (Z2), control hubs (Z3), command centers (Z4), and regulatory bod-
ies (Z5). It provided comprehensive security coverage across confidentiality (C), integrity
(I), and availability (A), although the potential for signal hijacking remained a concern.

Drone-assisted public safety networks: The work of Minhas et al. [136] and
He et al. [137] proposed that UAVs augment public safety networks by being deployed to
strategic positions. Their approaches utilized real-time data transmission and processing
to enhance situational awareness and response times. The primary security targets were
UAVs (Z1), communication systems (Z2), control hubs (Z3), and command centers (Z4).
Their solutions enhanced integrity (I) and availability (A) by ensuring reliable data trans-
mission and operational continuity in public safety operations. A further review of drone-
assisted public safety networks is shared by Ali et al. [138].

Machine learning for threat detection: Studiawan et al. [139] in 2023, Abu et al. [140],
and Guerber et al. [141], alongside many scholars, studied various machine learning
algorithms, such as the random forest classifier, to be implemented to detect network
attacks, including DoS, port scanning, and brute force attempts. This predictive analytics
approach analyzed network traffic patterns to identify anomalies indicative of security
breaches. It targeted UAVs (Z1), communication systems (Z2), control hubs (Z3), command
centers (Z4), and regulatory bodies (Z5). The solution enhanced confidentiality (C), integrity
(I), and availability (A) by providing the early detection and mitigation of threats. A
comprehensive review was provided by Heidari et al. [142] in 2023.

Blockchain for UAV signal security: The work of Haefeez et al. [143] in 2023,
Kumar et al. [144], Ch et al. [145], and Rana et al. [146] applied blockchain technol-
ogy to secure the signal transmission between controllers and UAVs. Their methods
secured the communication protocol, ensuring that signals were authentic and had not
been tampered with. The primary targets were UAVs (Z1), communication systems (Z2),
control hubs (Z3), and command centers (Z4). While enhancing confidentiality (C) and
integrity (I), the approach required robust mechanisms to ensure signal availability (A).

Software-defined networks (SDNs) for drone swarms: The works of
Agnew et al. [147] in 2024, Guerber et al. [141] considered SDN solutions to manage
and coordinate drone swarms, facilitating centralized control and dynamic responses to se-
curity threats. Their architectures separated the control plane from the data plane, allowing
for more flexible and responsive security management. Their target areas included UAVs
(Z1), communication systems (Z2), and control hubs (Z3). An SDN enhances confidentiality
(C) and integrity (I), but continuous monitoring is necessary to maintain availability (A)
against coordinated attacks.

Light-weight hardware security: Pu et al. [148] in 2024 and [149] in 2023 considered
light-weight hardware solutions to ensure the confidentiality and integrity of command
data and payload data. These hardware-based security measures were integrated directly
into the drone’s components, providing a tamper-resistant environment. The primary
targets were UAVs (Z1), communication systems (Z2), and control hubs (Z3). These
solutions significantly enhanced confidentiality (C) and integrity (I) but may not fully
address availability (A) concerns.

Multi-sensor detection systems: The work of Famili et al [150] considered multi-
sensor detection systems using various sensors to detect unauthorized drone activity in
restricted areas. This approach enhances detection accuracy by cross-referencing data from
multiple sources. The key targets were communication systems (Z2), control hubs (Z3),
and regulatory bodies (Z5). These systems improve integrity (I) and availability (A) by
ensuring timely detection and response to intrusions.

Table 3 lists recent drone security solutions and their associated defense mechanisms.
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Table 3. The state-of-the-art drone security solutions. Z1: UAVs, Z2: communication systems, Z3:
control hubs, Z4: command centers, and Z5: regulatory bodies, production facilities, and associated
equipment, C: confidentiality, I: integrity, and A: availability.

References Security Solution Approach Security Threats
Target Zone Security

Consideration

Z1 Z2 Z3 Z4 Z5 C I A

[129–131] Drone security
module

The drone security module
encrypts the control signal and
telemetry data from the UAV to

the ground control station.

Unauthorized
interception of

encrypted data could
compromise UAV

operations.

✓ ✓ ✓ ✓ X ✓ ✓ X

[132–135] Blockchain for secure
data storage

Blockchain can be used to
cryptographically store all the

data that is sent to/from
the drones.

Potential risks of data
tampering despite the
use of blockchain for

storage.

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

[136–138] Drone-assisted public
safety networks

Unmanned aerial vehicles can
be sent to suitable positions in

the field to augment the
operation of public

safety networks.

Drones could be used
maliciously to disrupt

public safety
networks.

✓ ✓ ✓ ✓ X X ✓ ✓

[139–141] Machine learning for
threat detection

A machine learning solution
based on a random forest

classifier can be implemented
to detect common network

attacks such as denial of service,
port scanning, and brute force.

Vulnerability to
network attacks such
as DoS, port scanning,

and brute force.

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

[143–146] Blockchain for UAV
signal security

The use of blockchain
technology when transmitting
signals from the controller to
the drone or UAV can achieve

an extra amount of security
when transmitting signals.

Despite blockchain
usage, signal

hijacking remains a
critical concern.

✓ ✓ ✓ ✓ X ✓ ✓ X

[141,147,151]
Software-defined
network for drone

security (2023)

A software-defined network
solution is suitable for a swarm

of cooperative drones.

Coordinated attacks
on drone swarms

could lead to
significant security

breaches.

✓ ✓ ✓ ✓ X ✓ ✓ X

[148,149,152] Light-weight
hardware security

A light-weight hardware
solution is proposed to assure

the confidentiality and integrity
of both the command data sent
by the ground station and the
payload data transmitted by

the drone.

Hardware
vulnerabilities could

be exploited to
compromise drone
communications.

✓ ✓ ✓ ✓ X ✓ ✓ X

[150] Multi-sensor
detection systems

Utilizes multiple sensors to
detect drones trespassing in

protected areas and offers more
compelling results.

Incomplete or failed
detection of

trespassing drones
can pose serious

security risks.

✓ X X ✓ ✓ X ✓ ✓

The current landscape of drone security solutions leverages advanced cryptographic
techniques, blockchain technology, machine learning, software-defined networking, and
multi-sensor systems to address the diverse and evolving threats facing UAV operations.
While these solutions collectively enhance the confidentiality, integrity, and availability of
drone systems, ongoing research and development are essential to adapt to new security
challenges and ensure robust protection for UAVs in various applications.

5. Future Research Directions

The integration of unmanned aerial vehicles (UAVs) into diverse sectors highlights the
burgeoning need for robust cybersecurity measures and advanced forensic methodologies.
This research has underscored the multifaceted nature of drone technology, where security
concerns are as dynamic as the applications they support. As drones become integral
to operations in agriculture, urban management, and public safety, the sophistication of
cyber threats targeting these systems also escalates. The discussion of future research
directions is thus critical to stay ahead of potential vulnerabilities that could compromise
UAV operations and the data integrity they maintain.
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Advancements in artificial intelligence (AI) and machine learning offer promising
avenues for enhancing UAV security. Future research could focus on developing AI-
driven anomaly detection systems that operate in real time to identify and mitigate threats
before they can cause significant damage. These systems would benefit from continuous
learning algorithms that adapt to new and evolving security threats, thereby maintaining
the effectiveness of UAV operations across various environments.

Tamper-proof data chains for UAVs: such research would need to address scalability
and efficiency and ensure that blockchain implementations do not impede the operational
performance of drones, especially in time-sensitive applications like emergency response
and real-time surveillance.

Standardization of forensic processes in the UAV domain remains a critical need.
Research should aim to develop standardized protocols that not only facilitate effective
forensic investigations but also ensure compliance with international laws and regulations.
This includes creating guidelines for data collection, storage, and analysis that respect pri-
vacy concerns while providing clear and actionable insights during forensic investigations.

Furthermore, as the application of drones continues to expand, the development
of predictive security measures to counteract future threats becomes more imperative.
Research into predictive analytics frameworks that utilize vast amounts of operational
data to forecast potential security breaches could significantly advance proactive security
measures in UAV operations.

Collaboration across academic, industry, and regulatory domains is essential for
advancing UAV security. Future research should encourage collaborative frameworks
that allow for the sharing of knowledge, tools, and strategies. Such partnerships could
accelerate the development of innovative solutions and help standardize security measures
across borders and sectors.

In summary, enhancing UAV security and forensic capabilities requires a proactive
and collaborative approach to research and development. By advancing AI and blockchain
applications, standardizing forensic processes, and exploring predictive security measures,
the UAV industry can safeguard against current and future cyber threats, ensuring the safe
and efficient operation of drones in various sectors.

6. Conclusions

In conclusion, this study has provided a comprehensive examination of the cybersecu-
rity vulnerabilities and forensic methodologies associated with unmanned aerial vehicles
(UAVs) and underscores the critical need for robust security measures in an era of rapid
technological advancement and widespread drone integration across various sectors. We
have highlighted the importance of adopting a holistic approach to UAV security that com-
bines advanced technological solutions with stringent regulatory frameworks to effectively
mitigate potential threats.

We identified the integration of artificial intelligence and blockchain technology as
particularly promising for enhancing the security and integrity of UAV operations. These
technologies not only fortify defenses against cyber attacks but also streamline forensic
processes, enabling quicker and more effective responses to incidents.

As UAVs continue to evolve and their applications expand, the landscape of potential
cyber threats also broadens, necessitating a proactive approach to security. This involves
not only defending against known vulnerabilities but also anticipating future challenges
that could compromise UAV operations. Collaboration among academia, industry, and
regulatory bodies is essential in this regard and fosters an environment of continuous
improvement and adaptation to new security challenges.

The future of UAV security and forensics is dynamic and demands ongoing research
and development. As this paper has shown, the strategic application of emerging tech-
nologies, combined with comprehensive policy-making and international cooperation, will
be crucial in navigating the complexities of UAV security. Ensuring the safe and secure
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operation of drones is not just about countering threats but also about harnessing their full
potential to benefit society in diverse and meaningful ways.
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Appendix A. Research Selection Criteria

Figure A1. Search criteria process.

Appendix B. Research Inclusion and Exclusion Criteria

The inclusion and exclusion criteria are shared in Figures A2 and A3, respectively.
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Figure A2. Inclusion criteria.

Figure A3. Exclusion criteria.
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