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Abstract: The adoption of blockchain platforms to bolster the security of Internet of Things (IoT)
systems has attracted significant attention in recent years. Currently, there is a lack of comprehensive
and systematic survey papers in the literature addressing these platforms. This paper discusses
six of the most popular emerging blockchain platforms adopted by IoT systems and analyses their
usage in state-of-the-art works to solve security problems. The platform was compared in terms
of security features and other requirements. Findings from the study reveal that most blockchain
components contribute directly or indirectly to IoT security. Blockchain platform components such
as cryptography, consensus mechanism, and hashing are common ways that security is achieved in
all blockchain platform for IoT. Technologies like Interplanetary File System (IPFS) and Transport
Layer Security (TLS) can further enhance data and communication security when used alongside
blockchain. To enhance the applicability of blockchain in resource-constrained IoT environments,
future research should focus on refining cryptographic algorithms and consensus mechanisms to
optimise performance and security.

Keywords: blockchain; Internet of Things (IoT); cryptography; consensus algorithm; ethereum;
algorand; IoTeX; IoTA; multichain

1. Introduction

The Internet of Things (IoT) is one of the fastest-growing technologies with billions of
devices connected to the internet for both personal and business purposes. IoT systems
enable communication and information sharing between devices across diverse locations.
The necessity for specially designed devices with sensing capabilities to exchange informa-
tion over the internet gave rise to IoT, which has been embraced for numerous use cases
and innovative applications such as smart healthcare [1,2], smart grid and building energy
optimization [3,4], smart buildings [5,6], and smart transportation [7], among others. A
summary of the IoT adoption statistics report published on the DataProt website reveals
that the number of active IoT devices surged to 10 billion in 2021 and is projected to exceed
25.4 billion by 2030 [8]. Similarly, another projection estimated the rise of IoT devices from
a million in 1992 to 50.1 billion in 2020, as shown in Figure 1 [9]. The market size for
IoT was forecasted to reach 1.1 trillion dollars in 2023, marking the highest among other
researched emerging technologies such as Artificial Intelligence and Edge Computing [8].
IoT applications span from the use of devices like smart light bulbs, smart locks, and
security cameras in various homes and offices to more complex implementations in smart
cities, traffic systems, and industrial IoT systems.

An IoT system can be classified as a product device that has a sensor, actuator, and
communication medium, or a collection of multiple IoT devices with other components
like application software, back-end services (cloud, AP], etc.), and networking devices
(gateway, access point, etc.) [10]. Abdmeziem et al. [11], Abou-Nassar et al. [10], and
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Antao et al. [12] proposed different categorisations of IoT system components, including
three-, four-, and five-layer models, respectively. However, all three models concur on
the existence of fundamental components within the IoT system, such as the Application,
Network, and Perception/device-sensing layers. Additional models may include layers
such as the middleware layer and the business layer, as shown in Figure 2.
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Figure 2. IoT system layers.

IoT systems face several challenges. Harit et al. [13] categorised these challenges into
privacy and security, interoperability, scalability, heterogeneity, naming, and addressing.
Among these challenges, privacy and security stand out as the primary concerns in IoT,
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with many of them manifesting at the network layer [13]. In 2021, statistics on IoT attack
revealed a disturbingly high frequency of cyber attacks, numbered in the billions. This
underscores the need for stringent measures to safeguard IoT networks and protect user
information [14]. Mamdoubh et al. [15] classified attacks on IoT systems into Goal-oriented,
performer-oriented, and layer-oriented. These attacks have been a significant source
of insecurity in IoT systems. Various technologies including artificial intelligence and
blockchain have been deployed to address these threats [15]. The current work focuses
on blockchain.

Blockchain is generally referred to as a tamper-proof distributed ledger that is im-
mutable and securely linked by cryptographic hashing [16]. Each block contains a unique
value called a nonce, which can only be used once. It also includes data, which represent
the transactions saved on the blockchain, and a hash, which is a mathematical function that
converts a variable-length (generally large) input string into a fixed-length output string.
Blockchain technology has revolutionised the security and privacy of applications and
devices by creating an interconnected and decentralised system that uses blocks to store in-
formation [17,18]. Figure 3 shows the components of a blockchain. Blockchain transactions
are managed using a wallet and are protected by digital signatures. These transactions are
temporally saved in the mempool until it is nominated and agreed upon via consensus to
be added to the blockchain. Blockchains provide a new mode of distributed data storage,
point-to-point transmission, consensus mechanisms, and encryption, with features such as
decentralisation, openness, tamper-proofing, anonymity, and traceability [19].
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Figure 3. Blockchain framework components.

The effectiveness of blockchain technology in ensuring security, privacy, and reliability
is well-established, which has led to its adaptation in various fields, including finance,
e-government, IoT, public services, and supply chains. Numerous studies have delved
into security and privacy issues in blockchain technology. Determining the most suitable
blockchain type for an IoT ecosystem continues to pose a significant challenge in the field.
This difficulty arises primarily from the inherent resource limitations of certain IoT devices,
which require a careful consideration of the technology’s adaptability. Consequently,
the industry has witnessed the emergence of specialised solutions such as lightweight
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blockchain for IoT and half-node (pruned) blockchain for IoT [20]. These innovative
approaches entail the deployment of either full-node (which takes part in all blockchain
activities and stores all blocks) or pruned node (which only stores recent blocks and removes
old blocks to manage storage space) blockchain structures within the IoT systems or the
gateway of the IoT network, facilitating the seamless integration of blockchain technology
with IoT devices [21]. As a result of this integration, the designated blockchain nodes are
capable of collecting pertinent data from the IoT environment, which are then securely
shared among the interconnected nodes within the blockchain network, enhancing the
system’s overall efficiency, security, and reliability. This has also invariably led to high
resource consumption of such IoT systems [22].

This paper surveys emerging distributed ledger/blockchain platforms adopted to en-
hance security in IoT. It explore how these platforms can address vulnerabilities by securing
data exchange between devices, managing device identities with tamper-proof mechanisms,
and ensuring the integrity of transactions throughout the interconnected world of IoT. This
is achieved by examining the frameworks, blockchain types, methodologies employed to
ensure security at each layer of IoT, consensus algorithm, cryptography technology, and
their limitations and strengths. The paper addresses the following research questions:

1.  What are the emerging blockchain technologies/platforms/frameworks used in IoT
security, their components, and how have they been modified for resource-constrained
IoT devices?

2. Which of the components above can work across all IoT devices without impacting
security?

3. What other technology can boost the security of IoT when added to the blockchain
with less or no impact on performance?

To address these concerns, this study conducted a thorough search of related work
on large database platforms via a digital library (Primo and Science Direct) and index-
ers (Google Scholar and SciSpace Al search assistance). A total of 14,745 journals were
found using “IoT Security using blockchain”. The results were filtered by removing dupli-
cates, considering research work from high-profile research platforms (IEEE Xplore UK,
ACM Digital Library US, Springer US, Elsevier Netherland, and MDPI Switzerland). The
search was further screened by filtering with the following keywords: “Blockchain”, “IoT”,
“Blockchain IoT”, “Blockchain IoT Security”, “Blockchain Cryptography in IoT Security”,
“survey of blockchain IoT security”, “review of IoT security with blockchain”, and “Con-
sensus Mechanism in Blockchain IoT security”, obtaining 1246 works. The results were
assessed using their abstracts and methodology to select the 146 papers used in this work.
Due to the systematic approach of this research, which considered works based on a definite
blockchain platform used in IoT security, 46 works were examined under six blockchain
platforms, 15 related works consisting of review and survey papers, and the rest of the
papers were used to complement the research finding at different section of the paper. The
methods are represented using the PRISMA literature search flow, as shown in Figure 4.
The rest of the paper is organised as follows: Section 2 presents the related work. It analyses
15 selected reviews and survey papers on blockchain-based IoT security and positions the
paper’s contribution with a comparison table to reveal the existing gap. Section 3 presents
the different blockchain platforms and discusses their usage in the IoT security literature.
Section 4 provides an analysis and discussion. Finally, Section 5 concludes the paper with
recommendations for future works.
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Figure 4. PRISMA literature search flow.

2. Related Work

This section provides a summary of existing works and a table to compare 15 review
and survey papers, comprising four journal articles and 11 conference papers. Most of
these papers delve into fundamental aspects of blockchain and IoT, examining intersections
and contemporary research directions. Many of these papers expand on their analyses by
concentrating on specific areas or topics (tagged Focus) within IoT-BC systems.

Adaptation of Blockchain (BC) in 10T, its challenges, and solutions are a major focus
of [23-25] . Wang et al. [24] additionally focused on Industrial IoT (IloT). These papers
discuss the basic structure and main features of blockchain and its application in the IoT
and IIoT. Abdelmaboud et al. [25] reviewed the use of blockchain in IoT applications and
provided a taxonomy that covers various aspects such as platforms, recent advances, chal-
lenges, and future research directions. Their work gave insights into several blockchain
platforms and the contribution they can make to IoT networks. Lao et al. [26] provided an
overview of IoT blockchains, including their architectures, communication protocols, appli-
cations, and traffic models. They discussed the network structures and protocols of popular
IoT blockchain systems, compared different consensus algorithms, and analysed the traffic
distribution in P2P and blockchain systems. They also emphasised the need for regulation
and development policies to guide the integration of IoT and blockchain technology.

Overviews and reviews of IoT-BC integration and use-cases can be found in [27-29].
Sultan et al. [29] and Kumar et al. [30] additionally investigated issues encountered after
IoT blockchain integration, focusing on aspects like system efficiency in terms of resource
limitations and scalability. Chowdhury et al. [27] reviewed blockchain-based platforms
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from the perspective of IoT use cases. They introduced an evaluation framework to select a
suitable blockchain platform for a given IoT application based on its specific requirements.
They discussed different IoT use cases and their functional and non-functional require-
ments, emphasising the need for a clear understanding of the requirements to identify an
appropriate blockchain platform. Sadawi et al. [28] discussed the integration of blockchain
with IoT networks. They evaluated current research in this area and proposed an architec-
tural framework that is structured around a system comprising three distinct layers: the
device layer, the dew-blockchain layer, and the cloudlet-blockchain layer.

Security perspectives surrounding IoT-BC integration are seen in [30-34]. Darla and
Naveena [34] conducted a critical review of blockchain-based wireless sensor networks
(WSN), focusing on the security concerns in WSN and the adoption of blockchain in
comparison with other research reviews. Kumar et al. [30] and Shammar Zahary and Al-
Shargabi [33] reviewed security problems in IoT, the proposed solutions using blockchain,
the status of blockchain adoption in IoT, and their challenges.

Table 1 provides a comparison of selected state-of-the-art surveys and review papers
related to IoT security using blockchain. These papers were carefully looked at, considering
their key focus (which represents the authors’ research focus), reviewed work count (which
is the number of works reviewed by their author), limitations, and recommendations for
future work. There was a clear gap in the security perspective of IoT-BC in the work;
also, the components of BC that enhance security in IoT are given less attention and, in
some works, not discussed. These are part of the issues addressed in this work. While the
existing reviewed papers focused on a few concepts of security benefits in blockchain IoT,
the current paper goes in depth. The existing review identifies six emerging distributed
ledger platforms, including five blockchain platforms and one DAG platform. These
platforms were presented by conducting a detailed review of the works that use them in
IoT systems security, emphasising security components.

Table 1. Comparison of survey and review papers from 2020 to 2024.

S/IN Work  Reviewed Work Count Focus Limitation Recommendation
. . Recommend further
1. [35] 98 Lightweight blockchain No dlSCL‘lSSlOI‘I. on BC-loT research on security and
security -
efficiency
Data transfer and storage Work is more of a
in IoT-BC. Attacks and definition and explanation .
2 (301 N/A designs spaces in IoT-BC of network-related Not provided
network questions on BC-IoT
3 [32] N/A Security threatin IoT and ~ Blockchain solutions are ~ Addressing open issues in
' solutions using BC not discussed in detail IoT security
IoT-BC architecture for N.O Fletalled reference to A new, lightweight
4. [30] 8 . existing IoT-BC work and
IoT Security . framework for IoT-BC
their challenges
IoT Issue and No detail information on Practical implementation
5. [29] 7 characteristics of BC that previous work and P
of IoT-BC system
can solve them challenges
No technical discussion More framework and
6 [31] 13 Summary of selected on integration and methods should be
' work introduced for IoT-BC
challenges . -
integration
7 [24] 19 Application of BC in IoT No element of security No recommendation

and Industrial IoT

discussed
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Table 1. Cont.
S/N  Work Reviewed Work Count Focus Limitation Recommendation
Security and privac Lacks detailed Future work can discuss
. y P Y explanation on how the in depth how to achieve
8. [25] 20 issues and challenges in . . . .
ToT-BC Integration security and privacy are privacy and security in
’ achieved IoT-BC
9. [23] 7 IoT-BC application Nothing on security Not provided
IoT challenges and Security components in Proposes adopting dew
10. [37] 37 performance of IoT-BC y p and cloudlet layer
. IoT-BC not covered .
solutions architecture for IoT-BC
Issues and trends in Focus on IoT security Etgﬁrejt?:wiﬁ’ IejTge
11. [33] 81 IoT-Blockchain security ~ works using BC from 2017 . PHung, at
. integration can improve
perspective to 2021 -
security
Brief review of selected Unable to identify a most ~ To develop an architecture
12. [27] 10 IoT applications and efficient platform for low  suitable for all IoT devices
TIoT-BC use-cases resource device irrespective of their size
Security, regulation, and
13 [26] N/A Architecture, consensus, Security and platform policy development
' and traffic modelling choice should be addressed for
IoT-BC
Summary of works on IoT Security perspective of
14. [28] 15 challenges and BC Y persp None
. © TIoT-BC not covered
applications to IoT
Paper review and Regulatory and iniﬁii;;?::;g;jg;ﬁg;
15. [38] 100 Hyperledger Saw-tooth compliance for IoT-BC not . L
R distributed preservation,
for Industrial IoT addressed . .
and privacy issues
.. Improvement on security
16. This 61 IoT-BC Platform and Limited to works from component in IoT-BC

Security components

2020 to 2024

integration

3. Blockchain Platforms

Six distributed ledger/blockchain platforms found to be the most used technology for
enhancing security in the Internet of Things (IoT) were analysed in this work, following a
thorough assessment of 146 studies. Figure 5 depicts the extent of their usage across the
entirety of the works that were reviewed.

12

10

I

N

Number of papers

Figure 5. Blockchain platform used in research papers covered in this study.
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3.1. Ethereum Blockchain

Ethereum, introduced in late 2015 by Vitalik Buterin, is one of the most distinguished
blockchain platforms and frameworks for developing decentralised applications (DApps).
The enhancement of security in IoT systems and the necessity for decentralised IoT systems
resulted in the integration of Ethereum into IoT ecosystems. This integration was evident
in various research studies, showcasing its utilisation across industries like Supply Chain,
Healthcare, Transportation, Finance, and Agriculture. Ethereum’s robust security stems
from its carefully chosen components, including the consensus algorithm, smart contracts,
encryption methods, and decentralised network. The consensus algorithm, transitioning
to Proof of Stake with Ethereum 2.0, ensures transaction validation and network security.
Smart contracts, which are self-executing agreements coded into the blockchain, enhance
security by automating contract enforcement. Strong encryption methods like public-key
cryptography safeguard data privacy. The decentralised network structure, powered by
globally distributed nodes, eliminates single points of failure, bolstering security and
resilience against potential threats. These elements collectively contribute to Ethereum’s
reputation as a secure platform for decentralised applications and digital transactions.

Numerous investigations and initiatives have delved into the application of the
Ethereum blockchain in bolstering the security of Internet of Things (IoT) systems. The
essence of these endeavours lies in utilising a decentralised, unalterable distributed ledger
technology to facilitate secure and openly accessible data management for IoT gadgets. This
strategy cultivates a state of affairs devoid of reliance on trust within the IoT environment,
promoting transparency and guaranteeing data integrity, culminating in a more robust
and dependable communication network among devices. Jabbar et al., Hussein et al. and
Bawanar et al. [39—42] are examples of work that tend toward harnessing the security
benefit of IoT-Ethereum integration. Rateb et al. [39] used this integration to secure vehicle
communication through their proposed decentralised cloud computing platform. Patil
et al. [43] adopted this integration to solve a major problem in the vehicle rental system.
Other works such as [44-46] experimented on ethereum integration with IoT systems.
The modification and addition of technologies were also discussed in some works such
as [47], whose work adopted PoA for consensus in place of PoS/PoW. Fog computing and
Interplanetary File systems were also introduced in [48] and [49], respectively.

3.2. Hyperledger

Hyperledger occupies a significant and influential position in blockchain technology
and provides a broad spectrum of tools and frameworks tailored to cater to the distinct
requirements of corporations and institutions. Some of its frameworks include Hyperledger
Fabrics, Sawtooth, Indy, and Besu [50]. Like ethereum, Hyperledger’s components include
encryption (Digital signature and Hashing), chaincode, and Zero Knowledge of Proof
(ZKP). Hyperledger is one of the most diversified blockchain frameworks. It redefined
blockchain ecosystems by introducing lots of flexibility, such as choosing a custom consen-
sus mechanism, two ledgers for blockchain queries, cryptography to secure transactions,
decentralised identities, support for SDKs and APIs, and network monitoring [51]. Its
notable influence has been seen in many studies lately for IoT security with blockchain.

Alshehri and Bamasag [52] identified insecurity with IoT access control and proposed
a solution using Hyperledger Fabric. This solution employs attribute-based access control,
where several attributes were determined based on the sensitivity of the data. The authors
report the performance of the proposed system by testing it with the iFogSim simulator.
Another work [53] dealt with protecting IoT system devices against attacks associated with
firmware updates of embedded IoT devices. Their system uses blockchain as a trusted
network to ensure the authenticity and integrity of firmware updates. CATP-Fabric was
proposed as a new blockchain platform to solve issues around conflicting transaction
problems in Hyperledger Fabric for delay-sensitive IoT applications. This work divides
transactions into diverse groups for parallel processing, filters stale transactions, and
prioritises read-only transactions to reduce overhead. The results illustrated show that
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CATP-Fabric achieves a high throughput of successful transactions while maintaining a
lower aborting transaction rate compared to benchmark blockchain systems.

To counter the latency issue that is common with IoT blockchain systems, Lee et al. [54]
proposed a latency distribution model for Hyperledger Fabric (HLF) using probability dis-
tribution fitting and showed that the latency can be modelled with the gamma distribution.
The paper further presents three significant parameters of high-level features and examines
their effects on latency. It offers an approach to reduce the average latency of HLE. The
model and analysis put forward in this study can be employed to predict the latency of
HLF before the actual implementation of blockchain Internet of Things (BC-IoT) networks,
thereby addressing the outstanding issue of latency estimation in [50]. Pajooh et al. [50]
leveraged smart contracts in HLF to propose a model addressing the scalability, processing
power, and storage limitation of IoT edge devices in the blockchain network. HLF is a
permission blockchain that has been successfully proposed as a solution to several IoT
system issues. Its flexibility has been leveraged in several works.

3.3. IOTA Blockchain

IOTA is a distributed ledger platform that employs a Directed Acyclic Graph (DAG)
structure, as opposed to a traditional blockchain. Its intended use is for the Internet
of Things (IoT) ecosystem, with an emphasis on scalability, low fees, and secure data
transfer between devices [55]. The IOTA platform comprises numerous key features and
components, including Tangle Technology, Zero Fees, Decentralised Consensus, MAM
(Masked Authenticated Messaging), IOTA Tokens (MIOTA), Smart Contracts (IOTA Smart
Contracts—ISCP), Qubic, and Decentralised Identity (DID) [56].

The technology uses a DAG-based structure called the Tangle, allowing for parallel
processing and scalability, while Zero Fees ensures a feeless environment. Decentralised
Consensus is achieved through a process called “Tip Selection”, thus eliminating the need
for miners or validators [57]. The MAM protocol enables private communication and
data integrity. IOTA Tokens (MIOTA) are utilised for value transfer and data transactions
within the Tangle. IOTA is developing smart contract functionality through the IOTA Smart
Contracts Protocol (ISCP), which enables developers to create decentralised applications
and automate agreements on the IOTA network [58]. The IOTA development caught the
attention of some researchers such as [55,56,58]. They all focused on identifying the gaps in
IOTA to further improve it.

Khan et al. [38] adopted IOTA with Edge computing (EC) to tackle the obstacles of real-
time processing, resource allocation, and storage provision in IoT devices. They conducted
an in-depth survey to identify recurring problems with IoT systems and provided a counter
solution to it using EC and IOTA blockchain. Additionally, IOTA explores decentralised
identity solutions for secure and private identity management. IOTA has partnered with
various companies and organisations to explore real-world applications of its technology,
including supply chain management, smart cities, energy management, and more.

3.4. IoTeX Blockchain

The IoTeX blockchain platform was custom-built to cater to the specific needs of the
IoT ecosystem. It was developed to overcome the obstacles and constraints faced by current
blockchains in meeting the distinct demands of IoT devices and applications. The IoTeX
blockchain platform encompasses several critical facets and elements [59].

The architecture of IoTeX consists of multiple interconnected blockchains, including
the Root Chain and multiple sub-chains customised for specific use cases. The Root
Chain serves as the main blockchain responsible for network consensus and security. The
consensus algorithm employed by IoTeX is Roll-DPoS, which enhances security, scalability,
and decentralisation. Various token standards, such as IOTX, XRC20, and XRC721, are
supported by IoTeX, and tailored for IoT use cases [59].

IoTeX achieved high scalability using sub-chains, which allows for parallel processing
and reduces congestion on the main chain. The platform also incorporates advanced
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privacy features like secure data transfers and lightweight encryption. A decentralised
identity framework is offered by IoTeX, which enhances security and control over personal
data. The Internet of Trusted Things concept was introduced by IoTeX, focusing on building
secure and trusted interactions between devices and users [59].

IoTeX employs innovative cryptography methods to generate secure and unpredictable
random numbers, which is essential for certain use cases in IoT. The platform is designed
to be compatible with other blockchains, enabling cross-chain communication and inter-
operability. A growing ecosystem of developers, partners, and community members is
working together to build and expand the platform’s capabilities and use cases.

The specialised focus of IoTeX on IoT and its architecture were designed to address IoT-
related challenges and distinguish it from other general-purpose blockchain platforms. The
platform strives to provide a secure and scalable foundation for various IoT applications,
including supply chain management and data marketplaces [60]. Fan et al. [61] found
that works on IoTeX have shown the strength of the technology in addressing the key
challenges in integrating IoT with blockchain. Fan and his team published a paper after
developing a user-centric Blockchain-based secure IP camera, which was built on the IoTeX
platform. Other works were seen from different domains, such as Wearables [62] and
Mobile Payment [63].

3.5. Algorand

Algorand was introduced in 2019 by Silvio Micali and specifically engineered to
prioritise reduced latency, security, and decentralisation [64]. This is achieved by employing
inventive consensus mechanisms and cryptographic methodologies. Security components
in the Algorand blockchain are cryptographic Sortition (Verifiable Random Function), PoS
consensus mechanism, and other encryption mechanisms (Hash Function and Edwards-
Curve Digital Signature (EdDSA)). Algorand is suitable for various blockchain applications,
including financial services, supply chain management, and IoT [65]. The Algorand
Blockchain is gaining prominence as a promising technology for the Internet of Things (IoT)
owing to its self-sustaining and decentralised characteristics [66]. It has been implemented
in low-powered IoT devices such as the Raspberry Pi 4 Model B and the STMicroelectronics
STM32MP157A-DK1 [66]. A multi-level blockchain structure and consensus algorithm have
been put forth to enhance the security and dependability of IoT data management [24,67].
Additionally, blockchain-based data verification schemes can safeguard data integrity in
IoT by employing distributed data authentication and lightweight mining processes, as
proposed by Wadhwa et al. [65] in their work. Cardamone et al. [68] used Algorand
together with Messaging and Queues Telemetry Transport (MQTT), and Transport Layer
Security (TLS), to solve a major authentication issue in an IoT electrical energy system.

3.6. Multichain

Multichain is an example of a cross-chain platform, which supports over 26 blockchains
including Ethereum and Bitcoin. Cross-chain refers to integrating various forms of blockchain
technologies into interrelated blockchains within a unified network or ecosystem. Although
there are few works in this domain, there are some works exploring this concept in the IoT
ecosystem. Multichain comes with its components, such as blockchain networks, Nodes
(Full Node, API Node, and Mining Node), Assets, Streams, Permissions, Mining controls, etc.
This is the building block of the Multichain blockchain. Multichain comes with the flexibility
to choose from different consensus mechanisms, with support for PoW, PoS, DPoS, Round
Robin, Byzantine Fault Tolerance and Custom Consensus Mechanism. This can selected
during the network set-up. Multichain networks in IoT were adopted by [69,70] who aimed
at reviewing the existing work and experimenting with multichain integration in IoT.
Sawant et al. [70] developed a prototype system using Raspberry Pi and Savoir Rapper
for multichain. Umran et al. [71] explored multichain to secure IoT in the petroleum
application. They reviewed existing work in the domain and proposed a new architecture
comprising an IoT system, multichain, and an interplanetary file system (IPFS). Synergy
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chain is a multichain framework for IoT blockchain. To address the data-sharing and access
controls, Chang et al. [72] proposed this.

4. Analysis and Discussion: IoT Security and BC Components

IoT insecurity can best be summarised in terms of authentication, privacy, data storage,
and update delivery. Blockchain is a trust- and privacy-inclined technology, with every
component contributing to the security and privacy of IoT in one way or another.

4.1. Technology

This work focuses on six trending and emerging blockchain technologies used in
IoT security. We have seen Ethereum as the choice of most researchers. Ethereum is the
most used technology, as illustrated in Figure 6. Another technology that has gained
much momentum in adoption is Hyperledger. Other platforms include IoTA, IoTeX, and
Algorand. From our findings, we observed large community support on both Ethereum
and Hyperledger from individuals and organisations who are actively improving the
framework. This may justify their popularity within the research community. Also, we
noticed that the adoption of Ethereum in the IoT space started quite recently. This can be
attributed to the adoption of a new consensus mechanism (PoS), which reduces power
consumption significantly without impacting its security. Table 2 is a summary of selected
works from the six blockchain technologies reviewed, their area of applications, additional
technology used to support their development, and their choice of consensus algorithm.
From this table, it is observed that there is a trend towards supporting IoT-BC integration
with cloud services, external BC file storage such as IPFS, and creating web interfaces
for easy management. Cloud storage has helped IoT systems in terms of data storage
but does not guarantee security. Blockchain storage Technology such as IPFS has been
a good replacement. Other security enhancement technologies introduced to support
resource-constrained IoT-BC integration include the TLS protocol and Pebble Tracker.

BLOCKCHAIN PLATFORM PROPOSED
FOR IOT

Others

loTex

Ethereum

Hypeledger

Figure 6. Blockchain platform for IoT.
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Table 2. Technologies in selected IoT-BC existing works and their areas of applications.

S/IN  Work Areas of Application Technologies Blockchain Platform Consensus
1. [48] Healthcare Cloud and Fog computing Ethereum PoS, POW , PoA
2. [40] Au[:};(zzgisczca(t)i;)tr;oalnd None Ethereum POS
3. [39] Vehicle communication Cloud computing Ethereum PoW
4. [41] Voting System Web Ethereum PoW
5. [73] E-Business None Ethereum PoW and PoA
6. [74] Embedded System FGPA Ethereum PoW
7. [42] Data Counterfeiting Cloud Ethereum PoW
8. [75] Eﬁff;:igif; web Ethereum PoW
9. [76] Key Management TLS Protocol Ethereum PoW
10. [47] Networks Attacks None Ethereum Proof of Authority
11. [49] Data Sharing Interplanetary File System Ethereum PoS
12. [52] Access Control Lightweight cryptography Hyperledger Fabric PBFT
13. [53] Firmware Update None Hyperledger Fabric PBFT
14. [63] Experimental IoT None Hyperledger Fabric PBFT
15. [50] Edge Internet None Hyperledger PBFT
16. [77] Access Control None IoTA DAG
17. [78] TangleSim None IoTA DAG
18. [55] Access Control Lightweight cryptography IoTA DAG
19. [58] IOTA None IoTA DAG

20. [62] Wearable None ToTeX Roll-DPoS

21. [79] Data Authorisation Pebble Tracker ToTeX Roll-DPoS

22. [63] Mobile Payment None ToTeX Roll-DPoS

23. [61] Home IP Camera System Intel SGX ToTeX Roll-DPoS
20, [eg] U ENEIBY SYSOM  \QTT, TLS, and CA ToTeX Roll-DPoS

25. [66] Prototype Raspberry Pi and STM32 Algorand Pure PoS

2. [68] Ele“i‘l’iﬁﬂfﬁgftem MQTT, TLS, and CA Algorand Pure PoS
27. [69] None None Multichain N/A

29. [80] Authentication None Multichain DAG
3. [71] Industrial IoT IPFS Multichain iﬁﬁi gigj:é’éi

31. [70] Security None Multichain NA

4.2. Consensus

The Consensus mechanism provides trust in the blockchain, ensuring that every block
is verified before being added to the blockchain. This has invariably been used in IoT-
Blockchain to ensure data integrity in IoT system communication. Achieving consensus
follows three processes: proposal (where a node proposes a block to be added), verification
(another node validating the proposed block), and agreement (the majority node agrees that
the proposed block is valid). This process employs algorithms such as Proof of Work (PoW),
Proof of Stake (PoS), Byzantine fault tolerance (BFT), Proof of Authority (PoA), Practical
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Byzantine Fault Tolerance (PBFT), and Raft to achieve the agreement. This agreement helps
to ensure the right data are added to the blockchain, especially in a large IoT system where
several IoT systems depend on each other’s data. It also guides against malicious actions
by preventing unauthorised tampering and easily spotting malicious nodes. Research has
shown that consensus algorithms also have flaws, and some of these are less effective in
small IoT networks due to the required resources to carry out the attack.

For IoT security using blockchain, default consensus algorithms are adopted on most
platforms based on IoTeX, Algorand, Ethereum, and Hyperledger. A few exceptions also
exist where other consensus mechanisms were proposed to support resource-constrained
IoT devices. Figure 7 illustrates the consensus algorithms from the perspective of their use
in IoT research papers covered in this study. From the reviewed works, the mechanism of
achieving consensus by each algorithm was explained, along with some attacks that each
algorithm can be vulnerable to. This is summarised in Table 3. Six algorithms are carefully
selected as the most used in the IoT blockchain. The comparison of consensus algorithms
in Table 3 highlights that many are susceptible to attacks like Sybil attacks, 51% attacks,
and long-range attacks. However, these attacks often require significant resources, making
them less of a concern for integrating blockchain with resource-constrained IoT devices.

loT Works

16
14
12

10

, I

PoW PoS PBFT PoA PPoS Roll-DPoS DAG

@

[N]

o loT Works
Figure 7. Consensus mechanisms in the studied literature.

Table 3. Consensus algorithm properties and threats.

S/N Consensus Blockchain Mechanism Threat Throughput
1. PoS Ethereum Locked assets Sybil & 51% attack 20 TPS
2. Pure PoS Algorand Random selection long range attack 6000 TPS
3. DAG PoW IoTA Tip Selection 34% attack 12 TPS
4, Roll- DPoS ToTeX Random selection Collusion Attacks 10,000 TPS
5. Round Robins Multichain Rotational Nothing at stake 2 million TPS
6. PBFT Hyperledger Voting 1/3 fa“ggsmde & 20,000 TPS

4.3. Cryptography

Another key security component for blockchain-based IoT security solutions is cryptog-
raphy. Cryptography contributes highly to the security of information in blockchain. By em-
ploying cryptographic mechanisms including hashing, digital signatures, zero-knowledge
proof, and encryption, blockchain systems can foster increased levels of security and trust
among users and things. This has been adopted for IoT security in areas of authentica-
tion, data encryption during communication, and data validation. Existing blockchain
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technology has been seen to use different cryptographic settings for digital signatures, e.g.,
Ethereum uses an Elliptic Curve Digital Signature Algorithm (ECDSA), which is a type of
Elliptic Curve Cryptography (ECC); others are the Edward Digital Signature Algorithm
(EdADSA) and Rivest-Shamir-Adleman (RSA). ECDSA is adopted in most works, and
while some of these works proposed a lightweight ECC to adapt it to resource-constrained
IoT devices, this is not recommended as it impacts the security strength of the device.
Cryptographic Sortition is another approach used by Algorand. The Winternitz One-
Time Signature (WOTS) and Merkle Signature Scheme were also used and are considered
quantum resistant. Figure 8 illustrates the percentage breakdown of reliance and security
contribution provided by the predominant key tools across the six platforms under exami-
nation. The calculation of this percentage involves a standard fixed allocation of 30% for
all major security tools, namely, consensus, digital signature, and hashing. The remaining
portion is derived from the collaborative security features integrated to augment the overall
security framework of the platforms.

Cryptography in Blockchain Platform for loT

20
10
0

Ethereum Hypeledger Algorand loTA loTeX Multichain

N
o

Percentage contribution to security
=
w

Blockchain Platform

M Hash Function Consensus Algorithm Digital Signature
Merkle Tree W ZKPs uMPC
mWOTS u MAM

Figure 8. Cryptography in Blockchain platform for IoT.

5. Effect of Blockchain

In an IoT network, devices can communicate and transfer data autonomously. Trans-
ferred data may be private and highly confidential in many applications, e.g., health-
care, defence, smart buildings, etc., which amplifies the security risks of such systems.
Blockchain technology has revolutionised the IoT system by addressing these security risks
(such as weak authentication, insecure communication, and unreliable updates). Through
decentralised identity, encrypted transactions, immutable records, and data distribution,
blockchain ensures the integrity, authenticity, and protection of IoT systems. Its resistant
nature to manipulation further solidifies its role in safeguarding IoT ecosystems. The
adoption of blockchain also has both security and performance effects on IoT systems.

5.1. Security Effect

Table 4 presents a few of the most significant security issues that blockchain technology
has helped to tackle. It emphasises the technology of blockchain that was utilised to
solve the security challenges as well as the research that led to the development of the
solution. Considering the security concerns of weak authentication and unrestricted access
to systems, decentralised authentication and access control on a permissioned blockchain
like Ethereum is an intriguing solution that was proposed in [40]. This method utilises an
“authorisation sensitivity factor” stored on the blockchain. This factor determines a client
device’s access level, eliminating the need for a central authority to manage permissions.
This system was tested against distributed denial of service attacks (DDOS) and was found
to be secure against them. Another good example is delivering secured firmware update
to devices. Bettayeb et al. [53] adopted blockchain as the secure network to deliver the
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updates to various devices on the chain whose firmware versions are verified for already
validated firmware files. Similar to the above, Jeyakkannan et al. [47] enhanced IoT network
communication by adopting blockchain as the medium of exchange of information between
devices. Data and privacy protection are critical challenges in IoT systems. To address
this, researchers in [49] proposed a three-phase approach. This involves establishing secure
authentication through decentralised blockchain-based authentication (DBA), safeguarding
data with blockchain encryption, and ensuring data integrity through secure decryption.
Insufficient privacy protection, which is common in IoT systems, was also addressed in [42]
by encrypting the identity of devices on the block and managing access to information using
data access control and auditable data provenance of ethereum blockchain. Blockchain
offers a secure architecture for IoT applications, but that does not mean it is immune to
security challenges. Resource constraints in some IoT devices might limit the feasibility
of certain attacks, but others remain a significant concern. These include Sybil attacks,
51% attacks, replay attacks, wallet poisoning, and smart contract vulnerabilities. Carefully
evaluating these risks is crucial when choosing a blockchain platform for IoT security.

Table 4. Breakdown of IoT security enhancement with BC-components.

S/N Security Challenges Research Works Blockchain Technologies
. Immutable Ledger,
1. Wel?ﬁcﬁi’:?(flrlggilcocle:sind [40,55,75] Decentralised Identity,
Digitally signed Wallet
5 Insecure Network Services [47] Encrypted Communication,
’ and Communication Smart Contracts/ Chain-code.
3 Lack of Secure Update (53] Immutable Update History,
’ Mechanism Decentralised Distribution
.. . . Data Access Control, DBA,
4. Insufficient Privacy Protection [42] Auditable Data Provenance
5 Data Protection [49,79] Blockchain Digital signature,

Consensus Algorithm

5.2. Performance Effect

Although performance and scalability are not security issues, it is important to briefly
explain their effect in achieving efficiently secured IoT-BC system. While blockchain
presents a compelling solution for securing IoT, its adoption comes with performance-
related challenges due to the limitations of IoT devices in terms of computation, memory,
and power supply. Scalability is also a major hurdle. Integrating public blockchains
can lead to slow transaction processing times and high costs, making them unsuitable
for resource-constrained IoT devices. Additionally, the complexity increases, potentially
requiring specialised knowledge or dedicated blockchain expertise for management. Also,
the regulatory landscape surrounding blockchain is still evolving, creating uncertainty for
businesses considering its implementation. This ambiguity could hinder wider adoption.
This survey will serve as a guide for future research and will allow researchers to build
upon previous work to further improve security solutions.

6. Conclusions

The IoT security ecosystem has witnessed a great transformation with the introduction
of blockchain, and several research projects have explored this technology. This paper
reviewed works from the blockchain platform perspective. This was achieved through a
review of literature by identifying the gaps and positioning the contributions. This paper
is more security-centric compared to the existing literature. It presents a detailed review
of the emerging blockchain platforms used in IoT system security, with more emphasis
on cryptography and other security components of the blockchain. The reviewed work



Future Internet 2024, 16, 285 16 of 19

presented a greater adoption of private and hybrid blockchains compared to exclusively
public blockchains, with 55%, 25%, and 20%, respectively, in the number of works. Tech-
nology such as IPFS, cloud technology, TSL, fog, etc. has been identified as promising for
complementing security in IoT-Blockchain Integration. Also, there has been an increase in
research work in this field in the last few years and we expect more to come.

Potential directions in this domain include the following: Improving the existing con-
sensus mechanism to enhance more adoption of it in the resource-constrained IoT system
without compromising security, such as using Proof of Location (PoL). Cryptography: More
work should be done to further discover lightweight cryptography algorithms that will
be quantum-proof. Innovative identity mechanisms, e.g., decentralised identity, can be
adopted in place of full blockchain nodes for very light IoT devices.
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The following abbreviations are used in this manuscript:

TIoT Internet of Things
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TPS  Throughput Per Second

DoS Denial of Service

ECC  Elliptic Curve Cryptography
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