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Abstract

:

New and cutting-edge technologies causing deep changes in societies, playing the role of game modifiers, and having a significant impact on global markets in small and medium-sized towns in Europe (SMSTEs) are the focus of this research. In this context, an analysis was carried out to identify the main dimensions of a model for promoting innovation in SMSTEs. The literature review on the main dimensions boosting the innovation in SMSTEs and the methodological approach was the application of a survey directed to experts on this issue. The findings from the literature review reflect that technologies, governance, and sustainability dimensions are enablers of SMSTEs’ innovation, and based on the results of the survey, a model was implemented to boost innovation, being this the major add-on of this research.
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1. Introduction


The emergence of new technologies and scientific discoveries is changing the status quo and people’s lifestyle and work [1], as well as boosting the innovation in regions and towns [2] by the introduction of local innovation policies or through the potential of innovation of the companies creating new products and services as well as new business models—those vectors can be named as game changers.



Game changers, in the context of this paper, are the technologies that allow the market transformation and change the ways of communication, collaboration, education, training, and innovation [3]. Their potential moves in new ways of thinking and acting, transforming society, towns, organizations, and individuals [4].



Technologies such as smartphones and tablets for mobile applications and cloud-based technologies have contributed to a myriad of technological advancements, but to keep companies competitive it is necessary to anticipate the most significant technology trends.



In all economic sectors, information has become a distinctive factor of competitiveness, and intellectual capital presents itself as a primary factor of competitiveness as it depends on powering of the information process. Therefore, a company based on knowledge and using emerging technologies leads to the decision-making process and becomes adapted to the real networks of communication and globalization. It enables an easier learning process and allows the re-use of knowledge, measurement of better professional performance of the workers, a greater use of the available parts, and an increase of the efficiency in the decision-making process.



Companies located in SMSTEs [5,6,7] perceive the competitive advantages that technologies can bring to implementation of their strategies and redefining of their business or completely innovative business creation in regions where the conditions are more favourable, namely, regarding taxes and funding access.



Disruptive technologies are redefining the SMEs in SMSTEs and business landscape through companies that are equipped with state-of-the-art technologies [8] enabling 3D printing, prototyping, as well as innovative applications of new product materials, once technologies redefine the creation of technology start-ups and co-working spaces, where technologies such as cloud computing, big data, artificial intelligence, and the Internet of Things assume the role to trigger new business.



In the case of SMEs, representing 99% of the total companies in Europe, generally, the needs for transformation are urgent and simply innovating and applying technologies create a new trigger for changes in social, political, and organizational levels. In the context of this study, as SMEs are in higher numbers and are considered a market driver, their development and competitive capacity directly influence the development and sustainability of the SMSTEs. Associated with the game changer technology, two other dimensions are critical to the development of SMSTEs: governance and sustainability. All of these dimensions are the trigger that enables the evolution of SMSTEs for a transformation in smart cities.



Smart cities are not only focused on technology but also focus on creating conditions for a better quality of life of the citizens, to create conditions for better mobility, for a greener lifestyle, and more green companies, with impact on investment on renewal energies, and on resource sustainability, i.e., natural resources, but also financial and technological resources.



This research identifies the leading technologies and proposes a model for SMSTE growth in the global economy. Moreover, this study is focused not only on the SMEs’ performance but also on the researchers that took the option to design a model with the assistance of several experts capable of promoting the development of the SMSTEs.



This study is exploratory and will be focussed on the crucial dimensions of a model to promote innovation in SMSTEs, targeting policymakers, politicians, company managers, citizens, and researchers. This is the main innovation on this research: not only the model proposal, but the model impact in giving a new perspective for policymakers in terms of a policy definition, for SMEs and other company managers, as a guideline to reformulate their strategies, and for citizens, regarding their expectation evolution potentialities from their small or medium town to a smart city, more digital, with more mobility options and on that is greener and sustainable.



For a better understanding of the analysis, the article is organized as follows: first, the literature review, followed by the methods applied in the research process, then the model proposal, and finally a discussion and conclusions.




2. Literature Review


2.1. Literature Review Methodology


The methodological approach procedure on the literature review was qualitative, and the primary main technique for data to collection and analyse data was the analysis content of the papers on technologies to improve innovation in SMSTEs. For this paper, a bibliometric search and analysis was performed executed using through b-on, a which is a research resource which allowing allows access to thousands of scientific texts publications included in sites such as from Elsevier, ISI, Sage, and Springer, among others.



In the beginning of the segmentation, the terminology “Small and Medium Size Towns and Innovation” was used as a first filter and a time horizon of research for the last thirty years (1990–2020), obtaining a total of 15,056 publications. Subsequently, new segmentations criteria of exclusion were used, limiting the number of publications: independent research of peer-reviewed scientific articles in academic publications, the theme was “technology”, and European geography (30 articles).



The analysis goal was to extract and analyse the article’s title, methodology, and findings to extract expressions related to small and medium-sized towns associated with technology, governance, and sustainability.



Moreover, information technologies (IT) have generated innovation [9] for SMSTEs and companies. IT has also created conditions for a better position of companies in the international markets [10] through digitalization and digital trade platforms, as well as their participation in international networks and digital value chains, but has also created opportunities to advance in the utilization of new types of resources and materials, regarding the sustainability of the environment and life in those types of SMSTEs. Despite all the economic and political challenges, SMSTEs have the technology to continue to move forward and also to influence the macroeconomic factors of European countries having a significant impact on global markets.




2.2. Disruptive Technologies to Potentiate Innovation in SMSTEs


In this section, an overview is carried out of the leading technologies that emerged from the paper’s analysis and which are being adopted across European countries.



Information and communication technologies (ICTs) are the driving force behind the creation of most other game changers [11] including personal computers and systems, application and management software, as well as the Internet and cloud technology. The Internet has been leveraging the creation of Industry 4.0, which encompasses the Internet of Things, Internet of Data, Internet of Services, and Internet of People [12,13]. In this era where big data is a cross-industry phenomenon that is integrated into the day-to-day activities of businesses and individuals, game changers play the role of the driver and, at the same time, are driven by this phenomenon.



Technological applications are numerous and have revolutionized markets: (a) E-corporate communication: implementation of systems enabling the integration of all areas of the company online. (b) Digital business: the Internet, being a market of millions of users, is a system with numerous advantages in the business world [14]. Some benefits to be derived from the Internet include, for example, disclosing the image of the company and its services to target markets and the market in general, facilitating the creation of a customer base, using its characteristic interactive tools to implement market analysis, and allowing rapid and effective access to information, and more. However, the question of cybersecurity and data privacy has to be considered at a global level.



Moreover, it is necessary to take into account some aspects beyond the markets, such as an analysis of the costs inherent in the process of creating, updating, and maintaining the digital platforms, combining them with the costs of the marketing strategy adopted. (c) Mobile business, the application of mobile technology to the digital business, adds the advantages inherent in mobility [15]. The concept of physical space becomes flexible once this technology allows us to carry out business activities through tools such as smartphones and tablets [16]. (d) Thematic portals allow us to create a user profile to customize the type of information individuals want to view. For example, when accessing a portal, it will be possible to customize it by indicating the themes (finance, economy, business, and others) of interest to you; from that moment on, you will only access this type of information. (e) Simultaneous engineering: the realization of the various phases of a project is done interactively, involving professionals from different specialties from the beginning to the end. Workgroup computing tools are used, which allow cooperative work between the various elements of the project team (project engineers, process engineers, quality elements, marketing, production, among others) to increase the effectiveness and efficiency. (f) Virtual reality is the creation of three-dimensional simulated computer environments that allow real-time interactions. In the business context, virtual reality has multiple applications at the level of the production of simulated situations, such as prototyping, metal alloys, and design, among others.



The advancement of technology continues to drive economic growth and, in some cases, trigger disruptive changes that transform society and organizations. Technology has made possible the creation of new business models, the redefinition of corporate structures, and definition of the content of the work.



In addition to the information and communication systems already discussed, the following technologies will be explored: the Internet of Things, cloud computing, big data, artificial intelligence, robotics, and mobile technologies, as they are the focus of development and implementation by the European Union in the Digital Transformation Scoreboard 2018.



The Internet of Things is technology that represents a network of applications, and hardware, capable of gathering massive quantities of data, and processing it in order to share the information among the users, using the internet communication protocol [17]. The Internet of Things is changing the manufacturing industry, energy, agriculture, transport, and other industrial sectors of the economy [18]. These technological applications to industry are leading to the emergence of new business opportunities, but also to new risks for business and society as the access to sensitive data is facilitated with the possibility to to control the physical world, including machines and factories [19]. The work processes are also being transformed due to new interactions between people and machines [20].



Cloud Computing allows the possibility for the use of major quantities of data and applications, and access them everywhere, based on the Internet in real-time or on-demand [21]. Big Data is a concept associated to the increasing data volume [21], as the massive use of Internet, social networks, and mobile devices has leaded to facilitate the access tolarge datasets such as images or text. It has increased the need for applications and algorithms that easily allows data analysis, data selection, and data security. This technology allows data capture and interpretation, namely, visualisation of strategic information for companies decision-making process.



Artificial Intelligence and Robotics is the development of computer systems capable of performing tasks that usually require human intelligence [22]. This technology has multiple applications in the industry. Robots with artificial intelligence can perform human tasks [23], are currently applied in different situations, such as in games, computer programs, security systems, devices for recognizing writing and voice, medical diagnostic applications, and telecommunications.



Mobile technologies are massively used, facilitating the communication process and allowing multiple uses through applications conceived to facilitate the day-by-day citizens life. Mobile technologies allows the emergence of new business models, and new working methods. Examples of these technologies include laptops or notebooks (laptops), palmtops, smartphones, GPS devices (global positioning system). These mobile devices allows to take/make and have access to photos, videos, PowerPoint presentations, and messages. Moreover, allows to make payments, check balances and statements, manage the contact list and the calendar in real-time and everywhere. The main opportunities, facilitators, and obstacles to promote innovation through the introduction of this disruptive technology in SMSTEs (Table 1) are related to the (a) opportunities of creating new industries, products and services, redefinition of the processes, data and technological infrastructure, and implementing new work practices; (b) facilitators such as the cloud, increase the connectivity, the use of digital infrastructures, the use of real-time analytics, the maturity of the software industry and also the investments of large IT (Information Technologies) companies; and (c) obstacles related to cybersecurity issues without secure, feasible, and stable solutions; legal aspects, namely, complex legal situations associated with privacy and security; increased investment in digital infrastructure; a lack of interoperability standards; difficulties regarding the investment in new technologies and infrastructures; and the need to devise strategies to mitigate security risks, as systematized in Table 1:




2.3. The governance of SMSTEs


Governance has become a priority for policymakers, financial institutions, investors, companies, and academics, framed by the principles: (1) transparency, (2) accountability, (3) responsibility, and (4) fairness. Governance is crucial as per the society perspective and political environment in order to improve the public confidence (namely, trust, ethics, and moral values), even when the resources are limited to meet the stakeholder’s expectations (citizens, government; service providers, and the corporate sector).



With respect to analysis at a micro level, corporate governance [23] is the application of best management practices, compliance of law in true letter and spirit, and adherence to ethical standards for effective management and distribution of wealth, as well as the discharge of social responsibility for the sustainable development of all stakeholders. It is the conduct of business following the shareholders’ desires (maximizing wealth) while confirming the basic rules of the society embodied in the law and local customs.



Corporate governance procedures determine every aspect of the role for company management and try to keep in balance and develop control mechanisms in order to increase both shareholder value and the satisfaction of others. In other words, corporate governance is concerned with creating a balance between the economic and social goals of a company, including such aspects as the efficient use of resources, accountability in the use of its power, and the corporate behaviour in its social environment [24].



The literature has shown that corporate governance matters significantly to a company’s performance, market value, and credibility of stakeholders [25]. Therefore, companies need to improve their strategy and its implementation framed by the governance principles.



These principles need to be integrated at a political level—in a macro analysis (analysing the variables of the political context)—when regarding the promotion of the SMSTEs and changing them to become more competitive and innovative, as governance is the new mainstream that has assumed a more relevant role since the financial crises, imposing principles of trust, transparency, confidence, and moral values. On the one hand, the goal is to allow better access to external finance and lower costs of capital and interest rates on loans to improve performance, and consequently, sustainability. On the other hand, the goal is to increase the value of the SMSTEs to reduce the risk of financial crises and scandals, achieving sustainable development of all stakeholders in the community.



The main governance research concepts identified in the literature are as follows: individual values, organizational vectors, and mixed individual and organizational dimensions (Table 2).




2.4. A sustainability framework for SMSTEs


Sustainability means that one effect taken in an action in the present time will have consequences in the future [26], regarding several fields, namely, financial, environment, climate, natural resources, and others. Regarding the context of SMSTEs, one of the drivers for their development is resources. If resources are used until they run out in the present, then they are no longer available in the future, and the sustainability of the companies that use that resource in their activity is compromised.



Sustainability requires that resources to be used are those possible to be regenerated, taking into account the capacity of the ecosystem [27]. A good practice is made by the paper industry, with the policy of replanting trees to replace those used in their activity. As the companies are part of a community and in most cases of an SMSTE, a more comprehensive social and economic system (Hart, 1997), it is crucial to consider all the consequences of the current actions, not only to achieve higher efficiency but also to create a context of future sustainability [28], in the sense of sustainable development.



According to [26], four aspects of sustainability need to be considered for analysis as they are critical dimensions of sustainability: (1) societal influence, which we define as a measure of the impact that society has upon the corporation in terms of the social contract and stakeholder influence; (2) environmental impact, which we define as the effect of the actions of the corporation upon its geophysical environment; (3) organizational culture, which we define as the relationship between the corporation and its internal stakeholders, particularly employees, and all aspects of that relationship; and (4) finance, which we define in terms of an adequate return for the level of risk undertaken.



Moreover, it is essential to consider a long-term approach to create sustainability [29] for the future of SMTSEs and also for the companies and to achieve sustainable development, focusing on: (a) an integrated approach as both are fundamental for each other’s development; (b) creating national and international partnerships for sustainability, being part of innovation and knowledge networks and participating in national and international projects; and (c) creating and implementing sustainability monitoring and reporting tools to measure the process and the success of the initiatives and projects implemented.




2.5. Smart Cities: the Effective Future of SMSTEs


A smart city is the one that manages its assets efficiently, investing in innovation to promote sustainable urban development. To be considered a smart city, models of governance, strategy for sustainability, and investment in technologies [30] to promote social, economic, and political development is crucial.



The literature presents several definitions for smart cities, being the most cited the following ones (Table 3):



From a more practical perspective, The International Data Corporation defines a smart city as a city that uses digital technologies to develop and make more efficient and greener areas, namely: energy; environment; governance; mobility; and buildings and services to improve the quality of life of the citizens and creating conditions for sustainable economic growth.



Analysing the dimensions of a smart city, we can focus on the strategy of SMSTEs in order to consider the following vectors:




	(a)

	
Governance: focusing on the definition of a model to manage the city considering both private and public actors and all the economic and social stakeholders. It is needed to develop administrative simplification and modernization, promoting open and interactive governance. The contemporary models of governance are framed by the stakeholder’s theory focusing on citizens’ participation in all the processes of the development and progress of the city.




	(b)

	
Technology: developing and implementing systems integrating artificial intelligence, robotics, The Internet of Things, and big data. The promotion of digitization can contribute to spreading trade by giving companies new business opportunities, access to a higher number of markets, and placing more products in these markets. Technology can be a solution to improve the competitiveness of SMSTEs as it is a driver of digital trade, flattening barriers that do not allow companies with fewer resources to meet their potential or even to develop themselves and be more competitive.




	(c)

	
Energy, environment, and buildings: to promote energy efficiency and the use of renewable energies and to develop sustainable solutions for the construction and rehabilitation of buildings. Defining a strategy to reduce the carbon footprint and the impact of human actions on territories and to contribute to climate change. Also, it is essential to include intelligent systems of water and waste.




	(d)

	
Mobility: implementing efficient mobility systems through the use of eco-efficient vehicles and the development of intelligent mobility solutions.




	(e)

	
Quality of life: using innovation as a strategy to accomplish social needs in areas such as health, education, tourism, and others, assuring a more inclusive and equitable society.









In this context, the SMSTEs have to focus their strategy to accomplish the level of a smart city in order to achieve a good governance status and sustainability in the future. Technology is a driver for that achievement, but also the focus on social innovation and the citizen’s needs and participation in all the processes, i.e., criteria to achieve an open governance model.





3. Empirical Methodological Approach


3.1. Methods


This is an exploratory quantitative study using a questionnaire as the primary source of data collection, applied to 34 academics and experts. The questionnaire was based on the theoretical framework, assuming the transformation of SMSTEs into smart cities, being the main dimensions the technology, governance, and sustainability, as discussed above in the literature review.



The questionnaire has two sections: the first has four demographic questions (country, type of organization, job position, academic degree) and a scale of 12 statements (about technology, governance, and sustainability). The second section of the questionnaire is a scale of seven choices for the evaluation of all 12 statements, ranging from ‘‘disagree completely’’ (1) to ‘‘agree’’ (7). The respondents represent 34 academics and experts in the Innovation and Public Policies field.



The questionnaire was validated according to the criterion content validation, listing all the items to measure that were found in the literature as well as verifying if the questionnaire addresses all of them. The questions were elaborated based on the team’s prior experience and questionnaires published in the scientific literature. [32]. This process allowed us to ensure that every item corresponded to the needed measurement. After that process, the questionnaire was also validated by the criterion internal consistency, which was assessed by the inter-item correlations, which indicated whether the items fit together theoretically—the validation was calculated using Cronbach’s alpha (α).



A sample was surveyed with a semi structured questionnaire and by convenience. In this sense, it was gathered the opinion of a group of experts, using a Delphi analysis. The convenience sampling is valid when there are difficulties to obtain a large sample. The online questionnaire was applied to 80 experts and that resulted in 34 valid questionnaires (42.5% of response rate), a percentage suitable to perform an exploratory study, as given recent experience with response rates, this is an acceptable response rate, besides the high number of missing responses, which is a consequence of the short timeline for the data collection procedure. There are some limitations because the sample was composed of respondents of a particular type and could not represent all the different perspectives. The decision about the respondents was based on their positions in order to capture the plurality of opinions on the topics of innovation of public policies.




3.2. Data Analysis and Results


3.2.1. Profile of the Respondents


The following tables represent the profile of the respondents regarding their positions, academic degree, type of organization, and country of origin. Regarding the respondent’s position, Table 4 shows that they are experts, researchers, institutional representatives, or policymakers:



The positions of the respondents are ordered as follows: researchers (n = 10), institutional representatives (n = 9), experts (n = 8), and policymakers (n = 7).



The experts and researchers that participated in data collection represent 3 different countries (Portugal, Ireland, and Italy) (Table 5).



The types of respondents were primarily from Portugal (n = 15), Spain (n = 8), Italy (n = 7), and Ireland (n = 4).



Table 6 presents the academic degree of the respondents:



The academic degree of the respondent is ordered as follows: masters (n = 16), licentiate (n = 10), and doctorate (n = 8).



Regarding the type of organization represented by the respondents, it is possible to observe in Table 7 that they are from universities, research centers, public organizations, and private organizations:



The public organizations are represented by a higher number (n = 21), followed by the universities (n = 6), the research centers (n = 4), and finally, the private organizations (n = 3).




3.2.2. Analysis of the Reliability


Due to the very small sample, 34 respondents, the statistical analysis had several limitations and was conducted by Cronbach’s alpha coefficient to estimate the reliability of the items of the questionnaire. Cronbach’s alpha is calculated by correlating the score for each scale item with the total score for each observation and then comparing that to the variance for all individual item scores.



The resulting α coefficient of reliability ranges from 0 to 1 in providing this overall assessment of a measure’s reliability. As shown in Table 8, the three dimensions have high internal consistency, as shown by the Cronbach alpha value, which is higher than 0.80 in all the dimensions; this indicates that we will be able to continue with the data analysis.



The results were compared with the standard values and as they were between 0.70 and 0.95 (all results above 0.80), they can be considered acceptable (Peterson, 1994) [33,34].




3.2.3. Data Analysis of the Dimensions: Technology, Governance, and Sustainability—A Model Proposal


After verifying the reliability of the items, calculations were made with the means and standard deviation among the responses of the participants.



Table 9 studies the different sub-dimensions broken down into technology, governance, and sustainability, which integrate the model proposed for the SMSTEs.



We observed significant differences between respondents expressed through large values for standard deviations and considerable differences between minimum and maximum values.



The first dimension, “Technologies”, suggests the Internet of Things, cloud computing, big data, artificial intelligence and robotics, and mobile technologies. As indicated by Table 8, the respondents’ opinion was largely overall in agreement with this position: (a) Mobile technologies: M = 5.88, SD = 0.98; (b) Artificial intelligence and robotics: M = 5.75, SD = 0.86; (c) Cloud computing: M = 5.75, SD = 0.86; (d) Internet of Things: M = 4.17, SD = 0.91; (e) Big data: M = 3.75, SD = 0.96. The majority of respondents perceived this dimension as the most important for promoting innovation in SMSTEs.



The second dimension, “Governance”, suggests the dimensions strategy, social responsibility, ethics, and a legal framework. As indicated by Table 8, the respondents’ opinion was largely overall in agreement with this position: (a) Social Responsibility: M = 4.80, SD = 0.95; (b) Ethics: M = 4.65, SD = 1.04; (c) Strategy: M = 4.16, SD = 1.09; (d) Legal framework: M = 4.11, SD = 0.77. The majority of respondents perceived this dimension as the second most important for promoting innovation in SMSTEs.



The third dimension, “Sustainability,” suggests the dimensions of the integrated approach, partnerships for sustainability, and sustainability monitoring and reporting tools. As indicated by Table 9, the respondents’ opinion was largely overall in agreement with this position: (a) Sustainability monitoring and reporting tools: M = 4.19, SD = 1.20; (b) Integrated approach: M = 3.89, SD = 0.78; (c) Partnerships for sustainability: M = 3.14, SD = 0.95. The majority of respondents perceived this dimension as the third most important for promoting innovation in SMSTEs.



In general, experts considered that technology was the most important dimension and related with it, mobile technologies, as they are widely used by citizens, and almost all daily life activities can be done with apps (applications using smartphones). Secondly the dimension governance achieved a result that ranked it in second place, being social responsibility the sub-dimension with the highest mean value, as it affects the quality of life of the citizens because the actions or projects in this dominion can be important to improve the community infrastructures and the lifestyles of the citizens. Thirdly, the dimension sustainability with the sub-dimension sustainability monitoring and reporting tools being considered the most important to measure the activities related to the environment, natural resources, mobility, and energy.






4. Discussion and Implications of the Research


4.1. Discussion of the Model Proposal


The model proposed is a framework and a tool to evaluate the management capability to implement a business model based on disruptive technologies and includes three dimensions. The first dimension is technology: at this level, managers concentrate on the diverse disruptive technologies that can boost their business and all the techniques they can use to plan, implement, and monitor the process.



The dimension governance consists of managing the internal team efforts in order to achieve predefined business goals with predetermined constraints on time and resources of all kinds, namely, financial, equipment, technology, and other [29].



The dimension sustainability consists of the integration of a set of activities considering a long-term strategy. Sustainable development principles must be integrated into all phases of the model: conceptualization, feasibility, bidding, strategic and operational planning, and operations. At this level, the managerial approach must be more comprehensive and include a balanced view on how to distribute scarce resources between competing desires.



The research hypothesizes that a company located in SMSTEs willing to expand its business when using this model has a higher probability of success. These dimensions can also be the trigger for the next step of SMSTEs, as preparation for becoming a smart city. On the one hand, governance is one of the vectors for managing a city considering ethics and in compliance with the law, promoting the trust of the citizens and their participation at a social, economic, and political level. On the other hand, technology is a vector to improve the competitiveness of SMSTEs, promoting the digital transformation of public services and the industry. The other dimension, sustainability, is also a vector for a smart city, promoting the use of renewable energy and the development of sustainable solutions for the construction and rehabilitation of buildings. This dimension also contributes to climate change and includes intelligent systems of water and waste. Also, the implementation of efficient mobility systems through the use of eco-efficient vehicles and the development of intelligent mobility solutions are all part of the smart city concept. The ultimate goal is using innovation as a strategy to accomplish the needs of citizens and all other stakeholders.




4.2. Policy Implications


The study contributes to the political discussion of public policies to be implemented in SMSTEs and can also contribute to the creation of an innovation culture through the identification of the most relevant dimensions regarding technology, governance, and sustainability.



Moreover, policy can promote the investment in technologies as an opportunity to stimulate economic growth in SMSTEs, but, similar to other innovations, it requires the necessary conditions for the realization of its potential: (i) specific support for SMEs; (ii) promotion of trust in technology among citizens and companies; (iii) training and qualification of youth and professionals; (iv) stimulating and supporting research and innovation; (v) definition of ethical rules for its use; (vi) comprehensive data protection; (vii) safeguarding respect for human and human rights in the use of technology; (viii) digital networks of specialists. The policy also needs to create quality standards regarding data to have accurate forecasts, formulate recommendations, and make more accurate and less costly political and managerial decisions with essential productivity gains.



Another critical role of policy is to define regulations regarding principals of ethics and create a framework regarding digital innovation to address societal challenges, particularly concerning European citizens’ daily lives (i.e., 4P medicine, more predictive, preventive, personalized, and participatory mode of healthcare delivery). Also, the transformation of the public services operation reduces bureaucracy and as a mean to transform cities in more smart places for citizens (increasing the energy efficiency, facilitating mobility, and increasing the quality of life).




4.3. Managerial Implications


From a critical point of view, two aspects are worth mentioning regarding this research: (1) the link between technologies, governance, and sustainability was essential from a multidisciplinary approach and (2) to present a practical model that can be applied in practice, namely, the dimensions and sub-dimensions identified in the model proposed. The model proposed can help companies to increase their presence in the market, being more organized and efficient. It also leads to significant participation in innovation networks and in increasing partnerships to access new knowledge and new markets. This research also gives insights about the governance model considering all the stakeholders for companies to achieve better performance and to be more responsible and ethical.



This research also sheds some light on how to achieve sustainability regarding different types of resources, including financial and natural resources. Moreover, it indicates the main vectors of a smart city to shed some light on the possibility of a city becoming a smart city.





5. Limitations and Future Research


The research has several limitations: efforts to carry out research that was theoretically and empirically strong had an impact on the findings, as follows: There are few studies with this approach for the SMSTEs, considering the dimensions under analysis. Hence, to develop a framework and cross-validate findings, very little past data were available. Another limitation is the small sample size, and this influences the results, i.e., not possible to generalize. However, the participants in the research are experts on the field, and this can give the research viability and feasibility.



Regarding future research, while this study covered variables that were identified based on the literature, other factors could have been studied as political and economic perspectives, which are essential to identify strategies for SMSTEs’ development. Furthermore, a comparison among this study and other studies in other regions will shed light on the results achieved and will complement them. Finally, this study is based on the empirical analysis carried out using a questionnaire, being primarily quantitative. In the future, this can be complemented with in-depth interviews to capture qualitative data and triangulate the results, studying this phenomenon (SMSTEs) in more depth in order to give recommendations for policy and managers.




6. Conclusions


This article identifies the leading disruptive technologies that are emerging and their impact on the generation of innovation in SMSTEs.



Technologies create opportunities for innovation, leading to many changes. For example, cloud computing can cause innovation in business models. On the other hand, disruptive technologies have given rise to new ways of doing business, such as the Internet of Things (IoT) solutions, which help integrate business processes.



Companies tend to develop new skills by enhancing their competitive capacity through the adoption of technologies such as the Internet of Things, cloud computing, mobile technologies, artificial intelligence, big data, robotics, and nanotechnology, apart from all the regulations and also the taxes applied to the export of products.



This research proposes a model to boost innovation in SMSTEs based on disruptive technologies; thus, it can drive new digital business models facilitating the trade relations among countries and regions. However, there are also local, national, regional, and international conditions, needing strong governance and the ability to play an active part in promoting measures favouring sustainable development.



In this context, technologies can also provide disruptive opportunities for companies located in SMSTEs that can be identified in the following areas: operational management, predictive and remote maintenance; hardware innovations; increasing the visibility of products, processes, customers, and partners; new related ecosystems, based on software platforms without industry boundaries; collaboration between people and machines, which will result in high levels of productivity; there are new opportunities for people to develop their skills and take on new types of jobs which are created; and increasing frequency of “digital work” in the form of intelligent alerts and intelligent robots. The return on investment is the long term and certainly worth the effort for SMSTEs.
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Table 1. Opportunities, facilitators, and obstacles of technology to promote innovation in SMSTEs.
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	Opportunities
	Facilitators
	Obstacles





	Create new products and services: IoT will help create and deliver new products and services at an unprecedented speed and scale.
	Cloud: Increase connectivity and data availability across the network, but also the need to create security and privacy mechanisms.
	Security: Data security and privacy, which are already growing in importance given the more significant vulnerabilities to espionage attacks and data breaches boosted by increased connectivity and data sharing.



	Creating and destroying industries: IoT brings new opportunities for the generation of new economic opportunities and industries.
	Ubiquitous connectivity: robust infrastructures, such as ubiquitous broadband connectivity and sensors.
	Legal aspects: complex legal situations with privacy and security and increased investment in digital infrastructure.



	Redefine processes, data, and infrastructure: IoT enables us to define and create new digital processes and new infrastructures to manage the vast amount of data that need to be addressed.
	Sensors: digital infrastructure with embedded sensors.
	Interoperability: lack of interoperability standards.



	Transform the way work is done: IoT will lead to the redefinition of new types of jobs to be created and will reformulate the very nature of the work.
	Real-time analytics: real-time data analysis to anticipate equipment failures and respond more quickly to critical situations.
	Privacy: risk of violating the privacy of citizens and their data.



	
	Maturity of the software industry: development of software of growing importance and disruptive potential.
	Investment: in new technologies and infrastructures.



	
	Investments of large IT companies: investments in new technologies.
	Risks: need to devise strategies to mitigate security risks.







Source: Authors own elaboration.
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Table 2. Governance research concepts.
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	Individual Values
	Organizational Vectors
	Mixed Individual and Organizational Dimensions





	Honesty
	CSR
	Employability



	Integrity
	Sustainability
	Continuous performance improvement



	Respect
	Governing
	Smart Governance



	Trust
	Corporate Governance
	Compliance of law



	Accountability
	Corruption Risk
	Shareholders



	Justice
	Committees
	Stakeholders



	Equity
	Auditing
	Legal



	Transparency
	Reporting and Communication
	Leadership



	Excellence
	Managers’ Compensation Plans
	Culture



	Ethics
	Corporate Policy on Environmental Protection
	Quality







Source: Author’s own elaboration.
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Table 3. Definitions of a Smart City.
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	Reference
	Definition





	Hall et al. (2000)
	“A city that monitors and integrates conditions of all of its critical infrastructures including roads, bridges, tunnels, rails/subways, airports, seaports, communications, water, power, even major buildings; can better optimize its resources, plan its preventive maintenance activities, and monitor security aspects while maximizing services to its citizens… systems and structures will monitor their own conditions and carry out self-repair as “needed””



	Harrison et al. (2010)
	“Connecting the physical infrastructure, the IT infrastructure, the social infrastructure, and the business infrastructure to leverage the collective intelligence of the city”



	Caragliu et al. (2011)
	“We believe a city to be smart when investments in human and social capital and traditional (transport) and modern (information and communications technology ICT) communication infrastructure fuel sustainable economic growth and a high quality of life, with a wise management of natural resources through participatory governance”



	(Manville et al. (2014)
	“A smart city is a city seeking to address public issues via ICT-based solutions on the basis of a multi-stakeholder, municipally based partnership”



	Giffinger et al. (2007)
	“A smart city is a city performing well in a forward-looking way in these six characteristics, built on the ‘smart combination of endowments and activities of self-decisive, independent, and aware citizens”



	Dameri (2013)
	“A smart city is a well-defined geographical area, in which high technologies such as ICT, logistic, energy production, and so on, cooperate to create benefits for citizens in terms of well-being, inclusion and participation, environmental quality, and intelligent development; it is governed by a well-defined pool of subjects able to state the rules and policy for the city government and development”







Source: Camero and Alba 2019 [31].
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Table 4. Job position of the respondents.
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	Job Position
	N
	%





	Experts
	8
	24%



	Researchers
	10
	29%



	Institutional Representative
	9
	26%



	Policymaker
	7
	21%



	Total
	34
	100%







Source: Author’s own elaboration.
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Table 5. Background information on the respondents of the questionnaire.
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	Country
	N
	%





	Portugal
	15
	44%



	Ireland
	4
	12%



	Italy
	7
	21%



	Spain
	8
	24%



	Total
	34
	100%







Source: Author’s own elaboration.
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Table 6. Academic degree of the respondents.
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	Academic Degree
	N
	%





	Doctorate
	8
	24%



	Master
	16
	47%



	Licentiate
	10
	29%



	Total
	34
	100%







Source: Author’s own elaboration.
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Table 7. Type of organization of the respondents.
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	Type of Organization
	N
	%





	Universities
	6
	18%



	Research Centers
	4
	12%



	Public Organizations
	21
	62%



	Private Organizations
	3
	9%



	Total
	34
	100%







Source: Author’s own elaboration.
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Table 8. Validity and Consistency of the Items of the Questionnaire.
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	Dimensions
	
	
	
	
	





	
	Mean
	S.D.
	Minimum
	Maximum
	Cronbach Alpha



	Technology
	5.06
	0.91
	1.00
	6.00
	0.8763



	Governance
	4.43
	0.96
	3.00
	6.00
	0.8871



	Sustainability
	3.74
	0.98
	2.00
	6.00
	0.8388







Author’s own elaboration.
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Table 9. Dimensions and sub-dimensions of the model proposal.






Table 9. Dimensions and sub-dimensions of the model proposal.





	
Dimensions




	

	
Mean

	
S.D.

	
Minimum

	
Maximum






	
Technologies

	
5.06

	
0.91

	
1.00

	
6.00




	
Internet of Things

	
4.17

	
0.91

	
2.00

	
5.00




	
Cloud Computing

	
5.75

	
0.86

	
3.00

	
6.00




	
Big Data

	
3.75

	
0.96

	
1.00

	
5.00




	
Artificial Intelligence and Robotics

	
5.75

	
0.86

	
3.00

	
6.00




	
Mobile technologies

	
5.88

	
0.98

	
3.00

	
6.00




	
Governance

	
4.43

	
0.96

	
3.00

	
6.00




	
Strategy

	
4.16

	
1.09

	
3.00

	
6.00




	
Social Responsibility

	
4.80

	
0.95

	
3.00

	
5.00




	
Ethics

	
4.65

	
1.04

	
3.00

	
5.00




	
Legal framework

	
4.11

	
0.77

	
3.00

	
6.00




	
Sustainability

	
3.74

	
0.98

	
2.00

	
6.00




	
Integrated approach

	
3.89

	
0.78

	
3.00

	
5.00




	
Partnerships for sustainability

	
3.14

	
0.95

	
2.00

	
6.00




	
Sustainability monitoring and reporting tools

	
4.19

	
1.20

	
3.00

	
6.00








Source: Author’s own elaboration.
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