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Abstract

:

As recent events have shown, global heating is increasing the risk to many sectors of society, from agriculture to the built environment, to transportation. The energy security of most energy systems, regardless of their size, is also at risk from the effects of global heating: The reliable supply of power to end users can be threatened by extreme weather events affecting transformers and transmission and distribution networks. It can also be a threat to generators that are vulnerable to unpredictable supplies of water, such as thermal or hydroelectric generation facilities. In this paper, we use an energy security methodology to examine some of the possible climate risks to the supply of power from hydroelectricity produced by one of western Canada’s electricity suppliers. The work is of particular interest because it shows how the increasing number of heatwaves that are affecting parts of western Canada and the Pacific Northwest could affect electricity supply in some western Canadian provinces and northern U.S. states.






Keywords:


climate emergency; climate change; hydroelectricity; glaciers; drought; sustainability; energy risk assessment; climate emergency; Canada












1. Introduction


The 2021 heatwave and subsequent forest fires that raged across much of the Pacific Northwest of the United States and British Columbia in Canada led to hundreds of excess deaths and millions of dollars of property damage [1,2]. The lack of soil moisture coupled with the heatwave [3], both exacerbated by global heating, is intensifying the call to reduce global greenhouse gas emissions [4,5].



The relationship between the increasing concentrations of atmospheric greenhouse gases and energy security is one aspect of global heating that has not gained public attention to the degree that heatwaves and forest fires have.



Energy security can mean different things to different people. Consumers of energy products view energy security as a reactive event, becoming an issue only if there is a shortfall in supply or the price of the supply increases. To those responsible for the entities supporting the energy system, energy security is proactive, requiring the system to be designed so that it is resilient, minimizing the availability and affordability risks to the consumers [6].



In this century, one set of risks that will become increasingly important will be the threat of global heating and the vulnerabilities to the energy system and energy consumers to these threats [7]. This is in large part because most of today’s energy systems were not designed to be resilient to the risks of global heating, such as extreme weather events, sea-level rise, droughts, and forest fires [8,9,10]; for example, in countries that rely on reliable supplies of water for power generation, such as cooling water in thermal power stations or predictable weather patterns for hydroelectricity [11].



However, the affordability of some countermeasures to adapt systems to global heating is facing opposition; for example, Republicans in the U.S. Congress are opposing legislation dealing with climate change [12]; fuel protects, such as the yellow vest riots in France, triggered by increased fossil fuel prices [13]; and the impact of energy efficiency policies on low-income households [14].



The risk of drought affecting anthropogenic systems, such as agriculture [15], often focuses on changes causing the loss of human life and property [16,17]. The risk to renewable energy systems from climate change have been examined, including the Colorado River Basin [18] and hydroelectricity in Colombia [19]; however, none propose a systematic model to assess the energy security risks [20,21,22]. Moreover, existing literature on risk assessment and energy systems is limited to specific parts or analytical levels of the system rather than the entire system (for example, see Gupta [23], Jun et al. [24], Sheik et al. [25], Ang et al. [26], and Zhang [27]), and research by Winzer on risks and energy security is limited to supply [28]. The method developed by Hughes et al. includes risks and energy security and does not have this limitation and claims to be applicable to the system as a whole as well as specific parts [29].



This paper proposes a set of energy security methods for the systematic analysis of global heating risks on energy systems. The first shows how an energy system can be decomposed into its fundamental processes responsible for converting, carrying, and storing energy. The second uses the International Energy Agency’s definition of energy security to analyze the system, determine whether it is in a secure or insecure state, and show different policy actions. The third and final method uses the first two to assess the risks faced by an energy system given certain threats.



The objective of this research is two-fold. First, it probes the effectiveness of these methods to analyze risks to energy systems. Second, it explores the negative impact of climate change on renewable energy systems and the need to adequately address these negative impacts to reduce the risks to energy security. Renewable energy systems are usually considered a solution to climate change, but the negative impact on climate change of renewable energy systems is less frequently highlighted.



We apply these methods to assess one of the risks, notably drought, to the hydroelectric generation capacity of Manitoba Hydro’s Nelson River Hydroelectric project (NRHP) in western Canada [30]. Canada is the world’s third-largest producer of hydroelectricity and meets over two-thirds of its electrical demand from hydroelectricity [31]; however, Canada is also disproportionately affected by global heating, and the risks of climate change to its renewable energy sources, such as hydro, should not be underestimated [32].



For this analysis we will use data from Canada’s Changing Climate Report [32], and the IPCC [33], to determine the risk of water shortages in Manitoba Hydro’s power supply to its customers in Manitoba, exports worth almost $4 billion to neighbouring provinces (Saskatchewan and Ontario) and U.S. states (Minnesota and Wisconsin) [34,35].



The remainder of this paper is organized as follows. In the next three sections, the various methods (energy-system analysis, application of energy security to the system, and the energy-security risk model) are discussed. This is followed by an application of the risk assessment method to the NRHP, the IPCC’s scenarios, and projected changes in temperature and precipitation. We discuss the implications and uncertainties of, and ways of adapting to, these risks in the closing section.




2. Methods


In this section, we introduce the energy systems model, show how the energy systems model can be used with a set of energy security methods, and describe our energy security risk method.



2.1. Energy Systems


At its most basic, an energy system takes sources of energy and converts them into forms that can be carried to and consumed by its end-users. The system is part of a structure consisting of the energy system and the external entities that influence how it functions.



An energy system and its entities can be represented using a context diagram such as the one shown in Figure 1.
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Figure 1. An energy system and its external entities [36]. 






Figure 1. An energy system and its external entities [36].
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The external entities (energy sources, regulators, natural environment, and end-user services) are outside the energy system’s boundary (the solid line), meaning that the energy system has no control over their actions. The boundary can be shifted to include parts of the external entities or parts of the energy system can be included as part of an external entity. The boundary’s position is determined by energy or policy analysts.



Each of the external entities interacts with the energy system. The labelled arrow (such as PolicyIN) refers to what passes between the system and the external entity.



The four entities are defined as follows:




	
End-user services are the end user’s energy-consuming services, sectors, or activities. In general, this focusses on transportation, heating and cooling, and services that require electricity (such as appliances and lighting). The actual service depends on the definition of the end-user and the available datasets. For example, data published by the International Energy Agency (IEA) is aggregated at the national level and refers to the “final consumption” of three sectors (Industry, Transport, and Buildings) and “Other” (low energy-consumption sectors such as agriculture and fishing) [37]. Some datasets describe the energy demands within the services; the Residential Energy Consumption Surveys provided by the U.S. EIA are one such example, which includes descriptions of residential energy demand for air conditioning, water heating, appliances, electronics, and lighting, and space heating [38]. The DemandIN flow refers to the type and quantity of energy that the service requires, while EnergyOUT is the type, quantity, and cost of the energy supplied.



	
Energy sources are those supplies of energy the energy system requires to meet the energy demands of its end-user services. These depend on the context of the energy system, and can refer to primary energy found in nature (such as crude oil, coal, natural gas, biomass, and various renewables), secondary energy (energy converted from primary energy, such as natural gas to electricity), or secondary energy imported from a different energy system. DemandOUT refers to the energy system’s demand for a quantity of energy, while EnergyIN is the quantity and type of an energy source.



	
Natural environment refers to those parts of the earth’s ecosphere that are affected by the actions of the energy system. EnvironmentIN refers to ecosystem services affected by the system, while EnvironmentOUT can be broken into air emissions, water emissions, and land emissions.



	
Regulators are those organizations (usually government or corporate) that determine the operational requirements of the energy system, issuing regulatory policies to the energy system (the PolicyIN flows). Policy is often event driven, especially in terms of the energy system’s interactions with the environment, such as CO2 emissions.








The energy system typically meets a wide variety of energy demands from its end users, such as refined petroleum products (transportation), natural gas (heating), and electricity (lighting). This means several things. First, the energy system cannot be a single monolithic entity, it requires subsystems (that is, processes internal to the system, often considered systems in their own right) to perform specific tasks. Second, each process must be able to handle the same flows the energy system does. Some of the flows will probably have different interpretations; for example, the regulatory policies for nuclear power plant operators will be different from those for wind-farm operators and the environmental emissions from pipelines are not the same as they are for electrical grids.



There are three types of process:




	
Convertor: A process that converts one form of energy to another (Figure 2). Primary energy sources are typically converted into secondary energy sources. Secondary sources can be converted into a form that meets the end users’ needs. Since the process of conversion is never 100% efficient, there are always losses, which appear as EnvironmentOUT flows.



	
Carrier: A process that carries or transports energy from one place to another (Figure 3). The energy being carried is not changed (i.e., the energy is not being converted), although energy can be consumed when moving the energy or lost due to inefficiencies, or both. For example, a natural gas pipeline can use some of the natural gas in the pipeline to run the compressors moving the natural gas [39], while an electrical grid experiences heat, magnetic, and dielectric losses in the cables and transformers [40].



	
Storer: A process that stores energy to meet future demand (Figure 4), such as a fuel storage depot or a lithium-ion battery. The energy that is stored does not change; however, energy can be consumed moving the energy into and out of the storage and the energy can also be lost to the environment, for example, through evaporation or the loss of battery capacity over time.








A simple energy chain representing some of the processes involved in supporting an end-user’s electrical service requiring 10,000 kWhel a year from a thermal (coal) generating facility is shown in Figure 5.



Each process in the chain passes its demand up the chain. Inefficiencies cause the demand to increase, ultimately requiring the thermal generator to produce enough electricity to both meet the demand and the losses from inefficiencies. Since the thermal generator is a conversion process, it requires coal from its coal storage. Each process is subject to regulations that are usually enforced by both the group responsible for the entity and the jurisdiction.




2.2. Energy Security and Energy Systems


There are many definitions of energy security [41]. One of the most straightforward is from the IEA, which defines energy security as “the uninterrupted availability of energy sources at an affordable price”. We use the IEA’s definition since it can be easily applied to the energy systems model and its various flows. In our energy security risk method, to be considered secure, an energy system must meet the energy demands of its end-users. Gracceva and Zeniewski [42] also indicate the importance of the energy system in energy security. This requires the energy supplied to the end-users to be:




	
Available, meaning the EnergyIN flow equals the end-user’s DemandOUT flow. If EnergyIN is less than DemandOUT, it means that the EnergyIN to at least one upstream process was not equal to its DemandOUT. The loss of availability is an event that can affect the energy security of an end-user, for example, the result of a storm damaging part of an electrical grid (electricity) or a refinery curtailing its output because of a fire (refined petroleum).



	
Affordable to the end-user. To be considered secure, the end-user’s energy budget must be at least equal to the cost of the amount of the EnergyIN consumed. If the energy cost exceeds the budget, an affordability event has occurred, where either the end-user’s demand has increased, the cost of primary energy has increased, or the cost of one or more upstream processes (conversion, carrier, or storage) has increased. Affordability events that can affect an end-user’s energy security include the introduction of carbon-pricing on emissions-intensive energy sources and a fuel-price rise caused by tensions in the Middle East.



	
Acceptable to or meets a known standard. Although the acceptability of an energy flow is not part of the IEA’s current definition of energy security (it was in an earlier version), it can be used to indicate the acceptability of the effects on the end-user of using EnergyIN (such as health), breeches to PolicyIN (these can be political, e.g., the burning of dung for heating or cooking), or a process’ effects on Environment flow (such as mercury emissions from coal). If the flow meets the standard, it is considered acceptable; however, an event that results in the flow not meeting the standard is unacceptable and can be considered detrimental to energy security.








If all three conditions are met, the system can be considered secure and is said to be in its Normal state. However, if an event occurs that changes the availability, affordability, or acceptability of an energy flow, the stress on the end-user, the system, or both increases, causing it to enter an insecure stress state (see Table 1).



There are two stress states, determined by the level of the stress and its effect on the process or end-user (the entity). The level of stress at which the entity (or the system) is unable to operate is referred to as its Tipping Point. If the level of Stress ≥ 0 and ≤ Tipping Point, the entity is in the Tension state; however, if the Stress > Tipping Point, it is in the Disruption state. The three different states and the conditions for changing states are shown graphically in Figure 6.



The stresses and tipping points are specific to the dimensions of each entity. If the entity is in either the Tension or Disruption state, actions, referred to as countermeasures, are required to return it to its Normal state. Countermeasures that return an entity to the Normal state are said to be Resilient. The time taken to return to the Normal state is referred to as the Mean Time to Recover (MTTR) and the time between events is referred to as the Mean Time Between Events (MTBE). Short MTTRs and long MTBEs are usually considered tolerable, whereas the longer the MTTR or the shorter the MTBE, the more intolerable the event becomes to the entity.



If the entity is unable to return to its Normal state because the countermeasures for the event were inadequate or non-existent (making either MTTR or MTBE intolerable), the affected users of the entity might demand changes to it, resulting in a new Normal. These changes are referred to as an Adaptation and can be summarized by three actions intended to improve the energy security of an entity. Such actions are usually policy driven (see Table 2):



	
Reduction is any action that reduces energy demand without changing a process or end-user service. Reduction policies typically encourage those using an entity or energy-service to reduce their energy demand (DemandIN); the EnergyOUT remains unchanged. Examples include financial incentives to reduce energy demand or pricing mechanisms to discourage energy use [43].



	
Replacement actions are intended to reduce energy demand by either changing the entity while still using its same EnergyIN (e.g., replacing a conventional vehicle with a hybrid-electric vehicle) or leaving the entity unchanged and changing its EnergyIN (replacing coal with co-fired coal and biomass in a thermal generating station).



	
Restructuring is a change to part of the energy system requiring both the entity and the type of EnergyIN used to be replaced (e.g., shuttered thermal generation in favour of natural gas and renewables is an example of a restructuring [44]). Restructuring can also refer to the addition of new processes or end-user services and EnergyIN to address an increase in demand (e.g., a consumer opting to buy electric vehicles rather than conventional petroleum vehicles). In either case, demand is met by new entities or end-user services and new EnergyIN.







2.3. The Energy-Security Risk Model


In an energy system, if an event can put one or more entities into a stress state and affect an energy flow, then the energy system is said to be at risk from that event. An energy analyst can quantify the risks to an energy system using a risk analysis tool, such as the one by developed Hughes, de Jong, and Wang [29], which is built on the definitions of energy systems and energy security described above and uses five distinct steps to determine the risk of events to an energy system.



The method is generic, supporting the customization of assessment scales for specific entities, events, countermeasures, and tolerances, calculating the risk to an entity’s or end-user’s energy security:




	
Threats describe or define an event (a threat event). Threats can originate internally (accidental or structural), while external threat-events can change EnergyIN (e.g., a terrorist attack), DemandIN (e.g., a surge in demand), EnvironmentIN (including droughts or flooding), and PolicyIN (carbon-pricing increasing the cost of energy).



	
Vulnerabilities define the vulnerabilities an entity can have to different threat-events. Each vulnerability can result in changes to one or more of the entity’s flows and potentially affect the availability, affordability, and acceptability of these flows. In some cases, the entity is prepared for the threat-event and has countermeasures; the time taken to recover from the event is the MTTR, and those relying on the entity have a tolerance to it. The degree of each vulnerability can be expressed with qualitative or semi-quantitative values, such as low, moderate, or high. If the vulnerability can be measured quantitatively, this value can be used.



	
Impact determines the effect on the entity if a threat-event were to occur, given the entity’s vulnerabilities. If the entity has adapted to the event, the entity would remain in its Normal state. However, if the threat-event increases the stress on the entity, it can enter the Tension state (impact is determined from its resilience and MTTR, a function of the countermeasures). If the stress exceeds the tipping point and the entity enters the Disruption state, there will be a significant impact on it.



	
Likelihood refers to the probability of a threat-event occurring; it is the MTBE and can be estimated quantitatively or qualitatively.



	
Risk is a function of the expected impact of the threat on an entity and the likelihood of it occurring.










3. Case: Nelson River Hydroelectric Project


We now consider some of the energy security risks to the availability of power if the water supply to the Nelson River Hydroelectric Project (NRHP) in northeastern Manitoba is affected by global heating. The province, located at the geographic center of Canada, generated over 99% of its electricity from hydroelectric sources between 2008 and 2020 [45].



Nelson River Hydroelectric Project


In 2018, Manitoba Hydro had a total generating capacity of 5648 MW [30], with over 90% being hydroelectric. Of its total capacity, more than three-quarters (about 4170 MW) are part of the NRHP (see Table 3). An additional 695 MW of capacity will be added to the Project in 2021, with the completion of the Keeyask hydroelectric dam [46,47]. A further 3500 MW is under consideration [48].
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Table 3. Existing hydroelectric stations on the Nelson River [49].






Table 3. Existing hydroelectric stations on the Nelson River [49].





	Generating Station
	Year
	Capacity (MW)
	River





	Kelsey
	1961
	287
	Nelson



	Kettle
	1974
	1220
	Nelson



	Jenpeg
	1979
	122
	Nelson



	Long Spruce
	1979
	980
	Nelson



	Limestone
	1992
	1350
	Nelson



	Wuskwatim
	2012
	211
	Burntwood








Three high-voltage DC (HVDC) transmission lines (each about 500 kV and 2000 MW) run from two converter stations in the Nelson River hydroelectric development region to a converter station in southern Manitoba near Winnipeg. Manitoba Hydro generates electricity for both the provincial market and exports (both firm and non-firm sales) to neighbouring provinces (Saskatchewan and Ontario) and electricity suppliers in the United States [35].



The Project relies on water from the Nelson River watershed and the Churchill River diversion as its primary energy source (i.e., the project’s EnergyIN). The Nelson River watershed (or basin) is the second largest in Canada, encompassing an area of over 1.1 million km2, and includes the Saskatchewan, Lake Winnipeg, Red River (including the Assiniboine River), and Winnipeg River basins. These basins drain into Lake Winnipeg, which flows north down the Nelson River, draining into Hudson Bay. The Churchill River diversion diverts most of the water flow of the Churchill River south to the Nelson River [50] (see Figure 7).



Lake Winnipeg, acting as a reservoir, stores about 60% of the project’s mean annual energy [51] (see Table 4).



Manitoba Hydro is responsible for regulating the levels of Lake Winnipeg, both to ensure it has sufficient capacity for hydroelectric production on the Nelson River and to reduce the flood risk to property owners on the lake. The power production range is 711 to 715 feet above sea level; if the level exceeds 715 feet, Manitoba Hydro maximizes the outflow of the lake [49]. However, reducing the level to below 715 feet would “compromise the reliability of the hydroelectric system in Manitoba and contribute to a decrease in net revenue arising from costs for new and modified facilities” [49], thereby increasing stress on the system.



Although regulation is attempting to keep Lake Winnipeg within the 711 to 715 feet limits, it is subject to the vagaries of nature. Figure 8 shows Lake Winnipeg’s levels between 1915 and 2015; the dust bowl of the 1930s is apparent.
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Figure 8. Lake Winnipeg water levels 1915 to 2013 [51]. 






Figure 8. Lake Winnipeg water levels 1915 to 2013 [51].
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As Figure 9 shows, droughts have occurred on the Prairies from at least the 15th century. Drought events in the Prairie Provinces are affected by El Niño Southern Oscillations [52].
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Figure 9. Drought frequency and severity for the Prairie Provinces (1402–2002) [53]. 
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Relying on multiple basins can improve the reliability of the system. For example, in 2001, there was a major drought in Saskatchewan, which led to a decline in water from the Saskatchewan basin, and in 2003, both the Winnipeg River and Saskatchewan River basins experienced lower flows; in both cases, the lake’s levels were affected [54,55].





4. Results


One of the most discussed climate change metrics is temperature rise [56,57]. A recent study by Environment and Climate Change Canada suggests that Canada will be disproportionately affected by global heating, as temperatures in Canada are rising at twice the global rate, and in the Canadian Arctic, at three times the global rate [32].



All energy systems will be at risk of global heating this century. Here we discuss the possible risks to the availability of electricity supply from Manitoba Hydro’s NRHP.



4.1. Background


The IPCC’s Representative Concentration Pathways (RCP) are a suite of scenarios describing different emissions pathways to 2100 [58]. RCP 2.6 is the most stringent pathway, with the lowest emissions and lowest radiative forcing of 2.6 W/m2 (Watts per square metre), limiting global temperature rise to 2 °C by 2100; this scenario is the most comparable to goals set out in the Paris Agreement in December 2015, while RCP 8.5 has the highest emissions and radiative forcing of 8.5 W/m2. There are two intermediate scenarios, RCP4.5 and RCP6.0. The historic and projected emissions for each scenario are shown in Figure 10.
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Figure 10. Representative Concentration Pathways (RCP) from 1900 to 2100 [59]. 
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In keeping with the results from Canada’s Changing Climate Report [32], we will examine RCP 2.6 and RCP 8.5.




4.2. Threats


Temperature: In Table 5, the modelled annual temperature change from CCCR for the Prairie region under the scenarios for the mid- and long-term are listed. The Prairie region consists of the provinces Manitoba, Saskatchewan, and Alberta. The annual changes do not reflect the seasonal difference, as the temperature increase during the winter months (December, January, and February) is expected to be higher than the increase in the summer months (June, July, and August). For both seasons, an increase in temperature is projected.



The projected temperature increases this century are expected to reduce glacier volumes by an estimated 40% to 60% by 2050 and 75% to 95% by 2100 in the Rocky Mountains [60]. As glaciers decrease in size, precipitation falling as snow is increasingly likely to accumulate on exposed surfaces, meaning there is no mechanism in place to keep the snow until late summer [61]. This will result in the snow melting earlier; although annual river flows may remain unchanged, it will occur earlier in the year [62], potentially requiring earlier water releases in Lake Winnipeg.



This will affect rivers in the Saskatchewan River Basin originating in Alberta’s Rocky Mountains that rely on glacial snow melt to maintain their summer and late-summer river flows [63].



Temperature increases are also expected to affect evaporation, transpiration, groundwater, and snowfall (see below). All the Assiniboine River Basin and more than two-thirds of the Saskatchewan River Basin are within an area that is already prone to drought (see Figure 11).
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Figure 11. Drought-sensitive areas (Brown and dark brown soil areas) [64]. 
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Precipitation: The second threat considered is to precipitation. Table 6 shows the projected changes in precipitation for the Prairie region for the mid- and long-term for both scenarios. Like the temperature increases, this trend has seasonal differences, with more precipitation expected in the winter than in the summer.



Snow on the Prairies is released slowly in the spring and contributes to groundwater. Rain during the winter months will runoff earlier, again potentially requiring earlier water releases. An earlier runoff and lack of precipitation during the summer months could affect hydroelectric generation in the late summer and fall.



Together, rising temperatures and increased precipitation have been shown to increase drought in the western U.S. [65]. Since southeastern Alberta and southern Saskatchewan are the northern limits to the U.S. Great Plains, the causes of droughts in the western U.S. can be expected to have similar effects.




4.3. Threat-Events


A decline in Lake Winnipeg’s basin flows will increase the stress on the availability of the Nelson River project to meet demand. This will be driven by changes to temperature and precipitation that affect the Winnipeg River and Saskatchewan River basin flows, either seasonally or over several years. These are considered threat events.



Under the RCP 2.6 scenario, we assume that in both 2031–2050 and 2081–2100, an event would reduce basin flows by 20%. In the RCP 8.5 scenario, we assume a 2031–2050 event would reduce flows by 20%, whereas a 2081–2100 event would reduce flows by 40%. Table 7 lists the events and stress for each RCP scenario and period.




4.4. Vulnerabilities


The NRHP is vulnerable to all the threat events listed and has countermeasures in place to handle such losses, either relying on in-house supplies, seasonal non-firm contracts, or multi-year firm contracts. Manitoba Hydro has no control over the duration of these events; the length of time the countermeasure is required is the MTTR, either six months (seasonal) or more than a year (multi-year). The tolerance reflects the degree of action required by the countermeasure to handle the event; its relationship to vulnerability is given in Table 8.



The threat events and their associated vulnerabilities are listed in Table 9. We assume that the need for firm and non-firm contracts for electricity becomes increasingly intolerable. The tolerance and vulnerability remain constant, regardless of the threat event’s stress level.




4.5. Impact


Based on the threat-event ranking and vulnerability, the impact of each threat event can be determined and assigned a stress state; one of Normal, Tension (Low, Moderate, and High), and Disruption. Table 10 lists the possible impacts, depending on the ranking of each threat event and the Manitoba Hydro’s vulnerabilities. From the threat-event rankings (Table 7) and the different basins’ vulnerabilities (Table 9), we use Table 10 to determine the impacts, listed in Table 11.




4.6. Likelihood


Each threat event is associated with a likelihood, which can be expressed both qualitatively and quantitatively; Table 12 lists the IPCC likelihood rankings.



We base the likelihood on past flows and changes in temperature and precipitation in each RCP; these are listed in Table 13.




4.7. Risk


The energy security risk to the availability of power from the NRHP is determined from the Impact (Table 11) and the Likelihood (Table 13) of each threat event to the flows from the Winnipeg or Saskatchewan River Basins. We show this graphically in Figure 12 for RCP 2.6 and RCP 8.5 and two timeframes, 2031–2050 and 2081–2100. The risks reflect the contribution of the two basins to the NRHP’s water supply (Table 4).



For example, in RCP 2.6, the risk is About as likely as not (33–66%) of a moderate impact to the availability of power from the NRHP caused by seasonal changes to the Winnipeg River Basin’s (WRB-S, green) flow for 2031–2050; this increases to Likely (66–100%) risk of a moderate impact between 2081 and 2100 (WRB-S, blue).



In RCP 8.5, the risk to the availability of power from a decline in multi-year from the Saskatchewan River Basin increases from a Very likely (90–100%) low-impact risk in 2031–2050 (SRB-M, green) to becoming a Virtually certain (99–100%) low-impact risk in 2081–2100 (SRB-M, blue).



When the two charts are taken together, the difference in risk to the availability of power from declines in the two basins becomes evident. In 2081–2100, the Likely (66–100%) moderate impact risk of seasonal change to Winnipeg River Basin flows in RCP 2.6 (WRB-S, blue) is a Very likely (90–100%) high-impact risk in RCP 8.5 (WRB-S, blue). This is a clear indication that emissions-reduction actions, such as reduction, replacement, and restructuring, are needed globally to protect energy systems such as Manitoba Hydro’s NRHP.





5. Discussion


The example of the risks to the Nelson River Hydroelectric Project shows the utility of using the risk analysis tool with the energy security methods, since it offers a uniform stepwise approach to answer fundamental questions regarding the risks of global heating to energy systems and their energy security.



The three methods for determining energy security risks to an energy system through the example of the Nelson River Hydro Electric project have shown that they provide a solid framework to examine this. The framework is easy to use, is mostly qualitative, and does not require additional software, unlike some other models. This makes its application suitable for policymakers, scholars, and more advanced users that wish to systemically examine risks in an energy system.



The framework of methods also resulted in a visual representation of the risks under the scenarios. This can provide those interested with a quick overview of the outcomes of the analysis. Additionally, the method can be periodically applied when new data becomes available. In this case, the method was used to determine the risks to availability, but the model can also examine affordability, as Hughes et al. have done in their original work [29].



One of the downsides to the framework, especially in the threat section, is its intuitive nature with regard to global warming. The effect of global warming is neither fixed nor certain, and therefore the IPCC regularly updates its scenarios based on new data. This uncertainty makes it difficult to reach definitive conclusions on the risks that energy systems are exposed to and how exactly temperatures and precipitation will change annually and across seasons. By using Canada’s Changing Climate Report [32] (p. 16), we relied on the expert judgement of its authors and the papers they cited. However, recent events in British Columbia indicate that global warming has an impact on energy systems.



This uncertainty means that it can be difficult to qualify a threat event. This uncertainty is applicable to every risk assessment method. In our framework, a user must make substantiated assumptions and demonstrate extensive knowledge of the energy system when making these assessments. This can be viewed as a weakness of the methods. However, users should acknowledge this uncertainty and take measures to limit the impact of this uncertainty. Still, this limitation can have a minimal impact on the assessment.




6. Conclusions


This paper has introduced a set of methods that can be used to systematically determine the risks to an energy system by considering the processes within the system and the energy sources it uses, the entities that it serves, its interactions with the environment, and the regulations required to manage it. From this, the second set of methods was described, which show how the energy security of the system could be determined and how its energy security could be maintained and improved through policy actions that reduce energy use, replace processes or energy flows, or restructure part of the energy system. The energy security dimensions, availability, affordability, and acceptability, were explained in terms of the levels of stress that could affect the energy system and its end-users. This was followed by the explanation of a customizable generic energy security risk model, which can be used to determine the risk of an entity’s energy security, as the example of Manitoba Hydro’s Nelson River Hydroelectric Project has demonstrated.



To illustrate the applicability of the methods, one of the possible threats of global heating to the energy security of Manitoba Hydro’s Nelson River Hydroelectric Project was discussed. In the example, the possible risk to the availability of power in Manitoba caused by changes in temperature and precipitation due to global heating in two IPCC scenarios (RCP 2.6 and RCP 8.5) was considered. The example showed the utility of energy systems analysis by demonstrating the workings of the NRHP and its dependency on the Winnipeg River and Saskatchewan River Basins.



We believe that the graphical method of showing the risks of global heating on an energy system, such as was done with the NRHP and RCP 2.6 and 8.5, could help inform the public of the need for climate action. In the case of Manitoba Hydro and its customers, the reliance on carbon-neutral hydro power is a risk to its energy security.



Adapting the electricity system to this risk will require Manitoba Hydro to restructure parts of its system to reduce its vulnerabilities; for example, creating additional reservoirs in northern Manitoba to connect to the Nelson River, as was done with the Churchill River diversion. Wind and solar, which are both variable renewable energy sources, need an operating reserve to meet those periods when they are not available; hydroelectricity is seen as a natural, low-emissions source of power during those times. This would reduce the vulnerabilities of the system to drought. Adaptation can also occur with the end-user, for example, by using net-metering in conjunction with rooftop solar and battery storage.



Future research can expand our study on the Nelson River Hydro Electric Power, for example by applying the methods to Manitoba. To strengthen the applicability base of these methods, other cases can be examined.



Although the methods described in this paper can be applied to national or international energy systems, the example showed one of the benefits of working at the subnational scale since it enabled an analysis of one of the subsystems that contribute to Canada’s national energy system. The availability of detailed studies of the possible impacts of global heating in Canada’s regions enabled the resulting risk analysis. Although not part of the analysis, it also highlighted the importance of working towards large-scale, global emissions reduction if the risks of global heating seen to Manitoba’s hydroelectric system and energy security are not to be repeated elsewhere.
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Figure 2. A convertor process. 
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Figure 3. A carrier process. 
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Figure 4. A storer process. 
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Figure 5. An example of an energy chain. 






Figure 5. An example of an energy chain.



[image: Sustainability 13 10308 g005]







[image: Sustainability 13 10308 g006 550] 





Figure 6. Possible entity or system states. 
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Figure 7. Nelson and Churchill River basins [48]. 
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Figure 12. Graphs of possible risks to the availability of water supply to the Nelson River Hydroelectric Project for RCP 2.6 and RCP 8.5. (WRB: Winnipeg River Basin; SRB: Saskatchewan River Basin; ‘-S’: Seasonal; ‘-M’: Multi-year; ■: 2031–2050; ■: 2081–2100). 
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Table 1. Energy security dimensions, metrics, and states.






Table 1. Energy security dimensions, metrics, and states.





	Dimension
	Stress Metric

(Value of Stress)
	Secure (Normal) State (Stress = 0)
	Insecure (Stress) State (Stress > 0)





	Availability
	   1 −   E n e r g  y  I N     D e m a n  d  O U T       
	EnergyIN = DemandOUT
	EnergyIN < DemandOUT



	Affordability
	   1 −   T o t a l   e n e r g y   b u d g e t   T o t a l   c o s t   o f   E n e r g  y  I N       
	Energy budget ≥

Cost of EnergyIN
	Energy budget <

Cost of EnergyIN



	Acceptability
	   V a l u e   i n    [  S t a n d a r d  ]    
	Value meets standard
	Value does not meet standard
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Table 2. Possible Adaptation actions.
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Entity or End-User Service




	
Unchanged

	
Changed






	
Type of EnergyIN

	
Unchanged

	
Reduction

	
Replacement




	
Changed

	
Replacement

	
Restructuring
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Table 4. Basins and their contributions to the Nelson River [50].
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	Basin
	Contribution





	Saskatchewan River
	15.4%



	Lake Winnipeg
	11.5%



	Assiniboine River
	1.6%



	Red River
	6.6%



	Winnipeg River
	26.7%



	Churchill River
	26.0%



	Nelson River
	12.2%
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Table 5. Projected winter and summer changes in annual mean surface air temperature (relative to 1986–2005) for the Prairies in 2018 and 2100 [32] (pp. 132–135).
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Region

	
Season

	
RCP 2.6

	
RCP 8.5




	
2031–2050

	
2081–2100

	
2031–2050

	
2081–2100






	
All

	
Annual

	
1.5 °C

	
1.9 °C

	
2.3 °C

	
6.5 °C




	
Northern

	
Winter

	
1 to 2 °C

	
1.5 to 2 °C

	
2 to 3 °C

	
7 to 9 °C




	
Summer

	
0.5 to 1 °C

	
1 to 1.5 °C

	
1.5 to 2 °C

	
4 to 5 °C




	
Southern

	
Winter

	
1 to 1.5 °C

	
1.5 to 2 °C

	
1.5 to 2 °C

	
5 to 7 °C




	
Summer

	
1.5 to 1 °C

	
1 to 1.5 °C

	
1.5 to 2 °C

	
4 to 5 °C
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Table 6. Projected change in annual, winter, and summer precipitation, in percentage (relative to 1986–2005) for the Prairies [32] (pp. 161–163, 167).
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Region

	
Season

	
RCP 2.6

	
RCP 8.5




	
2031–2050

	
2081–2100

	
2031–2050

	
2081–2100






	
All

	
Annual

	
5%

	
5.9%

	
6.5%

	
15.3%




	
Northern

	
Winter

	
0% to 10%

	
0% to 20%

	
10% to 20%

	
20% to 40%




	
Summer

	
0% to 10%

	
0% to 10%

	
0% to 10%

	
−10% to 10%




	
Southern

	
Winter

	
0% to 10%

	
0% to 10%

	
0% to 10%

	
20% to 30%




	
Summer

	
−10% to 0%

	
0% to 10%

	
0% to 10%

	
−10% to 0%
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Table 7. Threat events and resulting stresses for RCP 2.6 and 8.5 for 2031–2050 and 2081–2100.
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Threat Event

	
RCP 2.6

	
RCP 8.5




	
2031–2050

	
2081–2100

	
2031–2050

	
2081–2100






	
Seasonal flow decline in Winnipeg River Basin flows

	
Low

	
Low

	
Low

	
High




	
Multi-year declines in Winnipeg River Basin flows

	
Moderate

	
Moderate

	
Moderate

	
Very High




	
Seasonal decline in Saskatchewan River Basin flows

	
Very Low

	
Very Low

	
Very Low

	
Moderate




	
Multi-year declines in Saskatchewan River Basin flows

	
Low

	
Low

	
Low

	
High
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Table 8. Tolerance to vulnerability mapping.
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	Tolerance
	Very Low
	Low
	Moderate
	High
	Very High



	Vulnerability
	Very High
	High
	Moderate
	Low
	Very Low
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Table 9. Threat events, countermeasures, and associated energy security indicators.
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	Threat Event
	Countermeasure
	MTTR
	Tolerance
	Vulnerability





	Seasonal flows decline in Winnipeg River Basin
	Rely on non-firm contracts
	<6 months
	Low
	High



	Multi-year flows decline in Winnipeg River Basin
	Rely on new, in-house supply or firm contacts
	>1 year
	Very Low
	Very High



	Seasonal flows decline in Saskatchewan River Basin
	Rely on short-term non-firm contracts
	<6 months
	High
	Low



	Multi-year flows decline in Saskatchewan River Basin
	Rely on new, in-house supply or firm contacts
	>1 year
	Moderate
	Moderate
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Table 10. Impact ranking.
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Threat-Event Ranking




	
Very Low Stress

	
Low Stress

	
Moderate Stress

	
High Stress

	
Very High Stress






	
Vulnerability

	
Very Low

	
Normal

	
Normal

	
Normal

	
Low tension

	
Moderate tension




	
Low

	
Normal

	
Normal

	
Low tension

	
Moderate tension

	
High tension




	
Moderate

	
Low tension

	
Low tension

	
Moderate tension

	
High tension

	
Disruption




	
High

	
Low tension

	
Moderate tension

	
High tension

	
High Tension

	
Disruption




	
Very High

	
Moderate tension

	
High tension

	
Disruption

	
Disruption

	
Disruption











[image: Table] 





Table 11. Impact ranking of threat events and vulnerabilities.
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Threat Event

	
RCP 2.6

	
RCP 8.5




	
2031–2050

	
2081–2100

	
2031–2050

	
2081–2100






	
Seasonal flows decline in Winnipeg River Basin

	
Moderate

	
Moderate

	
Moderate

	
High




	
Multi-year flows decline in Winnipeg River Basin

	
Disruption

	
Disruption

	
Disruption

	
Disruption




	
Season flows decline in Saskatchewan River Basin

	
Normal

	
Normal

	
Normal

	
Low




	
Multi-year flows decline in Saskatchewan River Basin

	
Low

	
Low

	
Low

	
High
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Table 12. Likelihood rankings.
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	Qualitative
	Quantitative





	Virtually certain
	99–100%



	Extremely likely
	95–100%



	Very likely
	90–100%



	Likely
	66–100%



	About as likely as not
	33–66%



	Unlikely
	0–33%



	Very unlikely
	0–10%



	Extremely unlikely
	0–5%



	Exceptionally unlikely
	0–1%
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Table 13. Likelihood of threat events in RCP 2.6 and RCP 8.5.
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Threat Event

	
RCP 2.6

	
RCP 8.5




	
2031–2050

	
2081–2100

	
2031–2050

	
2081–2100






	
Seasonal flows decline in Winnipeg River Basin (WRB-S)

	
About as likely as not

	
Likely

	
Likely

	
Very Likely




	
Multi-year flows decline in Winnipeg River Basin (WRB-M)

	
Unlikely

	
About as likely as not

	
About as likely as not

	
Likely




	
Seasonal flows decline in Saskatchewan River Basin (SRB-S)

	
Likely

	
Extremely likely

	
Extremely likely

	
Virtually certain




	
Multi-year flows decline in Saskatchewan River Basin (SRB-M)

	
Very Likely

	
Very likely

	
Very likely

	
Virtually certain
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