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Abstract: Data sharing helps to make full use of each other’s data and enable the digital economy:.
With the gradual rise of corporate data sharing, the frequent occurrence of data leakage events
highlights the dilemma of data sharing, leakage and supervision, which infringes on the data assets
of the leaked party. Our paper aims to design an effective data supervision mechanism and achieve
the stability of data sharing alliance. Therefore, this paper considers the data technology capabilities
of both parties of the data sharing alliance and the benefits and loss of data leakage, establishes
the game model and supervision mechanism of data sharing, leakage and supervision under the
condition of complete information, and analyzes the game equilibrium and the influence of different
supervision levels on the company’s data sharing and leakage behavior. The results show that the
company sharing and leaking behavior is affected by both the level of data supervision fines and
the relative technical level. Our model can make up for the weakness of the low-tech company,
control the company’s choice of leaking behaviors, and ensure the stability of data sharing alliance by
designing reasonable data supervision mechanism, especially the severe data supervision strategy.

Keywords: data sharing; data leakage; complete information game; supervision mechanism

1. Introduction

In recent years, data has become an important asset for many organizations, providing
new business opportunities for enterprises to improve their business operations [1]. The
increasing need for large-scale and interdisciplinary research provides momentum for
initiating data sharing [2]. Data sharing refers to sharing one’s original data with others
in a formal or informal way, which provides “raw materials” for data analysis, reduces
repetitive labor, and enables data to be acquired by stakeholders in a timely manner to
release data value [3]. Enterprises often achieve significant results in strategic technology,
economic benefits, and risk control by establishing data sharing alliance to achieve data
sharing [4,5]. Therefore, this study considers that data sharing is a new cooperative mode
for data enterprises through transferring the right to use data to its data partner, obtaining
more external data, improving enterprise innovation ability, and reducing social costs
through data fusion.

The data sharing alliance based on protocol can drive the development of related
industries. But in recent years, frequent data leakage events also cause enterprise data
sharing to face challenges [6,7]. Data leakage usually involves the large-scale release of
customers’ sensitive data to external parties. Customers may feel more vulnerable about
their information privacy [8]. The loss of sensitive information can lead to significant
reputational damage and financial losses, and can even be detrimental to the long-term
stability of an organization [9]. Over the past few years, there have been many data loss
incidents that cost companies millions of dollars. For example, in 2017, Equifax announced
that more than 145 million customers’ sensitive information had been stolen, resulting in 240
consumer lawsuits resulting in nearly $90 million in default-related costs [10,11]. Previous
studies have shown that data leakage can reduce the market value of enterprises, cause large
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fluctuations in the stock market [12], and even affect the behaviors of competitors in the
market [13].

Data leakage not only affects the standard operation of the data market, but also
threatens the property of enterprises and individual users, so it has been of wide concern
in recent years [14]. In order to prevent data leakage, some regulators have introduced data
protection policies, using national regulations to avoid the risk of data leakage. In addition,
there are also studies from the perspective of data technology to fill technical loopholes
and reduce the risk of data leakage through technology upgrading and improvement.
However, different from data leakage caused by external attacks, data sharing enterprises
need to exchange their data, so it is difficult to prevent data leakage by technical means.
Meanwhile, current regulatory measures at the legal level only provide limited insights for
management of data leakage events [15]. Therefore, it is urgent to effectively manage data
leakage events in the process of enterprise data sharing, solve enterprises’ concerns about
data leakage, and maintain the stability of the data sharing alliance [16,17].

To address this gap, we ask the following research questions: How do data sharing
companies manage data leakage by monitoring each other? To solve this problem and
protect the rights and interests of data sharing enterprises, consider data sharing subject
to sharing costs and returns arising from sharing activities, and the extent of encryption,
Data Leakage Protection, and other related technologies [18]. This paper proposes a data
sharing, leakage, and supervision model that influences different data sharing and leakage
behaviors of companies through mutual supervision of data sharing companies. The main
contributions of this paper are as follows:

(1) Considering the influencing factors of inter-company data sharing, leakage, and su-
pervision behaviors, establish a data sharing, leakage, and supervision model, and an-
alyze corporate data sharing and leakage behaviors.

(2) Considering the data technical capabilities of both parties of the data sharing alliance
and the revenue or loss of data leakage, design a data supervision mechanism based
on fines and analyze how different levels of supervision affect data sharing and
leakage behavior.

(3) Solve the game equilibrium and conditions of company supervision under different
technical levels, data leaking behaviors, and data leaking penalty levels, and then
discuss the stability conditions of Data Sharing Alliance, as well as data sharing,
data leakage, and data supervision of companies’ effectiveness strategies.

(4) Simulation analysis is used to verify the validity and accuracy of the model, analyze
the impact of data supervision mechanism on the game decision-making of data
sharing alliance, and provide a scientific basis for enterprise data sharing, data leak-
age, and supervision. In the extended discussion, the case of “SF: Data War” from
Harvard Business School is cited to further discuss the management role of regulatory
mechanism in the actual data sharing process.

The rest of the paper is organized as follows: Section 2 discusses related work. Section 3
introduces the system model. In Section 4, we make a Nash equilibrium analysis of
the data sharing, data leakage, and data supervision models established in this paper.
Section 5 validates the validity of the model using simulation analysis and draws some
management implications of enterprise data sharing through the analysis of the real case’s
background. Section 6 summarizes this work and puts forward some policies on data
sharing, data leakage, and data supervision.

2. Theoretical Background
2.1. Data Sharing

With the rapid development of Artificial Intelligence, Internet of Things, and other
emerging technologies, and the arrival of the data economy era, more organizations are
aware of the considerable role that data may play indeed. In the field of scientific research,
due to the great value of data sharing for science and data research, developed countries
are actively promoting the sharing of scientific research data, and a nationwide research
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data platform was designed in 2008 [19]. On the business side, the vast amount of data
generated in the big data age makes companies interested in sharing data with each other
for greater value [20]. In the research of the Internet of Things which is closely related to
data sharing, facing the dramatic increase of data amount, how to establish an effective
data sharing mechanism for different organizations in the Internet of Things has become a
new challenge [21]. However, ensuring the security of sensitive data is an important issue
in the process of data processing, storage, and sharing [22].

With the increasing use of large data, it is necessary to share data of different quality
to expand data dissemination, and also to control data acquisition and ensure the security
of data sharing [23]. The data war between SF Express and Cainiao Company in 2017
exposed the real dilemma of data sharing facing potential data leakage [24]. In recent
years, data leakage events have occurred frequently, and due to the lack of effective data
supervision strategy, it is difficult to define responsibility after data leaks, which hinders
the development of data sharing [25].

2.2. Data Leakage

In recent years, to overcome the threat of data leakage, many enterprises begin to
control the access and use of data. However, they do not effectively protect data assets [26].
According to Data Loss, about 50% of data leaks occur in the business sector in 2014. When
commercial secrets and customer data are leaked to competitors, it can cause millions
of dollars of business loss [27]. The Guardian revealed in April 2018 that Facebook, the
largest SNS website, leaked about 87 million personal user’s data [28]. The data leakage
events indicated that data leakage will incur enormous financial costs, affect the company’s
market reputation, harm the interests of stakeholders, and expose personal data to security
risks [29].

Based on the impact of data leakage on the development of enterprise data sharing,
scholars have studied data leakage. Data leakage is a condition where data is confidentiality
compromised. There are several main reasons for data leakage, as follows: (1) intentional
disclosure of data by opponents within the organization; (2) disclosure by people outside
the organization who have temporary access to the resources of the victim organization;
(3) unintentional disclosure by internal users or administrators [30]. From the above reasons
for data leakage, there are two ways for enterprise data leakage: internal and external.
Both ways can be solved by strengthening training and education within the enterprise; for
external leaks, existing research mainly focuses on technical solutions to data leaks. For
example, considering the leak problem in the development of big data, which restricts the
development of industry, based on block chain technology, a large data sharing model of
smart contract is proposed to ensure the safe sharing of data [31]. To address the security
and effectiveness of corporate data sharing, a group data sharing protocol is proposed
using Symmetric Balanced Incomplete Block Design, which implements data sharing in
cloud computing [32]. However, data sharing allows arbitrary access to data, leading to
unavoidable external leaks of confidential data, causing greater disasters for enterprises.
In the face of data leakage during data sharing, some existing solutions in the UK are
to provide limited data filtering, but this method cannot avoid data leakage [33]. With
frequent data leakages, data sharing transactions without regulatory control will fall into a
highly unstable cycle [34]. In addition, the existing researches focuses on the sharing of
“information security” through the disciplines of computer science and technology, and
lacks the guiding and practical research on the supervision mechanism, process, and mode
of large data sharing for security [35]. To reduce the risks of data leakage to user privacy
and corporate reputation, effective data supervision is needed to maintain the order of the
data market and promote the development of data sharing [36].

2.3. Data Supervision

Data sharing allows data exchange and is more difficult to monitor data leaks than
traditional data regulation [37]. The supervision of data leakage can be divided into
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nationwide level and enterprise level. Currently, the EU has introduced GDPR (General
Data Protection Regulation) regulations to safeguard data security, but it is difficult to
ensure that companies always comply with GDPR because regulatory verification of
organizations’ compliance with GDPR occurs at irregular intervals [38]. China has not yet
legislated to provide “absolute” protection for privacy data [39]. In the current situation
where the relevant laws are difficult to control data leaks, other supervision methods
are needed, such as data providers to retain control over how data is to be used [40].
Newman proposes using distributed regulation to protect data privacy, with regulators
relying on individuals and companies to monitor [41]. Sooksatra designs a new game
theory algorithm. Users can unilaterally persuade service providers to cooperate in data
transactions, to solve the problem of data leakage in the unequal relationship between
users and service providers [42]. If an effective regulatory mechanism is provided to
realize data sharing safely, it can eliminate the worries of data sharing and improve the
enthusiasm of data sharing. Therefore, in view of the current situation of data leakage
and lack of supervision in company data sharing, this paper establishes a model of data
sharing, disclosure, and supervision. The model is that before data sharing, both parties
formulate a supervision mechanism with fines as the main constraint, and supervise each
other’s corporate disclosure behavior, and use the regulatory mechanism to influence the
company’s behavior choice and solve the current data sharing, data leakage problem.

3. Data Sharing, Leakage, and Supervision Model

Based on the above analysis, in this section, we will establish a data sharing, leakage,
and supervision model between the two companies to solve the problem of frequent data
leakage in the process of data sharing, and provide new supervision ideas.

3.1. Problem Description

The two companies establish a data sharing alliance, and the alliance sharing process
is shown in Figure 1.

acking Data Data

Benefits of I Loss of Benefits of I
Data Sharin Data Leaked Data Sharin Data Leaked
¥ / ¥

Data Sharing
- Company A Company B o

Data Supervise
| 1

I
I
I
Leak Corr:pany 8's Data Leak Comp;nv A's DatL
I

—— Data Market o — —I |
Benefits of | Benefits of
leaking data — — — — — — — — — —/ — =—lealing data

Figure 1. Data sharing, leak, and supervision.

Consider that company A and company B establish data sharing alliance due to
business needs and share each other’s data and obtain the data sharing utility (14, ug);
meanwhile, if company A or company B leak the other party’s data to a third party (e.g.,
network Advertiser) through the data market, the company that leaks the data can obtain
additional benefits (v4,vp), and the company whose data has been leaked faces a loss
(14,1g). In order to protect the rights and interests of alliance members and maintain the
stability of data sharing alliance, company A and company B establish data supervision
mechanism; in this supervision mechanism, leaking data will incur some leaking cost,
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and if the data leakage behavior is found, there will be a fine penalty. The leakage cost is
related to the probability of leaking data being detected (¢4, ¢p) and the penalty (P4, Pp),
and the penalty is all given to the leaked data company as compensation. To establish and
analyze the data sharing, leakage, and supervision model, the definition and description of
relevant symbols are shown in Table 1.

Table 1. Symbol definition, description, and range.

Symbol Definition Range
u Benefits of data sharing u € (0,400)
v Benefits of leaking other company data v € (0, +0c0)
I Loss of data leaked I €(0,+00)
q Data quality q€<(0,1)
D Scale of shared data D € (0, +00)
7 Probability of leak data being discovered @€ (0,1)
t Relative technical level between companies tap € (0,1),tg4 € (0,1)
d Scale of leaked data dg € (0,Dy),dp € (0,Dp),
XY Proportion of leaking data x € (0,1),y€(0,1),
3 Relevance degree between data Leaked loss ke (0,1)
and benefits of Data Leaking ’
w Degree of punishment w € (0,400)
p Fines for companies that leaking data P € (0,+o0)

The assumptions of this model are as follows:

(1) Company A and company B establish a data sharing alliance and sign a data
sharing agreement for mutual data supervision. To maximize the benefits of the two
companies, both companies have the potential to leak data to obtain additional benefits.

(2) The two companies are rational players, and the information between the players
is symmetrical. The relevant parameters, strategy space, and payment function are all
public information, which is in line with the complete information game.

(3) The strategies of game players are as follows:

Company A : Sy = {Sna,SLa} = {Sharing and No Leaking, Sharing and Leaking}

where Sy means that company A selects the sub-strategy “sharing and no leaking data,
meanwhile Sy 4 means that company A selects the sub-strategy “sharing and leaking data.”

Company B : Sg = {Snp, Sig} = {Sharing and No Leaking, Sharing and Leaking}

where Sng means that company B selects the sub-strategy “sharing and no leaking data,
meanwhile S g means that company B selects the sub-strategy “sharing and leaking data.”

Different behavior choices of companies A and B can form four different strategy
combinations, resulting in totally different data sharing benefits and consequences of data
leakage. Due to the different technical level and the ability of data leakage screening,
the willingness of data sharing and the behavior of data leakage are different between
companies. To obtain the Nash equilibrium conditions of different strategy combinations,
we will firstly build the data sharing, leakage, and supervision mechanism models in the
next section.

3.2. Model Analysis of Data Sharing, Leakage and Supervision Mechanism

On the one hand, companies can gain additional benefits from leaking data, such as
leaking shared data to online advertising companies or other stakeholders. On the other
hand, the leaked party may cause loss of data assets. To gain more benefits from data
sharing alliance, companies A and B have the potential to leak data. Therefore, it is critical
to design a reasonable data supervising mechanism to control leak behaviors and maintain
the stability of the alliance.
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3.2.1. Data Shared Benefit Analysis

In this paper, we only consider the direct benefits of data sharing and do not consider
the cross-effect of data association. The utility function of data sharing is determined by
the quality and scale of shared data. Let D4, D denote the data sharing scale of company
A and B respectively, and g4, g5 is the quality of shared data, then the data sharing utility,
of company A and Bisuy = Dpqp, up = Daqa.

3.2.2. Scale Analysis of Data Leakage

The scale of data leakage will affect the cost of data leakage and then affect the choices
of corporate behavior. The proportion of leaked data from the company is x,y. Let d 4, dp
be the scale of company A and company B leaking each other’s data, the proportion of
company A’s leaking data is x = d 4/ Dp, and the proportion of company B’s leaking data
isy=dp/Day.

3.2.3. Benefit and Cost Analysis of Data Leakage

The benefit of leaking data and the loss of leaked data are related to the value of
leaked data, if the benefit of company A and company B leaking data is v4,vp, and
then vy = xuy, vp = yup; the loss of company data leakageis /4, lp, and [ = kvp, Ip = kv 4.

Although the data leakage will bring additional benefits, the leakage data behavior
faces the risk of being detected, resulting in the data leakage fine P. The cost of data leakage
is represented by the probability of data leakage being detected ¢ and penalty P; and the
probability of data leakage being detected is related to the technical level of both companies;
the penalty of data leakage is affected by the scale of leaked data.

3.2.4. Analysis of the Impact of Related Data Technology Levels

According to the IBM data leakage report, the company’s cost of leaking data is related
to its technical level, such as encryption technology, automation security technology, big
data management ability, etc. and its relative technical advantages [43]. According to the
agreement, the level of supervision depends on the difference of data technology capability
between the two companies. So, the relative technical level ¢, f 4p is the technical level of A
company relative to B company, and t 45 > 1 shows that the technical level of company
A is higher than that of company B; meanwhile, tg 4 is the technical level of A company
relative to B company.

As mentioned above, the higher the technical advantage, the lower the cost of data
leakage. The relative technical advantage is related to the probability of data leakage
detection ¢, and is inversely proportional. The company with higher technology level will
reduce the probability of being detected and the cost of leakage will be reduced; on the
contrary, the leakage cost of the company with lower technical capability will increase.
Let ¢4, ¢ be the probability that the company leaks dataand ¢4 = 1/t4p, ¢p = 1/tpa.

3.2.5. Analysis of Data Supervision Mechanism

To prevent the data leakage behavior, companies A and B use a kind of data supervi-
sion mechanism. Once a data leak is discovered, the penalty will be imposed, and all fines
will be paid to the leaked company; the fine depends on the level of penalty and the value
of the leaked data. Company A and B are fined Py = w(xu,), P = w(yup) for leaking
data, and w is the degree of punishment. The larger the scale of data leakage, the greater
the impact on the leaked data company and the higher the penalty for the leakage, and
vice versa.

3.3. Basic Model

Based on the parameter analysis of data sharing, data leakage, and supervision mecha-
nism, the combination payment matrix of company game strategy is shown in Table 2.
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Table 2. Penalty payment matrix of data breach.

Company A/B SNp SLp
ua, up — lA + 4’BPB/
SN4 upg ug +vp — ¢pPlp
SL, up+v4 —@aPa, MA+UA*ZA*(PAPA+<PBPB/
ug —Ip+ @aPa up +vp —Ip+ @aPa — ¢pPp

The choice of corporate strategy depends on the return of different strategic combina-
tions. Based on the payment matrix in Table 2 above, the company aims to maximize the
benefits of the enterprise, compares the payment functions under different strategies, and
obtains four different combinations of strategies. The four equilibrium boundary condi-
tions derived from Table 2 payment matrix are: w = tgp = 1/t2p, P4 = xuy4, P = yup,
that is, the two companies have the same technical level. If the parameters satisfy the
boundary conditions, the company loses its potential to leak data for it cannot benefit
from data leakage. As long as the parameters deviate from the boundary value, corporate
behavior choices can be controlled by the penalty level, resulting in different combinations
of strategies. Specific parameter ranges and balanced analysis are given in the next section.

4. Model Analysis

In this section, we will analyze the Nash equilibrium of enterprise data sharing,
leakage, and supervision models, and then discuss the Nash equilibrium conditions and
the parameters for four different pure strategies.

4.1. Equilibrium Analysis of S; Strategy

In the first case, S; = {SNa, SNg } becomes the Nash equilibrium strategy, and both
companies choose the sub strategy of “sharing and no leaking data” as the optimal strategy.
Data sharing alliance members find that leaking data may not be profitable. The S;
equilibrium condition is:

{ Up > up+0v4— @aPy (1)
ug > ug +vg — ¢plp

At this time, the relationship between supervision fines caused by data leakage and
relative technical level should be satisfied:

1
w > max{tAB, tmg} (2)

The fine of data leaking supervision should meet the follow conditions:

{ Pa > xDpqptap 3)
Pgp > yDaqatpa

Proposition 1. In the first case, S becomes the Nash equilibrium strategy. S strategy combination
is the optimal sharing strategy of data alliance, and the supervision penalty level condition is
w > max{tap,1/tap}, otherwise it cannot maintain the optimal sharing strategy.

To avoid the risk of data leakage, the alliance members expect that the alliance partner
will share and not leak its data, that is, S; equilibrium. The company’s data strategy
depends on the cost and benefits of data leakage. If the benefit of data leakage is less than
the cost of leakage, the enterprise will choose not to leak data. Conversely, if the leaking data
is profitable, the enterprise chooses the leaking behavior. The cost of leaking data depends
on both penalty level w and relative technical level ¢, so the supervision mechanism
can base on the technical level of both parties. Where the fine meet P4 > xDpqpt s,
Pgp > yDaqgatpa, it may increase the cost of leaking data and control the behavior of
company data leakage.
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4.2. Equilibrium Analysis of Sy and Sz Strategy

In the second/third case, S; = {SNa,SLp} or S3 = {SLa,SNg} becomes the Nash
equilibrium strategy, where one company chooses the sub strategy of “sharing and no
leaking data,” but the other one chooses the sub strategy of “sharing and leaking data.”
The Nash equilibrium conditions of S, and S; games are:

up —Ila+@pPp > up+9va —Ia— @aPa+ @pPp @)
ug +vp — ¢pPp > up

{ UA+04 — @aPa > ugy ®)
ug + v —ZB+§0APA — @pPp > up —lB+q0APA

At this time, the relationship between the punishment level of S; and S3 data supervi-
sion and the relative technical level should be satisfied, respectively:

1
tap fw < — (6)
tAB
1
Or — <w <typ @)
tAB

Data leaking supervision fines should be met:

{ Py > xDpqptap ®)
Pp <yDagatpa
Py > xDpqptap

Or 9

{ Pg <yDaqatpa ©)

If companies A and B achieve S, or S3 Nash equilibrium, their fines should meet
tap <w <1/taporl/tap < w < typ, from which proposition 2 can be obtained.

Proposition 2. If the fine is satisfied t ysp < w < 1/tppor1/tap < w < tap, one of the two
companies may leak the other company’s data, while the other party does not leak, and the leaking
data behavior only occurs in the company with higher data technology level.

If the penalty level is set, the behavior of company data leakage is determined by
the relative technical level. As Figure 2 shows, we can see that the technical advantage
of company A increases along the transverse axis, and the technical level of the company
A is higher if t 4p larger than 1. S, only exists if t 45 < 1. If company B’s technical level
is higher than company A’s, company B may leak data; meanwhile company A does not
leak any data; S; is similar to S;. At the same time, if the relative technical level becomes
wider, w needs to be increased to prevent the company with higher technical level from
leaking data.

D

””

3 4 s 'AB 6

Figure 2. Nash equilibrium distribution under different supervision mechanisms.
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4.3. Nash Equilibrium Analysis of S4 Strategy

Ss = {SL4,SLp}. Under the Nash equilibrium, companies A and B choose the “share
and leak the other party’s data” sub-strategy. At this time, companies A and B consider the
sub-strategy “sharing and leaking data” as the optimal strategy, but the Nash equilibrium
is the worst game equilibrium solution. The S4 equilibrium condition is:

{ ua—la+@pPp > up+v4 —1g—@aPa+ @pPp (10)
ug —Igp+ @aPa > up +vp —Ip+ ¢aPa — ¢pPp

At this time, the relationship between supervision fines caused by data leakage and
the relative technical level should be satisfied:

1
w < min{tAB,} (11)
tap
Data leaking supervision fines should be met:

{ Py < xDpqptap (12)
Pp <yDaqgatpa

If company A and B achieve the S4 Nash equilibrium, the penalty level for leaking data
isw < min{tap,1/tap}, and the penalty for data leaking is not larger than the additional
benefits of data leaking. Therefore, if the penalty level meets the above conditions and the
penalty amount is set low enough, the S4 Nash equilibrium can occur; that is, companies A
and B choose the “sharing and leaking data” sub-strategy.

Proposition 3. If the penalty level w of the supervision mechanism is bigger than the equilibrium
point 1 (Figure 2), the S4 equilibrium does not exist; if the penalty level is less than the equilibrium
point, the S equilibrium does not exist.

If there is no data supervision, and w = 0, the S4 equilibrium condition means that
the companies will leak data for greater benefit. It is also difficult to avoid data leakage if
the level of supervision is less than 1. Figure 2 shows that S; and Sy are mutually exclusive
and the boundary is point A (1,1). If w < 1, there will be leakage from both companies,
otherwise S4 will not exist. In this case, it is a mild punishment level, and the supervision is
relatively loose. At the same time, the penalty for leaking data is relatively low compared
with the benefit from leaking data, so both companies choose to leak each other’s data.

4.4. Nash Game Equilibrium Distribution under Different Supervision Mechanisms

The choice of leaking behavior of companies A and B is determined by the level of
punishment w and the relative technical level t of companies A and B together. Therefore,
according to the parameter conditions obtained in this section, the relationship between
the level of punishment w and the relative technical level ¢ is drawn as shown in Figure 2.

Propositions 1 to 3 indicate that corporate behaviors are determined by w and t
together. The wider the gap of data technology level, the looser the supervision, the greater
the probability of data leak events; if the supervision mechanism is set with w = 0,
the entire distribution will fall within Sy, data leakage is unavoidable; if the supervision
mechanism is set with w < 1, data leakage is certain to occur. If supervision penalties and
leakage costs are lower, companies will tend to leak data and choose Sy strategy. Therefore,
the data sharing supervision mechanism should set an appropriate punishment level to
prevent the data leakage behavior and ensure the data security of the alliance members.

5. Simulation Analysis

The model of data sharing, leakage, and supervision between the two companies is
established, and the supervision mechanism of data sharing alliance is set up. The results
of the model are analyzed, the relationship between different strategy distribution and
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parameters is obtained, and three propositions are given. In this section, simulation will be
used to further discuss the influence of w and t parameter on the behavior of participants.
We designed two different data supervision strategies, mild and severe penalty, to analyze
the impact of data supervision mechanism on game decision-making of data sharing
alliance. The specific values of each parameter in the simulation are shown in Table 3.

Table 3. Simulation parameters of data sharing alliance.

Scale of shared data D4 = Dg = 1000
Data quality ga=qp =208
Proportion of leaking data x=y=1
Degree of punishment severe penalty w = 2, mild penalty w = 0.5

Relevance degree between data Leaked loss

and benefits of Data Leaking k=05

5.1. Equilibrium Strategy Analysis under Different Data Supervision Mechanisms

We consider two kinds of penalty levels and analyze the Nash equilibrium benefits of
both companies as follows:

5.1.1. Supervision Mechanism for Mild Penalties

Under the mild penalty level (w < 1), S; does not exist, and the possible equilibrium
is Sp, 53, S4. The analysis results are as follows:

$2: 0 <tap < 05,4 =up—1a+ @pPp, g = up+0vp — ¢pPp;
S3:tap > 2,7tp =up +04 — @aPa, i = up —lp+ @aPa;
S4:05 < tap<2,7Tpa=1uyg+04 —ZA-l- q’BPB —QDAPA, 71g = ug +vg —Ig + @APA_GDBPB-

In the mild penalty, the S; Nash equilibrium does not exist and cannot control the
behavior of companies A and B leaking data, which verifies that in Proposition 3, if the
penalty level is less than the equilibrium point, the S; equilibrium does not exist. It can be
seen from Table 3 that under the mild punishment mechanism, the punishment coefficient
is w = 0.5. It can be seen from the distribution of horizontal axis t and three kinds of
equilibrium that when the value of t falls within the interval [0.5, 2], w is difficult to meet
the condition typ < w < 1/tppor1/tap < w < typ, and it is S4 equilibrium. In other
cases, when w satisfies the above condition, it is the equilibrium that one party discloses
data and the other party does not. This further verifies Proposition 2 proposed above.

In the S4 equilibrium, as shown in Figure 3, the two companies earned the same utility
and had the same technical level at point A. From Figure 3, we can see that under the
mild penalty mechanism, the one with higher technical level will leak data, and the higher
technical level company’s benefit of data sharing will be greater than that of the weak
one. Meanwhile, on the left side of point B, if company A leaks data, the utility from data
sharing of company B is higher than that of company A, which does not leak any data; the
point C is the same as the point B. Therefore, under the control of the mild supervision
mechanism, it is not possible to change the leakage behavior of the technology-dominant
party, and there is also the default leakage of each other’s data.

5.1.2. Supervision Mechanism for Severe Penalties

Under the severe penalty mechanism (w > 1), S4 does not exist, and the possible
equilibrium is Sy, Sy, S3. The analysis results are as follows:

51:05 < tpp <2,7Tp = Up, TR = Up;
S2:0 <tap <05,ma =ug—1Ig+ @pPp, mp =up+vp — ¢pPp;
Ssitap 22,74 = Ua+ 04— @aPa, g =up —Ip+ @aPa.



Sustainability 2021, 13, 931

11 of 15

1500

1000

500

LN

2.5 53 3 3.5

°o 55,25 — 5-41.5
Figure 3. Three Kinds of Nash equilibrium under Mild Penalty.

When the supervision mechanism is severe punishment mechanism, it can be seen
from Table 3 that w = 2. In Figure 4, S4 equilibrium does not exist at this time, which
verifies that in Proposition 3 w > 1, S4 equilibrium does not exist; in addition, according
to the horizontal axis distribution, S; equilibrium only exists when the relative technical
level t 45 is between [0.5,2], meets the condition of w > max{tap,1/tap}, and there is
no data leakage behavior, which is in line with the conclusion of proposition 1. In other
cases, when w satisfies fyp < w < 1/tgapor1/tgp < w < typ, it is the equilibrium that
one party discloses data and the other party does not, and the leaking data behavior only
occurs in the company with higher data technology level. This further verifies Proposition
2, proposed above.
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Figure 4. Three Kinds of Nash equilibrium under Severe Penalty.

When severe penalties are imposed, it is not possible for the two companies to leak
data at the same time. The leaking party depends on the technical level. In the S;/S; Nash
equilibrium, shown in Figure 4, the two companies’ earnings functions intersect at A and
B. If the relative technical level of the two companies is in the S, Nash equilibrium and on
the right side of G point, when company B leaks data, Company A can get higher earnings
than the S; equilibrium even though Company A does not leak data; the same is also true
for the S3 Nash equilibrium. Therefore, under the control of severe supervision, even if
one party with higher technical level may leak data, the weaker party will not be in a
completely weak position; when the yield is higher than the S; equilibrium, there is even
the possibility of the default party leaking data for a higher benefit.

Based on the above analysis, the simulation results under two different punishment
levels verify the three propositions mentioned above, and also prove that the supervision
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model and supervision mechanism proposed in this paper can influence the behavior of
data sharing alliance participants. From the comparison of the two punishment levels,
it can be seen that the greater the punishment level, the lower the risk of data leakage;
meanwhile, in the same equilibrium, the benefit of the party who leaks data increases with
the decrease of punishment level, while that of the party whose data is leaked decreases.
Therefore, strict supervision can better protect the rights and interests of the leaked party
and minimize the loss of data leakage.

5.2. Extension Discussion of “SF Express Company: Data War”
5.2.1. SF Express and Cainao Data Sharing Case Background

In this part of the study, we introduce the Harvard Business School case—“SF Express
Company: Data War” to discuss the application of the model in practice and analyze how
to use data sharing, leakage, supervision model to solve data leakage problems in data
sharing and prevent data monopoly. SF Express Group Co. Ltd. (SF Express) was a leading
express delivery and logistics solutions provider in China. In May 2017, SF Express became
involved in a dispute with the logistics-tracking platform Cainiao Network Technology
(Cainiao), which was controlled by Alibaba Group Holding Limited. The dispute, which
involved an SF Express affiliated smart package locker company that declined a data-
sharing request from Cainiao for protecting privacy data, caused SF Express and Cainiao to
sever their ties over proprietary data and cyber security. This severance caused significant
disruption to China’s e-commerce sector. After regulatory intervention, both parties agreed
to resume sharing data for the time being and had to negotiate a resolution to their data
dispute [24].

Based on the simulation analysis results and Harvard Business School case “SF Express
Company: Data War,” we get the following management implications.

5.2.2. If There Is No Data Supervision on Company Sharing, It Is Difficult to Avoid
Data Leakage

When the two companies share data, if they do not adopt supervision measures, data
leakage will be difficult to avoid, which is also the key reason for the data dispute between
SF Express and Cainiao platform. To obtain more data, enterprises need to share their data.
However, without supervision, enterprises may lose more than their profits gain, which
is also the factor of “information island” and “data monopoly.” To avoid the recurrence
of SF Express and Cainiao events, it is necessary to design a data supervision mechanism
before data sharing, to prevent the company’s data leakage behavior and ensure a good
data market environment.

5.2.3. According to the Data Sharing Needs, the Company Can Choose the Punishment
Level and Supervise the Data Sharing Process

SF Express and Cainiao are leading enterprises in China. Once data leakage occurs,
the operation of China’s E-commerce transactions will be affected. The data war is also due
to the fear that the other party will leak data, which will cause an unpredictable impact.
Therefore, SF Express and Cainiao companies need to establish an effective data sharing
alliance and adopt a severe punishment supervision mechanism to protect their data.

5.2.4. Under the Mutual Supervision Mechanism of Data Sharing, the Company Allows
Members of the Sharing Alliance to Leak Data

The technical level of SF Express and Cainiao platforms is similar, and only the severe
punishment can avoid data leakage. However, if the two companies with different technical
levels share data and the leakage data has no serious impact on the company, even if the
punishment is increased, there is also the possibility of unilateral leakage of S, and S3 data.
As a result, both parties may choose to control the level of penalties and default to the other
party’s data disclosure, rather than just consider banning it entirely.



Sustainability 2021, 13, 931

13 of 15

6. Conclusions

Aiming at the problems of data sharing, leakage, and supervision, our paper es-
tablished a model of data sharing, leakage, and supervision based on game theory, and
discussed the effective strategies of data sharing, leakage, and data supervision. This paper
makes a simulation analysis of the model, discusses the influence of different supervision
levels on the behavior of participants, and discusses the influence of data supervision
mechanism on the game decision-making of Data Sharing Alliance Based on the data
dispute of SF express company. The main conclusions are as follows:

6.1. S Strategy Equilibrium Is the Best Sharing Strategy for Data Alliance

Data sharing alliance members all have the motivation to leak data. If the data
supervision penalty level condition does not meet w > max{tap,1/tsp}, data sharing
alliance will deviate from the S; strategy equilibrium, resulting in the risk of customer
data leakage.

6.2. Sy or Sz Nash Equilibrium Needs to Meet t yp < w < 1/tppor1/tap < w <tup

Due to the unequal technical level of the members of the data sharing alliance, the
technical weak party is forced to accept the sub-strategy of “sharing and not leaking data.”
In fact, this is an unfair data sharing alliance. When the weak party improves its own
technical level, the data sharing alliance will fail.

6.3. S4 Nash Equilibrium Needs to Meet w < min{tap,1/tap}, Company A and B Choose the
“Sharing and Leaking Data” Sub-Strategy

At this time, due to the unreasonable design of the regulatory mechanism, if the
amount of data leakage penalty is set low enough, companies A and B will choose to leak
customer data, which infringes on the interests of customer data privacy.

The results of simulation analysis show that the company sharing and leaking behavior
is affected by both the level of data supervision fines and the relative technical level. The
data supervision mechanism proposed in this paper can effectively control the company
data leaking behavior. The data supervision strategy with severe penalties can especially
make up for the technical weakness of the company and achieve the stability of the data
sharing alliance.

Based on the research conclusions above, we put forward some policy suggestions for
data sharing, leakage, and supervision: (1) the government should encourage enterprises
to establish data sharing alliances, improve relevant supervisions and policies, and increase
support for enterprise data sharing. (2) Because a large part of the data sharing between
companies comes from individual users, if the data is leaked, it will threaten the privacy
and security of users, which is not conducive to the stable operation of the data market;
in addition, there is the situation that members of data sharing alliance allow each other
to leak data. Therefore, in addition to the mutual supervision between companies, the
government should also supervise the data leakage behaviors. (3) When the government
supervises the data sharing alliance, it should pay attention to the punishment level of the
supervision mechanism of both sides and the data leakage behavior of high-tech companies
to ensure the data market.

6.4. Further Research

This paper focuses on the behavior of data leakage of participants in the process of
data sharing, and provides a regulatory approach to solve such data leakage. However,
the research of this paper still has some limitations. First of all, on the technical level, the
disadvantage of this article is to use the theory of complete information game to build a
supervision model, but considering that it is difficult to know all the information of each
other in the actual company data sharing. In the next study, we will consider the data
sharing, leakage, and supervision in non-complete information situations. In the future
research direction, the model proposed in this paper requires both parties to supervise
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each other, which is also the reason for the imbalance of supervision in the conclusion.
We also find that most enterprises” data sharing is based on the third-party data platform.
Therefore, we can consider that further study on data supervision mechanism should be
based on the third-party data platform in the future research.
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