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Abstract

:

Despite the promise of AI and IoT, the efforts of many organizations at scaling smart city initiatives fall short. Organizations often start by exploring the potential with a proof-of-concept and a pilot project, with the process later grinding to a halt for various reasons. Pilot purgatory, in which organizations invest in small-scale implementations without them realizing substantial benefits, is given very little attention in the scientific literature relating to the question of why AI and IoT initiatives fail to scale up for smart cities. By combining extensive study of the literature and expert interviews, this research explores the underlying reasons why many smart city initiatives relying on Artificial Intelligence of Things (AIoT) fail to scale up. The findings suggest that a multitude of factors may leave organizations ill prepared for smart city AIoT solutions, and that these tend to multiply when cities lack much-needed resources and capabilities. Yet many organizations tend to overlook the fact that such initiatives require them to pay attention to all aspects of change: strategy, data, people and organization, process, and technology. Furthermore, the research reveals that some factors tend to be more influential in certain stages. Strategic factors tend to be more prominent in the earlier stages, whereas factors relating to people and the organization tend to feature later when organizations roll out solutions. The study also puts forward potential strategies that companies can employ to scale up successfully. Three main strategic themes emerge from the study: proof-of-value, rather than proof-of-concept; treating and managing data as a key asset; and commitment at all levels.
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1. Introduction


The powerful convergence of AI and the Internet of Things (IoT), or Artificial Intelligence of Things, AIoT for short, is no longer on the horizon; it has already arrived. Individually, both AI and IoT are impressive technologies, to say the least. Having had a head start, for some time now IoT has allowed smart city applications to enjoy complete visibility and monitoring of urban activities and be able to remotely track and optimize their systems and assets. That was groundbreaking at that time, and still is; however, making sense of the vast amounts of data generated by sensors remains an overwhelming task for people. This is where AI can come into play. By combining AI’s ability to quickly wring insights from data and the ever-growing network of connected devices and systems that generate data, smart city applications can avoid unplanned downtime, increase operating efficiency, and enable enhanced products and services. Put simply, IoT acts as a digital nervous system in which AI is the brain that drives decisions.



AI needs data, lots of it. Fortunately, IoT generates lots of it. While it may seem as if the loop is closed, many organizations struggle with the sheer volume of data and how to cleanse, engineer and analyze it to drive insights. Combining various sources of data from different and heterogeneous data sources also results in value. Generally speaking, factors such as data quality and coverage, compatibility and interoperability, external data, information technologies and software, analytical techniques, cooperation, culture, privacy and confidentiality, and public procurement enable or constrain organizations’ data-driven practices [1]. More particularly, data sharing is a condition for creating smartness in smart cities [2].



Smart cities refer to technology-supported innovations in urban spaces and city governments [3]. The smart city concept has been defined in different ways [4], with definitions varying from smart urban space to environmentally healthy smart cities [5]. Others attempt to characterize smart cities with reference to dimensions such as (1) management and organization, (2) technology, (3) policy, (4) governance, (5) people and communities, (6) economy, (7) built infrastructures, and (8) the natural environment [6]. There are six key dimensions for defining smart cities, which include a smart economy, smart mobility, a smart environment, smart people, smart living and smart governance [7]. Governments are exploring different strategies for building smart, inclusive and connected communities, from public–private partnership to the engagement of a civil society [8].



In this research, we define scaling as “the industrialization of IoT-enabled AI solutions whereby, following the proof-of-concept and the pilot experiments, these technologies are routinized into industrial practices on a large scale” [9]. Much of the business strategy literature acknowledges the role of AI and IoT and the potential they hold in terms of the development of sustainable smart cities. Despite the promise of these technologies for smart city applications, many initiatives fall short of scaling up [10]. Organizations generally start by testing the waters with a proof-of-concept and a pilot project, oftentimes grinding to a halt with no clearly defined strategy for scaling later on [11]. Figure 1 shows that after the experimentation stage, such initiatives may lead to limited or widespread adoption, or none at all.



This state of ambiguity, also referred to as pilot purgatory, in which organizations invest in small-scale implementations without realizing substantial bottom-line benefits, has occupied the minds of leaders and practitioners for some time. However, very little was found in the scientific literature (most of which comprised non-peer-reviewed business articles, for that matter) on the question of why most smart city applications that rely on AI or IoT, let alone AIoT, fail to scale up. As the challenges of AIoT become increasingly more relevant to smart cities, further research is needed to investigate factors that influence scaling up. This study, therefore, set out to explore which factors influence the scaling up of AIoT initiatives and what strategies can help this scale-up.



This paper is structured as follows. In the next section, the research methods are outlined. Section 3 sets out the findings from the literature and the empirical evidence from the study. In Section 4, the study formulates critical strategies for overcoming those barriers, which are of both theoretical and practical value to scholars and practitioners in the field. Lastly, Section 5 concludes by highlighting the theoretical and practical implications, contributions, and limitations of the study, and suggests a direction for future research.




2. Research Approach


Our research approach consisted of a combination of a literature review and expert interviews. The literature review was conducted to identify factors that influence scaling up outside the field of smart cities, as there was no work available in smart cities. Next, interviews were conducted based on the factors found in the literature.



In the literature on smart cities, it is evident that AIoT scaling up has received scant attention and no strategies exist for successfully extending the initial small-scale efforts in smart cities. Therefore, we reviewed the antecedent scientific literature on technology adoption, readiness, and implementation to identify factors that influence the scaling up of AIoT. From the literature, a set of influential factors previously linked to the barriers to adoption and scale-up were listed and clustered around main themes. Although the antecedent literature offers vital insights into the barriers to adopting and implementing technologies, the existing peer-reviewed literature has yet to explain the scaling issues experienced in AIoT projects.



The study benefitted from the practitioners’ and researchers’ views on the subject, gleaned from conducting expert interviews. Eleven experts from different smart city areas, e.g., transportation, energy, and industry, were selected primarily on their experience with AIoT implementation over a long period, and their availability (see Table 1). Interviews were conducted from April to May 2020 via online communication tools, due to the circumstances imposed by the global pandemic.



The expert interviews not only contributed to the refinement of the research focus and ex-ante propositions, but also helped in the formulation of a theory from this empirical research. While we avoided making significant changes in much of the content and the structure of the expert interviews, as the study revealed new insights, we often took the opportunity to discuss them with the experts and incorporate new perspectives into the research iteratively.



Expert interviews can be a vital source of information for studying contemporary phenomena, especially during the exploratory stages of research, as some experts in the field may have first-hand experience of technically sophisticated subjects for which the literature fails to provide sufficient evidence [12]. In effect, this can help the researcher identify the most relevant knowledge regarding the subject of interest in a much more time-efficient manner. This certainly does not to mean that this method does not have any shortcomings, however. The very thing that enables the researcher to acquire distilled knowledge relatively effortlessly may skew the research in the direction of the experiences or the opinions of an expert, leading to biased research. To avoid such biases without having to miss out on expert insights, this study used triangulation at two levels: one being the triangulation of perspectives by conducting interviews with multiple experts from different backgrounds and the other being the triangulation of the sources of information from the literature review and expert interviews.




3. Reviewing Factors That Influence AIoT Scale-Up


As the challenges of AIoT become increasingly more relevant for smart cities, research is needed into factors that influence scaling up. The high pace of development of technologies may have resulted in a generation of managers who lack a basic understanding of the newest technologies, eventually leading to unrealistic expectations or unincentivized business use cases [13,14,15]. While the importance of a solid AI strategy that aligns with the long-term business goals is highlighted in the literature [16,17], many organizations seem to fail to create one due to the incorrect prioritization of the competing investment opportunities [18,19,20]. Moreover, due to its data-driven nature, AI demands a data-driven leadership approach, and challenges the traditional management paradigms that are based on experience and expertise [21]. As has already been the case for many organizations, whilst keeping human judgement in place for now, organizations increasingly rely on AI in their decision-making processes [21,22,23,24,25].



Most executives tend to have a rather narrow perspective on AI as a technological panacea that offers organizations turn-key solutions; however, the reality could not be further from this illusion [16,18]. Some scholars acknowledge that organizations must acquire the technological capabilities and talents with AI skills while arguing that it is equally, if not more, important to align organizations’ culture, structure, and strategies with AI implementation [16,18]. At the organizational level, Brock and von Wangenheim assert that cultural transitions are also required, from the siloed team to cross-disciplinary teams, and from rigid and risk-averse to agile and adaptable organizational structures [16]. Other commonly experienced organizational barriers to AI adoption include, but are not limited to, low leadership commitment to AI initiatives, the difficulty of attracting, retaining, and training AI talent, low employee acceptance of AI, cultural resistance to change, and technology partners or the lack of these [13,16,26,27,28].



Though largely unforeseen, most organizations are paralyzed by the availability of large amounts of data having various qualities when they have limited data analytics capabilities, which includes people with data skills and expertise, and IT infrastructure suitable for AI [13,15,29]. Structured high-quality data and competent data analytics capabilities combined, however, do not seem to guarantee success in AI, however. As seen in some of the most recent cases in Amazon’s recruitment algorithms [30] or Apple’s financial services [31], algorithms may reinforce the underlying biases in the training data [21]. Notably, the “black-box” nature of the technology seems to raise additional barriers in those industries that are mandated to provide transparency and interpretability in their services and products, such as insurance, banking, education, and health, further explaining the necessity of AI [13,21,23,32].



Adopting AI to enhance business operations eventually means the integration of new technologies with the existing enterprise systems or the development of new ones [13]. The barriers to AI adoption are argued to be higher for organizations that are less “digital” [15,16]. As some scholars argue [13,14,32], with the growing data security and privacy concerns in much of the developed world and stricter regulations on data practices, e.g., GDPR, the barriers to AI adoption and implementation may become much more significant, not only for those lacking digital capabilities but most probably also for the digital pioneers. That said, in the manner of any other emerging technology that reshapes business operations, AI, too, comes with uncertainties about the capabilities and the maturity of the technology, leading some executives to delay adoption [27].



Much of the discussion about the barriers to AI adoption and scale-up seems to hold for smart city IoT-enabled AI initiatives too. Some of the challenges highlighted in the literature are, but are certainly not limited to, a lack of comprehensive strategy [33,34], limited skilled talent pool as well as the attracting of one, training and retaining talent [33,35,36,37], lack of standardization [37,38,39,40], lack of financial resources [37,41,42], data security and cyber risks [37,38,39,40,41,43,44,45], integration with other technologies and legacy systems [33,35,38,40,44,46], siloed organizational structure and lack of cooperation among departments [33,42], organizational resistance to change [33,35,42,47], and lack of organizational support [33,35].



Following the review of the existing scientific and gray literature and preliminary expert interviews, the study identified a set of factors that are likely to affect AIoT scale-up, as shown in Table 2. Although the list may seem exhaustive, it is undoubtedly not determinate. The set of factors provide a theoretical basis for further investigation using interviews (see Table 2).




4. Results


In this section, by triangulating the findings from the literature review and the expert interviews, we discuss the factors that impact organizations’ AIoT initiatives and the stages at which the respective factors are more influential.



4.1. What Holds Organizations Back


Table 3 displays the most influential barriers for smart cities and the number of times the participants mentioned them. It is worth noting that we did not conduct the interviews in a survey-like manner with participants discussing the importance of each factor. Instead, we asked open-ended questions, such as “How would you describe the current state of AIoT?”, “To what extent do you think AIoT initiatives scale up?” or “What holds organizations back from scaling up AIoT initiatives?”, allowing interviewees to express what they see as the most significant factors for scaling. Thus, if a factor is not discussed during those interviews, it does not necessarily mean that the experts consider it unimportant. However, it does imply that participants deem factors such as these to be relatively less influential, if at all. Likewise, caution must be applied to the frequency of the occurrences; it does not necessarily say much about the importance of the factors. Instead, it is merely an indication of how much attention each element has drawn in the interviews.



4.1.1. Upscaling Strategies


Formulating a comprehensive roadmap that aligns with smart city strategies and goals is critical for upscaling AIoT solutions. The interviewees also suggest that initiatives that do not align with strategies tend to end up consisting of ineffective efforts that are scattered and isolated across the organization, which eventually leads companies to halt their efforts altogether or switch their focus elsewhere. Indeed, one expert refers to “the complexity of the choice architecture,” which is in agreement with Lichtenthaler’s proposition [18], where the availability of alternative investment options may cause companies to freeze, and may deter them from expanding their small-scale initiatives.



Our study emphasizes the role of effective strategic partnerships in smart city efforts, especially in assisting in areas that are beyond organizations’ core competencies. This finding corroborates the findings of a great deal of the extant literature [16,33,34,37,42]. Contrary to previous studies that underlined the role of firm network orientation, this study did not find adequate evidence to support the relevancy of this factor for the AIoT scale-up, as none of the participants from the expert interviews reported it. This factor may be less relevant in the case of AIoT scale-up since AIoT initiatives are more likely to apply the existing technologies to transform the current business processes and operations, rather than innovating novel technologies, which arguably rely more on knowledge sharing.




4.1.2. Data Governance and Management


This study finds that robust data governance and practices, or the lack thereof, immensely impact smart cities’ ability to scale their IoT-enabled AI initiatives. In the same vein, as several studies have shown in the past [15,16,17,18,21,23,29,34,41,50,51,57,58], this study underpins the significance of the availability of large chunks of quality data for AI solutions. Large volumes of highly diverse data, which these systems collect, transform, organize, and analyze for AIoT, and require strong data management and operating models, yet many of these seem to fall behind in that regard.



The more digitally invested the organization is, the more likely it is to have invested in technologies and frameworks that AIoT can build on, such as cloud technologies and big data. Consistent with the previous body of literature [15,16,18,29,33,38,40,41,44,46,57,59], this study supports the idea that organizations can leverage their existing data analytics capabilities to scale their initiatives. This study also confirms the fact that cybersecurity is a crucial aspect for companies to address while industrializing their prototypes or pilots [16,27,33,34,37,38,40,41,42,45,47,58,59].




4.1.3. People and Organization


Digital transformation is not only about technology but also about people and organizations. This study finds that raising the understanding of the technology and promoting its organizational buy-in must happen at all levels within smart cities, including boardrooms, factory floors, and anything in between. This finding broadly supports the work of other studies in this area [13,15,16,17,18,33,34,41,42,47,54]. In line with the earlier work [16,17,18,29,33,34,41,47,48,50,54], this research found that instilling a culture that cultivates innovation and allows precise alignment between departments seems to be a problematic yet necessary step to take. As this study and previous work in the field suggests [17,29,41,53], this generally calls for technology sponsors that can take ownership of the technology and communicate the right messages across various levels within the organization.



Our findings support the view that investing in human capital and upskilling the existing workforce pay off. As the previous work suggests, the lack of this investment raises the barriers for initiatives [16,17,18,27,33,34,35,36,37,38,41,44,46,47,48,50,51,52,54,56,60]. Moreover, the research confirms the earlier findings that the siloed organizational structure hinders cross-departmental collaboration, blocking many initiatives from scaling, or even starting at all [18,33,35,41,48,57].



In contrast to earlier findings [16,34,38,41,42,47,50,56,57], the expert interviews did not conclude that firm size and resources affect companies’ scaling efforts. Once firm size and available resources allow smart cities to decide to adopt technologies and launch initiatives to do so, these factors are less likely to affect the later stages. Some experts argued that the smaller the firm, the more agile and nimble it is, and therefore more adept at scaling such initiatives; however, the relevancy of firm size in the scale-up remained limited.




4.1.4. Process


As also suggested by the previous body of literature [33,42,47,50,51], the research supports the idea that promising smart city benefits, for example, efficiency increase, product and service improvement and cost reduction, seem to drive companies to invest in these technologies in the first place. Nonetheless, such outcomes are likely if there are suitable business use cases with realistic targets and deadlines. This finding also corroborates the earlier results from the literature [18,34,40,47,48,50,52]. Prior to this research, very little, if anything, was found in the literature regarding the role of operating models to provide a backbone structure to develop and integrate AI-based models continuously. Another important finding was that solid operating models for AI and other data-driven solutions alike are likely to help smart cities. One expert in the research reported that the closer the solution is to the core, the higher the barriers are. Core functions are more difficult to change. No matter how intuitive that may sound, a note of caution is due here since this finding was only mentioned by one expert.




4.1.5. Technology


Last but certainly not least, AIoT solutions tend to involve multiple technical components and integration of systems from different areas and organizations involved in smart cities that might not have been designed to be connected in the first place. The research found that this divide becomes more visible when information technology (IT) systems and operational technology (OT) systems are required to operate together. This finding is in line with plenty of earlier studies that indicate that integration and interoperability of different systems may impede adoption [13,16,33,35,36,38,40,41,42,44,45,47,57,59].



Moreover, the findings from the research suggest that companies can leverage their existing ICT capabilities and infrastructure to develop, deploy, and maintain IoT-enabled AI solutions, which tend to rely on preceding technologies, such as internet connectivity and cloud infrastructure. These results are also in agreement with those of previous studies [29,33,34,35,37,38,40,41,42,44,52,55]. Some technical characteristics, e.g., scalability, reliability, and maturity, still lead some companies to hesitate. Acknowledging the presence of such concerns and their effects, as suggested by the previous literature [13,27,33,40,42,45,46,59], the study found that, with the ever-expanding capabilities these technologies currently offer for specific use cases, these factors constitute much less of a barrier currently than they may once have done.



One of the aspects in which this study diverts from the literature on AI is the importance of the interpretability of outcomes. As the earlier literature on AI has demonstrated, the black-box nature of AI solutions may inhibit their use in smart cities [13,14,21,23,50,51,58]. Despite the growing popularity of the concept of explainable AI both in academia and in the industry, this study reveals this factor to be less relevant for IoT-enabled AI initiatives. This finding can be explained by the fact that AIoT projects mostly concern smart city applications, such as predictive path planning, smart asset management, and quality assurance, which are less likely to be held to the same transparency standards as use cases such as social security or job applications.



Standardization is another aspect in which the findings from the study contradicted earlier works in the domain, primarily Industry 4.0 [33,37,40,42,44,45,47,55]. While a lack of standardization in a particular technology may pose a significant challenge, even format wars among multiple parties in some cases [61,62,63], the study found that it is not relevant to the scale-up of AIoT projects. Even though there are a variety of AI and IoT service providers, they tend to share the same connectivity protocols and similar codes that can operate together with little to no friction. In the domains where some incompatible formats co-exist, say 5G technologies, this factor is more likely to affect the adoption and scale-up. However, there was simply no evidence to support the view that this is the case for IoT-enabled AI applications in smart cities.



From the interviews, five main categories of influencing factors emerged. By triangulating the findings from the literature review and the expert reviews, the study proposes a new taxonomy that classifies the factors that influence scaling up into five main categories: strategy (AIoT strategy, competing investment opportunities, and technology partners), data (data quality and availability, data governance, data security and privacy, and data analytics capabilities), people and organization (top management support, user support or resistance, technology sponsors and champions, skilled staff and expertise, technology knowledge, organizational culture, organizational agility, organizational structure, and alignment between departments), process (perceived business benefits, business models and use cases, and operating models), and technology (ICT capabilities and infrastructure, integration with other systems, and technology characteristics) (see Figure 2).



The proposed taxonomy provides a framework for laying out the factors affecting the scale up of AIoT initiatives, but it does not shed much light on the time dependency of such factors, nor can this be considered to be a general smart city framework. In the next section, we discuss the temporal changes in factors.





4.2. How the Influential Factors Change throughout the Scaling Process


As most interviewees pointed out, it is rather difficult to sketch out a precise timeline of events and barriers that is generalizable to all initiatives. This is simply due to the context-dependent nature of smart city projects. Each factor may manifest itself in numerous distinct ways depending on the chain of events within each setting. Nonetheless, the study discovered that some factors are more likely to play more critical roles in certain project stages, while others are less time bound (see Figure 3).



In accordance with the earlier body of literature [16,17,18,33,41,48,50,51], the findings from the study suggest that the strategic factors tend to be more prominent in the earlier stages of scale-up. As the expert interviews underscore, even before crafting their short-term and long-term business plans, smart cities are often faced with a multitude of opportunities, which seems to drive some organizations into inaction. The study also supports the notion proposed by the earlier works that organizations need to assess their potential use cases and business benefits prior to initiating projects. The research also discovered that data quality and availability are more likely to inhibit scaling efforts much earlier in the process. The lack of data quality seems to deter some smart cities from initiating the project early on in the journey.



The study corroborates the earlier findings from the literature [16,17,18,34,41,47] that strong leadership support and technology sponsorship maintain their vital position throughout the project. Moreover, the results suggest that the willingness of the top executives or technology champions in the organization are more likely to be what kicks off the projects. This result can be explained by the fact that such transformation projects tend to be on the rather expensive end of the spectrum, therefore demanding a generous allocation of resources to initiate, but even more to scale-up. It seems likely that top management and technology sponsors are not only the main drivers for igniting the project but also the ones fueling it throughout its course.



Another insight from the study is that AIoT projects seem to face much of the organizational and people barriers after they start to scale their solutions. Unlike proofs-of-concept and pilots, which are conducted in relatively isolated settings with limited impact on the manner of working within the organization, smart city solutions tend to experience a wide array of issues. Surprisingly, a large share of the earlier literature on AIoT attempts neither to map out the factors on the timeline nor to explain these factors. The research found that some organizational factors, such as culture, agility, structure, and alignment between different organizational entities, tend to impact slightly later in the scale-up as the project enters the territories and spheres of other organizational entities. Moreover, the results also imply that organizations need to ensure that the users are equipped with the right skills and, more importantly, are willing to adopt the solutions during the scaling phase, which is in accordance with the vast body of literature that stresses the role of human capital and training [16,17,18,27,33,34,35,36,37,38,41,44,47,48,50,51,52,54,56,60].



As far as data are concerned, the study found that as the datasets grow in diversity and volume, smart cities are more likely to experience setbacks caused by a lack of robust data governance and analytics practices, and by suboptimal operating models. It seems possible that this digital incompetence will turn out to be more severe as it becomes more difficult for companies to manage and analyze such high-volume and diverse data streams with inefficient tools and frameworks. Similarly, our study revealed that many of the challenges concerning the integration of different systems, as well as the existing ICT infrastructure to support the solution, especially when connecting IT and OT systems, tend to arise when companies attempt to expand their pilots.



From these insights, we illustrated which factors are more influential during the scale-up (Figure 3). It is worth noting that the figure should not be taken to indicate that a factor is only significant during those specific stages. Rather, it indicates that a factor is relatively more important at that point in time and can affect the scale-up to some degree during other phases.





5. Scaling-Up Strategies


In addition to the investigation of factors and their variances across time, this research provides a set of potential strategies that companies can employ to scale up successfully. During our research, three main strategic themes have emerged: proof-of-value over proof-of-concept, treating and managing data as a key asset, and a top-down and bottom-up approach.



5.1. Proof-of-Value, Not Proof-of-Concept


The study found that pilots and proofs-of-concept in the domain are often technology-led implementations prompted by the hype around emerging technologies rather than value-led initiatives grounded in solid business cases. No matter how tempting the “shiny” new technology is, it is crucial to determine whether the value it might generate is higher at all than the cost of deployment and change management required to put it into production. Yet many smart cities seem to spend considerable amounts of time and resources on setting up a PoC, running it and proving—as many have before—that the concept works, without knowing whether it is a worthwhile pursuit. The study suggests turning this logic upside down by embracing an alternative approach that identifies the business value first: proof-of-value.



In line with the earlier work that stresses the vital role of selecting appropriate use cases [18,34,40,47,48,50,52], the findings pinpoint the fact that smart cities have a better chance of success if they select those use cases that can yield a measurable impact and if the technology can readily connect with existing systems and infrastructure. The term “success,” however, calls for a careful definition. The study found that some organizations initially misdefine it as successful deployment of new technology, rather than delivering meaningful business value. The research suggests that organizations focus on business value over technology, therefore linking the metrics of success with the proof-of-value, including, for example, overall equipment effectiveness, end-user statistics, and reduction in maintenance costs or machinery downtimes.



After identifying the high-value use cases and proving their feasibility, the study suggests that organizations focus on a limited set of use cases without fragmenting efforts and resources. Equally important, the end goal is—essentially—not only proving that there is value, but also delivering it. Therefore, it seems critical that smart cities adopt a scaling mindset from the start, assessing the requirements for integration and development of systems, data collection and processing, data governance, and existing technology infrastructure early on in the process. This proof-of-value approach inherently demands that smart cities pivot to piloting, where companies demonstrate the business value at the start and go right to scale.



This ultimately means that some pilots will fail due to them either not delivering meaningful value or not being able to scale. Both options seem to work in organizations’ favor, as it will in all likelihood save them from investing in projects that bring neither value nor scale. Moreover, the study found that organizational learning that occurs during a project is also of value, even if the project fails. Thus, the companies that display some form of an agile way of thinking in this space, i.e., fail fast learn fast, are more likely to expand their solutions in the long run.




5.2. Treat and Manage Data as a Key Asset


The concept of data is not likely to go anywhere anytime soon. In line with the earlier body of literature [16,17,18,23,29,34,41,50,51,58], the study found that data are foundational to scaling AIoT. Yet even after years of operating with multiple streams of information, many smart cities still seem to struggle with the sheer size of data, let alone cleansing, managing, structuring, and analyzing data. While it might seem trivial, the study revealed that some smart cities have limited knowledge about the type and the depth of the data they possess, let alone who owns it. A relatively simple early action for organizations is to identify what data they have and how this relates to their company. Only then can organizations have a good understanding of what they have, and more importantly, what they need to scale.



In contrast to proofs-of-concept or pilots, smart city solutions tend to work with larger and more diverse data sets, often ingesting and integrating a variety of data sources in real-time. Hence, the need for robust data quality, data management, and data governance frameworks keeps growing [16,17,18,29,52]. The research recommends that organizations invest in robust data practices for collecting, storing, organizing, and maintaining such large volumes of data coming from a variety of sources, even before starting AI or IoT initiatives. Establishing solid data governance is not likely to be a one-off attempt, however. It also calls for effective operating models for the continuous generation and consumption of data when companies deploy initiatives into production.



Generating, transferring, storing, and processing such volumes of data through a network of inter-connected devices demand extra attention from organizations to ensure privacy and security. Addressing the concerns about cybersecurity as early as possible is likely to help organizations avoid unanticipated setbacks due to data privacy and security issues. In addition to securing data, the study found that many organizations involved in smart city initiatives have their data sitting in separate functional silos without clear ownership, which leads to inefficient operations and potential value not being realized. At this point, the study suggests that they clarify the data ownership throughout the organization to ensure accountable, responsible, and secure use of data to create business value as well as mitigate the potential risks.




5.3. The Importance of Commitment at All Levels


Transformations are more likely to scale up when people embrace them. The earlier works in management literature have highlighted the role of both top-down leadership commitment [16,17,18,34,41,42,47] and bottom-up user support [13,15,16,17,18,33,47,54] for large-scale implementations of AI and IoT projects. The study discovered that neither of these factors on its own is sufficient for building solutions at scale. As opposed to those that concentrate on only one of the two, smart cities that sustain commitment at all levels are more likely to scale up. No matter how strategically senior executives in various functions, e.g., operations, supply chain, and strategy, think to create value, those on the ground floor, be it floor managers, engineers, operators, or technicians, are the ones who can drive change and deliver value.



The findings from the research corroborate the earlier propositions in the literature that technology sponsors and champions are effective in leading AIoT initiatives as well as communicating the transformation within the organization [17,29,41,53]. Executive-level technology sponsors are key drivers for smart city transformations. In addition to there being clear sponsorship from the top, strong alignment and collaboration between different business units and functions are critical [29,34,46,47,50,53]. Scaling AIoT requires multi-disciplinary teams throughout organizations, supported by the executive sponsorship that ensures alignment with C-level strategy. Therefore, the study encourages companies to break down such silos, and form multi-disciplinary and cross-departmental teams to effectuate the transformation.



As the study shows, people are less likely to fear such digital transformations when organizations clearly show the real value of tools and address their concerns about job replacement. Therefore, so-called “automation anxiety” still exists but seems evitable. The study suggests that smart cities should establish clear communication with their workers and train them so as to ease their adaptation to the new tools and techniques. After all, smart city transformations are not only about upgrading assets or processes; they are perhaps even more about enabling change and upskilling people to adapt to new ways of working. In short, support from both sides, top-down and bottom-up, is essential.





6. Conclusions


The study not only highlights the multifaceted nature of the barriers to AIoT scale-up in smart cities, but also reveals that some factors tend to be more influential in certain stages. While strategic factors tend to be more prominent in the earlier stages, people and organizational factors tend to feature later when organizations roll out solutions. The research also confirmed the dominant role of top management and technology sponsors in igniting as well as leading the scale-up. Altogether, the study found that a multitude of factors may leave smart cities ill prepared for the challenges that the industrialization of AIoT solutions presents, which tend to multiply when companies lack much-needed resources and capabilities. Yet many organizations tend to overlook the fact that industrial transformations require them to pay attention to all aspects of change: strategy, data, people, process, and technology.



In the study, three major points emerged as potential strategies for enabling smart cities to eliminate, or at least mitigate, the barriers. These are proof-of-value, not proof-of-concept; treating and managing data as a key asset; and top-down and bottom-up support. Instead of jumping on the technology bandwagon, the study recommends that smart cities view pilots as small pieces of a bigger puzzle in their digital transformation journey. As opposed to proving the feasibility of the technology, as many have before, organizations can start by assessing the technology from the smart city perspective to identify high-value use cases and prove the real value—if there is any. To avoid unanticipated setbacks when the solution is scaled to production, the study suggests that companies adopt the scaling mindset and build their solutions for scale from the start. Inevitably, not all initiatives will scale up; often, early iterations fail. Failures, too, are part of the journey, as long as the lessons are learned. Simply put, think big, start small, scale fast—even if it means failing fast.



Data are foundational to smart city AI and IoT initiatives. The research shows that companies need to pay the utmost attention to collecting, structuring, and managing their data, even before initiating AIoT projects. Though they often go unnoticed, the study reveals that robust data governance frameworks and operating models are critical for industrializing AIoT solutions. Data are a crucial business asset, therefore the organizations should treat and manage it as such.



The study shows that the support from all levels—executive sponsorship from the top, ensuring user acceptance, and upskilling employees on the frontline—is essential for scaling up, as it probably is for most digital transformations. Yet each AIoT project brings its own set of requirements and challenges, and therefore demands a tailored approach. Smart cities must adopt a comprehensive perspective to break down all of the barriers that stand in the way of AIoT developing into fully industrialized solutions.



As one of the first attempts to thoroughly examine the convergence of AI and IoT, this research contributes to the rapidly expanding fields of AI and IoT, and offers insights into the influential factors and strategies for the scaling of these technologies. The study also provides a perspective on the contemporary barriers that are more specific to AIoT initiatives, which have not been adequately addressed in the literature. Further, the study expands the traditional organizational change frameworks and develops a new taxonomy in this domain that can serve as the groundwork for future research. By integrating the earlier findings from the literature and the empirical evidence from this study, the study formulates critical strategies for overcoming those barriers, which are of both theoretical and practical value to scholars and practitioners in the field.



The findings from the research have limitations. Environmental factors, such as regulations, external shocks, and cultural differences, were not investigated. The interviewees in the study were disproportionately from the consulting field, which might have limited the diversity of the perspectives and have led to potential biases in the outcomes. The study also falls short in the number of academic experts that could potentially enrich the point of discussion with their theoretical perspective. Another limitation of the study is the fact that the study investigates the phenomenon in the context of large organizations. Therefore, it is unknown whether the same set of factors and barriers are present in other settings, let alone whether they change in the same manner across time. This limitation is likely to have certain implications for the applicability of the potential strategies for the initiatives of smaller organizations. Furthermore, a note of caution is due regarding the list of influential factors found in the study. As the research set out to explore a rather contemporary phenomenon, the list of factors is neither definite nor conclusive, and leaves room for the unknown.
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Figure 1. The conceptualization of AIoT scale-up. 
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Figure 2. Overview of factors affecting the AIoT scale-up. 
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Figure 3. Mapping the factors on stages. 
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Table 1. Expert interview participants (CoE: Center of Excellence; A&C: Analytics & Cognitive).
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	Expert
	Company
	Location
	Unit
	Role/Function
	Mode of Communication





	1
	Deloitte
	NL
	IoT CoE
	Global Lead
	Online Interview



	2
	Deloitte
	NL
	IoT CoE
	Senior Manager (IoT/Industry 4.0)
	Online Interview



	3
	Deloitte
	NL
	IoT CoE
	Manager (IoT & Digital Innovation)
	Online Interview



	4
	Deloitte
	NL
	IoT CoE
	Senior Consultant (IoT Specialist)
	Online Interview



	5
	Deloitte
	NL
	A&C
	Director
	Online Interview



	6
	Public
	NL
	Risk Management & AI
	Head of Department
	Online Interview



	7
	Deloitte
	NL
	A&C
	Manager (AI Specialist Lead)
	Online Interview



	8
	Deloitte
	US
	Center for Integrated Research
	Managing Director
	Online Interview



	9
	Deloitte
	US
	Center for Integrated Research
	Senior Manager
	Online Interview



	10
	Deloitte
	US
	Industrial IoT/Digital Transformation
	Senior Manager
	Online Interview



	11
	Industry
	NL
	Leadership
	Founder
	Online Interview
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Table 2. Overview of factors affecting scale-up in the literature.
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	Factor
	Source





	Comprehensive AI/Industry 4.0 strategy
	[16,17,18,29,33,41,42,48,49,50]



	Perceived business benefits
	[33,42,47,50,51]



	Top management support
	[16,17,18,34,41,42,47]



	Business models/use cases suitable for AI/I4.0
	[18,34,40,47,48,50,52]



	Technology knowledge
	[13,16,17,34,41,42,46,49,53]



	Technology partners/vendors
	[16,33,34,37,42]



	Organizational culture
	[16,17,18,29,33,34,41,47,48,50,54]



	Organizational agility
	[16,41,46]



	Organizational structure
	[18,33,35,38,41,48]



	Firm network orientation
	[33,35,37,41,42]



	User support/resistance
	[13,15,16,17,18,33,47,54]



	Skilled staff and expertise
	[16,17,18,27,33,34,35,36,37,38,41,42,44,46,47,48,50,51,52,54,55,56]



	Organizational resources
	[16,29,34,41,42,47,50,56,57]



	Organizational size
	[41]



	Technology sponsors/champions
	[17,29,41,53]



	Alignment between departments
	[29,34,42,46,47,50]



	Competing investment opportunities
	[18]



	Data quality & availability
	[15,16,17,18,21,23,29,34,41,50,51,57,58]



	Data governance
	[16,17,27,52,56]



	Data security and privacy
	[16,27,33,34,37,38,40,41,42,45,47,58,59]



	Data analytics capabilities
	[15,16,18,29,33,38,40,41,44,46,57,59]



	ICT capabilities & infrastructure
	[29,33,34,35,37,38,40,41,42,44,52,55]



	Integration with other systems
	[13,16,33,35,36,38,40,41,42,44,45,47,57,59]



	Interpretability of outcomes
	[13,14,21,23,50,51,58]



	Standardization
	[33,37,40,42,44,45,47,55]



	Technology characteristics
	[13,27,33,40,42,45,46,59]
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Table 3. Overview of the investigated factors and the number of times experts referred to them.
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Factors

	
Number of References during an Interview Experts




	
1

	
2

	
3

	
4

	
5

	
6

	
7

	
8

	
9

	
10

	
11






	
Strategy

	
AIoT Strategy

	
1

	

	

	

	
3

	
2

	

	

	
2

	
2

	
1




	
Competing investment opportunities

	

	
1

	

	

	

	

	

	
5

	

	

	




	
Technology partners

	

	

	

	

	

	

	

	

	

	

	




	
Firm network orientation

	

	

	

	

	

	

	

	

	

	

	




	
Data

	
Data quality and availability

	
1

	
1

	

	
3

	
1

	
1

	
3

	

	
3

	
1

	
2




	
Data governance

	
1

	
2

	

	
4

	
3

	
1

	
2

	

	
3

	
1

	
2




	
Data security and privacy

	
1

	
2

	

	
2

	

	

	
1

	

	
2

	
1

	




	
Data analytics capabilities

	

	
1

	

	
1

	
1

	

	

	

	

	

	




	
People and Organization

	
Top management support

	
3

	
1

	
1

	
2

	
1

	
2

	
1

	
1

	
1

	
1

	
1




	
User support/resistance

	

	
1

	
4

	
2

	

	
2

	
1

	
1

	
3

	

	
1




	
Technology Sponsors

	
3

	
3

	
2

	

	
4

	

	

	

	

	

	
1




	
Skilled staff and expertise

	

	
1

	
1

	
1

	
1

	
1

	
1

	
1

	
1

	

	




	
Technology knowledge

	

	

	
1

	
2

	

	
3

	
2

	
3

	
3

	

	




	
Organizational culture

	
2

	
1

	
4

	
1

	

	
1

	

	
1

	
1

	

	
1




	
Organizational agility

	

	
1

	
1

	

	

	

	

	

	

	

	




	
Organizational structure

	

	
1

	
1

	

	
1

	

	
1

	

	
1

	

	




	
Alignment between departments

	
1

	
2

	
1

	

	
1

	

	

	

	
1

	
1

	




	
Organizational size

	

	

	

	

	

	

	

	

	

	

	




	
Organizational resources

	

	

	

	

	

	

	

	

	

	

	




	
Process

	
Perceived business benefits

	
2

	
1

	
1

	

	

	
1

	
1

	
3

	
2

	
2

	
1




	
Business models/use cases

	
2

	
3

	
1

	

	

	
1

	
1

	
2

	
1

	
1

	
1




	
The locus of the solution

	

	

	

	

	

	
1

	

	

	

	

	




	
Operating models

	

	
2

	

	

	
3

	

	

	

	

	

	




	
Technology

	
ICT capabilities and infrastructure

	

	
1

	
1

	
1

	

	

	

	

	
1

	
1

	




	
Integration with other systems

	
1

	
1

	

	
1

	

	
1

	

	

	
1

	
1

	




	
Interpretability of outcomes

	

	

	

	

	

	

	

	

	

	

	




	
Technology characteristics

	

	

	

	
1

	

	

	

	

	
1

	

	




	

	
Standardization
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