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Abstract

:

This systematic literature review provides an extensive categorization of the blockchain-enabled applications across the domain of vehicular ad hoc networks (VANETs). Within the paradigm of distributed ledger technology (DLT), the communication models and practices for VANETs have been revolutionized. An analytical review and a survey were conducted to explore the advancements of blockchain and VANETs. The techniques, limitations, and advantages of blockchain deployment in VANETs are discussed for the effective implementation of a decentralized network. To this end, 68 studies were selected on the basis of the procedural steps to provide a comprehensive overview of blockchain and the smart contracts in VANETs. In particular, a decentralized communication model is also proposed for the advanced implementation of blockchain in VANETs. Researchers and practitioners are being attracted to these technologies for applications for various industrial sectors. Therefore, this study also emphasizes the identification of any blockchain-related open issues for future prospects. The comprehension of blockchain applications for the Internet of Vehicles (IoV) is also explored in order to fill the research gap on advanced communication networks across the Internet of Things.
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1. Introduction


A blockchain is the extended form of a decentralized network that is responsible for recording transactional data or information in the form of blocks that are sequentially linked to each other. The architecture of blockchain makes it difficult to tamper with and difficult to modify information without having a consensus mechanism. In 2008, blockchain technology emerged with the revolution in digital currency known as “bitcoin”. The blockchain network provides immutability, security, transparency, and reliability. Therefore, the inherent characteristics of blockchain technology are being recognized by practitioners for their implementation in different sectors. The integration of blockchain technology with other domains helps to overcome the privacy and security limitations by providing a tamper-proof network system. For example, an intelligent transportation system heavily relies on information sharing across multiple entities. The open-channel information sharing presents several security issues, such as denial-of-service attack (DDoS), man-in-the-middle attacks, etc. The application of blockchain technology can make this information tamper-proof, transparent, and reliable. Similarly, it can be applied to the Internet of Things (IoT) and the Internet of Vehicles (IoV), as well as to other domains where secure data transmission is required.



In recent years, several studies, discussions, and projects regarding blockchain have been recognized by researchers. The concept of blockchain is based on distributed ledger technology (DLT), which delivers a radical change to the existing trust model in order to overcome the limitations of centralized systems, and which provides an efficient data-trading mechanism. The conventional business processes are highly dependent on centralized systems (e.g., banks) to develop trust across the participants [1,2]. However, the centralized system always remains vulnerable to multiple attacks. Researchers have published several studies with the aim of mitigating the artificial alterations to the system using blockchain. The blockchain architecture that is based on trust is proposed by researchers to prevent security attacks, including Sybil, DDoS, and MAC layer attacks [3]. The challenge of security is one of the key areas of research in the realm of blockchain and its applications. Business operations and activities can be made secure, transparent, and immutable by using the emerging blockchain technology. The immutable, decentralized, and distributed characteristics of blockchain also bring innovation to other technologies as composite uses of DLT [4].



Blockchain is considered to be a connected chain of sequential blocks. Each individual block represents the record of a digital transaction that is secured using cryptographic techniques. A peer-to-peer network (P2P) assists in creating the blocks, along with their validation, and the consensus is achieved by having majority votes in a blockchain network. This method provides a transparent, secure, and trustworthy model of blockchain where the transactions between the nodes are concerned. DLT has emerged to automate business processes and operations without depending on a centralized third party [1,4]. The smart implementation of blockchain in healthcare is also gaining attention for the achievement of a decentralized system for remote patient monitoring [5], tamper-proof patient-data-storage management [6], and to preserve privacy in the healthcare sector [7]. Practitioners have also implemented the concepts of blockchain in various domains to omit the centralized systems by using distributed systems, such as in trade finance [8], healthcare, electronic voting [9], farming, and the insurance sector [10,11], in order to depict the significance of blockchain.



The vehicular ad hoc network (VANET) is one of the major components of intelligent transportation systems (ITSs). Therefore, the current research always takes care of VANETs in realm of intelligent transportation systems. The smart implementation of VANETs is imperative, and it offers several advantages for different industries. For example, oil marketing companies (OMCs) are eager to have a digitalized system to keep tabs on their fleets and drivers, along with the product movement. Similarly, logistics companies need to have an intelligent transportation system to minimize delays and maximize the performance of deliveries. The smart implementation of VANETs has the potential to take care of the needs of today’s industries. The further applications of VANETs, with respect to the current era, are supply chain management, solid waste management, autonomous transportation, etc. The further detailed applications are discussed later in this review.



VANETs have gained significant importance in research areas since the last decade because of their distinctive characteristics, such as mobility, advance topology, and wireless connected vehicular technology. VANETs are being recognized by both the industry and academia for their implementation on larger scales [12]. In the VANETs, the communication across vehicles and the monitoring office plays a significant role. The objective of the dynamic vehicular network is to precisely circulate the notification of events, such as weather alerts, road blockages, and accidents, as well as emergencies such as roll overs, etc. However, there are limitations of the vehicular network for passing critical messages in the specified radius under a dynamic vehicular environment because of the presence of suspicious vehicles. The security issues of the traditional vehicular network are ultimately exposed. The research related to intelligent transportation systems determines and classifies the attacks and threats related to VANETs by period [13]. The malevolent node can transmit false information by disseminating other important real-time messages. This malicious behavior of nodes can result in the loss of lives and assets. Thus, this is identified as the greatest challenge for the VANET. The decentralized architecture of VANETs is proposed in this review to preserve security and privacy.



Extensive efforts have been applied to determine blockchain and their applications across various domains. This study proceeds from technical discussions on the feasibility of DLT-enabled IoT [14,15] applications [16], business processes, and even security issues [17], as well as other domains [18]. The information was gathered from 68 articles, including the impact factor publishers, IEEE, Springer, Elsevier, MDPI, and ACM, from 2016 to early 2022. This study classifies articles on the basis of the evolution of blockchain from the early stages until the present date. This study adopted methods to precisely outline the relationships between the challenges and the applied techniques.



The contemporary literature on blockchain applications in VANETs is diversified with respect to particular areas [19,20]. This study further highlights the significant research areas for practitioners with unorganized comprehensions of the article distribution. The research gap is identified across earlier studies on blockchain in the realm of VANETs because of the lack of peer-reviewed articles that could play significant roles in the extensive research. The first blockchain-enabled IoT literature survey was performed in [20], which covered up to 2016, with a peer-reviewed process in which 18 use cases and 35 examples were found and discussed in detail with regard to the blockchain-enabled IoT. The researchers contributed extensively to the integration of the IoT with blockchain and suggest subsequent research for the advancement of blockchain-enabled IoT applications.



This review culminates in the integration of blockchain and the IoT for a particular domain of VANETs, with its practical implementation unlike those in the existing general reviews. The articles on blockchain with other domains are rare, and there are hardly any available before 2019. Therefore, the earlier research studies are not sufficient to provide a precise overview of the integration. Therefore, an extensive literature review is targeted in this study because of the agile evolution of the IoT and the related domains, such as blockchain for the IoV and VANETs.



The existing literature on blockchain-enabled VANETs mainly focuses on the identification of the use cases, methods, and the safety and security aspects of intelligent transportation systems. However, this study is not only limited to the classification of studies with respect to use cases, privacy, and security, but it also provides a collaborative decentralized architecture for VANETs. The proposed blockchain-enabled architecture helps to achieve the efficient collaboration of entities, such as vehicles, RSUs, and cloud-based infrastructure, which is extended to the composite use of the techniques, in contrast to the existing studies. This study also places an emphasis on the identification of the research domains and methods for transportation industry and fleet owners to maximize their throughputs and improve their performances. For example, timely deliveries are critical for logistics, supply chain management, and oil marketing companies. Similarly, in the healthcare sector, the timely arrival of ambulances and the movement of medical equipment in pandemic-like situations is imperative. The major contributions of this study are the classifications and compositions of the techniques, the identification of the research areas, and the provision of a blockchain-enabled framework for a secure, transparent, and decentralized network using the collaborative efforts of the entities. The following table (Table 1) is used to provide a comparison of this study with the existing literature reviews in the realm of blockchain-enabled IoT technologies.



This study provides a more comprehensive classification of the blockchain-related domains and challenges. The advancement of blockchain, with its unique characteristics, has improved business operations [25,26], immutability, and trust across the participating nodes. The integration of the IoT and the IoV with blockchain is targeted to provide a decentralized architecture for VANETs. The comprehension of blockchain applications for the IoV is also explored in order to fill the research gap on the advance communication networks across the Internet of Things.



The explicit questions proposed in this study are related to identifying the needs and connections between the existing studies and the possibilities for future research.



The targeted research questions that are answered in this review are as follows:



RQ1: 

What are major research areas when blockchain meets VANETs?





RQ2: 

How is blockchain used to improve VANETs through the employment of different research methodologies?





RQ3: 

What are the existing IoT and VANET challenges that can be addressed by employing blockchain technology?





RQ4: 

What are the limitations and challenges when blockchain meets with multiple domains, and which techniques and models can be employed to address these limitations?





The systematic literature review procedure was adopted to classify the correlated issues that arise when blockchain meets VANETs, and to answer the research questions categorically. This study escalates the categorization of blockchain-enabled applications by performing a systematic review on modern studies. This study outlines the research gap between blockchain and the IoT by employing a blockchain in VANETs. This paper contributes towards blockchain applications in the IoT, and especially in VANETs, through an extensive analysis of the research articles. The several research areas and gaps are highlighted in the results of this literature analysis for the prospective articles. The analysis of the literature review is sorted as follows: Section 2 defines the backgrounds of the technologies, such as DLT, blockchain, protocols/contracts, the IoT, the industrial IoT (IIoT), machine-to-machine communication (M2M), and VANETs and their evolution towards the IoV. Section 3 explains the procedure for conducting the review, the methodology, and the procedural steps. Section 4, Section 5, Section 6, Section 7 and Section 8 highlight the results, the descriptive corpus, and the findings from the literature analysis. Section 9 presents a discussion, and the review is concluded in Section 10.




2. Background


2.1. Distributed Ledger Technology (DLT)


DLT has gained in popularity among researchers since 2008, and it is being deployed in various sectors, for example, in financial services, energy, the supply chain, the IoT, the IIoT, and VANETs. Blockchain technology is based on DLT, which helps it to become decentralized, rather than having a centralized dependency. Blockchain enables organizations to eliminate trust and privacy issues by emphasizing security and privacy-preserving techniques. Blockchain can also be referred to as “distributed databases” that are managed to use an immutable hash tree that cannot be altered or modified in order to ensure security. In particular, the blocks represent records or data transactions in the blockchain. Every block has its own hash value, which creates the links between the different blocks.



The role of DLT in blockchain-enabled VANETs is critical to the achievement of efficient data trading across entities such as vehicles, RSUs, and infrastructure. It facilitates the avoidance of the dependency of entities on third parties by having a distributed shared ledger that consists of information such as traffic, incidents, collisions, weather, etc. The DLT also provides a trusted handshaking mechanism across the entities. This is an inherent characteristic of blockchain that is used to avoid malicious intrusion and to share data across trusted entities. The decentralized architecture of VANETs is proposed later in this study which is based on DLT, where entities, such as vehicles, RSUs, and clouds, store the perceived information in the form of a shared ledger. Similarly, Section 2.7. supports the use of DLT in blockchain-enabled VANETs by means of vehicle-to-everything communication.



The blockchain offers a variety of features for security and a distributed architecture that can be used for contact tracing. A consensus mechanism is important to achieving the integrity and consistency of the transactions within a chain. The common consensus mechanisms are proof of work (POW), proof of stake, and the direct acyclic graph. Bitcoin uses proof of work as the consensus mechanism in order to compete with computing resources. On the other hand, proof of stake is used for the coin’s age competition rather than the computing power. The expansion of POW in the realm of blockchain-enabled VANETs is discussed later in this literature.




2.2. Blockchain


The analogy of blockchain is self-explanatory as it refers to a sequential chain of blocks. The individual block is responsible for holding the information on the transactions as records and as the address of the succeeding block. The header and the data of each block are encoded using a hashing mechanism to ensure the data integrity. Similarly, the blocks create a network that consists of participating nodes that are responsible for the transactions. Each participating node of the blockchain network copies the chain in its storage in order to have a complete digital ledger. The concept of blockchain is similar to Google spread sheets, where a document is distributed across multiple participants, and a trail record is maintained with respect to the changes.



There are three major types of blockchain: public, private, and federated blockchain. The public, or the permission less, blockchain is used where the participants are free to participate in the consensus mechanism and to avail the benefits accordingly. On the other hand, the private, or permissioned, blockchain is used for a small number of participants, where only the verified participants can participate in the consensus. The federated, or consortium, blockchain inherits the properties of both the public and private blockchain, and it has therefore gained accordingly in popularity among researchers.



In ref. [27], Nakamoto proposes the decentralized system for digital currency known as “bitcoin”. The idea of decentralization provides a mechanism for performing transactions and exchanging messages without depending on third parties or central authorities. The proposed architecture eliminates the single point of the failure mechanism associated with traditional centralized systems. Blockchain is based on DLT and consists of growing sequential blocks. The individual block not only holds the transactional information, but it also stores the link of the successive block [28]. The participating nodes also hold the copy of the chain consisting of the transactional information, known as “the ledger”, with mutual coordination in a network. The DLT provides a trustless mechanism without relying heavily on traditional centralized systems. The P2P network builds trust among the participating nodes in a network having a shared ledger.



In the IoT context, the decentralized system and schemes may provide a baseline of trust without relying on centralized systems [29]. However, the blockchain could further communicate between the IoT nodes in order to improve traceability and message passing [30]. This further automates the operations and the communication across the sensors, actuators, and devices in the realm of the IoT. There are different variants of blockchain that can be applied in particular areas of the IoT in order to achieve this decentralized tendency.




2.3. Smart Contracts


A “smart contract” is also referred to as “an agreement between the participating nodes to complete the transactions” [31]. Sabzo proposed this concept in 1996, which is defined as the “computerized agreement between nodes to perform transactions”. This mechanism builds trust among the nodes on the basis of certain conditions outlined in the contract to act accordingly [32]. The immutability in the blockchain and the smart contracts outperform the traditional contracts between the participants. This helps to execute transactions by eliminating the intermediaries by using the permissioned blockchain [33]. Smart contracts are also referred to as “programmable scripts”, which can be deployed across the blockchain network with addresses to execute the functionalities [34]. Smart contracts are important for the data-centric executions in a network, especially when the blockchain meets the IoT and other particular domains.



Blockchain-enabled applications can reap benefits with the deployment of smart contracts. The rules and regulations can be defined for communication across the IoT objects. The blockchain network helps to transfer the contract to each participating node. The execution of the contract is triggered when a certain condition in the network is met [35]. This mechanism also eliminates the interference of other entities [36].



The emerging DLT is also being opted by well-known organizations, such as Maersk and IBM. They recently announced the adoption of blockchain technology for commercial pilot projects in order to achieve the smooth tracking of shipments, finance trading, and the automation of their other business operations. By using smart contracts, the traditional manual commercial processes can be eliminated [37]. Blockchain that uses smart contracts reduce intermediaries and the costs incurred for transactions, and they further improve trading and the automation of business operations.



The challenges of contracts, such as transaction ordering, contract vulnerabilities, and call stacks, are recognized by practitioners as open issues for future research. The validation and verification issues were also highlighted by Vaidya in 2020. These issues need to be addressed when the integration of blockchain with other domains is considered [38]. However, this mechanism still requires a systematic approach and mechanism in order to address the challenges and limitations.




2.4. Internet of Things (IoT)


The blockchain and IoT technologies are being considered as the technologies of the next generation, or of the information era. The current research highlights that 75 billion objects, including industrial devices, will be connected by 2026. On the other hand, the limitations and challenges of IoT device handshaking, connectivity, security, data transmission, and storage are important and need to be addressed; the IoT network will collapse if is not able to obtain a stable platform. However, blockchain technology is gaining major attention from researchers for the achievement of state-of-the-art access control schemes using blockchain, such as the attribute-based access control scheme for security, privacy, and decentralization [39], and the data privacy and security mechanism for IoT-enabled devices [40].



The growing blockchain technology has a long way to go in terms of other technologies, such as artificial intelligence, machine learning, the IoT, and the data sciences. In the past few years, an escalation in the research, discussions, and projects with regard to the IoT has gained the attention of practitioners. The implementation of the IoT and the particular subdomains is being applied in the different industrial sectors mentioned in Figure 1. The concept of the IoT is based on connecting things that deliver radical change to the network model of trust between the nodes or devices to solve the pain points of the human–machine or M2M interfaces. The traditional operations rely heavily on the recording of manual data to promote trust among the nodes. However, the manual processes often lead to victimization in the forms of suspicious attacks and intentional modifications. The evolution of the IoT and its extensive applications require a rethinking of the design and architecture.



The advanced implementation of the IoT in the industrial sector is also referred to as the industrial Internet of Things (IIoT), where things are connected to wireless networks for data gathering and sharing. The IIoT has gained significant importance in different sectors and industries. The IIoT devices are also referred to as “actuators”, “sensors”, and “electronic chips”. The IIoT works in a fashion in which things or sensors gather information from their surroundings, communicate with each other, and transmit over the air by using GSM/GPRS/LTE to drive meaningful information. There can be various applications of the IoT, e.g., home automation, fleet telematics, fuel chains, weather broadcasting, agriculture, general supply chains, etc. The industrial implementation of IoT devices automates and reinforces manufacturing, production, and industrial operations.



There are many applications of the IoT, or the IIoT, such as home automation, the Internet of Vehicles, fleet telematics, fuel telematics, digital card-based e-healthcare systems [41], smart car parking, etc. The IoT implementation in the industrial sector has led to the automation of the business operations and activities [21]. An overview of IIoT- and Industry-4.0-based applications is illustrated in Figure 2, which depicts the evolutions of the robotics, electronics, electricity, and mass production industries by the advanced implementation of the IoT.



The targets and estimates reveal that billions of devices will be connected in the coming years. The limitations and challenges of connectivity, security, and the cost of things in the IoT are the important factors for practitioners to consider when deploying blockchain technology in the IoT. MachNation forecasts that 75 billion devices will be connected by 2026, and that this will be directly proportional to the revenue, with an annual growth rate of 15%. The existing IoT solutions rely heavily on centralized management systems, but they will collapse when there are 75,000 billion devices wired for simultaneous connectivity. Therefore, decentralized architecture is required for the stability and scalability of IoT applications.



The IIoT infrastructure is designed in such a way that the actuators or sensors gather data from the surroundings and transmit it to the edge gateway in order to transit the raw data to the cloud, which further performs data-processing activities and derives meaningful information, as is illustrated in Figure 3.




2.5. Machine-to-Machine Communication (M2M)


M2M communication refers to technology that supports the data transmission and interaction of devices. This communication eliminates the human intervention in IIoT applications. M2M communication connects things, such as sensors, actuators, and objects, in order to gather information and transmit accordingly [42]. M2M communication provides a dynamic resource-sharing mechanism that allows IoT entities to share resources with each other by using artificial intelligence (AI), deep learning (DL), etc. It also provides advanced architecture for the smart communication of IoT devices with each other [43]. The ultramodern architecture is elaborated in Figure 4.




2.6. Vehicular Ad Hoc Networks (VANETs)


VANETs introduce the network of self-organizing vehicles that act as mobile nodes. They confine the communication between vehicles and roadside units as V2V and V2R. They assists drivers in avoiding collisions, in picking the shortest route on the basis of traffic optimization, in identifying tolls and the nearest fuel stations, and in enhancing the safety of assets and lives [44]. They facilitate the communication of vehicles across the network for real-time data transmission. They improve the road safety mechanism and provide instant alerts or information in order to concern the authorities in cases of emergency situations, such as roll overs, accidents, etc. The existing architecture of VANETs also exposes vulnerabilities, such as data sniffing, impersonation, and ransomware attacks.



The applications related to VANETs are usually designed for the assistance of drivers and for the safety of assets. The emergency response system is studied in this review in order to enhance the safety and to assist drivers in cases of emergencies, for example, accidents, roll overs, fires, object collisions, and similar incidents. Real-time audio/video streaming is considered to be a major feature of surveillance applications, and it can be used to investigate and identify the real causes of incidents. VANET applications are time-critical applications because of the real-time transmission of messages across each vehicle or station for decision making.




2.7. Internet of Vehicles (IoV)


In the nascent studies, the vehicle receives environmental data and roadside information via a VANET [45]. The VANETs are defined as the subtypes of mobile ad hoc networks (MANETs). The vehicles act like nodes in the network. In the advanced stage, the VANET evolves into the IoV, which promotes the interactions of vehicles with each other, or with surrounding units and humans. This phenomenon is similar to the evolution of M2M communication to the IoT. VANETs provide communication between vehicles, whereas the IoV connects the vehicles and humans within and around the vehicles. The IoV aggregates the actuators, vehicles, and other IoT devices to create a network system [46]. Cellular networks have evolved VANETs towards the IoV. Practitioners recognize the concept of the Internet of Vehicles because of its mobility through the use of GSM/LTE channels [47]. Figure 5 illustrates the communication architecture of VANETs in more detail.



In recent years, practitioners have been attracted to the growing technologies of the IoT. IoV, 5G, MQTT, and M2M technologies are being considered for implementation in time-critical systems. Vehicular sensor networks (VSNs) are considered to be the future of vehicular networks. VSNs not only ensure an unlimited power supply, but they are also endowed with low power consumption. Technological advancement has made fleet management more efficient. Still, there are a lot of issues for fleet managers to deal with when handling fleet telematics. With the increases in traffic and air pollution, there is an immense need for a secure and reliable intelligent transportation system (ITS) in order to facilitate fleet managers and drivers. The IoT sensors help by providing more awareness of the surroundings for the ITS. The vehicles are equipped with sensors for driver assistance, and the traffic lights and roadsides are mounted with cameras and sensors. Such a complex system can be handled well by 5G technology [47,48].



The IoV further facilitates the communication between human drivers and fleet monitoring staff for real-time decision making. The communication models in VANETs, such as V2V, V2I, V2R, etc., demonstrate the blockchain-enabled authentication schemes for VANETs [49]. The real-time communication of the Internet of Vehicles is bifurcated into five categories, which are presented in Figure 6.



2.7.1. Vehicle-to-Infrastructure (V2I) Communication


The V2I model supports the wireless communication across the RSUs and the supporting infrastructure.




2.7.2. Vehicle-to-Roadside Unit (V2R) Communication


The V2R communication model supports the wireless communication between vehicle and the RSUs to transmit information along the servers or the supporting infrastructure.




2.7.3. Vehicle-to-Sensor (V2S) Communication


V2S systems support the bi-directional communication between different kinds of sensors and onboard terminals for real-time insights. For example, the object detection sensors, the fuel level probes, and the load sensors can be connected to the terminal to provide accurate fuel level and distance information between the objects to avoid collision.




2.7.4. Vehicle-to-Vehicle (V2V) Communication


The V2V model supports the wireless communication across vehicles for sharing location data, and it consists of the speeds and coordinates. For example, V2V communication can be helpful in providing prior road blockage information to the respective on-route vehicles.




2.7.5. Vehicle-to-Human (V2H) Communication


The V2H model supports mobility and awareness for the nearest users, such as pedestrians, cyclists, and drivers. It further facilitates communication between the driver and the vehicle.



Cellular, or GSM/LTE/5G, technologies will make the above types of communication more reliable in the context of future research with regard to intelligent transportation. The blockchain-enabled reputation model is significant among the communication models. In reputation-enabled models, the provider reputation is validated before the storing of its data in the blockchain network [22]. The abovementioned composite communication types are also called “vehicle-to-everything (V2X)” communication.





2.8. Event-Driven Service-Oriented Architecture (EDSOA) for IoT


Service-oriented architecture (SOA) is used when there are heterogeneous devices and systems. The IoT also deals with heterogeneous devices. These are made by different manufacturers and follow different communication protocols. SOA provides technology and language independence. The further implementation of SOA with respect to the distributed systems has been evaluated by practitioners for the proposal of event-driven architecture. The EDSOA is being practiced in the field of the IoT to deal with real-time information. The request and response modes are processed by the service in the event-driven architecture [50], as is mentioned in Figure 7.



In traditional systems, the client/server approach is used for data communication. This process is time-consuming since the client must wait for the server to respond. The traditional client/server approach has limitations for IoT-based real-time applications, such as vehicle tracking, router and journey management, and emergency response systems. The EDSOA has been analyzed by practitioners for VANETs for faster and more reliable communication across things.





3. Materials and Methods


The SLR was conducted according to the proposed guidelines of Kitchenham in [51]. The following steps were performed to answer the research questions: (1) Planning and conducting the review; (2) Inclusion/exclusion criteria; (3) Abstract and article examination; and (4) Results and descriptive analysis of the corpus.



3.1. Planning and Conducting the Review


This SLR was established to identify the relationship between the blockchain and the IoT towards the particular domain of VANETs. Since the emergence of blockchain technology, research studies, and the related works, practices, and standards related to blockchain, smart contracts, the IoT, and DLT are unfolding. We selected a period of six years (2016–2021 (extended to early 2022)) from which to adopt the most recent research work on blockchain-enabled VANETs. This study followed the research guidelines provided by Kitchenham in 2009 in [51] to develop the state-of-the-art replicable study. The articles from impact factor journals were targeted to maintain the quality of this study. We analyzed and explored the extant literatures on blockchain and VANETs. The search was applied on IEEE Xplore, Springer, Elsevier, MDPI, ACM, and Google Scholar, using the following search strings:




	
“Blockchain” <AND> “VANETS”;



	
“Blockchain” <AND> “VANETS” <OR> “IoV” <OR> “Internet of Vehicles”.








The step-by-step procedure for the literature searching and screening is demonstrated in Figure 8.




3.2. Inclusion/Exclusion Criteria


The inclusion and exclusion criteria were established for the article assessment in order to extract highly authentic and relevant literature. The foci of the research were based on the key words related to blockchain and the particular domain of VANETs. The keywords, “blockchain”, “VANETs”, “IoV”, and “Internet of Vehicles”, were included on the basis of the research interests. A total of 146 articles were shortlisted in the first step of the searching among the impact factor journals and Google Scholar. A total of 18 articles were eliminated because of duplication, and the remaining 128 articles were selected for further analysis and examination.




3.3. Abstract and Article Assessment


In the screening step, a total 68 studies were selected out of the 128 studies on the basis of the abstract and literature assessment. The articles that were less focused on the targeted topics were removed from the study. The selection of 68 studies was based purely on the relevant and concrete findings and contributions. We further verified our process in order to maintain cohesion in the selection of articles. The quality was considered at each stage, and, during the screening, a further 29 articles were eliminated because they were non-impactor publications. The databases and research were further extended to early 2022, and 29 more studies were included after the assessment, as is presented in Figure 8. A total of 68 studies were included in this literature after all of the steps: identification, screening, eligibility, and extension.





4. Results


Descriptive Analysis of the Corpus


The 68 shortlisted studies are distributed in the form of graph with respect to the period of six years. This distribution demonstrates the escalation of blockchain technology over the years. The proliferation of blockchain technology also enables other domains to integrate and evolve. The evolution of blockchain was started in 2008 and, at that time, the research was mainly focused on digital currencies and the associated issues. Since 2016, it has attracted practitioners for the evolution of other domains. In particular, the evolution of blockchain in VANETs is demonstrated by the spread graph of the articles in Figure 9.



Figure 9 demonstrates the spread of the articles by period, and it can be observed that the graph of the studies increases for blockchain-enabled VANETs over the period of time. A further count of the studies, the publication years, and the references are presented in Table 2.



The emergency surrounding blockchain technology led to the first ever international conference, which was held in 2018 and entitled: “the 2018 international conference on blockchain”. The focus of the conference was exclusively based on the applications of blockchain using smart contracts. Since then, the studies on blockchain and the related domains have been increasing in the major databases and currently still are. The sources and the year-wise classifications of the articles are further presented in Table 3 in order to highlight the research horizon across the databases.





5. RQ1: Blockchain Domains and Research Areas


The selected articles were classified with respect to the research domains in order to answer RQ1. The classification of the domains was achieved by giving consideration to the implementation of blockchain technology in VANETs. The research focus was to determine the corresponding fields when the blockchain meets VANETs, including the individual entities. The classification is demonstrated with the help of the pie chart presented in Figure 10.



Figure 10 highlights that 51% of the selected studies are related to blockchain and VANETs. The graph of the results emphasizes the advancement of blockchain technology in the realm of VANETs. The literature analysis confirms that researchers and practitioners are focusing on these technologies. In particular, the studies indicate the resolutions for the vehicle ad hoc network issues and challenges through the employment of DLT. Figure 10 also represents the general and particular areas when blockchain is integrated with VANETs. The areas of blockchain, the Internet of Vehicles, VANETs, named data networking (NDN), video stream networks (VSNs), the IoT, V2I, and Fog Computing are the significant literature findings. The NDN is considered to be a future Internet architecture, similar to an IP address, in which the data names are used for the packet forwarding. NDN is in its earlier stages, and it can therefore be considered for future research in blockchain-enabled VANETs. Similarly, VSNs are used for multimedia sharing across entities, and blockchain can be applied to VSNs for data integrity and security over the air. Later in this section, the implementations of the other areas are discussed in detail.




6. RQ2: Blockchain Framework for VANETs


The blockchain-based research methodologies and techniques were determined from the selected articles to answer RQ2. The highlighted blockchain techniques can be employed to improve VANETs. There are 10 techniques that are examined in detail and illustrated in Figure 11, and the rest of the techniques are mentioned as “other”. Figure 12 segregates the numbers of studies with regard to the techniques in order to demonstrate the significance of the studies against the techniques.



In Figure 11, the blockchain-based techniques are illustrated, and these can be employed to obtain blockchain-enabled VANETs. Blockchain-enabled frameworks [67], decentralized architectures, and techniques based on cryptography are discussed in the majority of the selected studies in relation to overcoming the integration of the blockchain and VANETs.



Figure 12 emphasizes the techniques of blockchain and their significance can be analyzed on the basis of the numbers of studies on them. Blockchain frameworks and decentralized authentication schemes are discussed in 24 aggregated studies out of 68, which shows that blockchain frameworks are being employed in different IoT sectors. Connected vehicles (CVs) are one of the most promising areas of research in the realm of blockchain. Therefore, the framework for blockchain and CVs is also studied in the most recent research in order to understand the dynamics [112]. Similarly, in this research on VANETs, eight studies presented innovative frameworks for integrating blockchain and VANETs.



6.1. Decentralized Architecture for VANETs


As can be seen in Figure 12, the blockchain framework and the decentralized authentication mechanism are discussed in a total of 24 studies out of 68 shortlisted articles. Furthermore, the practically possible decentralized architecture is discussed in only 3 studies out of 68. Therefore, an advanced decentralized architecture is one of the most prominent needs of our time. The state of the architecture is determined thoroughly in this study and is demonstrated in Figure 13.



The identity and privacy of vehicles and their locations were analyzed using the construction approach of the IoT chain architecture and private blockchain [5,38] to obtain a blockchain-based architecture for VANETs, as is shown in Figure 13. The rectified and analyzed architecture is based on eight different components: vehicles, the roadside unit (RSU), the onboard unit (OBU), the infrastructure, the blockchain network, the smart contract, the miner, and the agent node.



6.1.1. Vehicles


Vehicles are considered to be one of the essential moving components of blockchain-enabled VANETs. The onboard units installed in vehicles help facilitate communication with the core network.




6.1.2. On-Board Unit


The OBU is also known as a tracking device, or a data terminal, which is mounted on the vehicle. This component is responsible for the vehicle communication with servers or adjacent nodes.




6.1.3. Roadside Unit


The RSU is considered to be an access point in the network. This unit is responsible for collecting data from the OBUs and transmitting it to the core network in real time. The RSU also transmits traffic, emergency, and weather-related information for the assistance of drivers and fleet staff.




6.1.4. Core Network


The core network consists of several servers and ensures connectivity with vehicles for the data transmission through the RSU. The CA, database, application, and web servers lie in the core network. All the data stored on these servers is encrypted in order to confirm the data integrity and security. The core network is responsible for maintaining all the communication messages in real time for further decision making.




6.1.5. Blockchain Network


This literature review analyzes the blockchain network with the aim of ensuring privacy protection in the blockchain-based architecture for VANETs. The private chain architecture was examined, in which all the hash values are stored in the network to avoid malicious attacks. However, the data cannot be tampered with or changed because the blockchain is immutable.




6.1.6. Smart Contracts


The protocols (referred to as “contracts”) are clearly defined for the authentication, anonymity, data encoding and decoding, etc. The use of contracts also helps to save transaction costs.




6.1.7. Agent Node


The participant is considered to be an agent node in a decentralized network. The participants participate in a consensus mechanism and ensure the backup of the network. The agent node also provides correctness across transactions.




6.1.8. Miner


The special agent node is considered to be a miner node when it tries to solve the mathematical problem and solves it successfully. The miner node solves the puzzle and obtains the legal right to keep the block. The miner node is also responsible for the mining and validating of new blocks. The updated data is saved in a newly established block, and all of the other participants update the respective storage accordingly in the blockchain.



The components of the blockchain-based framework for VANETs are discussed above, and their interactions are demonstrated in Figure 14.






7. RQ3: Blockchain and the IoT/VANET Challenges, Limitations, and Techniques


To answer RQ3, Table 4 explains the methods, challenges and limitations when blockchain integration takes place with VANETs. The advantages and challenges of the traditional models are described as follows: The Bayesian inference model [113] provides the mechanism for decentralized trust management and ensures the consistency and reliability of the storage or database. The composition of the trust management and privacy preservation is one of the major drawbacks of this methodology. The proof of work (POW) is used as a consensus mechanism to validate the authentic and deserving nodes that have good reputations and computing power. In our proposed architecture, the message exchange and identification of malicious nodes can be managed by using POW. The provision of information sharing will only be available across vehicles or entities having the capability to prove their worth by solving a puzzle. The POW [91] needs further enhancement to deal with the crucial event message dissemination in dynamic topology in order to achieve low computation and maximum throughput. The proof of driving mechanism is also highlighted by practitioners to mitigate the issues of the POW and proof of stake. The conditional anonymity and improved transparency are observed in the blockchain-based anonymous reputation system (BARS) [114], but it is also vulnerable to various attacks. The certificate less public key signature (CL-PKS) [55] is recognized as one of the efficient methods for vehicle-to-infrastructure communication with lower computation costs. However, it needs to be enhanced more for vehicle-to-vehicle communication. The hierarchical temporal memory (HTM) method [115] was found to be effective and efficient for identifying malicious users, but the challenge of battling frequent attacks persists for this methodology. Similarly, the implementation of an improved growing hierarchical self-organizing map (I-GHSOM) is critically important to achieving intrusion detection functionality. It can be used in the proposed decentralized architecture as a composite mechanism to handle the large number of vehicles in dynamic topology, and to intercept intrusions accordingly for faster and more secure message transmission. The I-GHSOM [116] is quick compared to other methods for detecting multiple types of attacks. The message-by-vehicle can be mined quickly by using this method. However, it needs to be improved in terms of the management of the overheads. The better effectiveness and enhanced data transmission were analyzed under the methodology of unified trust management, but this lacks security because of virtualization and software-defined networks [117] Lastly, the methodology of blockchain-based VANETs [9] was analyzed and was recognized as having one of the most effective data processing times, as well as privacy protection. Earlier, this methodology depended on trusted centralized entities, but the advancement of blockchain has made it decentralized and distributed. However, this methodology is regarded as the most useful for when blockchain meets VANETs.



Table 4 defines the methodologies and highlights the challenges for VANETs, which are addressed by employing the inherent characteristics of blockchain technology. The detailed list of the blockchain issues is presented in Figure 14, and these are addressed by integrating the blockchain with IoT technologies. Figure 15 highlights that 14 out of 68 studies discuss the issues of trust management and its resolutions. Privacy management is discussed in 13 out of 68 studies, with general security issues discussed in 16 selected studies, which makes it still one of the most prominent issues in blockchain-based VANETs. Issues regarding the proposed frameworks of blockchain are discussed in three of the selected studies and were validated accordingly.



Lastly, distributed and fog computing are also hot areas for practitioners since the blockchain conference took place in 2018 for future research and directions.




8. RQ4: General Blockchain Limitations and Techniques


To answer RQ4, and to determine the corresponding limitations and challenges faced by blockchain, we classified the studies with respect to the challenges and the applied techniques and models to overcome the limitations. The challenges of security, privacy, and key and trust management affect every domain when they meet with blockchain. Therefore, we not only identify the major issues, but we also highlight the techniques and models to overcome the challenges. The research focus is to fill the research gap in terms of the challenges that arise when blockchain meets with any of the other domains. Table 5 presents the classification of the studies with respect to the major issues, and the techniques for overcoming the limitations. Table 5 presents the limitations and the corresponding techniques and models along with the source, which can be adopted to solve the problems of blockchain-enabled VANETs.




9. Discussions


The inherent characteristics of blockchain have received an immense amount of attention from researchers and practitioners in the last decade. The escalation and implementations of blockchain with IoT are being experimented on as pilot projects in various sectors. The DLT has achieved both theoretical and practical endorsements from the academic and industrial perspectives. The classifications of the studies with respect to the theoretical, simulation, and experiment-based results are presented in Figure 16. There are 32 studies out of 68 that are based on theoretical analyses, 23 studies that are based on simulation results, and only 13 studies that are based on experimental results. Figure 16 highlights the significance of the practical implementation as future research for the practitioners.



The research questions are answered in this review to determine the future directions of blockchain technology in the particular domain of VANETs. There is a research gap between blockchain and its applications, and particularly for vehicular networks. The major research issues for integrating blockchain and VANETs are security, traceability, and transparency. The major implementation of VANETs is in the digitalization of fleet telematics. Further details with regard to the issues and implementations are presented in the following sections.



9.1. Security, Traceability, and Transparency


The traceability, security, and transparency are always challenges for VANETs and other related technologies. These challenges arise when handshaking protocols are required for better hand-offs in centralized architecture. The DLT can be applied in VANETs because of the immense number of characteristics for overcoming such challenges of security. It also provides trust and consensus mechanisms to increase the reliability and traceability. The ledger is shared among the nodes to prevent the loss of data integrity. The major players at the sensory layer, including the actuators, gateways, routers, and things, have shared ledgers to permit access on a per need basis for the process flows. The blockchain, with an immense number of features and advantages, eliminates the centralized systems and promotes immutable, transparent, and efficient architecture for other domains.




9.2. IoV and Fleet Management Digitalization


The VANETs and the corresponding technologies are critical for ITS. This is a network of connected vehicles. The connection modes are facilitated through satellite (GPS) or cellular networks (3G, 4G, 5G), and this depends on the onboard unit (OBU) embedded inside the vehicle. Some OBUs provide multiple modes of connection in order to provide reliability and coverage. RFID technology can provide each driver with a unique digital identity. Remote fleet managers can track the driver’s performance, and provide warnings for bad performances and rewards for good performances, which can boost the driver’s motivation to perform well on the road. Fleet management systems, such as food delivery fleet management, taxi fleet management, oil distribution fleet management, etc., can benefit significantly from the implementation of blockchain-enabled VANETs. The surveillance cameras can also be attached to the OBU for vehicle surveillance for the fleet managers. Parameters, such as the engine speed, the tank temperature, the tire pressure, and the fuel consumption can be monitored through sensors and can be controlled remotely for vehicle safety control. Figure 17 illustrates VANETs and their applications in fleet management.




9.3. Blockchain-Enabled VANET Applications


The research implication of blockchain-enabled IoT was found suitable for the areas described in the following sections, where its immediate implementation can completely change the perspective.



9.3.1. Fleet and Journey Management for ITS


The efficient movement of vehicles with containers is always challenging for fleet owners. Blockchain-enabled VANETs can help fleet owners track their fleets in real time by preserving the coordinates, speeds, altitudes, angles, temperatures, and fuel levels using a real-time messaging system. In general supply chains and fuel supply chains, blockchain promote trust among all the authorities, and it also enables the quick and efficient movement of products with greater consensus.




9.3.2. Asset Tracking


The compliance with safety and security is always a challenge for authorities when they are attempting to ensure efficient asset movement. The blockchain-enabled VANETs can help to store data in shared ledgers throughout the product’s lifecycle. The ledger information can be shared with the concerned authorities, consignees, manufacturers, and shippers. The blockchain technology in asset management is easy to implement, secure, and transparent, with the cutting-edge feature of cost-effectiveness.




9.3.3. Data Science and Management


Data science and management applications can be developed on blockchain technology to ensure tamper-free maintenance and operational data. This helps to maintain the data integrity in data sciences to prevent prediction anomalies. The trusted ledger of the data changes can also be shared with the appropriate authorities for further compliance and management.




9.3.4. Solid Waste Management


Researchers have surveyed blockchain-and-VANET-based waste management models for the advancement of waste collection procedures in developing cities. The key components of waste management models are waste collection, truck routing, transportation, and the monitoring of the recycling of certain types of garbage. Researchers propose intelligent algorithms for the collection, disposal, and recycling of trash.




9.3.5. Contact Tracing and Social Distancing


The only way to prevent pandemics is to maintain social distancing. The decentralized model of contact tracing is endorsed by an international consortium, which consists of Google and Apple, in order to ensure transparency and privacy. Researchers have surveyed blockchain- and IoT-enabled techniques for contact tracing to preserve privacy, transparency, and security. The analyzed composition of blockchain and IoV can provide digital contact tracing mechanisms for the prevention of pandemics such as COVID-19.






10. Conclusions


This study encapsulates a systematic review and analysis that is based on multidisciplinary research studies, and that addresses the issues that can occur when blockchain meets the IoT, and especially VANETs. It further provides a comprehensive classification of the articles on the basis of the methods and techniques used to overcome the challenges of VANETs. The complete decentralized architecture of VANETs is derived from the extensive literature review and is referred to as “blockchain-enabled VANET architecture”.



The substantial contribution of this review is that it highlights the significance of blockchain in other domains with the inherent characteristics. The particular area of VANETs was selected in this review in order to validate the potentials of blockchain technology. The decentralized architecture was also derived for vehicular networks on the basis of DLT. The specific mechanisms of VANETs, as well as the IoT, such as handshaking, hand-offs, and data communication, are also discussed in the light of blockchain technology.



The challenges, limitations, and open issues of blockchain-enabled applications are also classified for future prospects. This study is not only limited to the integration of blockchain and VANETs, but it also discusses the potential blockchain issues that may be addressed in future research. The interoperability, scalability, and storage-related technical issues still need to be addressed by practitioners. Lastly, this study also provides a classification of the articles that is based on the result types, such as the theoretical, simulation, and experimental results. This classification highlights that blockchain-enabled pilot projects are rare. Therefore, practical implementation should be considered by practitioners for a more concrete implementation of blockchain in different domains. This study also sheds light on an overview of the extant blockchain-enabled IoT chain research as future works.



As part of the future work, research can commence on 5G-enabled blockchain-based VANETs using narrowband-IoT (NB-IoT) technologies for high mobility and latency, and low power consumption. This study could also lead to the implementation of blockchain in different sectors, such as blockchain-enabled healthcare transportation for door-to-door vaccination, which can be targeted to handle pandemic-like situations. The future implications of this study could also be helpful for contact tracing and isolation management in the realm of the IoT. The proposed decentralized architecture can also be extended to the design of state-of-the-art journey management systems for autonomous vehicles and drones.
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Figure 1. An overview of the IoT. 
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Figure 2. An overview of Industry 4.0 (mechanization, electricity, electronics, and the IoT). 
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Figure 3. IIoT infrastructure and process diagram. 
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Figure 4. M2M communication and architecture. 
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Figure 5. VANET communication and architecture. 
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Figure 6. An overview of vehicle-to-everything communication. 
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Figure 7. EDSOA service communication. Reprinted with permission from ref. [50]. Copyright Lan et al., 2015. 
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Figure 8. Procedural steps for article assessment. 
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Figure 9. Spread of articles by period. 
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Figure 10. Classification of studies for blockchain-enabled VANETs. 
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Figure 11. An overview and classification of blockchain techniques. 
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Figure 12. Blockchain techniques and publications. 
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Figure 13. Decentralized architecture for VANETs. 






Figure 13. Decentralized architecture for VANETs.



[image: Sustainability 14 03919 g013]







[image: Sustainability 14 03919 g014 550] 





Figure 14. Blockchain-enabled VANET communication architecture. 
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Figure 15. General blockchain issues and numbers of studies. 
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Figure 16. Result-wise classification of studies. 
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Figure 17. An overview of fleet management system and its components. 
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Table 1. Comparison of blockchain-enabled VANETs with the existing literature.
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	Studies
	Composite Use of Methods to Improve Vehicular Network by

Employing Blockchain
	Provision of Blockchain-

Enabled

Decentralized Framework
	Provision of Safety and

Security for

Intelligent Transportation System
	Identification of Research Domains When Blockchain Meets IoT/VANETs
	Identification of Use Cases for the Implementation of Blockchain-

Enabled IoT/VANETs





	[3]

(Álvares et al., 2021)
	✔
	✖
	✔
	✔
	✖



	[13]

(Wan et al., 2020)
	✖
	✖
	✖
	✖
	✔



	[20]

(Lo et al., 2019)
	✔
	✖
	✖
	✔
	✔



	[21]

(Conoscenti et al., 2016)
	✖
	✖
	✖
	✔
	✔



	[22]

(Iqbal et al., 2021)
	✔
	✖
	✔
	✖
	✖



	[23]

(Casino et al., 2019)
	✖
	✖
	✔
	✔
	✔



	[24]

(Shen & Pena-Mora, 2018)
	✔
	✔
	✖
	✖
	✔



	Blockchain Enabled VANETs
	✔
	✔
	✔
	✔
	✔
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Table 2. Numbers of articles by year.
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	Year
	No. of Studies
	Articles





	2018
	3
	[52] (Bao-Kun et al., 2018), [53] (Busygin et al., 2018), [54] (Lu et al., 2018)



	2019
	13
	[15] (Li et al., 2019), [55] (Ali et al., 2019), [56] (Shrestha & Nam, 2019), [57] (Xie et al., 2019), [58] (Kim, 2019), [59] (Yang et al., 2019), [60] (Zhang & Wang, 2019), [61] (Butt et al., 2019), [62] (Lu et al., 2019), [63] (Feng et al., 2019), [64] (De Maio et al., 2019), [65] (Zhang et al., 2019), [66] (Zheng et al., 2019)



	2020
	26
	[14] (Matheu et al., 2020), [19] (Bagga et al., 2020), [67] (Bonadio et al., 2020), [68] (Lei et al., 2020), [69] (Shrestha et al., 2020), [70] (Sutrala et al., 2020), [71] (Ahmad et al., 2020), [72] (Shala et al., 2020), [73] (Zhuo Ma et al., 2020), [74] (Ryu et al., 2020), [75] (Zhao et al., 2020)s, [76] (Li et al., 2020), [77] (Wang & Zhang, 2020), [78] (Malik et al., 2020), [79] (Shi et al., 2020), [80] (Yang et al., 2020), [81] (Cho & Perera, 2020), [82] (Jiang et al., 2020), [83] (Zhaowei Ma et al., 2020), [84] (Tomar, 2020), [85] (Ayaz et al., 2020), [86] (Hussain et al., 2020), [87] (Lin et al., 2020), [88] (Mershad, 2020), [89] (Zheng et al., 2020), [90] (Wang et al., 2020)



	2021
	26
	[3] (Álvares et al., 2021), [40] (Singh et al., 2021), [45] (Peng et al., 2021), [49] (Abbas et al., 2021), [22] (Iqbal et al., 2021), [91] (Kudva et al., 2021), [92] (Shammar et al., 2021), [93] (Alharthi et al., 2021), [94] (Hei et al., 2021), [95] (Akhter et al., 2021), [96] (Azam et al., 2021), [97] (Chulerttiyawong & Jamalipour, 2021), [98] (Dwivedi et al., 2021), [99] (Firdaus et al., 2021), [100] (Ghovanlooy Ghajar et al., 2021), [101] (Jabbar et al., 2021), [102] (Kaltakis et al., 2021), [103] (Kapassa et al., 2021), [104] (Kebande et al., 2021), [105] (Kim, 2021), [106] (Li et al., 2021), [107] (Li et al., 2021), [108] (Liang & Ma, 2021)s, [109] (Ma et al., 2021), [110] (Maaroufi & Pierre, 2021), [111] (Sharma et al., 2021)
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Table 3. Sources and year-wise classification of articles.
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	Article
	Year
	Source





	[3] (Álvares et al., 2021)
	2021
	IEEE



	[40] (Singh et al., 2021)
	2021
	IEEE



	[45] (Peng et al., 2021)
	2021
	Elsevier



	[49] (Abbas et al., 2021)
	2021
	MDPI



	[22] (Iqbal et al., 2021)
	2021
	IEEE



	[91] (Kudva et al., 2021)
	2021
	Elsevier



	[92] (Shammar et al., 2021)
	2021
	IEEE



	[93] (Alharthi et al., 2021)
	2021
	IEEE



	[94] (Hei et al., 2021)
	2021
	Springer



	[95] (Akhter et al., 2021)
	2021
	MDPI



	[96] (Azam et al., 2021)
	2021
	IEEE



	[97] (Chulerttiyawong & Jamalipour, 2021)
	2021
	IEEE



	[98] (Dwivedi et al., 2021)
	2021
	IEEE



	[99] (Firdaus et al., 2021)
	2021
	MDPI



	[100] (Ghovanlooy Ghajar et al., 2021)
	2021
	MDPI



	[101] (Jabbar et al., 2021)
	2021
	IEEE



	[102] (Kaltakis et al., 2021)
	2021
	MDPI



	[103] (Kapassa et al., 2021)
	2021
	MDPI



	[104] (Kebande et al., 2021)
	2021
	MDPI



	[105] (Kim, 2021)
	2021
	MDPI



	[106] (Li et al., 2021)
	2021
	IEEE



	[107] (Li et al., 2021)
	2021
	IEEE



	[108] (Liang & Ma, 2021)
	2021
	IEEE



	[109] (Ma et al., 2021)
	2021
	IEEE



	[110] (Maaroufi & Pierre, 2021)
	2021
	IEEE



	[111] (Sharma et al., 2021)
	2021
	IEEE



	[14] (Matheu et al., 2020)
	2020
	MDPI



	[19] (Bagga et al., 2020)
	2020
	IEEE



	[67] (Bonadio et al., 2020)
	2020
	Springer



	[68] (Lei et al., 2020)
	2020
	Springer



	[69] (Shrestha et al., 2020)
	2020
	Elsevier



	[70] (Sutrala et al., 2020)
	2020
	IEEE



	[71] (Ahmad et al., 2020)
	2020
	IEEE



	[72] (Shala et al., 2020)
	2020
	IEEE



	[73] (Zhuo Ma et al., 2020)
	2020
	IEEE



	[74] (Ryu et al., 2020)
	2020
	IEEE



	[75] (Zhao et al., 2020)s
	2020
	Springer



	[76] (Li et al., 2020)
	2020
	IEEE



	[77] (Wang & Zhang, 2020)
	2020
	IEEE



	[78] (Malik et al., 2020)
	2020
	Springer



	[79] (Shi et al., 2020)
	2020
	Springer



	[80] (Yang et al., 2020)
	2020
	IEEE



	[81] (Cho & Perera, 2020)
	2020
	ACM



	[82] (Jiang et al., 2020)
	2020
	ACM



	[83] (Zhaowei Ma et al., 2020)
	2020
	ACM



	[84] (Tomar, 2020)
	2020
	ACM



	[85] (Ayaz et al., 2020)
	2020
	IEEE



	[86] (Hussain et al., 2020)
	2020
	IEEE



	[87] (Lin et al., 2020)
	2020
	IEEE



	[88] (Mershad, 2020)
	2020
	IEEE



	[89] (Zheng et al., 2020)
	2020
	IEEE



	[90] (Wang et al., 2020)
	2020
	IEEE



	[15] (Li et al., 2019)
	2019
	Springer



	[55] (Ali et al., 2019)
	2019
	Elsevier



	[56] (Shrestha & Nam, 2019)
	2019
	IEEE



	[57] (Xie et al., 2019)
	2019
	IEEE



	[58] (Kim, 2019)
	2019
	IEEE



	[59] (Yang et al., 2019)
	2019
	IEEE



	[60] (Zhang & Wang, 2019)
	2019
	IEEE



	[61] (Butt et al., 2019)
	2019
	IEEE



	[62] (Lu et al., 2019)
	2019
	IEEE



	[63] (Feng et al., 2019)
	2019
	IEEE



	[64] (De Maio et al., 2019)
	2019
	ACM



	[65] (Zhang et al., 2019)
	2019
	IEEE



	[66] (Zheng et al., 2019)
	2019
	IEEE



	[52] (Bao-Kun et al., 2018)
	2018
	Springer



	[53] (Busygin et al., 2018)
	2018
	Springer



	[54] (Lu et al., 2018)
	2018
	IEEE
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Table 4. Methods/techniques lead to blockchain-enabled VANETs.
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	Article
	Year
	Method
	Advantages
	Drawbacks





	[15]

(Li et al., 2019)
	2019
	Blockchain Based VANETs
	This is the most advanced methodology used for state of the art privacy protection and real time data transmission across vehicle to everything
	In nascent stages, this methodology relied on trusted centralized entities with a drawback of center point failure, but the advancement of blockchain has made it decentralized and distributed in all as aspects. However, this methodology is regarded as the most useful when blockchain meets VANETs.



	[113]

(Xia et al., 2020)
	2020
	Bayesian Model
	This method provides mechanism for decentralize trust management and ensures consistency and reliability of the storage or database
	The composition of trust management and privacy preservation is one of the major drawbacks of this methodology.



	[91]

(Kudva et al., 2021)
	2020
	Proof of Work
	This method provides trustworthiness without storage overheads
	It needs enhancement to deal with crucial event message dissemination for better performance.



	[114]

(She et al., 2019)
	2019
	BARS
	This method provides transparency and anonymity and also ensure effective and robust mechanism
	This methodology is more vulnerable to various attacks.



	[55]

(Ali et al., 2019)
	2019
	CL-PKS
	This method provides reliable communication between vehicles to infrastructure with less computational cost.
	This method lacks in vehicle-to-vehicle communication.



	[115]

(Hasrouny et al., 2019)
	2019
	HTM
	This method provides trustworthiness with quick and effective identification of malicious users
	This method cannot handle frequent attacks which makes it more vulnerable against the frequent attacks.



	[116]

(Liang et al., 2019)
	2019
	I-GHSOM
	This method has the ability to detect the attacks rapidly. It also ensure quick encoding of real time messages transmitted by vehicles.
	This method needs to improve in terms of management of overheads.



	[117]

(He et al., 2019)
	2019
	Unified Trust Management
	This method provides effective data transmission and trust management mechanism
	This method lacks in security due to virtualization and security of software-defined networks.
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Table 5. Techniques and limitations of blockchain when met with multiple domains.
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	Article
	Limitations
	Techniques/Models





	[9] (Poniszewska-Marańda & Kryvinska, 2018)
	Transparency and auditability
	Intelligent agents and multi-agent architecture for auditable blockchain



	[15] (Li et al., 2019)
	Identity and privacy protection
	Blockchain based VANET & UGG, IPP and LPP algorithm for identity protection



	[19] (Bagga et al., 2020)
	Data Integrity, open channel Security and secure data transmission
	Pay-go protocol



	[118] (Buterin, 2014)
	Consensus issues
	proof of work based blockchain



	[114] (She et al., 2019)
	Malicious attacks and suspicious node detection
	Blockchain trust model (BTM) and smart contracts



	[55] (Ali et al., 2019)
	Message exchange authentication
	Certificate less public key signature (CL-PKS) scheme using bilinear pairing



	[119] (Khelifi et al., 2020)
	Security for content delivery and caching
	NDN based security architecture

Reputation-based blockchain mechanism



	[68] (Lei et al., 2020)
	Cache poisoning, key management and access control
	Blockchain-based security architecture



	[120] (Minoli & Occhiogrosso, 2018)
	Security (End-End) Mitigation
	Permission less blockchain using cryptographic schemes



	[69] (Shrestha et al., 2020)
	Time critical message dissemination
	Public blockchain mechanism for message cohesion



	[56] (Shrestha & Nam, 2019)
	Mobility, latency, trust management, security and 51% attack
	Regional blockchain model



	[93] (Alharthi et al., 2021)
	security vulnerabilities such as denial-of-service (DoS), replay attacks and Sybil attacks
	Biometrics blockchain framework



	[121] (Luo et al., 2019)
	Malicious attacks and data spoofing
	blockchain enabled trust based location privacy protection scheme



	[52] (Bao-Kun et al., 2018)
	Privacy management
	Blockchain based data sharing scheme using Paillier cryptosystem



	[70] (Sutrala et al., 2020)
	Security attacks: replay, traceability, man-in-the-middle and impersonation
	Privacy preserving batch verification-based authentication mechanism using elliptic curve cryptography



	[71] (Ahmad et al., 2020)
	Man-in-the-middle (MiTM) attack and Trust Management
	MiTM attack resistance trust model



	[122] (Abou-Nassar et al., 2020)
	Vehicular data confidentiality, accessibility and information reliability
	Blockchain decentralized interoperable trust framework (DIT) and indirect trust inference system (ITIS)



	[72] (Shala et al., 2020)
	Trust and security of vehicular information
	multi-layer adaptive and trust-based weighting model using control loops and smart contracts



	[57] (Xie et al., 2019)
	Malicious node identification in VANETs
	Software-defined network (SDN) architecture



	[123] (Tan & Chung, 2019)
	Resource management and key distribution
	Secure authentication and key management scheme using consortium blockchain



	[124] (Hu et al., 2019)
	Security, authentication and consensus issues
	Byzantine fault tolerance algorithm



	[73] (Ma et al., 2020)
	Attacks: DoS, public key tampering and collusion and key management
	Blockchain enabled decentralized key management mechanism (DB-KMM), key agreement protocol based on the bivariate polynomial



	[59] (Yang et al., 2019)
	Data correctness, reliability and tamper proofing
	Proof of event consensus



	[60] (Zhang & Wang, 2019)
	Data confidentiality, privacy and information repudiation
	ElGamal encryption and group signature algorithm



	[75] (Zhao et al., 2020)
	Resource allocation, malicious attacks, trust value management
	Decentralized trust management architecture, joint proof-of-stake and modified PoS-mPBFT algorithm



	[76] (Li et al., 2020)
	Privacy management and security of vehicular data
	fine-grained access control scheme based on cipher text-based attribute encryption (CPABE)



	[77] (Wang & Zhang, 2020)
	Secure information exchange, forwarding and limitations of proxy re-encryption algorithm
	Data sharing and customized services based on the consortium blockchain using cipher text-policy attribute-based proxy re-encryption algorithm



	[94] (Hei et al., 2021)
	Storage, data integrity and non-accountability of denial of service attack
	P2P cloud storage scheme with smart contracts on ethereum



	[62] (Lu et al., 2019)
	Distributed authentication, identity privacy and security attacks
	privacy preserving authentication (BPPA) scheme and Merkle Patricia tree (MPT)



	[63] (Feng et al., 2019)
	Authentication and privacy management
	Blockchain assisted privacy preserving authentication system (BPAS)



	[54] (Lu et al., 2018)
	Privacy management
	Blockchain-based anonymous reputation system (BARS) and reputation evaluation algorithm



	[78] (Malik et al., 2020)
	Node trust ability prediction, privacy preservation and data sanitization
	Sea lion explored-whale optimization algorithm
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