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Abstract

:

Cybersecurity is one of the most important challenges in the intelligent connected vehicle system. Interconnected vehicles are vulnerable to different network security attacks, which endanger the safety of passengers. This review paper firstly analyses the reasons why the current vehicle network is vulnerable to network attack and summarizes the three implementation methods of network security threats. The necessity of vehicle network security research and deployment is also analyzed. After giving a short introduction to the vehicular network security, this review paper identifies major security attacks on intelligent connected vehicles. Then the security enhancement technology of vehicle networks from three aspects are introduced, including vehicle network data encryption technology, vehicle network message authentication technology, and vehicle network anomaly intrusion detection technology. Then we analyze three common methods of abnormal intrusion detection in vehicle networks and explore the future research for preventing attacks on the network security of intelligent vehicle systems.
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1. Introduction


The intelligent connected vehicle (ICV) is becoming the mainstream of the automotive industry in the future. The advanced wireless technology enables vehicles to share and communicate information with each other and their surroundings in real-time, which will help to reduce crashes, congestion, and greenhouse gas emissions. Many advanced technologies, such as cloud computing, artificial intelligence, V2X (vehicle to everything) communication, and advanced driver assistance systems are being more and more widely used in cars, which makes connected vehicles more intelligent to provide comfortable services for people and ensure the safety of drivers and passengers. However, as our cars become more connected (to the Internet, to wireless networks, with each other, and with our infrastructure), the risk of cyber-attacks is a growing concern.



The complexity of the system and the increase of external communication interfaces make the connected cars more vulnerable to network attacks. In recent years, the continuous automobile information security recall events have attracted great attention. In view of the key attributes of ACPs (automotive cyber-physical systems) function security, the attack on the vehicle network will not only cause personal privacy disclosure and economic loss but also endanger people’s life safety and even become a national public security problem. The U.S. Department of Transportation (USDOT) [1] understands the threat to the nation’s cyberinfrastructure and has made cybersecurity a top priority. The Department is taking action to respond to the threat and improve the vehicle cybersecurity posture and capabilities of the United States. In 2015, 1.4 million vehicles were the subject of a recall by Chrysler because hackers could remotely take control of a jeep’s digital system over the internet [2]. The hackers could disable the car’s brakes at low speeds. By sending carefully crafted messages on the vehicle’s internal network known as a CAN bus, hackers could pull off even more dangerous, unprecedented tricks like causing unintended acceleration and slamming on the car’s brakes or turning the vehicle’s steering wheel at any speed. In another report, a team of hackers remotely hijacked a Tesla Model S from a distance of 12 miles. By hijacking the car’s CAN bus, the hackers could move the seats back and forth, trigger the indicators, wing mirrors, and windscreen wipers, and open the sunroof and boot while the car was driving and in parking mode. More worryingly, the hackers could also control the car’s brakes, which could be dangerous if deployed suddenly while the vehicle was traveling at high speed on a motorway [3]. In a recent study, researchers have found 14 vulnerabilities in the infotainment system in several BMW series [4]. If the Telematics Control Unit has fallen into a rogue base station, attackers can extend the attack distance to a wide-range with the help of some amplifier devices. Technically speaking, it’s possible to launch the attack from hundreds of meters even when the car is in the driving mode. Overall, these cases support the view that security in intelligent vehicular systems becomes essential and must be addressed in order to protect the vehicle and driver. Therefore, the number of intrusion attacks targeting the security loopholes of the Internet of Vehicles and smart cars has gradually increased in new crimes. From the perspective of network security, the intelligent networking of automobiles is a double-edged sword. If the vehicle is hacked, hackers can engage in a variety of illegal activities or make money from it, such as taking control of the vehicle, stealing the personal information of the vehicle and its owner, and hacking the vehicle and then the external system of the Internet of Vehicles.



Like connected mobile phones and computers, smart cars are subject to network security threats such as computer viruses, malicious programs, hacking, and data leakage. Compared with hardware cracking, remote non-contact attacks are more threatening to smart cars, which are mainly manifested in four aspects: (1) Potential security risks on the mobile terminal. There is a risk of it being stolen and controlled in terms of vehicle information; (2) Hidden dangers of communication security, that is, there is a risk of cracking and theft of information transmission between people, vehicles, roads, and clouds on the Internet of Vehicles; (3) Hidden dangers of in-vehicle terminal security, namely the security loopholes in the bus control and information transmission of the smart car itself may be exploited by hackers; (4) Cloud security risks, that is, there may be security loopholes on the Internet of Vehicles’ cloud server, causing hackers to send malicious files through the cloud.



Currently, successful cyber security attacks on vehicles are mainly due to shared information and wireless communication, thus increasing the sensitivity of vehicles to different malicious attacks. Faced with the threat of information security, the existing vehicular network protocols lack information security considerations at the beginning of the design, so it is urgent to strengthen information security. The major motivation that led us to carry out this work is the ever-expanding gap between security attacks and existing safety measures.



This paper first summarizes the challenges and constraints of vehicle network information security design under functional security assurance and the main security attacks on intelligent connected vehicles and makes a comprehensive review of the existing defense measures and solutions. Then it summarizes three common methods of anomaly intrusion detection in the vehicle network. Finally, it summarizes three new technologies to solve the network security problems of intelligent network automobiles, which provides a new technical direction for solving the related problems of intelligent network automobiles.




2. Analysis of Vehicular Network Security


2.1. Severe Security Threats


In order to deploy the vehicles safely and successfully, the security threats must be mitigated whenever possible. As the current standard protocol of vehicle networks, the CAN bus lacks an encryption mechanism and protection mechanism at the beginning of its design. All nodes receive their own message ID and obtain data on the bus without involving any information at the sending end, and the receiving end will not judge whether the source message is invasive. In addition, the increase or decrease of nodes in the CAN bus is arbitrary. People can only access the bus through the physical layer and can normally send and receive messages on the bus without verifying the newly accessed nodes. With the popularization of automotive intelligence, the proportion of in-car electronic control equipment is increasing. Advanced electronic equipment data and vehicle data have also become the cutting-edge evaluation standards of the automotive industry and are also the core factors to attract consumers and improve product competitiveness. Advanced electronic equipment data have also become the cutting-edge evaluation standards of the automotive industry and are also the core factors to attract consumers and improve product competitiveness. If the enhancement technologies of vehicle network security are not carried out in time, it will suffer malicious attacks in all aspects due to potential security vulnerabilities [5]. Table 1 shows the analysis and comparison of automobile network supply in the recent 10 years. In terms of attack methods, the security threats in recent years can be divided into three implementation methods: direct physical access attack, short-range wireless attack, and long-range wireless attack. Direct physical access attack is mainly carried out by illegally accessing CAN and OBD interfaces; short-range wireless attacks are mainly carried out through illegal access to Bluetooth and wireless sensor channels; remote wireless attacks are mainly carried out through illegal access to WiFi and mobile digital cellular network ports.




2.2. Vehicle Network Lacking Information Security


The existing vehicle network protocols, such as CAN and FlexRay, lack the design of an information security mechanism at the beginning of its design, which makes the vehicle network vulnerable to sniffing, forgery, modification, and replay. Its vulnerability is mainly reflected in the following three aspects.



	(1)

	
Point to line communication has poor confidentiality. The message in the CAN bus is transmitted by broadcast. All nodes can accept the message transmitted by the bus, which makes it possible to monitor the message information. The automobile bus data is easy to be captured and analyzed, and the availability and integrity can not be guaranteed.




	(2)

	
The propagated message source is incomplete. There is no original address information in the protocol, and the receiving electronic control units (ECU) cannot confirm that the received data is the original data, which makes it easy for the attacker to forge and tamper with the CAN bus message by injecting false information, which allows the message to be stolen and tampered with, and the authenticity of the message cannot be guaranteed.




	(3)

	
Bus vulnerability. The arbitration mechanism given priority in the CAN bus protocol makes it possible for hackers to carry out denial of service attacks on bus messages. The attacker can replay or flood the vehicle bus by means of sniffing or monitoring so that the ECU cannot send and receive messages normally.








2.3. Network Security Attacks


This section will summarize and classify the external interfaces of intelligent networked vehicles that may be attacked from the perspective of network layering, and divide attacks into different levels according to the source of the attack. Potential attackers often implement different levels of network attacks on cars through these external interfaces. The characteristics of these network attacks are as follows.



	(1)

	
Attacks from the sensing layer (physical layer). Today’s automobile is developing towards electrification, intelligence, networking, and sharing. In order to meet the needs of all aspects, we need to be equipped with a series of advanced sensors, such as lidar, millimeter-wave radar, camera, and GPS, which are used to collect the perceived information of the external environment and provide the ability to perceive the environment for automatic driving decision-making. It is also equipped with more and more electronic control units (ECU) and wireless connections. Although these measures improve the safety and efficiency of vehicles, they also bring new weaknesses. Therefore, attacking vehicles through the physical layer will become a new threat to vehicle network security. For example, Rouf et al. [9] proposed an attack that interferes with the tire pressure monitoring system through the radio channel, making the vehicle tire pressure monitoring system ineffective. Tao et al. [14] proposed to attack the keyless start system through the control of the radio channel and illegally start the target vehicle.




	(2)

	
Illegal access (data link layer). Due to the lack of data encryption and message verification mechanism in the vehicle network, once the attacker can access the network equipment, they can easily carry out the attack. The attack modes of the data link layer include frame injection, frame forgery, frame sniffing, pause, and DoS attack. The availability of the network will be seriously threatened. For example, it has been proven how to use the vulnerability of remote endpoint to destroy ECU, access the vehicle network, and then control vehicle mobility. Attackers can simply inject arbitrary messages into the CAN bus or monopolize the network by continuously sending the highest priority frames [15].




	(3)

	
Attacks from the interface (application layer). In order to improve the safety and efficiency of the automobile transportation system, automobile manufacturers integrate wireless communication systems into automobiles [10]. In recent years, there have been many reports on remote network attacks on vehicles by using vulnerabilities in external network interfaces and devices [6,16]. Attack portals include Bluetooth and OBD- II, Wi-Fi, etc. In the network application layer, attackers can carry out more targeted attacks that are not easily found and are more likely to be interfered or deceived because there is no need for a physical connection [10]. Since such attacks do not have illegal access to nodes and obvious data frame exceptions, they are more difficult to detect. For such attacks, researchers at home and abroad mainly focus on the design of intrusion detection methods based on machine learning [9,10,11]. At present, there are many problems such as excessive consumption of computing resources, lack of test data sets, and model evaluation.








2.4. Functional Safety Guarantee of Vehicle Network


Functional safety is the premise of the development of intelligent connected vehicles. The traditional designs of vehicle safety include seat belts, passive safety airbags, active safety ABS, anti-lock braking systems, electronic brake-force distribution (EBD), and ADAS, etc. Dangerous events are caused by a failure in driving behavior, and risks such as system failure and hardware failure of random vehicle systems [17]. Risk refers to the possibility of injury or damage caused by these failures and the severity of the consequences of injury or damage [17]. It is recommended to use functional safety to deal with the above risks. This means that there is no unreasonable risk of failure behavior of electrical and electronic systems [17]. Functional security enhancement design should not only follow the corresponding security standards (such as ISO 26262) but also face the reliability constraints of computing and network resources.



In terms of ensuring vehicle functional safety, a large number of researchers have carried out corresponding research work in terms of schedulability and task priority allocation [18,19,20]. Tindell and burns showed how to study the fixed-priority preemptive scheduling of a single processor system and apply it to the message scheduling on CAN, and transfer it to industrial applications in the form of commercial CAN analysis tools. Prior to Tindell’s work, low bus utilization of up to 30% or 40% usually occurs in automotive applications, and a lot of tests are needed to ensure that CAN messages can be completed before the deadline. With the schedulability analysis, the utilization rate of CAN bus can be increased to around 80%, while still ensuring the completion on schedule [20]. In addition, Xie et al. [21] carried out a lot of research on the adaptive scheduling method of multi-functional hybrid key and high-performance real-time scheduling of multi-functional hybrid key, and a fast functional security verification (FFSV) method for distributed automotive applications is proposed to give priority to ensuring high critical tasks (functional security). At the same time, it takes into account the balance between performance and cost, which can obtain a higher acceptance rate than the current methods of existing similar products. Vehicle network security includes two aspects: information security and functional security. Serious information security will threaten functional security, but they face competition in system resources in the process of implementation.



In order to eliminate the competition between information security and functional security in design resources and solve the potential adverse impact of information security on the realization of functional security, it is necessary to take into account the attributes of functional security and information security of the system and comply with the ISO 26262 standard and AUTOSAR specifications. Considering the increasing bandwidth demand of automotive information physical systems (ACPs), Xie et al. [22] proposed an AUTOSAR compatible system model considering time and safety constraints on the signal encapsulation of can and CAN-FD (CAN with flexible data rate) from the perspective of a vehicle CAN message encapsulation and bandwidth utilization optimization. An integrated mixed-integer linear programming formula (I-milp) is used for the optimal DSE of a CAN FD, and a divide and conquer method is used to solve the time complexity problem of I-milp. The scheme balanced the security and bandwidth overhead of the vehicle network.



At the same time, it has good scalability and higher bandwidth utilization in the industrial scale system, ensuring the schedulability for more signal sets. With regard to the relationship between vehicle network security and functional security, the literature [23,24] emphasizes that the threat of network information security will directly affect the safety of personnel inside and outside the vehicle. IIA (identity, integrity, availability) principle [25] establishes a framework for evaluating the information security characteristics of the network system, and explains the most important goal of vehicle network security design, where confidentiality represents the confidentiality of information, integrity represents the consistency or integrity of information, and availability represents the availability of authorized users. In order to clarify the relationship and interaction between functional security and information security, this paper summarizes the relationship between them from the aspects of design objectives, constraints, and their interaction, as shown in Figure 1. After the summary of this paper, the following four points are obtained: the challenges and constraints faced by the vehicle network information security design under the functional security guarantee.



	(1)

	
The constraints of computing, storage, and communication bandwidth resources make the internal hardware resource constraints of the vehicle mainly manifest as computing, storage, bandwidth, and energy constraints.




	(2)

	
Complex and heterogeneous software and hardware structure. The interior of the vehicle is composed of a large number of heterogeneous and complex software and hardware components, which communicate through heterogeneous vehicle network protocols and gateways. The complexity and heterogeneity of the system not only add uncertainty to the functional security and information security but also increase the difficulty of system functional security guarantee test and verification.




	(3)

	
Considering the balance of cost and performance, the computing and storage resources of ECUs in ACPs are often limited and the high cost of deployment may give low priority to network security deployment, and the vehicle network security design is subject to strict cost constraints, which also leads to the network information security enhancement scheme of traditional information can not be deployed in the automotive environment.




	(4)

	
The constraints of vehicle networks on functional safety design are mainly manifested in the real-time performance of message transmission, end-to-end delay boundary, system task schedulability, and so on, which will affect the reliability and stability of the system. At present, the research work on vehicle network message schedulability analysis mainly focuses on exploring the upper bounds of communication delay [26,27,28], network message schedulability analysis [29,30], and meeting deterministic delay analysis [31].









3. Enhancement Technology of Vehicular Network Security


This section focuses on the development of security enhancement technology for vehicle networks under security threats and summarizes it from three aspects: vehicle network data encryption technology, vehicle network message authentication technology, and vehicle network anomaly intrusion detection technology.



3.1. Vehicle Network Data Encryption Technology


Encryption and authentication are widely used in the security field of communication channels. This technology is also widely used in the vehicle network environment (MAC technology has been included in AUTOSAR protocol specification). However, the traditional message encryption and authentication technology face the problems of heterogeneous architecture, limited bandwidth, and computing resources in the vehicle network environment. In view of the limited capacity of the CAN bus, any countermeasure to solve its loopholes should consider this limitation rather than overload the bus. The security solution of the CAN bus can be divided into encryption, authentication, and redesign of the protocol stack. Additional functions can be realized by replacing the fields in the frame, splitting the message into multiple frames, or adding nodes and components to the bus. Cryptography-based methods focus on protecting the CAN bus from malicious messages, while the intrusion detection system (IDS) focuses on detecting malicious messages. Firewalls and intrusion prevention systems (IPS) can be used for external interfaces to prevent access to the bus. It may be necessary to implement dedicated nodes to implement IDs and firewalls. However, the cost of implementing these methods in existing vehicles is still high.



In order to solve the problem of insufficient computing resources, Wang et al. [32] used a hardware security module (HSM) to reduce the computing burden of resource-limited ECUs, so as to provide better encryption/decryption time and effectively reduce the impact of message encryption on network performance. Its disadvantage is that it will increase the cost of hardware deployment. In order to deal with the vulnerabilities and attack models of various vehicle ECUs, Siddiqui et al. [33] proposed the hardware-based secure and trusted communication technology through the CAN bus in the in-vehicle network connecting electronic control units (ECUs), and constructed hardware-based secure and trusted framework, which enables the framework to realize mutual authentication and secure encryption based on lightweight PUF (physical unclonable function) on insecure communication channels. The experimental results show that the time overhead of sending an encrypted data frame in a 1 mbit/s vehicle CAN is 108 μs. Gu [34] et al. proposed a MILP (mixed-integer linear model programming) formula, divide-and-conquer heuristic algorithm, and simulated annealing algorithm, which maps the application task graph to the FlexRay based distributed hardware platform to meet the requirements of security and deadlines and minimize the number of hardware co-processors required in the system. The disadvantage is that the network protocol is very complex.




3.2. Vehicle Network Message Authentication Technology


In recent years, a variety of lightweight message authentication protocols for vehicles’ CAN have been proposed to protect vehicles from camouflage attacks. The protocol was originally proposed by Herrewege et al. [35]. In recent years, Jo et al. [36] proposed a new authentication protocol for camouflage attacks, which realizes the balance between network bandwidth consumption and prevents camouflage attacks without modifying the hardware of the CAN controller. The design of a lightweight message authentication protocol can solve the problem of the lack of security authentication design of CAN protocol and ensure the authenticity of vehicle network communication.




3.3. Vehicle Network Intrusion Detection Technology


Compared with information security enhancement means such as message encryption, access control, and protocol authentication, intrusion detection has the characteristics of small bandwidth resources and easy deployment of existing vehicles. It is more suitable for vehicle networks with limited resources and cost. Intrusion detection can be divided into host-based IDS and network-based IDS according to data sources. Detection technology can be divided into detection methods based on feature observation, information theory, statistical analysis, machine learning, etc., as shown in Figure 2, which summarizes the existing relevant research in this area.



	(1)

	
Detection method based on feature observation







Feature observation is one of the common intrusion detection methods, which is widely used in the research of vehicle network intrusion detection [24]. Through the analysis of vehicle network architecture and network protocol, it is found that the network features that can be used for intrusion detection observation mainly include equipment fingerprint (extracted by time-domain and frequency-domain information) [37], clock offset [38], frequency observation [39], and remote frame [40], etc. For example, Li et al. [41] proposed a vehicle network intrusion detection method and system based on clock offset. The CUSUM (cumulative sum) algorithm is used to detect mutation from the cumulative sum of deviation of the target value, mine the association mode and association degree between ECUs in the vehicle network, establish association rules, and add the data with normal association rules into the cumulative clock offset model of the vehicle. The system has a good detection effect for slight deviation from the target.



In 2019, Guan et al. [42] proposed an adaptive intrusion detection algorithm based on message cycle characteristics and an intrusion detection algorithm based on dache characteristics on the basis of analyzing the characteristics of in-vehicle CAN bus communications and various attack characteristics, and took BP neural network as the classification model of the algorithm. Finally, the bus-off attack and intrusion detection was realized based on the in-vehicle CAN communication simulation platform. Qin et al. [43] proposed a vehicle network intrusion detection method based on message sequence prediction, which enables the system to learn the attack type message and then identify it, to achieve the effect of anti-attack.



In recent years, using the uniqueness of ECU electrical characteristics to establish equipment fingerprint information has become a popular vehicle network attack traceability method, which is widely used in vehicle network intrusion detection research. This method was first proposed by Cho et al. [44]. Subsequently, Song et al. [45] realized intrusion detection through the extraction and statistics of network signal features. Lee et al. [40] proposed an intrusion detection method based on the analysis of the offset ratio and time interval between request and response messages in the CAN. Through monitoring to detect the intrusion offset ratio and time interval, it can realize fast intrusion and high-precision detection. Yang et al. [46] proposed a long-term and short-term memory unit recursive neural network (rnn-lstm) identity authentication method based on fingerprint signal characteristics and a method of generating an electronic control unit (ECU) simulated fingerprint signal to train the proposed rnn-lstm classifier. The experimental results show that the proposed rnn-lstm model can effectively detect flooding attacks. Ning et al. [47] proposed an attack detection scheme based on a local outlier factor (LOF). The scheme uses the voltage physical characteristics of the CAN frame to judge whether the message is sent by a legal ECU. The proposed algorithm has low time and space complexity. Experiments in real vehicle network environment data show that the recognition accuracy of the specific attack model can reach more than 98%.



The detection method based on feature observation can often achieve high detection accuracy for specific attack models and has the characteristics of short response time and low network bandwidth overheads [37].



	(2)

	
Detection method based on information theory and statistical analysis







By analyzing the information entropy of 6.673 million CAN messages, it is found that the average information entropy in a vehicle’s CAN is 11.436 [32,48]. In case of malicious attacks (such as DOS, replay, etc.), the information entropy of the vehicle CAN will be significantly reduced, which is widely used in the research of vehicle network intrusion detection with limited resources [49,50,51]. We focus on providing an experimental evaluation of entropy-based anomaly detectors. For example, Marchetti et al. [50] evaluated the vehicle network intrusion detection algorithm based on information theory and found that in the vehicle network intrusion detection evaluation, using a single information theory model can only be effective against a single flood attack. Muter et al. [51] first used the concept of information entropy in vehicle detection networks and discussed its applicability. On this basis, Wu et al. [52] proposed a new method based on information entropy which takes a fixed amount of information as the sliding window. By improving the sliding window strategy and optimizing the decision-making conditions, the detection accuracy is increased and the false positive rate is reduced. Experimental results show that this method is more effective, can provide real-time response to attacks, and significantly improve the accuracy of intrusion detection in the vehicle network environment.



In recent years, Qin et al. [53,54,55] have carried out a series of research work on vehicle network anomaly detection by using the method of information theory. Firstly, in the literature [53], they proposed a vehicle CAN bus network anomaly detection method using information entropy and verified the effectiveness of this method through experiments. Theoretical analysis and experimental results show that the anomaly detection method of the vehicle CAN bus network using information entropy is effective and feasible. Subsequently, in reference [54], a CAN bus anomaly detection method based on Renyi information entropy is proposed. Through the analysis and statistics of messages in the CAN bus network, Renyi information entropy and Renyi divergence are calculated, and an anomaly detection model is established, which effectively improves the detection accuracy. However, the model is still limited to the detection of replaying and flooding attacks. In reference [55], a random forest model is constructed with a large number of normal and abnormal message data collected, and a series of parameter adjustments are made. Then, input the CAN bus message to be detected into the random forest model of the corresponding ID. Finally, the normal or abnormal message classification is completed through the model. The simulation results show that the model can effectively detect the abnormal data on the bus and improve the safety of vehicle operation.



	(3)

	
Detection method based on machine learning







Machine learning, neural network, and other theories have also become a hot direction to study vehicle network intrusion detection technology [56,57,58]. Andreas [59] proposed to use a class of support vector machine (SVM) with radial basis function (RBF) kernel to learn baseline normal behavior and classify deviations as exceptions, and the generated classifier is suitable for message time series. Low dimensional data characteristics are extracted. Normal and hacker data packets are distinguished by training the vehicle network data packets of the electronic control unit (ECU). This technology can monitor the switching packets in the vehicle network and provide real-time high detection rate response. Literature [60] uses the Bayesian network method to quickly identify malicious message attacks on the CAN and uses Carla (car learning to act) [61] to simulate CAN messages under various operating states of real vehicles. The disadvantage is that its detection accuracy can not meet the requirements of functional security levels. Biggio et al. [62] investigated a series of support vector machine (SVM) poisoning attacks, which showed that such attacks take advantage of the natural or well-distributed characteristics of machine learning data sets to inject compiled data into the data set to increase the test error of the SVM probability. The authors experimentally demonstrate that the gradient ascent procedure reliably identifies good local maxima of the non-convex validation error surface, which significantly increases the classifier’s test error. Demontis et al. [63] proposed to classify potential attack scenarios for learning-based malware detection tools by modeling attackers with different skills and abilities. The study proposed a simple and scalable secure learning paradigm that mitigates the impact of evasion attacks while only slightly reducing the detection rate in the absence of attacks. Biggio et al. [64] proposed a simple but effective gradient-based approach to systematically evaluate the security of several widely used classification algorithms against evasion attacks.



Based on the recently proposed security assessment framework, the literature simulates attack scenarios with different levels of risk against the classifier by increasing the attacker’s knowledge of the system and the ability to manipulate attack samples. Kolosnjaji et al. [65] propose a gradient-based attack, which can avoid the recently proposed deep network by changing only a few specific bytes at the end of each malware sample while retaining its intrusion function. Roli et al. [66] summarized poisoning attacks that compromise the training data used to learn machine-learning models, including attacks that aim to reduce the overall performance, manipulate the predictions on specific test samples, and even implant backdoors in the model.



The main limitations of the current work and future challenges for designing safer learning algorithms are discussed. ML (Machine Learning) is being used in multiple domains, however, adversarial attacks are able to exploit its intrinsic weaknesses to reduce its predictive power, common in the CV/NLP domain. However, in the field of network security, these studies rarely appear, because the scenario is inherently influenced by the adversary. Most of the literature on adversarial attacks do not discuss the level of the proposed attack method, merely making assumptions and analyzing the effects under that assumption, without fully considering the feasibility of their assumptions. Apruzzese et al. [67] not only analyzed the real feasibility of adversarial attacks against ML-NIDS by identifying the necessary attacker capabilities and attack scenarios but also gave five elements of the target system. The literature analyzed the real attack environment by building an attacker model.



Finally, the researchers complemented an in-depth study of the feasibility and constraints of real ML-NIDS operating environments, which can be used to evaluate arbitrary adversarial attacks against ML-NIDS. For an invasion detector of adversarial escape attacks, Apruzzese et al. [68] presented an original approach to enhance the intrusion detector against adversarial escape attacks. Combined with a detector layer specifically designed to monitor the behavior of the applications used by the organization, the integrated ensemble learning is applied to a real network environment.



Contemporary machine learning algorithms have not been designed bearing in mind the adversarial nature of the environments they are deployed in. Therefore, machine learning solutions are currently the target of a range of attacks. Pawlicki et al [69] researched adversarial attacks using four recently proposed methods, by which the authors evaluated the possibility of performance degradation of the optimized intrusion detection algorithm in the test time. Afterward, they offered a way to detect those attacks. Usama [70] proposed an adversarial ML attack using generative adversarial networks (GANs) that can successfully circumvent ML-based IDSs. They also demonstrated that GAN can be used to enhance the robustness of IDS. Black-box adversarial attacks become extremely harmful to self-driving cars with real-time “safety” concerns. Kumar et al. [71] presented a new query-based attack method, namely the improved simple black-box attack (M-SimBA), to overcome the application of white-box sources in transmission-based attack methods.



With the continuous development of the use of ML in the Internet of Vehicles (IOV), confrontational threats and their impact have become an important issue. Focusing on Sybil-based adversarial threats against a deep reinforcement learning (DRL)-assisted IoV framework and more specifically, Talpur et al. [72] analyzed the impact of DRL-based dynamic service placement applications on service latency and resource congestion under different attack scenarios through real vehicle trajectory experiments, which also demonstrated that Sybil-based data poisoning attacks have a significant impact on performance. Qayyum et al. [73] provided an in-depth overview of various challenges related to the application of ML in vehicular networks. In addition, the literature not only developed an ML pipeline for CAVs but also presented various potential security issues associated with the adoption of ML methods. In particular, the authors focus on perspectives of adversarial ML attacks on CAVs and outline solutions to defend against adversarial attacks in a variety of settings.



The vehicular network has heterogeneous characteristics, showing a heterogeneous structure in which multiple functional domains realize message communication through the vehicular gateway. Therefore, the attacks at different network layer entrances target different vehicular network security vulnerabilities, the achievable attack models are also different, and the observation characteristics that can be used for intrusion detection are also different. In this regard, through literature research, this paper establishes the relationship between attack entry, security vulnerability, attack model, and exploitable features of vehicle networks, as shown in Figure 3.



This section selects representative work for three types of information security enhancement means combined with an intelligent network-connected vehicle environment, and makes a comparative analysis, as shown in Table 2. The vehicle network anomaly intrusion detection system has the characteristics of strong scalability, low cost, and downward compatibility. It can be applied to the traditional vehicle network environment with limited resources. It is an information security technology that can effectively ensure the authenticity and availability of vehicle network messages of an intelligent network. Therefore, compared with data encryption and message authentication technology, vehicle network intrusion detection technology is more suitable for the vehicle network environment of intelligent network-connected vehicles with key functions, limited resources, and cost sensitivity. It can effectively make up for the computing and communicating overhead brought by encryption and authentication mechanisms, which can be predicted. Vehicle network intrusion detection is still an important development direction of intelligent network vehicle information security enhancement research for a long time in the future.





4. Recommendations


This review highlights the consequences and causes of cybersecurity threats. Aiming at this problem, the commonly used vehicle network security enhancement technologies are investigated. Through the analysis and evaluation of the current technologies, the recommendations arising from this review are presented here.



4.1. Recommendations for Vehicle Cybersecurity Threats


	
Through data research and analysis, it can be concluded that whether it is based on a wired or wireless data transmission layer, or a relatively advanced application layer and perception layer, there are certain risks in their information security. The development trend of the in-vehicle network of connected vehicles will be from a composite architecture to a central computing architecture, forming a domain network architecture suitable for autonomous driving.



	
The CAN bus, which plays a representative role in the in-vehicle network, is the starting point and the end of the automotive information security problem and has extremely high requirements for its security and anti-malicious attack capabilities. On the basis of the existing infrastructure, the security of the vehicle network is guaranteed by adjusting the message scheduling method and optimizing the assignment of task priorities. The development of a multi-functional, high-performance and highly adaptable information scheduling method can not only improve the utilization efficiency of the CAN bus but also balance the cost and performance of the system.



	
It is an inevitable development trend to classify and isolate networks and domains, establish in-depth multi-layer architecture defenses for key modules, and use a combination of software and hardware for security protection.



	
The complex heterogeneous hardware architecture and multi-source heterogeneous sensor information on intelligent vehicles increase the vulnerabilities of intelligent vehicle network security, which greatly increases the risk of vehicle networks being attacked. Reducing the time and links of the intelligent vehicle information transmission link, reducing the complexity of hardware and multi-source heterogeneous information can improve the functional safety and information security of the system, and reduce the difficulty of system testing.



	
Adding data encryption and message authentication mechanisms to the vehicle network can effectively avoid illegal attacks on the vehicle network. Reducing computer resource consumption, improving relevant information datasets, and optimizing machine learning techniques can all improve the accuracy and efficiency of system security detection.



	
Reduce the delay of vehicle information transmission, ensure the real-time nature of information transmission, optimize the system of vehicle communication network, research the communication architecture suitable for intelligent vehicle network transmission on the basis of traditional vehicle communication system, and reduce the information network caused by the vehicle itself paralysis.







4.2. Recommendations for Vehicle Cybersecurity Enhancement Technology


	
Layout and application of technology. Limited by the communication network bandwidth and computing resources, the application of traditional information encryption and authentication technologies to intelligent vehicles with more complex information links will greatly increase the cost of network communication and the bloated degree of the system, which is not conducive to intelligent vehicle data encryption. Researching more stable and mature lightweight information security protection modules can reduce the workload of ECUs and improve the work efficiency of ECU.



	
Considering the current requirements of vehicle network bandwidth resources and message response time, the problems and challenges in the design of existing message authentication protocols mainly lie in how to improve the security of message authentication and avoid the functional reliability and real-time problems caused by message schedulability due to communication bandwidth consumption.



	
Considering the long life cycle of an automobile (about 20 years) and the dynamic change of the network environment, there are three main problems in the existing research. ① Detection methods often correspond to specific attack models; ② The robustness of detection effect is not strong (there are many preconditions and lack of perception of vehicle state); ③ Lack of evaluation of detection response time and impact on functional safety guarantee. Considering the key attributes of ACPs functional security, it is urgent to solve the problems through the optimization research of the intrusion detection model and algorithm to avoid the serious functional security crisis of intelligent network=connected vehicles caused by network security problems.



	
The existing research on vehicle network intrusion detection methods based on information theory often ignores the impact of vehicle network information entropy jitter caused by different vehicle states on the detection results. Its detection model has high detection accuracy in limited vehicle states, but its robustness to different vehicle states needs to be improved. These problems result in these methods not meeting the high-level security requirements in the current automotive safety integration level (AISl). Therefore, this paper intends to carry out the optimization research of a state-aware vehicle network intrusion detection algorithm through the perception of the vehicle state.



	
It can be seen that the framework based on machine learning can strengthen the security of the computer network in the vehicle without affecting the network performance. How to use machine learning for resource allocation and mobile target defense deployment is the future research direction. How to determine the best IP shuffle frequency and bandwidth allocation through vehicle network and provide effective and long-term mobile target defense are further problems to be solved. Building a more secure vehicle CAN network intrusion detection system through an advanced machine learning algorithm can improve the efficiency of the vehicle CAN network threat detection, reduce the false positive rate and false negative rate of intrusion detection, and lay a foundation for the development of vehicle can network security.








5. Conclusions


The purpose of this paper was to focus on these security issues and the ways to deal with them accordingly. In this review paper, we have analyzed the reasons why the current vehicle network is vulnerable to network attacks, and we have stated the security requirements of vehicular networks, a number of security attacks on intelligent vehicle systems, and challenges related to them. Moreover, the security enhancement technologies for intelligent interconnected vehicles have been classified regarding their effectiveness against these identified attacks. Our major purpose was to discover some advantages and shortcomings of the proposed defenses. Finally, we comprehensively reviewed three common methods of abnormal intrusion detection in vehicle networks. This review paper provides a good reference for researchers interested in intelligent vehicle safety and project solutions.
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Figure 1. Relationship between function security and information security in intelligent network-connected vehicles. 
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Figure 2. Intrusion detection technology classification of vehicle network. 
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Figure 3. Relationship between attack entry, security vulnerability, and exploitable features of intrusion detection in vehicle networks. 
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Table 1. Analysis and comparison of network attacks against vehicles in the recent 10 years.
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Attack Mode

	
Document

	
Attack Entrance

	
Attack Model

	
CIA Threat






	
Direct physics

	
Document [6]

	
CAN illegal access OBD port

	
Frame sniffing, message playback, etc.

	
Integrity and confidentiality




	
Document [7,8]

	
OBD port

	
Frame sniffing, message playback, and camouflage, DOS attack, etc.

	
Integrity, confidentiality usability




	
A little distance Wireless attack

	
Document [9]

	
Bluetooth

	
Frame sniffing, message playback, and camouflage

	
Integrity and confidentiality




	
Document [10]

	
TMPS, tire pressure monitoring system

	
Sniffing, message replay, and camouflage

	
Integrity and confidentiality




	
Integrity and confidentiality

	
Document [11,12,13]

	
Remote wireless/Wi-Fi, etc.

	
Message replay and camouflage, etc.

	
Integrity and confidentiality
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Table 2. Comparison and analysis of vehicle network security enhancement technologies.






Table 2. Comparison and analysis of vehicle network security enhancement technologies.





	Technology
	Scope of

Application
	Representative Literature and Technology
	Information

Security

Guarantee
	Characteristics and Challenges





	Data encryption
	Data link layer
	Lightweight AES [74], hardware password acceleration module [75], MAC decomposition transmission [76]
	Safety, Integrity, and Correctness
	The enhancement of network message transmission security, integrity, and correctness mainly includes: Facing the balance between security and computing resources



	Message authentication
	Physical layer, Data link layer
	TESLA [35], MAuth-CAN [36], One-way hash chain [77]
	Correctness
	The enhanced protection of the correctness of network message transmission mainly faces the network band Design constraints in broadband networks



	Intrusion detection
	Physical layer, Data link layer, Application layer
	A class of SVM [59], deep neural network [78], Bayesian network [60], rnn-lstm [46]
	Availability and Integrity
	To enhance the protection of network availability and integrity, the main challenge is to provide High detection accuracy and robustness, reducing false alarm rate and detection response time
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