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Abstract

:

The concept of an eco-industrial park (EIP) that promotes resource sharing, reutilization of waste, and exchange of materials among industries and communities brings significant benefits in terms of environmental, social, and economic aspects. EIP can be accomplished with the aid of blockchain technology to manage data and integration complexity and problem dimensionality. This work proposes the application of blockchain technology in combination with other Industry 4.0 (IR4.0) technologies as enablers for EIP development. We review the international frameworks for EIP and the IR4.0 principles and applications focusing on blockchain technology to evaluate the suitability of blockchain technology integration into the green industrial park concept. An illustrative model of a blockchain-based EIP data management platform has been proposed in this work as a starting point for exploring the full potential of this technology for future EIP applications.






Keywords:


blockchain; Industry 4.0; eco-industrial park; industrial symbiosis; data management












1. Introduction


Over the years, industrial growth and urbanization have resulted in increased greenhouse gas (GHG) emissions, as seen from the efforts for emission reduction [1,2] and a dedicated study of the impact on China [2], resource consumption, and solid waste traced through studies on solid waste metabolism [3,4,5], resource consumption [4] and waste management in the European Union [5]. Industrialization can bring positive impacts through long-term economic growth [6]. Therefore, it is crucial to find strategies that can reduce the negative impacts while promoting economic growth [7]. The concept of an eco-industrial park has emerged as a solution to promote resource efficiency and integration. The term “eco-industrial park” (EIP) refers to controlled industrial regions encouraging cross-industry and community collaboration to minimize environmental impacts, reduce waste and pollution, and effectively share resources [8].



The emergence of Industry 4.0 technologies could potentially become a technological driver for the EIP concept. Industry 4.0 technologies comprise Internet of Things, cyber-physical systems, artificial intelligence, machine learning, blockchain, cloud computing, and many more. Besides the Internet of Things (IoT), blockchain is among the technologies that have received much attention recently. Blockchain technology originates from the world’s first cryptocurrency, Bitcoin, which was established in 2009 by Nakamoto [9], whose real identity remains unknown. As Bitcoin became acceptable to the public in 2017, its underlying technology suggests building trust between two unknown and unrelated parties to the point that sensitive and secure transactions can be carried out across an open network, like the internet, with complete assurance [10] has gained much interest.



The architecture of blockchain technology seems to be a potential solution to the EIP issues, as the collaboration among the communities, industrial partners, policymakers, and service provision bodies needs to be built beforehand. For the resource sharing to come afterward, the lack of trust and privacy-related issues could hinder this process. Blockchain technology promises immutability, transparency, and tamper-proof distributed ledger data recorded afterward. On the other hand, Industry 4.0 provides digitization, data exchange, and seamless communication between machines and automation technology with the utilization of the internet. The integration of these technologies can help make EIP development viable. This article reviews the international framework of the EIP under the United Nations Industrial Development Organization (UNIDO) [8] by examining the concept, requirements, drivers, and development barriers. The article also examines the development of IR4.0 technologies focusing on the principles and applications of blockchain technology for the development of EIPs.



The article is organized as follows. Section 2 describes the framework of an EIP in terms of its benefits, drivers, barriers, and implementation that require significant effort and support from various parties. Section 3 presents an introductory view of Industry 4.0, the fundamental of blockchain technology principles, and some industrial applications of blockchain. Section 4 discusses the combination of Industry 4.0 and blockchain technology, the fit assessment of blockchain framework, and a blockchain-based data management platform concept with an illustration model as the potential application of blockchain technology in the EIP. Finally, Section 5 presents the conclusions and recommendations of this study.




2. Eco-Industrial Park


This section presents the international framework of an EIP [8] together with its practitioners’ guide [11] in the development steps from a national level to an industrial level. These would serve as the main guideline for all stakeholders to develop new or convert their existing industrial park into an EIP.



2.1. Eco-Industrial Park Framework


The UNIDO, in partnership with the World Bank Group and GIZ, published the first edition of the worldwide framework for EIPs in 2017, while a revised edition was published in 2021 [8]. The goal of the framework is to standardize, on a global scale, the criteria and performance levels that must be met by industrial parks for them to be designated EIPs. In addition, the organization aims to assist stakeholders in developing and transitioning to EIPs—engaging, encouraging, and consistently recognizing EIPs—and providing benchmarks to enhance the performance, sustainability, and inclusivity of the industrial sector. The framework takes an inclusive approach and creates a mutual understanding of EIPs in four key categories of prerequisite and performance requirements, as depicted in Figure 1. These categories include park management, environmental, social, and economic. The first section of the framework presents the concept, benefits, drivers of EIP implementation, and the barriers that hinder its development process. The second and third sections discuss the approach to defining performance requirements for EIPs that covers the categories mentioned previously, followed by the future prospects of the EIP.



An EIP is a managed industrial area that encourages cooperation between different sectors and communities to improve economic, social, and environmental performance. In addition, this concept has been developed to address other interrelated issues, including resource-efficient and cleaner production, industrial symbiosis, climate change, pollution, social norms, shared infrastructure, improved risk management, and shared resources like land and ecosystem services. The primary motivations of EIPs are to reduce environmental impacts, promote efficiency gains and cost-effectiveness, facilitate community cohesiveness, build resilience to many threats, increase access to financing and technical assistance, and boost competitiveness. International industry practice and experience have shown that various economic, environmental, and social benefits have emerged from the EIP. These advantages may extend beyond what is typically expected in a business case. The advantages of the EIP extend beyond monetary considerations. They also help mitigate risks associated with obtaining necessary resources and proper authorization. In addition, they boost competitiveness, advance business growth, and enhance credibility. The EIP case studies conducted by the UNIDO also highlighted several advantages, such as improved access to financing and technical assistance, as well as policy, economic, and societal benefits.



Moreover, establishing an EIP framework and strategic planning may help mitigate some of the challenges associated with its implementation. Many industrial parks have made progress toward sustainability, but only a few mature EIPs exist. As a result, park owners, operators, and businesses face various internal and external challenges, from technological limitations to poor management. An overview of some of the significant challenges for eco-industrial development, including the legislative, technological, and socioeconomic barriers and also institutional and organizational capability, are briefly discussed in Figure 2. These barriers urge different levels of parties to find solutions to foster the successful development of EIPs.




2.2. Development of Eco-Industrial Parks


The terms “industrial symbiosis” and “EIP” are sometimes used interchangeably when considering their advantages from an environmental, social, and economic standpoint. Industrial symbiosis is a collaborative strategy in which numerous independently operating businesses collaborate to exchange waste or by-products, energy, and water in addition to sharing resources and infrastructure, which is advantageous to all parties in terms of the environment and economy [12,13,14]. Industrial symbiosis is said to be a component of EIPs [15]. Therefore, it is not surprising that many of the current EIPs feature it. As a result, they have identical goals and encounter similar obstacles to achieving environmental, social, and economic gains.



To support the framework [8], the same organizations published a practitioner’s guide [11] and practitioner’s guide toolbox [16] that indicates step-by-step explanations and a toolbox for EIP development at different levels, as depicted in Figure 3. The development of EIPs begins with the adoption of the international framework at the national level. It is then followed by the implementation of the framework at the industrial park level. Finally, the most crucial step is the implementation of industrial symbiosis. There is a wealth of literature that highlights the significant efforts made in the search for the finest tools, methodologies, and approaches to support the step of identifying opportunities for an industrial symbiosis network, including the review of industrial symbiosis tools [17,18,19], EIP optimization [20,21,22,23,24,25], and studies of industrial symbiosis fostering steps [26,27].



However, considering these huge efforts in developing EIPs, they demand a significant amount of collaboration and contributions from parties at all levels in such research institutions, industrial partners, policymakers, service providers, and others involved with high commitment. All the involved parties must give sufficient data. The most effective methods, technologies, and tools to find opportunities for an industrial symbiosis network need to be explored. Sufficient data should include access to a considerable quantity of supporting material. The information must include facts and specific information about the EIP members. As the EIP is home to a sizable number of organizations and businesses that collaborate closely, the data could have characteristics such as large volume, distributed storage, syntax heterogeneity, semantic heterogeneity, and privacy [15]. Lack of trust, unclear advantages, unfamiliarity with the concept of industrial symbiosis, and inadequate information exchange are some of the main issues that have been highlighted as impeding the development of the EIP [28,29,30]. Therefore, a technological approach to eliminate this constraint is urgently needed.





3. Industry 4.0 Technology


Industry 4.0 is a technological development that emphasizes the utilization of the internet, data exchange, and digitization to automation systems in industries. This section presents Industry 4.0 with its exponential technologies, such as blockchain and its application in industries.



3.1. Industrial Revolution 4.0


The industrial revolution or Industry 4.0 mainly refers to the integration of the internet into the industry through digitization and the interconnectivity between machines and cloud storage via a wireless connection that allows less human intervention in the decision-making process and increases efficiency as the system can work autonomously [9]. Among the core technologies that work together to make the vision of Industry 4.0 become a reality are the IoT, blockchain, artificial intelligence, augmented reality, cyber-physical systems, big-data analytics, and cloud computing [31]. The IoT is a network that connects “things” (also known as IoT devices) that are equipped with remote sensing or actuation capabilities and have the potential to share data with other connected devices and applications, either directly or indirectly [31]. The IoT presents several benefits, such as automated data and real-time collection that were previously made manually and subjected to human error, and improved productivity by increasing machine utilization, thus increasing process efficiency and reducing cost [32]. However, the increase in connectivity and automation poses some issues, as the IoT has a lack of security in its fundamental technology; thus, combining the IoT with blockchain is the best approach. The fundamental principles of blockchain technology together with its industrial applications are discussed in the following section.




3.2. Fundamental Principles of Blockchain


Blockchain technology is an excellent candidate for incorporation into industrial plants, given its primary characteristics, which include immutability, traceability, and information trustworthiness. Given the integration of blockchain and Industry 4.0, blockchain technology may increase Industry 4.0’s efficiency, security, and provenance regarding the linked data of goods, assets, and activities. Blockchain manages corporate transactions, integrates disparate systems, and increases the traceability of an individual’s assets.



Blockchain is a decentralized, shared database that stores a continuously growing log of transactions in sequential order. In other words, the data structure is a database capable of storing digital transactions, data records, and executables. Transactions are aggregated into larger structures known as blocks, which are time-stamped and cryptographically linked to previous blocks to create a chain of records that establishes the chronological order of events, or the “blockchain.” Apart from describing the data structure itself, the term is commonly used in the literature as digital consensus systems, algorithms, and application domains constructed on such architectures [33].



Blockchains run on digital networks. In such networks, data transmission is equivalent to copying data from one site to another, similar to the Bitcoin network. This is equivalent to moving digital currency from one user’s electronic wallet to another. The primary challenge is ensuring that coins are spent only once and that there is no double-spending. A central authority, such as a central bank, typically functions as a trusted intermediary between transacting parties and is responsible for storing, safeguarding, and keeping the ledger up to date. If multiple parties need to write into the ledger simultaneously, a central authority executes concurrency control and consolidates ledger modifications. On occasion, central administration may be impractical or undesirable because it incurs intermediary costs and forces network users to rely on a third party to operate the system [33]. Furthermore, since centralized systems have a single point of failure, they are more susceptible to technological errors and malicious attacks [34].



The fundamental objective of blockchain technology is to eliminate the need for middlemen and replace them with a decentralized network of digital users who collaborate to validate transactions and maintain the ledger’s integrity. In contrast to centralized systems, each participant in the blockchain network has a copy of the distributed ledger or can access it via the public cloud. Consequently, everyone on the network may access the historical log of system transactions and validate their accuracy, enabling high transparency. If central management is eliminated, it will be necessary to devise an efficient method to aggregate and synchronize multiple ledger copies. The validation and ledger consolidation processes vary depending on the type of blockchain. However, in general, network members compare their versions of the ledger intuitively, like distributed voting [35], and consensus on the correct state of the ledger is reached. Dispersed consensus algorithms are a collection of state transition rules that allows an economical set (among whom transition rights are distributed) to complete a safe state update [36]. Table 1 provides numerous examples of consensus algorithms for blockchain.



Blockchain also empowers resources through virtual smart contracts that embed autonomous agents in provenance records, quality control, and transactions [43]. Smart contracts are user-defined computer programs that regulate the ledger writing laws. Smart contracts are executable programs that modify the ledger and can be executed automatically if a predetermined condition is met, such as the parties to a transaction honoring their agreement [44]. Legal restrictions and agreement conditions are encoded in computer language along with the terms of the contract. Smart contracts are self-enforcing and tamper-proof, resulting in significant benefits, such as eliminating middlemen [45] and reducing transaction, contracting, enforcement, and compliance costs [46]. Low-value transactions can be more cost-effective, and blockchain can facilitate interoperability between transaction systems [47].




3.3. Blockchain Applications in Various Industries


Blockchain technology has proven its successful implementation in various industrial sectors, as presented in Table 2. Andoni et al. [48] conducted a thorough assessment of the literature and current business cases to enlighten the state-of-the-art and discuss the possible applications of blockchain technology in the energy sector. The study analyzed 140 blockchain research projects and companies to draw a picture of blockchains’ viability and importance in the energy sector. Moreover, Mattila et al. [49] presented a realistic perspective on how to create and illustrate blockchain use cases. Blockchain industry specialists defined six criteria for a sensible blockchain use case used to assess the feasibility of the proposed concept and its technical specifications. Simultaneously, others are exploring how blockchain technology may be used in the distributed energy market [50,51,52,53,54,55,56]. In addition, the work by Maxeiner et al. [57] has prompted a reevaluation of blockchain technology’s potential effects on the chemical industry as industries with high capital expenditures. Industrial symbiosis is among the blockchain case studies in the chemical industry. However, the discussion is very general and limited to the blockchain properties only.





4. The Potential Application of Blockchain Technology on EIP Development


This section presents the potential application of blockchain technology in EIP development that covers the combination of Industry 4.0 and blockchain technology, the blockchain fit assessment framework, and the blockchain-based data management platform concept with an illustration model.



4.1. Combination of Industry 4.0 and Blockchain Technology


Data management and connectivity through digitization are the key similarities between Industry 4.0 and blockchain technology. Recent literature combining Industry 4.0 and blockchain technology in general [58] and various applications, such as health care [59], supply chain management [60], automotive supply chain [61], manufacturing [62,63], and specifically combining IoT and blockchain technology prior to the application [64,65]. Earlier, Pan et al. [66] suggested that blockchain technology might assist with integrating Industry 4.0 into EIPs. Hence, combining IoT and blockchain technology into an EIP would be a perfect companion to foster industrial symbiosis.



The IoT allows for the exchange of data between diverse workplaces in a seamless manner. Real-time monitoring systems and data transfer have the potential to optimize and boost productivity, improve product quality, and help businesses become more intelligent and effective [67]. However, for the IoT to develop quickly, there are still technological difficulties to tackle, such as interoperability, security, data analysis and transmission, and information technology (IT) and operation technology (OT) convergence. One of the main challenges is security vulnerability [58].



Thus, this suggests blockchain is the ideal solution for the issue, as it is a distributed, point-to-point, real-time ledger with no central authority. Users can only access and edit the blocks for which they have the private key. Each block is linked to the preceding and next block, and the chain is updated every time [68]. It is hard or impossible to change or delete blocks on the blockchain ledger, hence securing communication and transactions.




4.2. Blockchain Fit Assessment Framework


The potential application of blockchain in particular sectors can be determined by its fit assessment framework. Greater security, censorship resistance, and transparency are just a few ways blockchain technologies might benefit various uses and applications [35]. The question of whether blockchains are the appropriate technology to handle the challenges of a particular application emerges upon investigating the potential of applying blockchain techniques to that application’s domain. Reviewing the EIP framework, specifically on the critical barriers alongside the attributes of blockchain and its fit assessment framework [69,70], allows one to assess the technology’s potential for use in this setting. As can be seen in Figure 4, a potential partnership exists between blockchain technology and EIP. A blockchain-based solution will benefit in circumstances where there is a need for transactions between many parties with varying degrees of trust, as in an EIP. This technology can be used wherever the exact transaction details are being maintained in several places, such as different databases. Timeliness of data, reconciliation costs, the need for data security, and the need for authentication are all factors in determining whether a blockchain solution is a good fit for EIP development.



EIP is a variation of a symbiosis network where secondary resources originating from process waste/side products are delivered to process sinks, as discussed in [71]. This is a clear source-sink mapping with possible intermediate processing to adjust the properties of some source streams to match sink requirements, as in Figure 5. The intermediate processing, besides material treatment, may also take the form of energy extraction at various quality levels. The delivery and processing of the secondary raw materials from the sources to the sinks are associated with certain use of energy and auxiliary materials, resulting in some contribution to the footprints tracked within the EIP. The main premise for performing such resource reuse is that the rates of resource intake and footprint contribution of the auxiliary processes are smaller than those for supplying the required streams to the sinks from virgin resources.



As a result of that setup, the EIP forms a network of processes for the transformation and transportation of a set of process streams-both material and energy. Each of the processes and the operations would change the properties of the streams, adding or removing embodied content, e.g., using available energy/exergy or adding embodied GHG Footprint or Water footprint. The operations also inevitably incur certain costs.



Based on the analysis above, the resource transformation and exchange network possess several distinct properties:




	
Each operation-transformation or transportation, defines a new state as its outcome.



	
Each state defines a set of values for the tracked indicators for the operation outputs.



	
Typically, such a set would include the price (or monetary value) of the streams, cost (combining the costs of the main and the auxiliary inputs); Embodied Footprints (e.g., GHG or Water). Other quantities may be tracked, most notably any residual exergy potential or contents of valuable components (e.g., N or P).








This networked set of operations, states, contributions, and values make blockchain technology a very suitable candidate for recording such operations and the transactions based on them. Regardless of the form of the EIP, be it a single separate company or a cooperative of the participating EIP businesses, the technology would establish the right combination of high trustworthiness and detail of the value chain data.




4.3. Blockchain-Based EIP Data Management Platform Concept


A blockchain-based data management platform is one of the potential applications of blockchain in the EIP. The immutability, tamper-proof, transparency, and decentralization of the data storage made possible by blockchain technology make it well suited for the traceability of the resource exchange transaction as a data management platform in the EIP. Additionally, it is possible to specify criteria that must first be satisfied using smart contracts before a transfer can be completed. In this manner, the payment is automated and optimized, as payment reductions can be programmed if not all contract criteria have been satisfied. In other words, the payment is optimized in addition to being automated. A recent study on this automation concept by Krohling et al. [72] employed automated negotiations as a reliable tool to negotiate and enforce term exchange as a peer-to-peer market for utility exchanges in the EIP.



The data management platform should consider the preassessment time, which involves identifying opportunities for industrial symbiosis networks, the monitoring and operation time, and the postassessment time in the development of the EIP. The platform acts as a data-collecting platform and serves as a database platform at the park level during the preassessment period, allowing all stakeholders, particularly industries, to give data on the flow of materials, energy, and waste. The material target, prefeasibility analysis, identification of receiving and supplying enterprises, and network optimization of industrial symbiosis could all be conducted using these data. The platform’s blockchain architecture ensures that the data are secure and immutable, allowing for its storage as subsequent development processes of an EIP might take longer than expected.



The platform can be further utilized as a platform for an industrial symbiosis network or as a resource-sharing platform for monitoring and operating the EIP. Furthermore, it can be used to store every transactional record involving the stakeholders in a tamper-proof manner. As part of the post-evaluation of the EIP, the platform might be used to examine the EIP’s performance because the performance requirements are a crucial indicator of the implementation’s success and future development. Moreover, as the data from EIP participants are in the platform from the beginning, evaluation of the key performance indicator requirements of the EIP is made easy and reliable.




4.4. Blockchain-Based EIP Data Management Platform Illustration Model


An illustration model of the blockchain-based data management platform for an EIP is presented in Figure 6. The model consists of six industrial tenants or companies (companies A–F) at a particular industrial park and a data management platform. Devices with IoT connections are installed at each company to record and store the data of waste generated, emissions, and extra resources (e.g., water and energy) for sharing purposes in their cloud database. The IoT devices could be smart sensors, smart meters, or other types of IoT devices that can receive and share data with cloud storage via an internet connection. The databases are then connected and synced to a blockchain-based data management platform. The administration of the platform could be an appointed industrial park manager as agreed upon by all the tenants. The platform consists of three main layers based on the application.



The first layer would be served during the potential industrial symbiosis network identification or preassessment time. The wastes generated and resource data will be shared in public and accessible to all the tenants as an advertisement and open for sharing. Company A to Company F will share their types and the amount of waste generated together with their extra resources, such as extra heat or water or even their emissions, in this layer of the platform. A potential industrial symbiosis network can then be identified as interested companies will contact each other through the same platform and create mutual understanding on the industrial symbiosis network afterward. The data can also be shared with researchers or research institutions for optimization studies and create more opportunities for resource sharing among the companies. As the recorded data system is based on blockchain architecture, the security of data is secure, as it is tamper-proof and immutable, especially in the process of building the connection between companies, where setting up the industrial symbiosis network and infrastructure might be time-consuming.



The second layer will only be utilized during the operation and monitoring of industrial symbiosis after the optimized industrial symbiosis network is created. Nevertheless, this layer is the most important, as the operation and monitoring of industrial symbiosis in a transparent and decentralized manner can foster the success of the EIP. All companies can view their industrial symbiosis network, exchange information, and create strong relationships using this layer apart from operation and monitoring, and a simple illustration is shown in Figure 6. During the operation of industrial symbiosis, the companies will conduct their online transaction of resources exchange and payment as blockchain has its currency known as cryptocurrency. The decentralized concept is that companies have control over their money and time without relying on the central bank to process the payment on the resource-exchange transaction, which might have some delay. Furthermore, the transaction’s status is updated, and operations can also be made automatically via the function of the smart contract. As mentioned previously, a smart contract is an executable computer program that allows the action to be completed when the conditions are met. The smart contract can be written based on mutual agreement between the companies through a memorandum of agreement. Blockchain technology again contributes to all the recorded transactions in a transparent manner and eases the monitoring of the operation of industrial symbiosis, hence eliminating the lack of trust issues among the companies in the EIP.



The third layer of the data management platform will be used in the post-assessment time of industrial symbiosis for the continuous development of the EIP. The environmental, economic, and social performance of the EIP is evaluated in this layer. The amount of greenhouse gas emissions reduction and the percentage of resources shared with the cost saving due to the industrial symbiosis network are among the key performance indicators that can be recorded using this layer. Since the blockchain is recorded in a “block” and “chain” manner, the data are continuously stored from the beginning of industrial symbiosis identification. Optimization, operation, and monitoring of industrial symbiosis, as well as post-evaluation of industrial symbiosis as immutable, tamper-proof, transparent, and secure ways, allow this technology to assist the development of EIP efficiently.





5. Conclusions


The development of an EIP that promotes a circular economy provides a solution for better environmental, economic, and social growth. The development involves long-term steps that demand huge efforts and commitment from various stakeholders. However, the development process faces various technological and socioeconomic barriers. Specifically, the lack of trust, privacy-related, and data security are among the key challenges in EIP development. The emergence of Industry 4.0 could potentially help resolve the challenges. Integration of blockchain technology into EIP development provides numerous advantages through digitization, automation, immutable, transparent, and tamper-proof architecture. Blockchain-based data management platforms supported by IoT connections could be one of the potential applications of these technologies in the EIP. The platform could prove to be a vital tool in the development of EIPs, as the process comprises numerous steps and high heterogeneity, depending on the industrial sectors.



Notwithstanding their huge potential, integration of the EIP concept and blockchain technology is still in its early stages of development and requires ample research and development efforts for its successful implementation. It is hoped that the review of the EIP concepts in the context of integration with blockchain and IoT and the proposed data management platform would pave the way for further development in the same direction. Further developments of the proposed data management platform require investigations and search for suitable blockchain consensus algorithms to be used, the data network framework for global implementation, the synchronization between the IoT platform and blockchain architecture, and others. Finally, the optimum settings for a combination of blockchain technologies with other Industry 4.0 technologies, such as digital twinning [73,74], cyber-physical systems [75], and the IoT [76] in EIP development, need to be explored.
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Figure 1. Prerequisites and performance requirements of eco-industrial park. 
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Figure 2. Key barriers to eco-industrial parks adapted from [8]. 
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Figure 3. Development steps of EIPs adapted from [11]. 
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Figure 4. The potential fit of blockchain and eco-industrial parks. 
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Figure 5. Source-sink mapping with the intermediate process adapted from [71]. 
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Figure 6. Blockchain-based EIP data management platform illustration model. 
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Table 1. Blockchain consensus algorithms.






Table 1. Blockchain consensus algorithms.





	Algorithms
	Definition/Usage/Aim
	Ref





	Proof of Work (PoW)
	To add a new block to the existing blockchain, validators or miners compete to generate a hash output that begins with a string of zeros in the most significant spots.
	[37]



	Proof of Stake (PoS)
	A PoS network eliminates the need for computing power and uses a random selection mechanism to choose who will mine a block.
	[38]



	Practical Byzantine Fault Tolerance (PBFT)
	A group of Byzantine generals (or nodes in a blockchain environment) must develop a unified strategy, which presents a difficulty.
	[39]



	Delegated Proof of Stake (DPoS)
	In DPoS, delegates and witnesses for the validation are selected using a decentralized voting system.
	[40]



	Federated Byzantine Agreement (FBA)
	Each participant relies on a small selection of validators they agree on as being reliable.
	[41]



	Proof of Authority (PoAu)
	To generate a block with PoAu, a member or members of the network need to be granted exclusive access to the blockchain.
	[40]



	Proof of Elapsed Time (PoET)
	The purpose of the algorithm is to provide an energy-efficient, scalable, and fair consensus mechanism that can handle thousands of nodes.
	[42]



	Proof of Burn (PoB)
	With PoB, validator nodes are required to pay in cryptocurrency for the privilege of validating blocks, an idea that seeks to mimic PoW’s validation cost.
	[40]



	Proof of Capacity (PoC)
	Proof-of-concept and its variations, proof-of-space, and proof-of-storage. Force validator nodes to allocate disc space to maximize their potential for creating the next block and receiving its reward.
	[40]



	Proof of Activity (PoAc)
	PoAc combines PoW and PoS mechanisms into a single protocol.
	[40]
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Table 2. Blockchain applications in various sectors adapted from [57].
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	Sector
	Application





	Energy
	P2P marketplaces for rooftop solar energy are enabled by smart metering and blockchain. Carbon emissions should be tracked and traded in a transparent and auditable manner.



	Health
	Keeping medical records to eliminate inconsistencies and repetitive data handling.



	Mobility
	Dealer management solutions that allow for safe data transfer and communication to facilitate leasing tracking. Electric vehicles pay directly to charging stations.



	Insurance
	Digital insurance contracts that are fully automated and implemented on the blockchain.



	Manufacturing
	Machine-to-machine transactions. License management for three-dimensional printing.



	Logistics
	Better ownership, identity, and data management for all players worldwide.
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