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Abstract

:

Supply chain management can significantly benefit from contemporary technologies. Among these technologies, blockchain is considered suitable for anti-counterfeiting and traceability applications due to its openness, decentralization, anonymity, and other characteristics. This article introduces different types of blockchains and standard algorithms used in blockchain technology and discusses their advantages and disadvantages. To improve the work efficiency of anti-counterfeiting traceability systems in supply chains and reduce their energy consumption, this paper proposes a model based on the practical Byzantine fault tolerance (PBFT) algorithm of alliance chains. This model uses a credit evaluation system to select the primary node and integrates the weightage to contributors (WtC) algorithm based on the consensus mechanism. This model can reduce the decline in the algorithm success rate while increasing the number of malicious transaction nodes, thereby reducing the computing cost. Additionally, the throughput of the algorithmic system increases rapidly, reaching approximately 680 transactions per second (TPS) in about 120 min after the malicious nodes are eliminated. The throughput rapidly increases as the blacklist mechanism reduces the number of malicious nodes, which improves the system’s fault tolerance. To validate the effectiveness of the proposed model, a case study was conducted using data from the anti-counterfeiting traceability system of the real-life supply chain of a food company. The analysis results show that after a period of stable operation of the WtCPBFT algorithm in the proposed model, the overall communication cost of the system was reduced, the throughput and stability were improved, and the fault-tolerant performance of the system was improved. In conclusion, this paper presents a novel model that utilizes the PBFT algorithm of alliance chains and the WtC algorithm to improve the efficiency and security of anti-counterfeiting traceability systems in supply chains. The results of the case study indicate that this model can effectively reduce communication costs, improve throughput and stability, and enhance the fault tolerance of the system.
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1. Introduction


Since its birth in 2009, blockchain technology has attracted increasing attention [1]. With time, the application of blockchain technology in various industries has become increasingly widespread [2]. As more companies and governments begin to explore blockchain technology, it has become the foundation of a new economic and social model [3]. With the continuous development of blockchain technology, it is no longer limited to digital currency [4]. It has been widely used in financial services, public services, social life, and other fields [5]. Blockchain technology is expected to reconstruct various industries’ business models and operational methods, promoting information transparency and efficiency improvement [6]. After Germany proposed IR4.0 in 2013, the manufacturing industry changed to digitalized, intelligent, fast, and effective personalized industry [7]. Industrial manufacturing automation, data flow automation, and economic operation automation are the characteristics of IR4.0 [8]. These features require blockchain as the underlying supporting technology [9]. Because blockchain has the characteristics of decentralization, openness, autonomy, invariance, and anonymity, these characteristics are also important in the anti-counterfeiting traceability field in supply chains [10].



In existing research, adding blockchain technology to a supply chain system can perfectly realize the decentralization of data storage in the process of anti-counterfeiting traceability. However, owing to the restriction of the consensus algorithm, the increase in data volume and the growth of the number of nodes cause the consensus process to be slower, resulting in higher delays; thus, storage and query speed are reduced. Therefore, consensus algorithms and system efficiency have gathered major research interest. Xiong et al. [11] studied, analyzed, and compared consensus algorithms in blockchain and summarized the characteristics, performance, and applicable scenarios of consensus algorithms. Xu et al. [12] proposed the Score Grouping-PBFT (SG-PBFT) algorithm; the traditional Byzantine algorithm has been studied and improved, and the consistency process has been optimized, finally changing and improving the grouping efficiency [12]. Mazzoni et al. [13] evaluated the quorum blockchain and explored the actual scalability and applicability of its consensus algorithm. On this basis, they defined a method that can be extended to any licensed blockchain technology. Zhang et al. [14] systematically investigated the different research directions of the BFT algorithm. Because the BFT algorithm has advantages in both enterprise and industrial production, the author comprehensively compared these algorithms in terms of message delivery and time complexity and then demonstrated the advantages and disadvantages of different algorithms. Although each research study has its advantages, it is difficult to consider each algorithm in terms of throughput, delay, power consumption, etc., and improving the efficiency of the consensus algorithm is the most important task. The efficiency of the consensus algorithm affects the query speed and the overall operation of the blockchain system, which requires further research.



To improve the efficiency of anti-counterfeiting traceability queries in supply chain systems and reduce energy consumption, after studying the consensus algorithm and the PBFT algorithm in alliance chains, a credit evaluation system was used to select the primary node and integrate the weightage to contributors (WtC) algorithm based on the PBFT consensus mechanism. Thus, the algorithms were improved. WtC is a hybrid consensus mechanism that improves the system efficiency and reduces system consumption by recording the measures with which block producers successfully publish blocks and reward them to ensure the security and efficiency of the long-term operating environment of the system. In terms of verification, all block producers can easily reach consensus on the different difficulty coefficients of different addresses using historical block records [15,16,17,18]. In addition, the consensus algorithm proposes a blacklist mechanism. Each block producer generates a consensus blacklist locally to punish the dishonest behavior of some block producers. Finally, a case study was conducted using data on an anti-counterfeiting traceability system in an existing supply chain of a food company [19,20,21], and the results are here discussed. This study aimed to improve the efficiency of anti-counterfeiting traceability systems in blockchain-based food supply chains by utilizing improved consensus algorithms and exploring energy-saving methods.



In this study, Section 2 studies and compares different types of blockchain and consensus algorithms. Section 3 proposes an improved PBFT algorithm. This algorithm adds a weightage to contributors mechanism based on the original PBFT. It selects primary nodes based on the contribution of block producers, forming a new WtCPBFT algorithm. On this basis, a blacklist mechanism is added to reduce source data fraud. Section 4 reports a case study and data analysis. It was found that the WtCPBFT algorithm in the model, after a period of stable operation, reduced the overall communication cost of the system, improved throughput and stability, and improved the fault tolerance performance of the system. Section 5 presents conclusions on the comprehensive study.




2. Background


2.1. Blockchain Types


There are three types of blockchain: public, private, and consortium chains [22,23,24,25]. In public chain applications, such as Bitcoin, all information is completely open and transparent, and everyone can participate and complete transactions. All actions performed in a public chain are public, but in a public chain, this being public is not controlled by anyone and is not exclusively owned by any unit or organization [26]. This is a “completely decentralized” blockchain. Alliance chains are semi-public. In an alliance chain, multiple organizations or institutions jointly manage the blockchain. In an alliance chain, each institution runs one or more nodes. The data in this chain can only be read, written, and traded by the institutions within the system. The participants jointly manage the transaction data [27]. Although shared in public, it is not open to everyone; therefore, it is a partially decentralized blockchain. A private chain is a completely closed blockchain model. In a private chain, the writing authority is controlled by an organization or institution [28]. Resource allocation is strictly limited. Table 1 compares the characteristics of the three blockchains.



As shown in Table 1, in terms of technology selection, public chains have the highest degree of openness. However, due to the limitation of their transaction throughput, the transaction speed is slow, and it is not suitable for large-scale anti-counterfeiting and traceability applications. Private chains are more suitable for individual and internal use within organizations and cannot assure inter-company trust relationships. Supply chains generally include raw-material supply, processing, transportation, storage, sales, consumers, and regulators. The different participating roles in the same product supply chain are interconnected to form a similar organization. In an alliance system, the data in the system are maintained by each participant. Therefore, the transaction speed is comparatively faster in supply chain systems, and a multi-centralized alliance chain is a useful model in supply chain management.




2.2. Consensus Algorithm


A blockchain can be regarded as a distributed public ledger that records all transactions. All participants in the blockchain can own this ledger. The historical data of the public ledger cannot be tampered with. New data can only be added to the back of the blockchain. There is a problem, because each node has the same authority, which is responsible for writing new blocks to the ledger; then, a consensus algorithm is needed to solve the consistency problem of decentralized nodes.



A blockchain system combines a consensus mechanism so that the ledger of each node can be consistent with the ledgers of the nodes in other networks [29,30,31]. However, this kind of situation is almost impossible in a real-world centralized server, because the transaction parties always have to maintain a trust-based relationship with the participating third-party institutions. Therefore, the consensus algorithm is the foundation and core of blockchain technology [32]. If a blockchain does not have a consensus algorithm mechanism, then it is no different from an ordinary database. The consensus algorithm solves the problem of mutual trust among nodes based on decentralization. Efficiently reaching consensus in distributed systems is an important research issue in the field of distributed computing. The more nodes in the blockchain network there are, the higher the degree of decentralization is, the smaller the decision-making power of the nodes is, and the lower the efficiency of the system in reaching a consensus is.



In the early stage, each participant holds relatively consistent computing power, and miners obtain bookkeeping rights and rewards with probability. Because of the existence of zero-sum games, miners usually choose to join mining pools to obtain higher and more stable returns. At present, mainstream mining pools use various mechanisms, such as PPLNS (Pay Per Last N Share), PPS (Pay Per Share), SOLO, and other mechanisms to distribute income to miners (check ref) [33]. However, with an increase in miners, the mining efficiency of each miner continues to decrease. The most intuitive solution to improve mining efficiency is to increase the computing power of miners. Therefore, some studies have designed more efficient and powerful computing units for Bitcoin mining. Bitcoin mining rigs have been upgraded from CPUs to graphics processors and from GPUs to application-specific integrated circuits (ASICs) [34]. Compared with ordinary computers, the mining efficiency of miners using ASICs is greatly improved; thus, an increasing number of users are investing in expensive Bitcoin mining equipment. However, this solution consumes more energy. Data from Blockchain.info show that from 2009 to 2018, the overall computing power in the Bitcoin network increased, reaching a maximum of 6 × 107 TH/S [35].



In addition, many scholars have conducted research on the energy consumption and efficiency of blockchain mining. In China, research on consensus algorithms began late. At the beginning of 2016, the technology company VeChain released a PoW algorithm-based NFC anti-counterfeiting chip and mobile terminal applications. This is China’s first authentic identity anti-counterfeiting identification and transparent supply chain management platform based on blockchain technology. It can track products and verify them using interfaces. The authenticity of the situation ensures the transparency of product information [36], and large Internet companies, such as Huawei, Ali, and Tencent, have also carried out their research on blockchain application projects, which has boosted Chinese scholars’ research on blockchain. In October 2016, Walmart announced a partnership with IBM and Tsinghua University to use blockchain technology to change participants in the food supply chain [17,37,38,39,40,41,42]. The largest blockchain application project to date has won unanimous praise from the industry worldwide [43]. Scholars worldwide have also researched the combination scheme of blockchain and anti-counterfeiting traceability. For example, Henry and others used the form of smart contracts to express and perform source tracking with the analysis of traceability products, realizing product traceability on the blockchain [44]; Abeyratne et al. [45] analyzed some problems in supply chain management and looked forward to the future of blockchain in supply chain management; Abadin et al. [46] used a PoW algorithm, and a new consensus algorithm model was proposed to help complete supply chain management. The algorithms proposed by these solutions can generally be divided into the three categories below.



2.2.1. Competency-Based Proof Algorithm


This kind of algorithm is also called the “Proof of X” series consensus algorithm. The idea is to replace the computing power on which the PoW relies with other capabilities. The typical proof of luck (POL) algorithm relies on a trusted hardware environment and obtains billing rights randomly [47]. This algorithm can solve the problems of high energy consumption and low mining efficiency. However, the downside is that all users who participate must deeply trust the manufacturer of parts, which is contrary to the decentralized characteristics of blockchain. Another consensus algorithm, proof of burning (PoB), relies on the ability to bind tokens to a specific address; the greater the number of tokens bound is, the greater the probability of obtaining billing rights is. The problem with this algorithm is that it is not conducive to the circulation of tokens, that is, all users tend to bind a certain number of tokens to a specific address instead of using them for transactions [48]. There is also a PoSP consensus algorithm, which mainly depends on the storage capacity of users. A large amount of storage space consumption also introduces a series of new problems [49].




2.2.2. Hybrid Consensus Algorithm


The main idea of this type of algorithm is to absorb the advantages of different consensuses and appropriately use the PoW in some links to reduce energy consumption. Peercoin was the first project to use the proof of stake (PoS). Peercoin used a miner’s right to hold a specific amount of currency as equity to mint new coins. Equity in the PoS is the coin age, also known as the coin day, which is the product of the miner’s coin holding amount and holding time. If a miner’s coin age is successfully used to mint new coins, the system resets the coin age to 0. The consensus based on the PoS has the problem of “protein at stake” at the time of the fork; that is, when miners vote in the face of the fork, no matter which fork they choose, they do not need to pay the cost, so they usually adopt the all-selection strategy to maximize their benefits [50].




2.2.3. Common Algorithms in Alliance Chains


Alliance chains have the characteristics of reasonable privacy, high TPS, and low energy consumption, because most of their consensus algorithms can effectively solve some shortcomings of the PoW, such as high energy consumption. However, this type of algorithm requires that the participating nodes only join the network with permission; therefore, not all nodes can equally and freely join the network, and the application scenarios of the algorithm are limited. Typical algorithms include RAFT, DPoS, and PBFT [51,52]. This kind of consensus algorithm solves the problem of high energy consumption from another perspective, but it is not suitable for public chain applications.



Table 2 shows the comparison of the above consensus algorithms. It can be seen that the PBFT algorithm can solve the Byzantine fault tolerance problem at a faster speed and with higher efficiency under the premise of multi-centralization, which is a good choice for the field of anti-counterfeiting traceability in supply chains. Therefore, the PBFT consensus algorithm was selected as the underlying optimization algorithm in this study.






3. Consensus Algorithm Based on Contributor Weight Proof


This paper proposes an optimized consensus mechanism, hereinafter referred to as practical Byzantine fault tolerance mechanism based on weight to contributors, referred to as WtC-PBFT (weightage to contributors practical Byzantine fault tolerance). Using the global credit value to determine the copy of the direct primary node and participate in the consensus, we adopt the PBFT algorithm integrating contributor weights to reduce network overhead and improve system efficiency. With the analysis of the primary node’s behavior and its global credit values, the detection mechanism of Byzantine nodes is introduced, downgrading the Byzantine nodes to increase the maximum number of malicious nodes that the system can tolerate.



3.1. Primary Node Selection Method and New Node Protection Mechanism


There are only two roles in the PBFT algorithm: primary and replica nodes. These two roles can be converted into one another. The view number and the set of node numbers determine the primary node. At the beginning of the algorithm, the primary node is defined by Equation (1).


  p = v  mod  n  



(1)




where p is the primary node number, v is the view number, and n is the number of nodes. As can be seen from the formula, with an increase in v, p changes constantly, and the primary node is currently chosen by the rotation holding system, whose result is predictable and almost loses the significance of decentralization.



In this study, the global credit value of a node is considered an important criterion for selecting a primary node using the global credit model. To ensure that all the primary nodes are online, a status identifier is set for each node. Then, according to Formula (2),


   C w  =    G c  × s t a t e s  t   



(2)






  V = v ×  C w   



(3)




where   C w   (credit weightage) is the node credit value weight,   G c   (global credit) is the node global credit value, and   s t a t e s   is the state of the node. In the normal state, the state value of the node is 1. When the node fails to operate normally because of a hang-up, attack, self-failure, network problem, or offline state, the state is 0. When the node is blacklisted, the state value is   − 1  . t is the existence time parameter of the node in the system, and the existence of t is the protection of the new node   C w   value. The credit value weight of each node is obtained with the following formula: The top 100 digits are selected to form the primary node set according to the credit value weight from high to low. Each node is the same as the other nodes. The top 50 digits are selected to form the preliminary primary node set. The number of centralized nodes can be determined dynamically using random numbers. Equation (3) combines v with the node credit value weight to obtain an updated vV value and then modifies it.



When the primary node set is used for block generation and verification, the preliminary primary node set must change dynamically, because the state of the node may change. As the transaction progresses, node evaluation and feedback messages are continuously updated, and these evaluation and feedback messages are required to have recent validity to update the t-value to ensure that the global credit value of the node changes dynamically. In this way, the problem of inconsistent primary node selection is solved. The disadvantage of changing or selecting the primary node in a particular order in conventional PBFT algorithms is also avoided.




3.2. Weightage to Contributors


In WtC, the number of complete releases of participating blocks is used to measure the contribution of participating nodes. The possibility of Byzantine nodes appearing in the PBFT consensus algorithm changes based on the contribution. The global contribution weight is recorded as D, which is jointly determined by the successful times of all nodes participating in the release of blocks and is updated every 2016 blocks. Different nodes participate in different block publishing successful times, and the contribution weight corresponding to node   a i   is denoted as   D c  . Because the accumulation of contributions is based on the number of times a node participates in successfully publishing blocks and the calculation of the contribution weight is based on node changes, the primary node method can calculate different contribution weights according to the number of successful nodes used. The nodes that participate more in the successful release of blocks increase the credit value, and the probability of becoming the primary node increases. The specific transformation relationship between the number of successes and contribution weight is shown in Equation (4).


  β =       1  r +  e  − ( c − μ ) / γ ,     ,   c ≥ 1       1 ,   c = 0       



(4)






   D c  = D ·  ( β )   



(5)




where  β  denotes the contribution weight index. Equation (4) is a piecewise function designed based on a logistic function. It includes the transformation relationship between the weight index of the contribution and the number of successes. With the accumulation of success times, its growth rate gradually slows down and finally converges toward the upper bound.



Additionally, parameter R determines the unique upper bound of the function. By adjusting parameter R, the maximum weight of the contribution obtained by each node can be changed, and the maximum weight is 1/r. The system can dynamically change the reward upper bound by adjusting R, which is equivalent to the switch of the contribution weight in the WtC algorithm. In special cases, when   r = 0  , WtC becomes a consensus algorithm based on virtual equity, which does not require the calculation of the contribution. When   r = 1  , WtC completely depends on its contribution to the consensus. In addition, parameter  μ  in Equation (4) represents the mean value and determines the position of the center of the curve in Figure 1. To ensure that the value was greater than 1,   μ = − 9   was set in the experiment. The size of  γ  determines the growth rate near the curve mean. The smaller the value of  γ  is, the faster the convergence rate is. Setting   γ = 10   ensured that each address converged toward the upper bound after successfully participating in publishing blocks approximately 50 times.



The current contribution weight DC corresponding to each node can be obtained using formula [5], where C represents the number of times each node participates in successfully publishing blocks. It is easy to see from Equation (5) that the greater the contribution weight of the node is, the greater the contribution weight is. When the primary node is selected again to publish new blocks, the probability that a node with a successful rating is selected as the primary node is higher than that of the other nodes, and it has a higher probability of obtaining credit value rewards. It is worth noting that because the function is convergent, there is an upper limit to the probability reward for a node, and there are no infinite rewards for a node. This is also a protection for the newly added nodes. With the increase in participating nodes and the continuous issuance of new credit value awards, the impact is smaller and smaller. It can be seen that for nodes with only zero or a small number of success times, the protocol is friendly, and there is still a chance to obtain credit value rewards. The credit value generated by the reward can effectively improve the efficiency of primary node selection and reduce the actual energy consumption.




3.3. WtCPBFT Consensus Algorithm


3.3.1. Concept of the Algorithm


To ensure the activity and security of the PBFT consensus algorithm, when the total number of nodes is   3 f + 1  , the maximum number of Byzantine nodes that it can tolerate is f. In this algorithm, the consensus protocol ensures that each normal node executes the client’s request messages in the same order; when the primary node has a system error or becomes a Byzantine node, the primary node is replaced by the view replacement protocol, so that the client requests executed by the normal node are not tampered with; the checkpoint protocol is used to clear log records, set watermark values (h and H), and synchronize the node state.



To ensure the real-time effectiveness of the system, the WtCPBFT consensus algorithm must update the primary node set after some time. If a malicious node is found in the primary node set within this time interval, the system assigns a lower global reputation value and contribution to the malicious node and eliminates it. In the primary node set, the next node in the prepared primary node set replaces the node that participates in the consensus. With the operation of the system, the more frequent the transactions of normal nodes are, the higher the global reputation value is, and the higher the node contribution is; all types of malicious nodes can be effectively identified by the global trust model. Given a lower global reputation value, the system begins a virtuous circle, and the probability of malicious nodes being selected as primary is very low. The number of Byzantine nodes that can be tolerated in the consensus algorithm remains unchanged, but the possibility of malicious nodes being selected as primary nodes is reduced, so the number of malicious nodes that the entire system can tolerate increases dynamically.




3.3.2. Algorithm Flow


The algorithm includes four steps: primary node selection, replica contribution weight verification, Byzantine node judgment, information verification, and information feedback. The specific process is reported below (Step 3 includes two steps: information verification and feedback).



Step (1): Primary node selection.



Assuming that there are n nodes in total, the nodes are numbered from 0 to n − 1; the same state information of all nodes is called a view, and the views are numbered incrementally from 0 simultaneously. A primary node is required in the view, and the primary node is selected using Equation (6):


  p = ( v + h )  mod  n  



(6)




where p represents the node number, h represents the current consensus block height, v represents the credit value-weighted view number, and the remaining primary nodes are called slave nodes (replica) to select the new primary node.



Step (2): Replica node contribution weight judgment.



The contribution weights of all the replica nodes are obtained using Equations (4) and (5), and they are sorted. A larger contribution weight indicates that it has more contributions and is more likely to be a non-Byzantine node. After the system has run for a long time, a contribution weight threshold is obtained, and a node with a weight higher than this threshold can be considered a non-Byzantine node.



Step (3a): Specific steps for WtCPBFT consensus without Byzantine nodes in the primary node.



(a) The primary node packs and sorts after receiving the client request message and then broadcasts the pre-preparation message to the replica node.



(b) The node executes the request and returns the result to the client. If the client receives the information fed back by the   3 f + 1   nodes and the information is the same, the consensus is successful.



(c) If the client does not receive feedback information from all nodes or there is different feedback information, it means that the consensus has failed, and there are Byzantine nodes in the primary node; they go to the consensus protocol consensus process to reach a consensus.



The WtCPBFT consensus process adopts a new consensus process, as shown in Figure 2.



Step (3b): Specific steps of the Byzantine node WtCPBFT consensus in the primary node.



(a) The transaction information is sent by the client to the master node.



(b) The primary node packages the message, checks its validity, deletes illegal transaction information, and assigns a serial number. Then, it sends a message to the replica node that we call pre-prepare; its structure is <<pre-prepare,v(s,l),n,d>m>. In this structure, pre-prepare refers to preparing the protocol phase of the current message in advance. v (s, l) is the view structure, where v represents the view number, s represents the current node status, l is the blacklist, n is the increment sequence number representing the unique increment of the master node, d is the summary format, and m is the message content.



(c) The message passing the verification mark is that the replica node receives the information sent by pre-prepare (verification includes the view number, message sequence number, digest, and signature). The algorithm enters the third stage, namely, the preparation stage, and sends the prepared message, <Prepare, v (s), n, d, i>.



(d) After the node receives 2f + 1 (including the node itself) preparation messages, legitimacy verification is performed, and the log is written. The preparation message must be written in the log, and the preparation message can be selected and recorded. The writing on the log shows the following: The preparation phase is complete. The confirmation message, <Commit, v(s), n, D(m), i>, is sent to enter the committing stage.



(e) The node receives 2f + 1 (including the node itself) confirmation messages, representing a consensus; then, the node executes the request, writes the data, and finally feeds back the information to the client.



The WtCPBFT consensus process was based on the traditional consensus protocol process, as shown in Figure 3. With the operation of the system, the global reputation value of the nodes becomes increasingly accurate, and the possibility of Byzantine nodes in the primary node is greatly reduced. Therefore, the system adopts the algorithm process of (3a) for a long time to achieve consensus and maintain a virtuous circle, thereby reducing the probability of consensus. This results in response delay, increased system throughput, reduced computing power, and reduced power consumption.




3.3.3. Blacklist Mechanism


During the period when the primary node set is not updated, the primary node may experience errors such as system failure, network delay, or malicious attacks; therefore, the node is called a Byzantine node. Therefore, when the consensus stage is completed, if the node fails to send feedback messages to the client or if the feedback messages are inconsistent, an error is considered to have occurred. At this time, the algorithm reduces its global credit value, immediately removes the primary node set, and adds it to the blacklist. At the same time, a node in the set of reserve nodes participates in the consensus. This further reduces the possibility of Byzantine nodes in the primary node and improves system efficiency.



The blacklist is part of the WtCPBFT consensus mechanism that stores Byzantine nodes in the message structure of <<pre-prepare,v(s,l),n,d>m>. When any node detects malicious attack behavior in the network and either the credit value or the contribution degree used by the attacker is low, the attacking node can be recorded in blacklist l, and its state value can be modified to −1. The nodes in the blacklist cannot be used as the primary nodes for generating new transactions, and the accumulated number of successfully published participating blocks is zero, which is meaningless. If a node finds that the primary node appears on the blacklist when verifying a new block, it can directly discard the block. Because there are many attack behaviors and forms in blockchain, the detection methods for each attack are different, and there is no unified paradigm to describe them. Therefore, how is each attack detected? How can we confirm this with the other nodes? These issues require further research and analysis. This study only focuses on how blockchain is used to maintain blacklists without changing the existing data structure.



Figure 4 shows the flowchart of the complete consensus algorithm of the system.






4. Case Study and Analysis of Results


Based on PBFT, the WtCPBFT algorithm proposed in this study uses the global credit value to select consensus nodes, improves consensus efficiency, and enhances system fault tolerance by adjusting the static consensus node mechanism in PBFT to a dynamic add-on, elimination, and blocklist mechanism, which is suitable for private chain systems and large-scale consortium chain systems. The comparative analysis of WtCPBFT and PBFT in the three aspects of computing power overhead, transaction throughput, and fault tolerance performance is reported below.



4.1. Algorithm Data Collection


The algorithm data of both PBFT and WtCPBFT are from simulation experiments. The design idea for the experimental process comes from a company in China called Xiangnian Food Co., Ltd. The enterprise has achieved complete industrial chain control of food safety traceability from the field to the dining table by controlling every step of wheat cultivation, acquisition, storage, processing, and sales. The anti-counterfeiting and tracing platform adopted by enterprises can achieve data collection, monitoring, intelligent warning, and other functions throughout the entire industry chain. The underlying algorithm applies an alliance chain architecture based on the PBFT algorithm. We researched the system, simulated its processes in a natural operating environment, and collected data.



We conducted data collection, training, and testing on two laptops and a desktop computer. Owing to the limitations of the algorithm communication protocol, the three computers were located on the same intranet. These two laptops had Windows 10 operating systems. One was computer A, for algorithm implementation, and the other was computer B, with a poor configuration, namely, Lenovo Saver 15-ISK (CPU model: Intel Core i56,300HQ; memory: 8 GB; Windows 10 HomeBasic 64-bit system). The desktop CPU was an Intel Xeon E3 1231V3 processor with 16 GB memory, and the system was Windows 10 HomeBasic 64 bits. Other software environments were consistent with computer algorithms.



To better reflect the entire operating environment of the supply chain, each of the three computers enabled 5 nodes, of which laptop A enabled the client, and the remaining 14 were replica nodes. Owing to the use of personal computers, the operating environment of a supply chain could only be simulated manually. Therefore, the below three methods were adopted for data collection.



(1) After collecting 200 operation feedbacks, complete regular operation.



(2) During operation, manually turn off the N0 node on laptop A, the N2 node on laptop B, and the N3 node on desktop C, which are offline nodes, and collect 200 operation feedbacks.



(3) Close five nodes on notebook B, and collect 200 operation feedbacks.



Owing to code limitations, the nodes only had online and offline statuses and could not simulate other complex operating environments. Because the internal network environment of the experimental network was relatively stable, there were no large-scale network fluctuation, disconnection, etc.; however, the data obtained fluctuated within a reasonable range owing to unexpected packet loss of the router and other reasons. To ensure the stability and validity of the test data, the above three rules were used to conduct three groups of the same tests at different times in the same network environment and to average the results. At the same time, the PBFT algorithm was simulated in the same environment and operation mode. The running data results of the two algorithms were compared and analyzed. The data collection results are presented in Table 3.



NSTP denotes the number of successful transactions in the PBFT test/200 transactions.




4.2. Computing Power Cost


In the PBFT consensus algorithm, there are two processes of preparing and committing for all network nodes to communicate with each other, and the communication cost is high, which limits the applicability of the consensus in public chain and large-scale alliance chain systems. Compared with PBFT, WtCPBFT greatly reduces the process of two-to-two communication interactions; thus, its communication cost is greatly reduced.



Because WtCPBFT refers to the global credit model, the communication cost increases, but its complexity is far lower than that of PBFT. At the same time, WtCPBFT combines traditional consensus protocols with blacklist technology, and malicious nodes with low global credit values participate in consensus. This probability is very low. Byzantine nodes were detected using the blacklist mechanism proposed in this study. If the system runs stably for a period, the Byzantine nodes in the system may completely disappear. Therefore, in most consensus processes, the system uses the Byzantine protocol based on blacklist technology for block generation and verification.



Next, the global credit model was used to solve the probability of malicious nodes in the selected consensus nodes. The successful transaction rate (STR) was introduced into the performance evaluation of the model, that is, the ratio of the number of successful transactions to the total number of transactions in the system. Here, it can be considered that one node selects another node to conduct a transaction. If the transaction node is normal, the transaction is successful; otherwise, the transaction fails. It can be considered that the successful transaction rate also represents the probability that the node selects a normal node. Malicious nodes include simple malicious nodes (SMS), dishonest recommended nodes (SMR), coordinated malicious nodes (CM), and strategic malicious nodes (SMP). Because an SMP node can evaluate according to a specific situation to avoid being identified by the model and provide a lower credit value, its impact on the system is greater than that of other types of malicious nodes. Assuming that all malicious nodes in the system were SMP nodes, the change in the STR with SMP nodes is shown in Figure 5.



The information in Figure 5 clearly shows that when the proportion of SMP nodes was 40%, the STR was still greater than 80% (approximately 81.3%). With the Byzantine detection mechanism, when the number of malicious nodes in the system appropriately increased, it did not affect the system. However, when the proportion of SMP nodes increased to 55%, the STR sharply dropped. When the proportion of SMP nodes reached approximately 60%, the STR decreased to 0.




4.3. Transaction Throughput


Transaction throughput is the standard for operational efficiency. The WtCPBFT algorithm can improve throughput and reduce transaction latency, and the probability of Byzantine nodes appearing in WtCPBFT gradually decreases with the time of system operation. This is mainly because the blacklist mechanism is used, which can also greatly reduce the delay. Therefore, at the system level, the computational cost decreases with a reduction in transaction delay; the processing time is shortened; and the overall throughput is improved. This is optimized compared with the relatively stable mechanism of PBFT.



Figure 6 shows that in the early stage of system operation, because the WtCPBFT algorithm increased the Sort process compared with the PBFT algorithm, the throughput was low, approximately 350 TPS. It took a certain time from the start of the operation to the stability of the system, and owing to the existence of the blacklist mechanism, the throughput of the WtCPBFT algorithm system rapidly increased after eliminating malicious nodes, reaching approximately 680 TPS in approximately 120 min. However, because the PBFT algorithm has no blacklist mechanism, the throughput was stable between 350 TPS and 380 TPS.




4.4. Fault Tolerance Performance


The performance limit of the PBFT consensus algorithm is mainly due to the proportion of Byzantine nodes. The requirements for Byzantine nodes are no more than 1/3 of the entire network. The fault tolerance rate of the WtCPBFT is more than 33%. Due to the existence of the blacklist mechanism, with the long-term operation of the system, the number of Byzantine nodes in all nodes is greatly reduced or even eliminated, and the global credit value of malicious nodes becomes lower and lower, so the role of malicious nodes in the selection of the primary node is minimal. At the same time, the number of malicious nodes that can be tolerated by WtCPBFT increases as the system enters a virtuous cycle, and transaction throughput detection can indirectly reflect the impact on system performance when the malicious nodes are appropriately increased.



Figure 7 shows that the blacklist mechanism gradually decreased the proportion of malicious nodes in the system with the system running time, and the system throughput gradually increased owing to its influence. The above analysis and comparison demonstrate that the WtCPBFT consensus mechanism has lower communication overhead, higher transaction throughput, and fault tolerance under the same non-essential factors.




4.5. Correlation of Proposed Research in Food Supply Chain


The proposed research and case study already establish a relationship between food supply chain and blockchain technology by highlighting the benefits of using blockchain for anti-counterfeiting and traceability applications in supply chains. In the Case Study section, the research work provides information on how the proposed WtCPBFT algorithm was implemented and used in the anti-counterfeiting traceability system of a real-life rice company. This research work also includes information on the specific parameters and messages used in the food industry for the proposed model, such as data related to the origin, quality, and safety of food products. Additionally, the proposed research discusses how the proposed model can be used to track the movement of food products along the supply chain and ensure that they meet certain standards and regulations.



Overall, Table 4 provides a summary of the main points covered in Section 3 of the research paper and how they relate to the food supply chain. It also helps to highlight the practical application of the proposed WtCPBFT algorithm in the real-life example of the rice company and how it can improve the work efficiency of anti-counterfeiting traceability in food supply chains.





5. Conclusions


Blockchain technology has a demand for applications in the anti-counterfeiting traceability of food supply chains. Research shows that the number of data and the number of nodes affect the efficiency of the consensus process, including system delay, storage, and query speed. This study combines the PBFT algorithm idea, uses the credit evaluation system to select the primary node, forms the WtC mechanism, improves the PBFT algorithm, and forms a new WtCPBFT algorithm. In addition, the consensus algorithm proposes a blacklist mechanism. Each block producer generates a consensus blacklist locally to punish the dishonest behavior of some block producers.



Using the credit evaluation system to select the primary node solves the drawback of primary node selection in the PBFT algorithm remaining unchanged or in a certain order. The concept of WtC is introduced and added to the PBFT algorithm system. By simulating and collecting data on the workflow of a real anti-counterfeiting traceability platform for a food company and comparing the PBFT algorithm and the improved WtCPBFT algorithm in the system, it can be concluded that WtC can assist the original PBFT algorithm in distinguishing between Byzantine nodes and non-Byzantine nodes. At the same time, the credit value generated by the rewards for nodes participating in the successful release of blocks can effectively improve the efficiency of selecting the primary node and reduce the actual computing cost. The addition of the blacklist mechanism increases the frequency of normal node transactions in the system, and the higher the global credit value is, the higher the node contribution is. All types of malicious nodes can be effectively identified by the global credit model and given a lower global credit value. The system starts a virtuous cycle, and the possibility of malicious nodes being selected as primary nodes is very low. The tolerance to Byzantine nodes of the consensus algorithm is increased. Because the probability of the Byzantine node being selected as the primary node decreases dynamically, the number of malicious nodes that the whole system can tolerate increases. The WtCPBFT algorithm can provide a practical application solution for improving the work efficiency of anti-counterfeiting traceability in food supply chains, efficiently selecting primary nodes, and punishing malicious nodes.
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Abbreviations


The following abbreviations are used in this manuscript:



	PBFT
	Practical Byzantine fault tolerance



	WtC
	Weightage to contributors



	TPS
	Transactions per second



	WtCPBFT
	Weight to contributors practical Byzantine fault tolerance



	IR4.0
	Industrial Revolution 4.0



	SG-PBFT
	Score Grouping-PBFT



	PPLNS
	Pay Per Last N Share



	PPS
	Pay Per Share



	ASICs
	Application-specific integrated circuits



	CPU
	Central Processing Unit



	GPU
	Graphics Processing Unit



	PoW
	Proof of work



	PoS
	Proof of stake



	DPoS
	Delegated proof of stake



	IBFT
	Istanbul Byzantine fault tolerance



	POL
	Proof of luck



	PoB
	Proof of burning



	NSTP
	Number of successful transactions in the PBFT test/200 transactions



	STR
	Successful transaction rate



	SMS
	Simple malicious nodes



	SMR
	Dishonest recommended nodes



	CM
	Coordinated malicious nodes



	SMP
	Strategic malicious nodes
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Figure 1. Variation relationship between success times c and difficulty index for a given r value. 
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Figure 2. Consensus flow chart without Byzantine nodes. 
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Figure 3. Consensus flow chart with Byzantine nodes (with × denoting a Byzantine node). 
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Figure 4. Flow chart of the algorithm. 
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Figure 5. STR changes with SMP nodes. 
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Figure 6. Comparison of PBFT and WtCPBFT throughput with the system running time. 
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Figure 7. Relationship between the proportion of malicious nodes in WtCPBFT and throughput. 
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Table 1. Comparison of public vs. alliance vs. private blochchains.
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	Type
	Public Chain
	Alliance Chain
	Private Chain





	Participant
	Anyone
	Alliance member
	Members of an institution or organization



	Degree of decentralization
	Decentralized
	Polycentric
	Centralized



	Node joining method
	Free to join
	Internal controls
	Authorization required



	Excitation mechanism
	Need
	Optional
	Not required



	Consensus mechanism
	PoW/PoS/DPoS
	PBFT
	RAFT



	Transaction throughput
	3∼20 TPS
	1000∼10,000 TPS
	1000∼100,000 TPS



	Transaction speed
	Slow
	Fast
	Quick



	Application scenarios
	Virtual currency
	Payment and settlement
	Audit and issuance
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Table 2. Comparison of various consensus algorithm mechanisms.






Table 2. Comparison of various consensus algorithm mechanisms.





	Type
	PoW
	PoS
	DPoS
	RAFT
	PBFT





	Scenes
	Public
	Public/Alliance
	Alliance
	Private/Alliance
	Alliance



	Mode
	Decentralized
	Decentralized
	Decentralized
	Centralized
	Polycentric



	Bookkeeping node
	Whole network
	Whole network
	Election of rep.
	Selection of leader
	Dynamic decision



	Response time
	10 min
	1 min
	 3 s
	Second order
	Second order



	Storage efficiency
	Full ledger
	Full ledger
	Full ledger
	Full ledger
	Full account book + partial account book



	Throughput
	About 7 TPS
	About 15 TPS
	About 300 TPS
	Thousands or ten thousand transactions per second
	About 1000 TPS or higher



	Fault-tolerant
	50%
	50%
	50%
	50%
	33%



	Byzantine fault tolerance
	Yes
	Yes
	No
	No
	Yes
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Table 3. Comparison of various consensus algorithm mechanisms. NSTP denotes the number of successful transactions in the PBFT test/200 transactions.
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Number of Nodes

	
No. of Nodes Shut Down

	
Closing of Nodes A-N0, NB-N2, and C-N3

	
Shutdown of 5 Nodes






	
NSTP

	
Test 1

	
198

	
181

	
153




	
Test 2

	
197

	
182

	
151




	
Test 3

	
200

	
187

	
157




	
NSTP

	
Test 1

	
181

	
159

	
149




	
Test 2

	
185

	
157

	
144




	
Test 3

	
184

	
155

	
140




	
NSTP

	
Test 1

	
197

	
195

	
187




	
Test 2

	
200

	
194

	
187




	
Test 3

	
196

	
193

	
188




	
NSTP

	
Test 1

	
80

	
67

	
59




	
Test 2

	
87

	
69

	
61




	
Test 3

	
89

	
70

	
56
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Table 4. Proposed methodology of the research paper relationship to the food supply chain real-life example.
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	Section 3—Consensus Algorithm Based on Contributor Weight Proof
	Relationship to Food Supply Chain
	Real-Life Example





	Section 3.1—Primary node Selection Method and New Node Protection Mechanism
	Selecting primary node to ensure authenticity and traceability
	Selection of primary node in the anti-counterfeiting traceability of rice supply chain



	Section 3.2—Weightage to contributors
	Assigning weight to different contributors in the supply chain
	Assigning weight to farmers, manufacturers, distributors, and retailers in the chain



	Section 3.3.1—Concept of the Algorithm
	Incorporating credit evaluation system to select the primary node
	Credit value generated by rewards for successful release of blocks



	Section 3.3.2—Algorithm Flow
	Optimizing the consensus process for the food supply chain
	Reducing computing cost, improving stability and fault tolerance



	Section 3.3.3—Blacklist Mechanism
	Punishing malicious behavior and increasing normal node transactions
	Generating a consensus blacklist locally to identify malicious nodes
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