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Abstract

:

Today, smart cities offer many significant benefits. As a result, the smart city is usually described in highly benign terms, and it is often uncritically assumed that its implementation must lead to widescale improvements, at all levels of society. Yet, while smart cities undoubtedly offer advantages, they also carry associated risks and dangers which could outweigh the benefits. This raises the important question of to which extent the ordinary citizen is aware of these risks and dangers. This study sets out to examine this question. While the ‘downsides’ of smart cities have been the subject of research over the past few years, there have been no studies which explore the perception of smart city disadvantages among citizen-stakeholders in the GCC countries. This study seeks to fill this gap in the literature, by examining the perspectives of a representative sample of citizens from the GCC. The results show that, despite the ‘whitewashing’ effect of public messaging, the study’s participants have a range of significant concerns about smart cities which could affect their acceptance of such initiatives. The findings will inform smart city development bodies in the GCC and contribute to strategies for promoting smart cities and citizen engagement.






Keywords:


smart city; smart government; urbanisation; urban design; privacy












1. Introduction


Today, global urbanisation is growing rapidly. In fact, almost 70% of the world’s population is expected to live in urban areas by 2050 [1], and by 2100 the urban population is projected to be approximately 9 billion, up from 1 billion in 1950. This means that, by the end of the century, around 85% of the global population will live in cities [2]. This explosive growth in urbanisation has resulted in a wide range of societal and governmental challenges, related to issues such as living space, mobility, sustainability, health, and safety [3]—and they are challenges which are at their most extreme in large, global cities [4]. These problems, associated with centres of high population density, are driving the growth in the implementation of smart cities.



Although the fundamental concept of the smart city was first introduced some decades ago [5], the term itself (smart city) was coined in 2005 [6], since when the increasing sophistication of technologies such as machine learning, Artificial Intelligence, IoT (Internet of Things), and Big Data have driven a major increase in the application of smart technologies to urban design. The potential of the smart city is to deliver the advanced infrastructures and services required by the urban centres of today and tomorrow [6]. The smart city is also at the heart of the concept of Society 5.0, which has become widely accepted as a new paradigm for the development of social infrastructures across the world [7,8,9].



The model of the smart city is hard to define precisely, though there have been a number of attempts to reach a consensus [10,11]. Most sources agree, however, that smart cities are not merely about streamlining governmental operations or city infrastructures by replacing traditional elements with digital technology. Instead, they are about using technology and Big Data to facilitate better decisions at all levels and about providing citizens with a higher QoL (quality of life) [12,13], and there is increasing evidence that these aims are realistic. A 2018 report from McKinsey, for example, found that the use of smart technologies can improve some key QoL metrics by between 10% and 30%—increases that mean “more lives saved, fewer crime incidents, shorter commutes, a reduced health burden, and carbon emissions averted” [12]. Essentially, the aim of smart city designers should be to improve city services and promote economic growth while also improving governmental efficiency, social conditions, and sustainability [14].



Given the many benefits of smart cities, it is perhaps understandable that much of the media presence and government messaging is focused on the power and potential benefits of the underlying technology [15,16]. In large part, this is because the majority of smart city initiatives are driven by ‘top-down’ strategies, in which state-level bodies seek to enact changes and programmes that embed ICT in the urban infrastructure [17]. This engenders a need for positive messaging. The result is a relatively low awareness of the ‘downsides’ and dangers of smart cities, a situation that can be exaggerated by the common assumption that technological change is a goal in itself, and inherently a ‘force for good’. Yet several significant dangers exist, mainly concerning issues such as information security, personal privacy, social control, and cost. These issues, and others, have been identified and discussed by several researchers and organisations [18,19,20,21], while others have criticised the concept of smart cities for embodying a set of neoliberal principles that, ultimately, benefit government and private industries, as opposed to private citizens [17,18,22].



In most contexts, issues such as information security and privacy, while important to citizens, have not proved a major barrier to mass technology adoption. This is mainly a result of generally pragmatic attitudes. For example, there are a number of studies which show that, while the average consumer is concerned about data leakage and abuse, most are prepared to share their data, provided the data are used to benefit the consumer in some way [18,22]. This is evidenced by the continued and growing use of social media, which saw a 10.1% growth between 2021 and 2022 [23], and the rapid rise in use of social commerce, which is expected to exceed US $1 trillion globally in 2023 [23], both of which carry significant risk of private information abuse.



The smart city scenario, however, is a different matter. In this context, an increasing amount of personal information is collected without consent, and many citizens feel deprived of the ability to ‘opt-out’, or express concern over the use of their information and who has access to it. This emerging awareness of, and concern about, the negative aspects of smart cities should be of increasing interest to development bodies and authorities. This is because, to deliver on their full potential, an effective collaboration between government, citizens, and other stakeholders must be formed [24]. However, achieving such a collaboration will be dependent on an understanding of the views of all parties. Essentially, smart cities must be inclusive and participatory [25]; they must reflect the needs, and cater for the concerns, of all citizens. To realise these aims, development bodies and authorities need to shift away from top-down strategies and engage with citizens at an early stage of design. As the OECD phrased it, “Citizens are not only recipients, but also actors of smart city policies … [this] means co-constructing policies with citizens throughout the policy cycle” [26].



Despite this, the perspectives of people living in urban areas that are likely to transition to smart cities are not, as yet, well understood [27]. Although one study found that participants did not want to live in a smart city [28], the researchers involved in the study did not report on the reasons for this decision. Another study [29], of citizens in Hong Kong, has shown that there is less concern about the effect of smart city status on public services than about issues of governance, such as transparency and fairness. The issue of compromised fairness is supported by research [30] that found that the views (on smart cities) of citizens in Indonesia are effectively suppressed, as the implementing authorities only serve the interests of dominant groups. More research would be valuable on this point.



This lack of understanding of citizen concerns is particularly pertinent in the GCC countries (these are: Saudi Arabia, Kuwait, the United Arab Emirates, Qatar, Bahrain, and Oman), which (as one of the most urbanised regions in the world) have committed to embracing the smart city framework to address their urban challenges [31]. This study, therefore, seeks to contribute to the existing literature by better understanding the perceptions of citizens in GCC countries, with particular emphasis on discovering, through inductive (no preconceptions) methods, their concerns. In particular, the paper seeks to provide insights on two research questions:



RQ1. 

Are citizen-stakeholders aware of the disadvantages of smart cities?





RQ2. 

What are the main areas of concern?





Although we have focused on stakeholders in the form of citizens, we have explored a diverse cross-section of views by including a range of key stakeholder sectors from each GCC country: business, academia, government, activists, and members of civil society [28]. One participant is included from each stakeholder category from each country, giving a total sample of 60. The paper thus contributes to our understanding of stakeholders’ concerns about the implications of smart cities within the GCC countries, which can help to inform more effective smart city strategy, design, and implementation.




2. Literature Review


There have been a number of studies which have explored the views and perspectives of citizens with respect to smart cities. However, most of these studies have been framed in terms of the benefits of the concept, and, therefore, tend to deliver (valuable) conclusions focused on the positive attributes and advantages that citizens associate with smart cities. One study, for example, found that professional urban developers in India associated the smart city with sustainability and improved (smart) communities [32], while another study of Australian citizens produced similar results [33]. This reported that smart cities were most commonly associated with innovation and sustainability.



Other research has usefully focused on preferences rather than expectations—in other words, what citizens want smart cities to deliver, as opposed to what they expect. Many of these studies show that people want improved QoL, irrespective of the technologies that are implemented. One study, for example, found that citizens wanted smart cities to deliver an environment that enriched opportunities for creativity, collaboration, and learning [34], while another showed that the top priority for people in Taiwan is a safer and more stable social environment [35]. Other studies have reflected this finding by showing that people expect smart cities to be safe and useful, and to improve their health and wellbeing [36]. Conversely, concerns about ICT privacy, security, and trust deter them from accepting smart city services [19].



All of these studies make valuable additions to the literature. As has been noted, however, while they may make occasional reference to the concerns of citizens, the main focus of their conclusions is on positive attributes and associations. Mostly, this is intentional, and is inherent to the research aim of the studies concerned. However, it can also be the case that the research is structured in such a way as to produce results which are affected by the ‘framing’ effect, which can lead to an emphasis on specific aspects of a topic [37,38]. The current study takes measures to avoid such framing in either the interview structure or questions. The interviews were designed to be fully open in structure, giving participants equal scope to identify disadvantages and concerns, as well as benefits and hopes, without (intentional or unintentional) prompting to introduce bias.



It is true, of course, that studies exist which examine the ’negative’ aspects of smart cities. Most of these, however, are either discussion-led, and based on theoretical analysis, such as [39], or are meta studies. They do not use data derived directly from stakeholders. One very recent (2023) meta study [40], for example, set out to better understand the level of citizen discontent with the concept of the smart city, and concluded that not all individuals were convinced that the ‘technological utopian vision’, which underpins the drive behind smart city implementation, was desirable. Other recent research (e.g., [41,42]) has reported a similar pattern of discontent concerning smart cities but does not categorise this discontent or identify its causes. Some researchers have suggested that, while citizen concerns about smart cities exist in growing numbers, some governments only consider the views of dominant groups, thus effectively marginalising those with concerns [30].



There are also several studies which shine an indirect light on the issue of citizen concerns over smart cities. Such studies typically focus on the strengths and weaknesses of smart city strategies, and occasionally highlight the existence of citizen concerns. An example of this is the literature review by Mora et al. [43] which, in a study of smart city literature embracing 43 countries, and 146 cities and regions, found that the discussion of how to introduce cultural changes, in order to encourage a more innovative and positive mindset, was a common subtheme in relatively recent research. However, while this clearly implies a recognition that concerns about smart cities exist, the ‘mindset’ referred to is the organisational mindset, rather than the individual one.



In another recent literature review, by Al Sharif and Pokharel [44], the authors explore the ‘risks’ of implementing a smart city strategy, finding that these risks can be categorised as ‘technical risks’ and ‘non-technical risks’ (such as social, economic, and governance issues). One of the study’s conclusions was that, while few researchers focus specifically on the non-technical risks, these are still significant, and smart city implementation and operation would benefit from greater attention to this category of risk, which includes the traditional mindset and concerns of stakeholders. This point is echoed by Ahad et al. [45] who argue that “non-technical risks have a noticeable effect on the implementation of smart cities”, and Vidiasova and Cronemberger [46], whose research explored the risks associated with the “ignorance” of citizens’ and other stakeholders in a smart city context.



However, although these studies are relevant and important, few are based on in-depth qualitative primary data obtained directly from stakeholders [40]. Although one very recent (2023) study in Hong Kong [29] does adopt a primary research approach to evaluating public concerns about smart cities, it uses a quantitative technique (surveys) to measure probit regressions (binary responses) on two aspects of smart cities (QoL and governance). On the whole, however, there is little research which seeks to provide insights into citizens’ concerns about smart cities, using a primary qualitative approach.



There is, perhaps, one notable exception to this observation: i.e., research on the issue of privacy and security. These issues have been shown by a significant number of studies to have an impact on citizens’ acceptance of the smart city concept [34,42,47,48,49]. Tang et al. [21], for example, found that many individuals have concerns about placing personal information on a government-run app [21], while Cabalquinto and Hutchins [50] showed that there is a high level of anxiety concerning the security of personal data on public Wi-Fi systems [50]. Much of this concern results from distrust of governments, who are suspected by some of intending to implement mass surveillance and control strategies [15,42,50]. Some studies also show that many citizens suspect that their data will be (ab)used by governments and companies in order to pursue commercial interests, or to implement discriminatory practices [34,41,50,51].



In an attempt to examine the legitimate concerns of citizens in the context of smart cities, this study not only uses an in-depth (open) interview technique, but it also includes a cross-section of citizens to represent all major categories of stakeholder (business, academia, government, activists, and members of civil society). These categories have been identified as key agents in the ‘multi-stakeholder’ model of smart city design and implementation, which recognises that an effective design strategy should combine top-down and bottom-up approaches [52].




3. Research Method


3.1. Data Collection


This study set out to explore the perspectives of stakeholders in GCC countries on the issue of smart cities. In particular, we aim to gain insights into the concerns of stakeholders, as opposed to their understanding of the benefits of a smart urban infrastructure. In order to achieve this, we employed in-depth interviews with participants from a range of key stakeholder categories. This resulted in a sample (n = 60) which included ten participants (two from each category) from each of the six countries in the region. All interviews were interactive and generative, according to accepted guidelines [9,53], and designed to avoid the framing effect [38], which could bias responses towards negative or positive perceptions of smart cities. The results were analysed using thematic analysis.



The interviews were conducted in two stages:




	
Format/structure. As a first step, primary open-ended questions were designed to act as a basis for follow-up [54,55]. All questions were fully open and designed to avoid ‘framing’, which can lead to bias.



	
The interviews. Each interview took between 45 min and one hour, and field notes were used to ensure consistency and validity. All interviews were carried out in Arabic and recorded (with the participant’s consent). Each transcript was translated into English for the purpose of this report.









3.2. Sampling


Participants were initially identified through the social networking platform, LinkedIn. Potential participants were:




	
Educated to at least graduate level.



	
Likely to have heard of the term ‘smart city’.



	
Likely to have considered the societal and individual impact of smart cities.



	
Likely to be willing to offer their views.








After an extensive search and review of profiles, 120 people (four per category per GCC country) were initially invited to participate by email. The invitations explained the purpose of the research and reassured the invitee that it conformed to all relevant ethical standards. No incentives, financial or otherwise, were offered, and the invitations were fully agnostic concerning the merits/drawbacks of smart cities. This process resulted in 103 responses, of whom 81 agreed to participate. However, as two countries were not fully represented in all categories, a further 12 invites were sent. This provided the full category representation required, and the final sample size was 60.



Although a saturation sampling technique was not explicitly employed in the study, there is a significant amount of evidence that suggests a sample size of 60 (10 from each GCC country) is sufficient to provide de facto saturation. Some sources argue that a sample of 25–30 will provide meaningful results [56,57,58], while others have found that, in some fields of research, as few as three in-depth interviews can provide the required results [57,59,60]. It should be noted, however, that this was a cross-sectional study across a single region: if the results are to be fully generalisable to other regions/cultures, further research, with a larger, more culturally representative, sample would be valuable. A summary of the participant profiles is shown in Table 1.




3.3. The Interviews


As noted, 60 interviews were conducted in total. These were conducted using online platforms such as MS Teams and Zoom, due to the practical issues presented by the location of participants. Each interview consisted of nine primary questions, plus follow-ups. The primary questions covered the following areas:




	
Understanding the concept of a ‘smart city’.



	
Understanding of purpose of smart cities.



	
The impact of smart cities on the state/city/community.



	
Their impact on you (the participant).



	
The future: what will smart cities bring to society?








As it was important to ensure that the primary questions prompted responses which could be used for follow-up, two pilot interviews were carried out [54,55,61,62,63]. These showed that the interview structure was fit-for-purpose.




3.4. Study Ethics


Standard ethical guidelines were followed at all times while conducting the research. Before every interview, participants were given written assurance of confidentiality, as well as a full explanation of how their responses would be analysed and used. No recordings were made without consent from the participant, and it was made clear to each participant that they could withdraw from the study at any time. All participation was completely voluntary, and no financial (or other) incentive was offered to any participant.




3.5. Data Analysis


Thematic analysis is a powerful and flexible technique for analysing qualitative data to understand experiences, thoughts, or behaviours across a data set [64,65]. In this study, we employed a combination of deductive and inductive approaches, as our starting point was the participants’ perception of smart cities, but we wanted to avoid the introduction of preconceptions through the use of an existing coding frame [64,65]. A full description of thematic analysis is beyond the scope of this paper, but the basic steps followed were:




	
Initial coding. The transcriptions of each interview were read several times, and segment-by-segment coding was carried out to identify similarities in content.



	
Focused coding. Patterns were identified and formed by grouping codes considered to be of particular significance [65,66,67].



	
Search for themes. Groups of focused codes that had a commonality of meaning were identified. These were recorded as ‘sub-themes’. These were then also analysed for commonalities to form ‘main themes’.








In order to complete this process, we used the NVivo data analysis tool, and the coding set was revised a number of times [68]. To ensure reliability of the coding process, two researchers separately coded all the data, and the results were checked for inconsistencies. The coding process was considered complete only when all researchers agreed on the codification.





4. Results


As discussed above, all interviews were structured and conducted in such a way as to avoid the framing effect—i.e., producing responses which are influenced by the way the questions were presented [54,55,66,69,70]. The intention was to identify a unified view of concerns about smart cities, unbiased by the research context. While all participants acknowledged a variety of positive aspects of smart cities, several major themes related to negative aspects emerged from our interview data, and we list these themes below.



4.1. Human Belief in Technology


While all of the participants were ‘digitally aware’, and relatively well informed on the subject of smart cities, it was clear that there was a wide divergence of views concerning the definition of the concept. Although many buzzwords, such as ‘big data’, ‘innovation’, ‘information technology’, and ‘social improvement’ occurred frequently, there was no clear agreement on how these words translated to reality. This was particularly true in terms of the positive deliverables of smart city implementation, and most interviewees, while agreeing that smart cities were superficially a good idea, expressed significant caveats. One participant, for example, considered a smart city to be a conurbation in which services and processes are efficient and effective, independent of the technological source of this efficiency. This is based on the belief that resilient, efficient cities demand effective structural planning from the ground up—if basic infrastructures are poor, the introduction of technology may be a bad, or short-term, fix—essentially a mere ‘sticking plaster’. Other participants also recognised that smart cities have genuine positive potential, but also felt that technology was too often a ‘knee-jerk’ reaction and is implemented because technological advance is generally believed to be ‘a good thing’. These interviewees felt that due consideration was not always given to the true complexity of the economic, social, and political issues involved.




I think, in general terms, that smart cities sound good at one level, offering more efficient governing and better quality of life for people. But I worry that it’s too often technology for the sake of it, rather than the result of a coherent long-term strategy, and that can end up being counterproductive.





Several participants echoed this view by arguing that technological solutions are thought by many to be apolitical, yet the strategists and technicians that develop these solutions can (either consciously or unconsciously) build in assumptions and values that reflect a political orientation. This reflects the view of Kitchin et al. [71] who argued that technical systems do not exist independently of the ideas, techniques, and people that conceive and produce them. One participant said:




It’s easy to fall into the trap of thinking that any technology that’s good for one is good for all. But that’s not necessarily the case. In fact, I’d say it’s rarely the case. Often, technical solutions are promoted as being in everyone’s interests when, really, they only serve the interests of a few.





The uncritical vision of technology as a universal and unquestioned good, and its use ‘just because it’s there’ was felt by many participants to be, in one way or another, a problem with the concept of smart cities. These participants felt that technology was in danger of being used in isolation, without full consideration of how it could and should work for the greater good of the community. The gap between the objectives of development bodies and needs of citizens was identified by many participants. As one interviewee put it:




The problem is, that concepts like smart cities are usually just imposed on people. It’s taken for granted by the authorities that the general population will welcome whatever technologies and solutions are used. You really see rarely see consultative processes being used at design level.






4.2. Prioritising Profit over Social Improvement


Although government bodies across the world have often claimed to prioritise ‘citizen-centric’ initiatives, the reality can be different. Often, the reality is a focus on the interests of corporations and private industry, without significant attention to social or citizen inclusion [72]. While some technology companies have developed apps to encourage civic engagement and community building, such as Granicus [73], the first citizen engagement platform for the public sector, and Neighborland, a collective online urban planning platform, these are all, in reality, limited to information sharing only, and do little to address fundamental issues of urbanisation. The recognition of this reality was expressed in various ways by several participants. For example:




We’re often told that smart cities will improve aspects of our daily lives, such as better healthcare and public services, but I can’t help thinking that the main reason behind them is to collect data and sell it to local businesses.





This belief—that smart city technologies can be instruments to privatise services and protect corporate interests—was first proposed as early as 2008 [74]. Judging by the responses of the participants in this study, this view has consolidated in the public consciousness. Several participants felt that there is a real danger that the smart city agenda can be used to prioritise the development of new market opportunities for private institutions over societal improvement.




I like the idea of using technology to improve public services and promote equality, but I can’t help thinking that this is just a front for more self-serving aims. I can’t prove it, of course, but I suspect the ultimate objective of a [smart city] is profit-driven—using social improvement as way of making money.





This point was emphasised by several participants, who felt that the top-down nature of smart city policy and implementation relegated citizens to a secondary role, at best. In a smart city context, citizens would be valued only as data points—as indicators and metrics that can help fulfil the objectives of private interests. They are not seen, as is often claimed, as contributors to society and decision-makers. One participant was particularly sceptical:




Personally, I suspect that much of the thinking behind smart cities is driven by government and corporate interests who are using it to consolidate power and create new market opportunities. I think that’s a realistic view, rather than cynical. After all, public services are known to be a way for corporations to enhance profit, and most countries operate on the basis of looking after a small wealthy elite, rather than pursuing the greater good. I think it’s a little naïve to expect things to be different with smart city policy.





The suspicion that the citizen-participation aspect of smart cities is overplayed by governing bodies, and even false, has been expressed by a number of researchers, such as Cardullo et al. [75], who expressed the view that citizen-focused language is often used to conceal the implementation of a specific, and usually neoliberal, political agenda. While successful smart city initiatives do exist, such as Smart Cities for All [18], they are often seen as reinforcing social divides and increasing socioeconomic differences, rather than producing societies that are more equal and inclusive [76]. This suspicion was reflected in the comments of several participants. For example:




It all sounds good, I admit, but is it just marketing hype? I don’t know, but it feels like one of those empty labels that hide a manipulative purpose, such as gaining more control or protecting elitist interests. Ordinary citizens don’t have much of a say in how these things work.






4.3. Urban Surveillance


Perhaps one of the most obvious, and ultimately damaging, concerns about smart cities, is the use of surveillance technologies. These are not an ‘optional extra’; rather, they are fundamental to the concept of a smart city, which rely on data gathered by technologies such as automatic data mining, facial recognition, and other forms of artificial intelligence. Together, these technologies provide possibilities for new forms of social regulation, predictive profiling, and ways of influencing individual citizen behaviour. The power of urban surveillance has been demonstrated in over 50 countries [77], including the US and China, which is home to 18 of the top 20 most monitored cities in the world [77]. The result is ever-growing concerns about privacy and data protection. These concerns were very evident in the responses from many participants in the current study. For example:




When you hear talk of smart cities, it is usually in terms of how much they will improve things, you know, like a greener environment, safer streets and better public services. But I can’t help worrying that the technologies involved, like CCTV and data collection, will lead to greater state control and less individual freedom.





Another participant made a similar point, even more strongly:




In some ways, you could be forgiven for thinking that the word ‘smart’ is just another word for ‘surveillance’, as just about everything that makes a smart city work is about collecting and using data on citizens.





One of the attributes of smart cities is that it enables anticipatory governance techniques such as predictive policing [25,35]. This allows to use collected data to make decisions on where to deploy patrols, or to identify individuals more likely to commit crimes. While the benefits of this may seem clear, the algorithms used can introduce factors such as racial bias and the suppression of racial, ethnic, and religious minorities [25,35]. Several participants identified this, and related possibilities that arise from smart city implementation, as a serious concern. One said:




I heard someone say that today’s smart technology could transform law enforcement, and give us all a safer environment. Well, maybe, but as far as I can see, it leads to more problems than it solves. If that’s what we get with smart cities, then some re-thinking has to be done, in my view.





Although many significant concerns about surveillance in smart cities were expressed, some participants took a pragmatic and balanced view of the risks. For example:




I can see the problems with using surveillance technology everywhere, but there are also some clear advantages, too. Everything in life is about the risk–reward equation, and the price of greater control might be worth paying for reducing crime and getting a greater sense of security. I’m not sure. But it’s probably going to happen, whatever the individual might think about it.






4.4. Privacy and Data Security


A related, but different, issue to surveillance is privacy. This also emerged as a significant concern among participants in this study.



Smart cities are designed to collect immense volumes of data which can be used in ways that individuals have little or no control over. It may be under the control of the government, or it could fall into the hands of a private company or cybercriminal. This makes the potential for abuse high [78], and the situation is exacerbated by the fact that smart cities often collect and treat data in such a way that they are exposed for anyone to find and modify [18,78].




As I understand it, smart cities by their nature involve the collection of huge amounts of data produced by me or any devices I own. I find that very worrying. If it falls into the wrong hands, it could be used for many criminal purposes, such as robbing my home while I’m away, as I travel quite a lot. The havoc that this kind of abuse could cause is unthinkable.





A variation on this theme was expressed by a participant who pointed out that, unless systems were proven to be robust and secure, data abuse could result in a failure of trust in government.




Even without smart cities, data breaches are becoming ever more common as criminals get more sophisticated. The use of even more digital technology and data collection in a smart environment could cause citizens to lose trust in the government’s ability to protect their data.





This theme was emphasised by another participant, who noted that the collection of data on individuals may not be necessary.




Even if authorities prioritise data security in their systems, there is always the risk of mismanagement, or accidental leakage. Personally, I think the best way forward is not to collect data on individuals, but on collective activity, so there wouldn’t be a privacy risk to citizens. I’m not completely sure, but I believe some smart cities operate on that principle.





Another participant expressed a worry that smart cities may require not only individuals to be ‘connected’ to the data collection infrastructure, but also homes. These are increasingly becoming popular, as they allow users to remotely monitor their home devices, ranging from security systems to refrigerators, via mobile applications. According to the participant:




I love the fact that my home is reasonably smart, which makes it easy to do things like regulate the temperature in the summer, and help make the place more secure. I’m not so keen on the idea that these devices could be constantly monitored, in order to collect data—I would worry about how that data could be used.






4.5. Dehumanisation


One theme which is relatively unusual in discussions concerning smart cities, but which was recurrent in this study, was the theme of dehumanisation. The way, in other words, that the large-scale digitisation required by the smart city concept begins to detract from the ‘human-ness’ of individuals. Contrary to the much-vaunted intention of the smart city, which is to create urban spaces where individuals can enhance their humanity, by connecting better with others and live fuller, safer lives, several of the participants in the current study voiced concerns over the emergence of a dystopian, dehumanised future. While such a future may be some years away, these interviewees clearly felt that, if smart cities evolve without restraint, they would result in urban centres where people were treated as mere numbers rather than individuals. One participant said:




Whenever they’re talked about, smart cities always seem to be described with a lot of fine words, about how they allow people to interact with their environment, but the effect of digital technology, as far as I can see, is to isolate people, rather than bring them together—to cut them off from their environment, by reducing the need for physical interaction. In the long term that can only end up with people being less, rather than more, human.





Other participants reflected the view of Green [79], who claims that smart city initiatives tend to oversimplify the complexities of urban living and see technology as a panacea; a ‘fix-all’ solution, resulting in the view of smart cities as rational, steerable machines rather than a place of complexity and humanity [18]. However, without a well-defined agenda which is truly human-centred, this approach, according to several interviewees in this study, will be counterproductive. One commented, for example:




We’re already seeing the early signs of how technology can cause division and inequality, by cutting people off from certain services if they don’t have the right technological resources. Social media makes things worse, by discouraging people from engaging with the real world. All this could become a hundred times worse in a smart city, where everything is about using technology—far from being liberated, people will become trapped in a digital prison.





Other participants made similar observations, by pointing out the dangers of assuming that the mass implementation of technology automatically translates into an environment which delivers increased wellbeing, equality, liveability, and health. Unless there is proper consideration of the philosophical and ethical questions raised by the concept of a smart city, and regard for intrinsic human needs, the AI algorithms that underpin smart urbanisation will reduce people to automatons, rather than enhance our humanity. One interviewee said:




The dehumanising power of technology is clear from many present-day examples, and it’s hard to see how that power will be contained and controlled in a living environment which is totally built around digital processes. My worry is that the smart city idea, while offering some short-term benefits, will ultimately produce cities which are more like machines, with people treated as the cogs that make it work.





Another participant cited the recent advances in AI as a possible indicator of where the smart city agenda could lead the human race.




You only need to look at the controversy and concerns surrounding AI at the moment to imagine where we could be in a couple of decades’ time. The use of AI and deep-fake technology to spread misinformation and cause disruption is already threatening not just individual lives but social structures, and it seems to be getting out of control. Yet these technologies will be the basis of smart cities. I find it very concerning.







5. Discussion


In this study, we examine the perceptions of citizen-stakeholders within GCC countries, concerning smart cities. In particular, we explore their concerns about the potential for smart cities to make a negative impact at both an individual and state level. While the negative aspects of smart cities have been the subject of discussion and research for some while [80,81,82], there are few studies which explore these concerns from the perspective of the individual, and none, as far as the current researchers are aware, that focus on the GCC group of countries. Further, the study has sought to avoid biasing the results through the framing effect—that is, leading participants in a particular direction by the structure of the questions. Instead, a completely open approach was taken, and concerns were identified through the use of thematic analysis. The results are expected to be of interest to smart city development bodies within the GCC, as smart cities are an important part of the national development strategy of each GCC country [83] and addressing citizen concerns are important part of successful strategy implementation.



While all participants were familiar with the concept of a smart city, and some held IT-related posts, none were directly involved in the design or development of smart city projects. As could be reasonably expected from such a sample, a wide divergence of views was found, and analysis of the data identified a number of themes concerning positive aspects of smart cities. However, several (five) major themes concerning negative attributes also emerged. In fact, overall, the negative views were more widely shared by participants then the positive views.



One of the themes which emerged in this study regarding the ‘negative’ aspects of smart cities reflected a general concern that human faith in technology is overrated, and that it (technology) is seen as a solution that is in some way ‘magic’ and is a panacea able to fix all societal problems. The danger of this belief in technology, according to the interviewees in the current study, is that, while smart cities might be intended to address issues of social inclusion, public health, improved equity, and sustainability [84], they will, ultimately, be developed to fulfil the specific ideological or political agenda of the governing and developing bodies [85]. This finding confirms the general consensus of contemporary research, such as the meta studies described in the literature review, though the findings of this study are derived from primary data, and, thus, adds to the existing literature.



Another significant ‘negative’ theme which emerged from the study was that smart cities are developed to a top-down agenda [17,86,87]. Such cities are designed and managed by a city council, usually government-backed, and often in conjunction with big private-sector companies. While this approach can deliver benefits, such as the improved service efficiencies gained from central management [18], it also carries the significant possibility, according to the participants of this study, that it will lead to the further embedding of capitalist processes led by coalitions of private corporations and state actors [17,86,87]. Previous research, such as that by Tang et al. [21] and Cabalquinto and Hutchins [50], has reported similar concerns among citizen-stakeholders. However, while previous research identified these concerns as resulting indirectly from privacy abuse and security issues, the participants of the current study felt that the consolidation and development of capitalist infrastructures was often an explicit and direct, though undeclared, ideological aim of governing bodies. Such development philosophies may mean that there is little meaningful consideration paid to community participation or citizen’s needs. The result may lead to a reinforcement of social divides and socioeconomic differences.



A third theme which reflected concerns over smart cities was the threat represented by surveillance. As a key element in smart city design, surveillance and its societal implications has often been discussed in the context of smart cities, as well as in general terms [88,89]. It also emerged as a one of the most significant concerns among participants in the current study. Once again, most interviewees recognised that there were advantages to be gained from surveillance, such as increased security, the potential to reduce crime, and the ability to make real-time decisions in a range of contexts [12,18]. However, the disadvantages were felt to outweigh the advantages. These disadvantages included the potential for higher social control, infringing on individual privacy [90], as well as the use of anticipatory governance techniques such as predictive policing [91]. Many participants quoted the way that big data technologies have been used by the Chinese state to increase control over public speech, law enforcement, the behaviour of individuals, and commercial activities [92,93], and several made reference to China’s Social Credit System which involves the use of centralised data infrastructures for data collection, mining, and analysis [94]. Overall, there was clear concern among the participants that smart cities represented a path in that direction.



Although privacy and security are interrelated with surveillance, they are separate issues, and they appeared as another major concern about smart cities among this study’s participants. In a smart city, huge volumes of data about individuals are collected and processed in real time [31,95], and this information is routinely used for a wide range of useful purposes, from improving public safety to improving traffic management and urban planning [31,95,96]. While, as with the other themes, most participants recognised the value of these purposes, this value was balanced—and, in the views of some, negated, by the fact that they had little or no control over how their data were used. It was also a serious concern of many that their data could be stolen and abused. These findings reflect the generally reported view of existing literature, which, as we have noted, comprehensively covers the issues of privacy and security in smart city contexts. It is interesting to note, however, that several interviewees in this study added an ‘update’ to existing findings in expressing the concern that they had exposed themselves to increased vulnerability to data abuse by deciding to live in a smart home. Due to various initiatives by GCC governments, including the promotion of energy efficiency and major investment in high-speed fibre-optic networks, the demand for innovative (smart) home systems is rapidly growing in the GCC region, and the market value is expected to reach almost USD 2 trillion by 2028 [97]. Addressing the concerns of smart homeowners should be a priority for governing bodies in the GCC countries.



The final major theme, related to participants’ concerns, identified in this study was the potential for smart cities to dehumanize its citizens. The potential for this was recognised as long ago as the 1960s, when Marshall McLuhan observed that “The age of [technology] is also the age of the unconscious and of apathy” [98]. Since then, there have been a number of important studies that have found that the extensive use of technology can reduce the cognitive awareness of humans and desensitise us to our environment [99,100]. Such studies strongly suggest that, as people yield more of their cognitive independence to their devices, in an effort to make their lives easier and better, the need and ability to interact with the environment, including other people, declines, along with our perception of our surroundings. While some sources disagree with this conclusion [12,75,76], the results of this study suggest that it is a view commonly held by citizen-stakeholders of smart cities in the GCC region and should be taken account of in messaging strategies and policies.




6. Conclusions


Overall, this study has shown that, although citizen-stakeholders in GCC countries recognise that smart cities can deliver tangible benefits, they are also aware of the potential negatives of smart city implementation, at the state, community, and personal levels. Much of the value of this research lies in the fact that it set out to explore the views of participants in a completely neutral way, without prompting or leading responses in any particular direction. The results expose concerns which tend to be concealed, or overwritten, by the overwhelmingly positive messaging that usually accompanies smart city strategies. Yet these concerns are very real, and the study suggests that they tend to outweigh the perceived advantages of smart cities.



The data analysis of the study identified five themes (major concerns) of participants: human faith in technology, prioritisation of corporate interests, surveillance, privacy, and dehumanisation. Although three of these concerns (faith in technology, corporate interests, and surveillance) are well-documented at the academic, or theoretical, level, the other two are less covered in the literature. None of them are evaluated by qualitative research that explores the perceptions of stakeholders in the GCC Countries.



The study, however, has some limitations, which serve as a basis for future research. The principal limitation is that although this sample size was considered to be sufficient to provide meaningful answers, the methodology did not explicitly employ techniques such as data saturation to ensure the validity and reliability of results. Further research, using a larger sample size, and involving other regions, would, therefore, be valuable to provide higher generalisability. Further, while all participants were residents of GCC countries, they were selected as professionals qualified to at least graduate level, and, therefore, were not necessarily fully representative of the populations of these countries. Again, further research using a sample which includes participants from different socioeconomic backgrounds could prove valuable.
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Variable

	
Participants






	
Gender

	
Male

	
33




	
Female

	
27




	
Category

	
Academic

	
12




	
Business

	
12




	
Government

	
6




	
Activist

	
10




	
Civil Soc

	
10




	
Age

	
18–35

	
25




	
35+

	
35
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