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Abstract

:

In order to handle their regulatory and legal responsibilities and to retain trustworthy strategic partnerships, enterprises need to be dedicated to guaranteeing the privacy, accessibility, and authenticity of the data at their disposal. Companies can become more resilient in the face of information security threats and cyberattacks by effectively integrating security strategies. The goal of this article is to describe a plan that a corporation has implemented in the information technology industry in order to ensure compliance with International Organization for Standardization (ISO) 27001. This research demonstrates an examination of the reasons that force enterprises to make a investment in ISO 27001 in addition to the incentives that might be acquired from having undergone this process. In addition, the research examines the reasons that push firms to make an investment in ISO 27001. More particularly, the research investigates an international IT consulting services institution that is responsible for the implementation of large-scale business assistance insertion and projects. It demonstrates the risk management framework and the administrative structure of the appropriate situations so that its procedures are adequate and also in line with the guidelines founded by ISO 27001. In conclusion, it discusses the problems and difficulties that were experienced.
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1. Introduction


Information has always been one of the most valuable assets for any firm, and it is imperative that this asset be safeguarded. To facilitate retrieval and reduce the amount of time spent on preservation, the majority of the world’s information is now kept in electronic form and can be seen online. Nevertheless, this does have drawbacks; based on how important the information is, it may be vulnerable to a variety of hazards and threats [1,2]. Over the course of recent years, there has been an uptick in the number of cyberattacks targeting sensitive or confidential information. The expansion of a firm might make it a more desirable target for cyberattacks, and the accidental disclosure of confidential material can be detrimental to the company’s image, income, and dependability [3,4,5]. In light of everything that has been discussed thus far, formulating strategies for data security is absolutely necessary in order to both bring in new clients and maintain relationships with existing ones.



The International Organization for Standardization (ISO) 27001 is a managerial system that identifies, evaluates, and locates coping strategies for any immediate danger. It can offer direction to a corporation so that it can effectively create an information security strategy depending on the specifications of the company. When a corporation decides to execute an information security strategy, it must first build its own strategy to better deal with information security risks and threats, and it must also ensure the stability of an information security strategy that conforms to ISO 27001. The specification does not detail any particular processes that must be followed in order to realize the conditions; rather, these procedures must be installed and carried out in accordance with company-specific guidelines [6,7].



The body of academic research on the subject presents a number of distinct methodologies that can be utilized by businesses to create and carry out an information security plan. A conceptual model of “Institute XYZ” was presented by Putra et al. (2017) [8] to help identify key risk factors. By referencing ISO 27005, they implemented the NIST SP 800-30 version. The group concluded that ISO 27005 could perhaps be used in conjunction with alternative recommendations, such as one that includes an “incident risk scenario” [8]. Agrawal (2017) [9] also presented a framework for ISO 27005 that may be used to locate records that pertain to risky organizational processes. A case study of a health clinic served as the basis for classifying the data. Syreyshchikova et al. (2019) [10] demonstrated how to establish, implement, and execute the information security method in accordance with the requirements of ISO 27001 for the conditions of the industrial firm JSC “K”. The procedure that was utilized to create an information security plan that was in accordance with ISO 27001 was detailed in the article that was cited before.



Even if there are many various strategies that may be used to successfully integrate an information security strategy in a company, the end goal remains the same: to maintain data protection and find the ideal solution that meets the requirements of the firm [11,12,13]. In addition, conducting a risk assessment is one of the aspects of the process of developing a strategy for the protection of sensitive firm information that takes up the most time. It is necessary to recognize, evaluate, and categorize all of the potential dangers. Since each business is unique, the dangers that it faces are likely to be diverse as well, and there is not a single method of risk assessment that can be applied to all businesses [14].



Nowadays knowledge has evolved into a highly valuable asset for businesses, and as such, it must be protected in a manner similar to that of other essential assets. In point of fact, information ought to be sufficiently safeguarded in a manner independent of its layout and the mode in which it is transmitted. The predominant objective of information security is to adequately protect information from unsanctioned entry, utilization, disclaimer, disturbance, amendment, and obliteration. This is accomplished by encrypting, authenticating, and authorizing access to the information [15,16,17].



Companies place a high priority on the integration of information security controls such as those outlined in ISO/IEC 27002 in order to ensure the consistency of their operations, minimize the risk of possible danger, and achieve the maximum investment return and number of business possibilities. Particularly important to businesses that deal in information technology is the protection of sensitive data. The integration of ISO/IEC 27000 as a security standard is being demanded by a sizeable portion of the information technology businesses that have participated in or are currently taking part in a process enhancement scheme in accordance with ISO/IEC 15504 [15,16,17].



It is essential to appropriately designate and proficiently incorporate the requisite security controls among all of the controls proffered by the ISO/IEC 27002 benchmark in order to guide IT organizations implicated in procedure quality improvement as per ISO/IEC 15504 in the implementation of the ISO/IEC 27000 benchmark, even acquiring a credential against ISO/IEC 27001 [15,16,17]. In order to do this, it is necessary to adequately specify and proficiently enforce the suitable security controls.



To achieve this goal, it is essential to incorporate extensive research studies as well as supplemental propositions regarding the integration of an information security program in a company. This is necessary so that each corporation or relevant party can have direct exposure to all of this data and use it for its objectives. This article will develop a plan that a corporation in the information technology industry has been implementing in order to ensure compliance with ISO 27001, and its goal is to accomplish this purpose.



The policy of the organization makes certain that the information it manages, whether in physical or digital copy form, is appropriately protected to defend against the repercussions of breaches of privacy, failures of authenticity, or impediments to the usability of that data. The business had already established a significant number of procedures. Nevertheless, the vast majority of them were not recorded on a consistent basis or at all.



To put it another way, a significant portion of the dangers were not located, and hence, they were not taken into account. The lightning-fast expansion of the company made it clear that a uniform information security model has the potential to improve the functionality of some parts of the business. In addition to this, it turned out to be obvious that the firm’s rapid expansion would make it a target. In light of this, the company decided to make the development of a more comprehensive and stringent information security policy one of its primary priorities. In a rapidly expanding company, the traditional approach to processing information security could not be maintained. As the number of employees at the company increases, the potential for errors caused by humans also increases. At the end of the day, clients from all walks of life continued asking the same query: “Why should we trust our information with you?” Offering clients well-documented data has become more challenging over time. Additionally, customers’ tolerance for risk in data security declined, making it difficult for the information security team to match customers’ expectations.




2. Theoretical Background


2.1. ISO 27000: 27001, 27002


Within the context of the organization, ISO/IEC 27001:2013 presents itself as the standard that specifies the requirements for establishing, implementing, maintaining, and continually developing an information security strategy. In addition to that, it incorporates necessary circumstances that are customized to meet the expectations of the company for the evaluation and management of data security threats. These prerequisites are essential for ensuring that information security risks are effectively mitigated. The conditions that are outlined in ISO/IEC 27001:2013 are non-specific, which means that it is expected that they will apply to all organizations, regardless of the type, size, or nature of the business. It is a security standard that is held in high regard and is acknowledged on a global scale [6,7,15,16,17].



The guidelines for ethical behavior that are provided by the ISO 27000 standards can be used as part of an all-encompassing information security strategy. ISO 27000 contains a description and nomenclature, whereas ISO 27002 offers appropriate direction for cybersecurity actions and control mechanisms by elongating the regulations of practice for a cybersecurity program. ISO 27000 was created to provide a phraseology and synopsis of ISO 27000. ISO 17799 was rebranded as ISO 27002 at the beginning of 2007, and it is now a set of recommendations for management-level IT security administration. ISO 27002 is a benchmark for choosing universally acknowledged restrictions centered on the specific information security risk circumstances of a business or organization [6,7,15,16,17]. This is an important step in the process of establishing a data security strategy.



In order for a business to be awarded the ISO 27001 certification, it must first have put into place all of the protection measures specified in the standard. The names of the officials in ISO 27002 are identical to those used in Annex A of ISO 27001. For instance, control 6.1.2 in ISO 27002 is referred to as “Segregation of Duties”, while in ISO 27001 it is referred to as “A.6.1.2 Segregation of Duties”. The difference can be seen in the amount of specific information provided. The term “segregation of duties” encompasses a wide range of guidelines that outline how the duties of different employees should be differentiated in order to achieve higher levels of responsibility. ISO 27002 provides the tools for enterprises to embrace ISO 27001 more efficiently and with a world-wide recognized method [6,7,8,15,16,17]. It explains the constraints that need to be utilized throughout the corporation (such as clear determining factors of commitments via explicitly delineated job assertions of employees).



The controls that are highlighted in Annex A of ISO 27001 cannot be executed unless the details that are proffered in ISO 27002 are also implemented. Nevertheless, even without the organizational hierarchy provided by ISO 270001, ISO 27002 would continue to be the distant exertion of a few data intelligence officials, with no acknowledgement from the board members and no real effect on the company. These two indicators are kept apart from one another since, if they were combined into a single standard, it would have been impossible to put them into practical use due to their excessive complexity and breadth.




2.2. Benefits of ISO 27001


Velasco et al. (2018) [7], Diesch et al. (2020) [11], Hsu et al. (2016) [15], and Shojaie et al. (2016) [16] cite the following advantages of implementing ISO 27001: A company or organization that implements ISO 27001 can realize a variety of important and significant benefits. Companies are able to protect and manage their confidential data in a consistent manner by implementing ISO 27001. This is accomplished by setting up a transparent handling process for information access, control, and handling. In order to accomplish this goal, the process of handling data must be clear and managed continuously. In addition to this benefit, obtaining ISO 27001 can help a company’s reputation. This can be interpreted as increased profits and market share due to the fact that customers are more likely to trust an ISO 27001-certified business with their personal information. As a result, the company gains the self-assurance and competitive edge necessary to expand their customer base. It is also important to ensure that you are in compliance with national and international regulations, such as the General Data Protection Regulation (GDPR), as well as any other applicable laws. The risk of incurring legal penalties for disclosing confidential information can lead to drawn-out legal battles as well as significant financial loss.



Any and all negative effects of data breaches are completely avoidable for a business that has achieved ISO 27001 certification. An information security incident response system that is mature and up to date should be established in accordance with the provisions of ISO 27001. This indicates that there is a system in place that will report and address any information security threats as soon as they become apparent. It is essential to identify potential cyberattacks at an early stage because they can occur on a daily basis. For instance, in the case of the data breach that occurred at Target stores, the company did not discover the breach for more than a week. If the attack had been identified earlier, it would have been less severe, and fewer customers would have been affected. An information security incident response system might be able to assist in locating the attack and countering it at an earlier stage [6,7,15,16,17].



In addition, a business that has been awarded the ISO certification will conduct tests on a regular basis in order to identify any potential vulnerabilities in the system in advance of an actual attack. Finding security flaws in a system in advance of an actual attack gives the company valuable time to get itself ready for any possible data breach scenario. Last but not least, an organization seeking ISO 27001 certification needs to have a disaster recovery plan in place. This would be activated in the event of an emergency, which is another way of saying after an assault has already taken place. It is essential to have a strategy in place to follow in order to recover after an assault. If a company is able to continue operating as usual as soon as it is safe to do so, the losses that were sustained as a result of the attack will be minimal. Each day that a corporation is not functioning costs a substantial amount of money, which is linked to its revenue and operations [14,18,19,20].




2.3. ISO 27001: Risk Assessment


According to Cavusoglu et al. (2015) [21], within the context of information security, a well-structured, insured, and bonded intent provides corporate executives with a set of guidelines under which they can justify the funding of data security within their corporations. When making decisions regarding investments, companies should take into account both the financial and the non-financial repercussions. It is feasible to carry out evaluations of the commercial feasibility of regulation with reference both to the valuation of the assets that will be shielded by the regulation and the value of the assets when financial requirements are met, along with a return on investment (ROI). Circumstances that are not associated with economics include a prominence on the operational and organizational feasibility of the company as well as collaboration from the target market. The research that has been conducted on organizations and management also indicates that having a clearly defined purpose for investment appraisal is an essential component of the progression processes that result in overall organizational conformity and change. This view can be found in a number of different articles [20,21,22,23].



The word “risk” is both the focus of this discussion and the solution to the aforementioned problems, and risk management is the process that determines which concerns take priority. In accordance with the requirements of ISO/IEC 27001:2013, an information security strategy protects the confidentiality, authenticity, and availability of data through the implementation of a risk management process that demonstrates to all parties involved that potential dangers are being adequately addressed. The analysis and interpretation of risk are performed with the help of a tool called risk assessment. It is the process of being aware of and assessing the vulnerabilities that exist within the organization [24,25,26,27]. In order to accomplish this, defining an assessment scope and protocol, conducting data collection and analysis, and reading through a contingency assessment are all necessary steps. The data concerning the risks should be gathered and analyzed by the implementation team. In order to accomplish this, it is necessary to identify all assets, risks, vulnerabilities, guarantees, significance, remnants, and the possibility of malicious activities [28,29,30].



When conducting a risk assessment, it is important not to just focus on the problems that already exist but to also think about the problems that might arise in the future by taking into account innovative systems and inventions, both those that already exist and those that have not been invented yet [31,32,33,34]. In-depth knowledge of the organization and its functions can also be gained through the process of implementing the risk assessment. The risk assessment team endeavors to gain an understanding of the ways in which systems and procedures interact [28,35,36,37], which enables the company to identify any loopholes in its procedures. It is worth noting, however, that the participants who will be in violation of operating the process of risk assessment need to have an extensive understanding of the entire company in addition to a concise, wider perspective on it. This is one of the most crucial elements of these roles.



The next step is risk management, which involves the classification and provision of effective controls to ameliorate risk to a level that is acceptable to the organization [29,30]. This step comes after the step of risk assessment, which is the initial step. When it comes to risk assessment, ISO 27001 does not include an exclamatory point or a mandatory framework that must be adhered to in the same way that it does for the other aspects of the standard. An impact assessment that is appropriate for the structure of the organization can be carried out by personnel that specialize in data security.



According to clause 6.1.2 of ISO 27001, a risk assessment is what sets up and retains information security risk requirements, generates consistent, precise, and positional results, and designates, interprets, and appraises risks in cooperation with the risk owners.



The following procedures may be performed as part of the risk assessment: identification of potential dangers, categorization of how likely it is that a threat will materialize with respect to a given entity, confirmation of the impact, which usually includes upcoming expenditures, structural failure, and recovery expenses, and reduction in losses by combining risk management into preexisting business processes [8].




2.4. ISO 31000: Risk Management


The International Organization for Standardization (ISO) has established a range of global standards for the application of strategic practice guidelines, one of which is the ISO 31000 Risk Management Standard. These risk management standards are a series of global standards. ISO 31000, like the vast majority of other ISO management standards, creates a systematic approach with the goal of meeting the requirements of businesses ranging in size and nature [38]. In addition, it has been recommended that the standard ISO 31000:2018 be utilized as an appropriate basis for interacting with ambiguity when identifying hazards in industrial activities. This is one of the suggestions that have been put forward. Recently, the ISO 31000:2018 risk management framework has been proposed as a viable establishment for the goal of conducting an in-depth inquiry into risk management. This investigation is intended to take place in order to better understand risk management. In spite of the fact that respondents in the industry are the primary users of the benchmark, the fact that it is adaptable and has no business or industry specificity makes it an appealing option. In ISO 31000:2018, the concept of risk differs from the variety of adverse classifications used in conventional predisposing evaluation in the sense that risk is not simply characterized in light of the probability of adverse or disfavored effects; rather, the emphasis is put on risk management. This is because risk is not simply characterized in light of the likelihood of negative or unfavorable impacts. This is a significant distinction between the ISO 31000:2018 risk definition and other risk definitions [39].



In accordance with the recommendations of ISO 31000:2018, risk management is a progressive procedure that includes the following actions: (1) the classification of the purview, connotation, and requirements; (2) the risk assessment, which includes the identification, analysis, and assessment of the risks; (3) the treatment of risks; (4) the collection and reporting of data; (5) the reviewing and monitoring of risks; and (6) communication and collaboration [38,39]. The ISO 31000 benchmark separates the risk management program from the risk management principles and guiding principles used by an organization to manage its risks. The framework of the risk management system consists of these three parts. The foundations and institutional arrangements for developing, integrating, measuring, evaluating, and improving risk management across the enterprise are laid by the full suite of elements in risk management. ISO 31000 is a risk management framework that is sometimes referred to as a risk management standard. ISO 31000 is one example of such a framework. The terms “risk management” and “risk assessment” are often used interchangeably when discussing the process of communicating, consulting, establishing context, and identifying, assessing, evaluating, treating, monitoring, and reviewing risk inside an organization. What is commonly referred to as “risk management” [40] is actually a procedure whose primary goal is to deal with dangers.



The International Organization for Standardization (ISO) 31000 lays out the fundamental principles, a framework, and methods. Its goal is to define the risk management process in any specific firm, including security, rather than to enforce uniformity on risk management systems. Regardless of the size or nature of the organization, it provides businesses with risk management standards that can be put to use in the process of formulating and achieving their goals. The concepts, framework, and procedures can be applied to public as well as private organizations, as well as any and all varieties of groups, associations, and businesses. It lays the groundwork for a standardized method of risk management that is not specific to either the industry or the sector. The approach known as “risk management” can be utilized to mitigate virtually any type of risk. It is applicable throughout the entirety of an organization’s existence and to any activity, including decision-making at all levels [40,41,42].



When risk management is incorporated into an organization’s business plan, managing the company requires a multi-faceted approach that includes risk reduction, risk anticipation, and risk management. As a consequence of this, businesses frequently consult the ISO 31000 standard for guidance when completing this endeavor. It is possible to use ISO 31000 in order to make strategic decisions at the organizational level, as well as in order to manage procedures, transactions, initiatives, schemes, commodities, facilities, and investments [40,41].





3. Case Study Description


3.1. A Case Study Illustrating the Implementation of ISO 27001 in an Information Technology Company


The name of the company is abbreviated to XYZ to avoid any security breaches. By utilizing software and services, XYZ is able to both automate and optimize data-driven business processes. Its consulting practices are among the most well-known in the entire world, and it holds the position of global market leader for a well-known platform.



The XYZ industry experts have comprehensive knowledge of the industry across a wide range of companies and verticals. The company is aware of how challenging it can be to implement new systems into an existing business, and as a result, it collaborates carefully with the customers’ business and IT specialists in order to assist those customers in recognizing their prospects and goals. After that, XYZ forms a partnership with them in order to provide services covering the entirety of the life cycle of the project. In this capacity, XYZ effectively orchestrates all aspects of the project, beginning with the process reengineering and continuing on through the system design, development, and optimization phases. XYZ is available to evaluate the change management needs of the organization and devise the method of training that will be most effective in ensuring that the organization’s employees fully accept the new processes and technologies. In the end, the company makes the shift to providing committed and long-term support for the production.



XYZ is able to provide effective software solutions for the computerization and improvement of business procedures on time and within budget because of its unique combination of know-how, solid science, and problem solving. The company’s technology experts hold multiple degrees and certifications in related fields, including science and engineering. Its Solution Center has been acknowledged by the European Union as a Research and Innovation Center which has been successful in obtaining a number of research grants from the European Union. The industry’s scientists and engineers have developed a number of advanced problem-solving tools that are specifically tailored to the day-to-day challenges faced by the company. Significantly, XYZ has tested and implemented these solutions on massive amounts of accurate data provided by some of the largest corporations, and as a result, the company has realized considerable and countable increases in its corporate profits. This is a very important development.



The XYZ Corporation is what is known as a “project-based” business. Technology advisers from the company are delegated to work on each project for their respective clients. The teams are fluid, and members are added to or removed from the group based on the current phase of the project and the amount of work that needs to be done. The number of people on a team can range anywhere from four to thirty.



A one-of-a-kind, custom-made concrete infrastructure is developed for every individual customer. The core of this connectivity is a comprehensive database for the source code. This code file archive enables multi-developer projects to maintain different iterations, a centralized document library, a dedicated database in a project management software, committed directories, diligent containers for both development and testing, an endeavor native app, and a differentiated admission to a time management method. The instruments and facilities that were described in the previous paragraph provide the squad with a suitable structure that supports, monitors, and delivers the project, as well as a collaborative effort base, metrics, and predictive analysis for quality assurance.




3.2. The Company’s Status Prior to the Implementation of ISO


The XYZ strategy assures that the data it handles, whether in electronic or tangible copy form, is properly secured to guard against the consequences of data breaches, breakdowns of authenticity, or instabilities to the connectivity of that information. The organization already had a significant number of its processes operational. On the other hand, the vast majority of them were not recorded on a consistent basis or at all. To put it another way, a significant proportion of the dangers were not recognized, and consequently, they were not taken into account. Employees were made aware of the company’s perceived policy regarding information security through the delivery of training on an annual and on-boarding basis in the subject of information security. Already, a group dedicated to the protection of sensitive information had been assembled. All of the staff members had received training, so they were able to address any questions or concerns that arose regarding the confidentiality of the information. In light of what has been stated above, the business already possessed a number of well-established procedures that would make it simpler to comply with the requirements of ISO 27001. On the other hand, a significant number of dangers and holes in security were not found.



The speedy expansion of the company made it clear that a standardized information security model has the potential to improve the functionality of certain facets of the business. In addition to this, it became abundantly clear that the company’s rapid expansion would make it a target for various cyber threats. Because of this, the company set a new objective for itself, which was to move forward with an information security policy that was more comprehensive and comprehensively enhanced. A company that was experiencing rapid expansion found that the traditional approach to processing security information was no longer viable. The increasing size of the company’s workforce brings with it an increase in the likelihood of mistakes being made by employees. In the end, the business was continuously confronted with the same query from a variety of customers: “Why should we trust our information with you?” It became progressively more difficult over the course of the years to get back to the customers with evidence that was adequately documented. In addition, customers’ tolerance for unpredictability in information security decreased, and the information security team was unable to satisfy customers’ requirements after this development.





4. Methodology


XYZ has made the decision to implement a strategy that will bring them into compliance with ISO/IEC 27001:2013 [13,17,43,44]. Figure 1 presents the steps of the ISO/IEC 27001:2013 process. The first step in the process involves the establishment by the company of a security rule along with the pertinent measures and controls. After that, it composes a statement describing the range of its application and elaborating on the reasons why the authorities were favored over other candidates. The company is responsible for determining the assets and requirements, conducting a risk assessment, and selecting the evaluation method. The second phase involves the company actually enforcing its security policy, along with its associated procedures, controls, and management structures. The third stage of this procedure is the organization conducting an evaluation, setting initiatives, and then providing the results of these evaluations to managers. Information security is kept up and improved upon by using the final stage’s preventative, prognostic, and enhancement measures [13,14,15,16,17].



The potential for harm that could be caused by the exposure of weaknesses or the introduction of new dangers to the organization’s information systems and assets is referred to as “risk”. The process of systematically identifying, evaluating, and carrying out measures and activities with the goal of reducing levels of risk to an acceptable level is known as risk management. In the next section, we will ascertain and appraise the method of analysis for assessing and dealing with cybersecurity threats to identify a sufficient risk level regarding enhanced security benchmarks (ISO/IEC 27001:2013). Additionally, we will establish the specifications for the creation of an effective mitigation program within its connectivity.



Risk evaluation, hazard identification, and their respective assisting limits and procedures are implemented to the entirety of the XYZ establishments in regard to each and every explanatory and reputational risk to each and every investment that may be utilized inside the corporation and could have an effect on its data security. In addition, all of these procedures are supported by a set of policies and procedures. It is applicable to all data security risk evaluations carried out within the purview of its information security strategy, which includes all of its business processes and investments. The risk assessment and hazard analysis policy are applicable to all XYZ commercial enterprises (including, but not limited to, personnel, associates, consultants, the municipal delivery alliance, distributors, members of the general public, and others).



Risk analysis is a process that is included in its information security strategy. The goal of this step is to commit to the systematic monitoring, evaluation, and therapeutic interventions of risks as well as to guarantee an appropriate level of information security within the scope of the information security strategy. The goals of hazard assessment treatment modalities in the field of information technology include better risk assessment judgments, better risk evaluation, better record-keeping of threats and their evaluations, assimilation of elevated security restrictions in its data systems, and better risk assessment decisions.



XYZ provided the commercial and technological background of the data system that was being assessed, and they made sure that the business goals were obscured with all the internal and external facets that monitored the recognized risks. As part of the organizational environment, a review was conducted to determine who the owner of the information system was, the classification of the data, types of business processes that can be endorsed, types of users bolstered by the system, security protocols, and compliance regulations. In accordance with the defined context, an evaluation was undertaken on the characterization of XYZ as the relevant stakeholder in the information system. The capability of its users to perform and retain the information system, as well as the logical architecture and system elements, was also investigated.



The significance of a company’s information systems and assets is investigated during a risk assessment. If the company recognizes that its assets are vulnerable to a high level of risk or if the purposes of this particular information asset are essential to the company’s business desires, a thorough risk assessment will be carried out on the asset. This involves conducting exhaustive documentation and confirmation of assets, which enables an evaluation of the potential impact on the business of any security flaws or risks posed by those assets [45,46,47,48].



The hazard assessment designates, clarifies, and selects the risks that are associated with achieving the XYZ targets. It also sets out the requirements for what constitutes an effective risk management plan. The findings of the risk assessment are used to direct monitoring in the selection of suitable actions and the establishment of a suitable priority order for the management of information about potential threats and the enactment of the necessary control procedures to safeguard against these risks.



The procedure for evaluating risks involves conducting a comprehensive analysis of the risk scale (risk analysis), followed by a method that compares the risk to the risk conditions in order to establish the relative significance of the risks (risk assessment). The risk assessment is carried out on a regular basis so that adjustments can be made to account for shifting safety preconditions and risk conditions (e.g., assets, threats, susceptibilities, effects, and other essential changes). It is carried out in a methodical manner and is capable of producing results that are comparable to one another and can be replicated multiple times, with the quantity of times depending on the component and degree of significance of XYZ or the information systems that are being investigated.



A risk assessment involves carrying out with connectivity to and a comprehension of its business operations, the hazards implications on its business assets, the technological structures in place to promote the business needs, the regulatory frameworks to which XYZ is subordinate, and up-to-date uncertainty and hazard evaluations. After the launch of a new information processing model, after the acquisition of a new information asset, and after any changes made to the systems or processes, a risk evaluation needs to be carried out at the very least. When there has been no review for a relatively long time, it is possible that adjustments that could alter the nature of the risks and security flaws will be necessary (e.g., after three years).



Following the completion of the risk assessment, the management of the organization was tasked with determining the most suitable risk treatment approach for each of the risks that were identified. Risks can be mitigated through the application of suitable risk control mechanisms, accepted if the circumstances and requirements for contingency planning are met, hidden by not enabling actions that could be construed as threats, or transferred from one area of the establishment to another (e.g., insurers or suppliers).



The risk judgment that includes adequate control signal transduction pathways entails selecting and putting into action control processes in a manner that is congruent with the prerequisites that are the direct result of the risk assessment. The control mechanisms that are chosen should ensure that the risks are whittled down to the bare minimum required, taking into account the restrictions of worldwide law and regulations, treaty arrangements with suppliers and customers, the business requirements and priorities of XYZ as defined above, operational requirements, regulatory requirements, and the expenses of implementing and functioning restrictions regarding the risks that are eroded and the residual risks. The identification of all of its assets is the first step in the process of risk assessment that falls under the purview of the information security strategy’s scope (assets’ impact on the company’s information in terms of its confidentiality, integrity, and availability). Documents in either physical or electronic form, applications and databases, information technology equipment, and infrastructure are all included in the assets list.




5. Results


XYZ takes into account all of the prospective threats and risks that are pertinent to a particular system, regardless of whether they are extrinsically motivated, natural or human, unintentionally or maliciously. Information on vulnerabilities and threats is gathered from relevant users of the system, as well as, in some instances, from cybersecurity advisors, local and national law enforcement agencies, security facilities, and contacts.



The following classifications could be used to classify the risks that are associated with the organization’s information systems, data, and operations: Any user of XYZ can prevent damage that is pertinent to the assets that are being examined. Documentation must be carried out on an exhaustive list of occurrences that have the potential to thwart or delay the company’s business goals. It is possible that the risks that are not included in this list will not be evaluated or mitigated. After conducting related searches, potential dangers from previously discovered archives might be added. The implementation of a clear method for determining the validity was performed so that it could be regarded and analyzed. The possible effect on the association’s data systems and assets must also be included in the identification of risks. During the assessment process, any possible threat that could compromise the confidentiality, authenticity, or affordability of its information systems, information, operations, or assets will be substantiated. In order to include a mutual understanding of these security precautions, which will mitigate the possible impact to an adequate degree, assessments of risk shall be established. The impact criteria will be determined based on the damage level as well as the cost that is caused by the threat.



Activities such as hazard verification, security vulnerability classification, providing guidance, probability perseverance, performance measurement, contingency perseverance, regulating suggestions, and documenting results are the steps that lead up to the actual implementation of a risk assessment. The first activity involves determining how likely it is that a potential threat will actually materialize. The probability of an occurrence, also known as the threat level, is defined as the likelihood that an occurrence will take place. When determining the likelihood of a threat, XYZ needs to take into account the causes of the risk, potential vulnerabilities, and controls that are already in place. The second activity is an analysis of a threat to an information system, and part of that involves conducting a risk assessment of the vulnerabilities associated with the system’s environment. Next, the controls that have been put in place on the system will be evaluated, and attempts will be made to reduce or eliminate the likelihood and probability of a threat that results from a vulnerability in the system. During the fourth activity, XYZ is required to take into consideration the following important aspects: visibility (to nature’s malicious attacker), the existence of current controls, and the efficiency of those controls. The probability of a threat occurrence is input, and the threat level and the susceptibility level are outputs of the probability of an event for a specific threat. The implications of a security event could be defined in terms of a breach of data, decency, and accessibility in the fifth activity. After that, the values of the likelihood of an event occurring and its impact are combined in order to arrive at an estimate of the risk level posed by each asset in relation to an identified threat. When determining the level of risk associated with the project, we will also take into account how well its planned and existing security controls work. During the seventh activity, the security controls that could mitigate or even eliminate the risks that were identified were aligned with the operations of the company. The risk level ought to be maintained at a manageable level if the recommended controls are to be effective. When everything is said and done, a formal report will be compiled with the findings of the risk assessment after it has been completed. Figure 2 presents a flowchart of the activities carried out during the risk assessment process.



The levels of risk are being evaluated using the predefined criteria, and the appropriate actions are going to be taken. In the event that there is a risk, it is necessary to conduct an analysis of the pertinent consequences for each vulnerability and threat that pertains specifically to an individual asset. It is necessary to conduct an analysis of each of its assets to determine the likelihood of such a risk. The severity of a risk is a comprehensive evaluation that takes into account both the likelihood that an event will take place and the consequences that will result from that event if it does take place (impact occurrence). A potential vulnerability and/or threat can be described as “almost certain”, “probable”, “possible”, “unlikely”, or “rare”, where “almost certain”, “probable”, and “possible” are the most likely outcomes. The impact of a security breach can be summed up as a loss of privacy, integrity, and accessibility. NIST SP 800-30 revision 1 was used to determine the quantification of the impact. NIST SP 800-30 Rev. 1 was also used to determine the level of risk.



A response must be determined for each identified risk. The probability of the risk occurring and its potential impact will serve as the basis for the recommendations that will be made regarding the actions that should be taken to mitigate the risk. It is necessary to determine a treatment option (security controls) in accordance with a cost-benefit analysis and the criteria that are pertinent to the impact. Its risk treatment is divided into the four levels listed below: accept, reduce, transfer, and remove. At the first level, risk acceptance ought to be reconsidered for low-priority risks for which other treatment options would incur costs that are greater than the potential impact. All risks need to include a recommendation of control(s) and alternative solutions in order to mitigate the risk that has been identified. XYZ has decided to take the risk that has been identified. At the second level, risk mitigation entails reducing the likelihood of risk threats and vulnerabilities, as well as the effects of those vulnerabilities and threats. It is always more efficient to take preventative measures against risk than to repair the damage that was caused by a risk that was identified. XYZ will be responsible for the planning and design of any future controls to address the identified issues. At the third level, factors that increase include reducing the detrimental impact of a hazard or frailty. The elimination of a risk by transmitting it to a third party, such as a supplier, will not eliminate the underlying vulnerability or threat. The management of the risk that is associated with this endeavor will be handled by a different entity. XYZ will compile a list of all possible avenues for transferring the risks that have been identified to other organizations (e.g., insurance). Changing components of the overall business processes or the architecture of the system is what is involved in the final stage of risk avoidance. This is performed in order to remove the threat. Eliminate the possibility of negative outcomes by putting a stop to the associated commercial activity.



For the purpose of mitigating the risks that have been identified and minimizing the potential impact on its information systems, appropriate control objectives have been selected. The selection and/or design of security controls is conducted in accordance with the guidelines found in the Annex of ISO/IEC 27001:2013. This is performed to guarantee that none of the controls have been overlooked. Documentation can be found pertaining to the rules that were chosen for each of the threats.



It is essential to handle and mitigate the risks associated with the requisite mitigation actions, so a risk treatment plan is developed. A risk treatment plan is devised with the intention of lessening the threats that critical XYZ assets are exposed to. Any possible threat that might emerge as a result of the risks and vulnerabilities that have been identified is dealt with according to the level of its consequence.




6. Discussion


During the stage of the implementation, a variety of challenges were encountered. The company had no choice but to delegate the responsibility of implementing an information security strategy to its available resources. Skilled employees who have an in-depth understanding of the organization’s structure and operations should be the resources that manage and implement the information security strategy. This responsibility should fall to the resources, not the company. It was decided that the Director of Development would take on the responsibilities of the Chief Information Security Officer (CISO), while the Operations Manager would be responsible for developing an information security strategy. The problem was that these two resources already had tasks assigned to them, which meant that an entirely new restructuring needed to take place and new employees needed to be hired to support the functions that were left behind. The company incurred an additional expense as a result of this.



After the organization began executing the adjustments to safeguard the information and enable access to it exclusively for the project team members, the process became significantly more complicated every time a resource was required to join or depart a team [49,50,51,52]. When the company first started executing the changes that would make the data more secure and facilitate only internal stakeholders’ entry to it, that’s when the diversification was developed. The procedure requires a lot of time and opens the door to the possibility of making mistakes. In order to overcome this obstacle, the company has tasked a separate development team with the task of creating a new product that is capable of fully automating all of the processes that are associated with access management. The company incurred an additional expense as a result of this.



For the implementation of ISO 27001 to be successful, it is necessary for employees to provide their full support and contributions [53,54,55,56]. There were some obstacles encountered while putting ISO 27001 into effect. To assure the success of the information security plan and to earn the support of the workforce, it was essential to tackle these obstacles. To be more specific, workers felt as though they had pushed themselves to the limit since they expected their work to be rigorously examined. They feared it would take too much time and effort to implement all of the information security policy and practice changes that were proposed. The deadlines that were set for employees to review the pertinent documentation of these new policies and procedures were another source of unease for workers. Because only a select few people were involved in the initial stages of the ISO 27001 implementation, employees had the impression that it was both pointless and standard procedure. After participating in a number of training sessions and having casual conversations, participants finally achieved awareness of the information security strategy as well as realization of its significance.



Because the internal audit had not yet taken place (as was mentioned above), the circle representing the ISO implementation could not be considered complete. It would be interesting to have an update on how this process of becoming ISO 27001 certified ultimately plays out. What sort of conclusions will the audit bring to light? Will there be any instances that do not comply with the standards? Failure to meet specific requirements, failure to prevent a loss, failure to follow a process, and the inability to effectively interrogate a security incident are all examples of nonconformities. Nonconformities can also be categorized as failures to follow a procedure. What kinds of responses do you anticipate coming from the company?



More than eleven months and sixteen different drafts were required to finish the risk assessment and treatment. As a result, the processes within the company became more complicated, which led to a delay in conducting the audit, which was ultimately postponed. In addition, the process is a consistent source of change within an organization; as a result, it has an effect on change management in a company. This is significant because compliance with ISO 27001 is a requirement of the process. It is possible that future research will encounter all of the challenges and complexities that are associated with this distinct phase of a company’s life.



The practical contribution of this paper is that it offers a strategy that can be used by professionals in the information technology industry to devise a strategy for protecting sensitive data. The productive work of these corporations and the resolution of the day-to-day challenges they face in order to stay afloat are the sole focuses of those in the information technology sector. They are frequently unable and unwilling to invest time and effort into the definition of new processes or the improvement of existing procedures. Software engineers focus more on the commodities, facilities, or strategic planning of their companies than they do on developing innovative methods of work.



In the medium term, the requirements of ISO 27001 will have an impact on the firm’s day-to-day operations, resulting in less effort and less duplication and more responsibility for implementing and maintaining the best practices the organization has determined to be most effective. In addition, this paper contributes to the discussion by saying this. Corporations require not only to be mindful of the steps to take to enhance their processes but also to have conventional guidelines that describe the work that they are required to accomplish, as well as a well-specified set of quality standards to aid in the communication of such procedures. These policies and processes ought to be clear and applicable to the kinds of projects they generally work on.



It took more than 11 months and 16 different versions to finish the risk assessment and treatment for this paper, which is one of the paper’s limitations. As a consequence of this, researchers in the future will be able to assess the level of impact and likelihood posed by each asset for each risk. When the risk level is greater than the risk limit, XYZ will review all of the controls that are in place. A new risk level review is going to be carried out, and a risk treatment action is going to be evaluated with reference to the new risk level. Documentation of the treatment choice needs to be performed for each identified risk.



In addition, future researchers can learn more by consulting with experts in the fields of information security and risk management, as well as by performing literature studies. There could be ISO 27005-based information objects that are not included in this work. The description of risks can help businesses determine the possibility and impact of threats to their information security plan. In addition, a company’s information security policy may call for the implementation of supplementary technologies in light of the specific threats and vulnerabilities it faces. However, for those individuals who are a part of an organization’s evaluation process for information security strategy and decision-making, this article can serve as a starting point for further research and discussion.



There is only one case study included, which is another limitation; selecting cases from a wider spectrum of companies may have supplied more compelling evidence for the classification of detailed guidance enclosed in the information security strategy. Taking into consideration the knowledge gained from its implementation by a greater number of software developers will provide professionals in the information technology sector with helpful regulations.




7. Conclusions


This paper described the approach taken by an IT firm to meet the requirements of ISO 27001. This article looked at how an ISO 27001-certified firm handles practices such as documenting everything, making certain that it is up-to-date, and assessing risks to information security.



Due to the fact that conducting a risk assessment is one of the most time-consuming and crucial steps involved in developing an information security strategy for a company, it is imperative that each and every potential risk be identified. The risks are unique to each company, but the end goal is the same: to safeguard the data and find the best possible solution that meets all of the requirements of the business. The corporation already had a significant number of its procedures operational. However, the vast majority of them were not documented on a regular basis or at all.



To put it another way, a significant portion of the dangers were not recognized, and consequently, they were not taken into account. In addition, the speedy expansion of the company made it clear that a streamlined information security model has the potential to improve the functionality of certain business operations. In addition, it turned out to be obvious that the company’s rapid expansion would make it a target of cyberattacks. In light of this, the company decided to make the development of a more comprehensive and stringent information security policy one of its primary priorities. In a rapidly expanding company, the traditional approach to accessing information security could not be maintained. As the number of employees at the company increases, the potential for errors caused by humans also increases. In the end, the business kept getting the same question from a variety of customers, and that question was, “Why should we trust our information with you?” Over the course of the years, providing clients with evidence that was adequately recorded became an increasingly difficult task. Additionally, customers developed a lower tolerance for ambiguity regarding information security, and the information security team was unable to meet the customers’ demands as a result. As a result, the lengthy process of implementing ISO 27001 in the company finally culminated. Nevertheless, the process of risk assessment is not static, and it will need to be carried out multiple times.
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Figure 1. The process to implement ISO/IEC 27001:2013. 
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Figure 2. A flowchart of the activities carried out during the risk assessment process (source: the authors). 
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