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Abstract

:

Mobile usage statistics show the one thing that cannot be overlooked, which is the overwhelming usage of smartphones. According to the statistics, there are approximately 6.4 billion users of smartphones. Considering the world population, this rate of smart phone usage is more than 80%. Mobile development is the fastest prominent trend, although web development cannot be denied. However, the fact is that mobile platforms are considered cumbersome and complex when it comes to accomplishing requirement engineering processes, especially when mobile applications are combined with the Internet of Things (IoT). These complexities result in barriers to sustainable mobile development. The difficulty and differences occur due to various limitations, either that of mobile devices or others. Some of those from mobile devices include processor, battery, and touch screens, user experience in terms of touch screens, user context, and interactive behaviors. Other limitations include the difference in the software development lifecycle and the difference in the software development process due to inconsistency in user requirements with the aforementioned limited device capabilities. The target objective of this research is to investigate and identify all possible challenges related to mobile applications and connected mobile devices (IoT) while executing the requirement engineering process. This study can further the existing state of knowledge by contributing to the list of challenges faced in the requirement gathering process of mobile application development. Furthermore, it can also help practitioners, specifically those involved in the requirement gathering process, to carefully consider these challenges before executing the requirement engineering process.
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1. Introduction


Mobile phones are becoming an important part of daily life. There are about 6.4 billion people who own smartphones worldwide in the era of 2021 and this will further rise in the coming times [1]. Similarly, throughout the last few decades, there has been a significant increase in demand for mobile applications where the desire is to connect devices with mobile phones effortlessly. This concept is recognized when mobile applications are combined with the Internet of Things (IoT). The software development sector is a good example of rapid evolution. Since iPhone sales opened in July 2008, many device engineers have generated numerous outlets for other mobile devices. It has been estimated by industry experts that more than 250,000 applications are available through various stores and markets. Mobile application development is capturing much more attention from researchers as well. It is due to the different behavior of mobile development from that of web development. As people spend more time on their mobile devices, the need for mobile applications is growing [2] and as the penetration of mobile application development has increased, its percentage is also expected to be increased in the upcoming years [3,4].



Mobile applications are planned to be developed so that they can be operated on connected mobile devices and smartphones. Such apps have eccentric roadblocks as compared to other types of applications. Furthermore, it faces distinct hurdles in comparison with other application types [5]. On the other hand, the development of software takes place through the requirement engineering (RE) process. This software requirement engineering is gaining extreme importance as it carries out the development process smoothly. Every phase in requirement engineering has its rank and significance [6].



Software requirement engineering is a process that comprises various activities, from requirement elicitation (requirement gathering) to requirement specification (requirement documentation) [3]. According to IEEE, the requirement is “a condition or capability needed by a user to solve a problem or achieve an objective” [7]. Performing software requirement engineering smoothly not only leads to an efficient system but also proves to be successful in achieving a cost-effective system [3]. The main principle that the RE process follows is to meet the requirements of the customer and end-user with the minimum resources [6]. Software development becomes extremely complex as the number of new technologies is increasing rapidly. Hence with this rapid increase, it becomes problematic for mobile developers to work in such an environment as it faces several challenges during mobile development [8]. One of the major drawbacks of the mobile platform is its short development lifecycle discussed in the coming sections. The other important comparison making mobile applications different from web applications are differences in the development process and device limitations. The development process differs due to the volatility in user requirements. In addition to this, the overall lifecycle of mobile applications is much faster than any web or desktop application. The third most prominent difference is the limited device capacity or power, and others [9].



There is substantial work conducted on mobile applications but very little is conducted in the domain of sustainable requirement engineering process for mobile application development with its combination with IoT. This furthers the researcher’s motivation to investigate the requirement engineering process in the domain of sustainable mobile application development. The goal of this research is to identify key challenges in the field of sustainable requirement engineering processes for sustainable mobile applications and connected devices through the internet.



The remaining paper is distributed as follows: Section 2 is about the background of the research study. Section 3 explains the research methodology. Section 4 reports the results and discussion. Section 5 specifies the threats to validity. Section 6 specifies the conclusion and future work.




2. Background


Network connectivity is required by a standard mobile application to communicate with other computing tools. The development of mobile applications involves constructing software packages that are installable (code, binaries, properties, and so on), integrating backend services, such as API data access, and testing the application on target devices [10]. Some of the common concerns include integration with the device hardware, and conventional problems [4]. However, mobile applications comprise a few other requirements as well which are rarely found in conventional software applications.



The typical software development method differs significantly from the mobile application development platform [3]. It includes unpredictability of user requirements, the device’s capabilities, or device compatibilities, such as the CPU, battery, and touch screens, as well as the experience of the users regarding touch screens, user context, and interactive behavior, including customer or user reviews [10,11,12,13]. Apart from that, the overall lifecycle of mobile applications is shorter than that of desktop applications [14,15,16].



There have been numerous studies conducted on mobile application development. The researchers have gone through the existing literature regarding mobile application development in combination with IoT. Table 1 shows the summary of existing literature related to our research study.



The latest and most relevant studies were published in 2020, from which two [17,18] studies out of three [17,19] are based on the mobile edge computing domain. The authors in their study [17] have reviewed computation offloading approaches concerning game theory while the other [18] focused on a joint merger of computation offloading with resource provisioning, giving an approach based on reinforcement learning technique, a machine learning-based approach. The authors of the study [19] researched an automated model approach for performance test evaluation of mobile devices at the unit level.



Android is the most popular platform which is widely used all around the globe by mobile developers providing communication via message passing. Another study [20] reported that the message-passing mechanism is unsafe and vulnerable in terms of its operations. To identify the security risks and vulnerabilities in the Android communication model, they described a framework that helps to solve the mentioned above issue [20]. Similarly, further research [21] has been conducted on flexible systems that are capable of switching between software and hardware-based measurements, depending on the application being tested and the operating conditions, thereby delivering measurement as a service.



In a mobile edge computing (MEC) context, finding the best solution is tricky. This ideal guide in MEC relates to the activities’ competition time, and the author proposes a two-step technique for solving this optimized problem [22]. The author looked at privacy concerns in terms of privacy disclosures, and he came up with a way to automatically diagnose privacy breaches in mobile applications. The study of data protection disclosures in internet traffic is the author’s main focus, as well as the first step toward automated confidentiality leak identification. The act of transferring one or more forms of private data over the internet, on the other hand, is known as private data disclosure [23]. This study [24] focused on privacy threats, also referred to as “privacy disclosure” threats, such as the aforementioned issue. Like above, it refers to network queries that convey one or more forms of private data across the internet. Android is a popular platform that allows users to access personal sensitive data with full functionality, posing major privacy risks [24].



One study is based on requirement elicitation challenges, particularly on mobile platforms. The author contributed to the requirement gathering guideline as well as categorized the challenges [3] while a similar study discussed the limitations of mobile platform testing approaches and presented testing topics for practitioners. The paper’s author presented a system for classifying such GUI failures, as well as all the defects that cause them [25]. Similarly, the study [26] is based on a multi-site partitioning problem in the mobile cloud computing domain, proposing an algorithm to overcome the problem.



According to the author of study [27], smartphones are not secure in terms of establishing mobile hybrid applications. Because of the nature of open-source programming, privacy concerns are dominant in Android development. It tends to delete sensitive data, posing numerous hazards. When information is accessed, changed, or transferred, there is a fundamental problem with data handling. To address this problem, a system for recovering files from disc fragments is proposed, as well as various data remanence mitigation measures [28].



Asynchronous structures from asynchronous programming, which is a basic aspect of mobile development, are used by mobile developers. They do so to minimize unresponsiveness; however, the problem highlighted in the research is that mobile developers are unable to employ these constructs consistently, resulting in memory leaks, lost results, and wasted energy [29].




3. Research Methodology


This section briefly describes the research design. A systematic review of the existing literature is conducted. We have adopted the standard practice of Kitchenham [31], the widely used decorum for conducting systematic reviews. It provides a broad review and critical examination of all related existing research in and around the area of software engineering. It helps in conducting a structured and even-handed literature review, having a predefined search strategy. As mentioned above, the primary objective of selecting SLR is to come up with the challenges that are faced during the implementation of the requirement engineering process, particularly for the mobile domain [3]. The qualitative analysis is performed by using data coding techniques of the grounded theory [32,33]. In the end, a discovered list of challenges is reviewed, evaluated, and validated via Expert Review [34].



3.1. Resources, Keywords, and Search Strings


Search terms and resources to be searched are part of the approach for finding a research study. The majority of journal papers accepted manuscripts, and mature conference proceedings are being retrieved in electronic databases that are accessible online. Researchers did not collect information from books or printed sources. The list of electronic databases from which publications are reviewed for SLR is shown in Table 2.



Researchers performed searches on the chosen digital libraries using the search queries composed of the keywords selected based on the following strategies: researchers have derived significant terms and keywords from the goal of our investigation. Additionally, the related terms and alternative synonyms or keywords are identified. While most papers are found with the privacy and security perspective. Researchers have developed a total of 176 search strings based on our keywords with related synonyms. Table 3 shows the possible keywords along with their related synonyms.




3.2. Inclusion/Exclusion Criteria


Manuscripts published between 2010 and 2022 are included. The inclusion and exclusion criteria for selecting the papers in this review are as follows. It is ensured that mobile application development-related published work from 2010–2022 is included. Furthermore, journal articles, conference proceedings, research, review articles, and (accepted manuscript) are included.



The first stage of the search was undertaken based on title and time range, which was 2010–2022. Then, in stage two, a filter was used to identify the most relevant and thorough documents. Finally, selected papers were categorized based on search strings and inclusion criteria for selection from the selected content.



Using the search query mentioned earlier, we conducted systematic searches in six digital libraries: IEEE, ScienceDirect, WileyOnlineLibrary, Springer, MDPI, and ACM Digital Library. Researchers found 526 papers based on the time frame, which is from 2010 to 2022. In the first stage, researchers had a total of 230 papers based on titles and keywords. Then, after a thorough reading of the abstract of selected primary studies, researchers included 85 papers, from which 70 were repeated and were included only once. The papers were then vetted based on the criteria for inclusion and exclusion, and 20 papers were chosen. As a result, researchers have narrowed it down to about 14 papers. This was solely for a single source: IEEE. The same procedure is followed for other databases. The search and study selection method for the research, comprising all selected databases, is shown in Table 4.



Figure 1 shows the pictorial representation of the selection process of research studies. The pattern shows that the maximum studies were found in the ACM Digital Library. It correlates with the essence of maximum acknowledgment of software engineering-related publications.



Similarly, Figure 2 shows the research paper distribution year-wise. The pattern shows that throughout these years the state of knowledge regarding sustainable requirement engineering for sustainable mobile development has grown.



The study included the most relevant papers from journals and conferences. Figure 3 shows the distribution of the journal and conference papers.



As shown in Figure 3, out of 43 selected papers, 29 papers were journal papers and 15 were conference papers. All these studies are peer-reviewed publications, published in high-quality and mature journals/conferences. Likewise, Figure 4 shows the type of included papers. The included papers were either categorized as ‘research articles’ or ‘review articles’, or as ‘accepted manuscripts’.



As shown in Figure 4, the maximum number of papers were ‘Research articles’, that are published in high-impact quality peer-reviewed journals/conferences. Eight included papers were under the ‘accepted manuscript’ type and only one included paper was of the type ‘review article’. The overall representation of the searching and filtration process is shown in Figure 5.



As shown in Figure 5, firstly, the research papers related to sustainable requirement engineering for sustainable mobile application development were searched from various databases. In total, 74,514 papers were found. After applying the inclusion/exclusion strategy, 145 papers were left. The quality assessment process was conducted to further validate the selected papers. Quality assessment is aimed to evaluate the worth of your selected studies to avoid bias. Researchers have selected questions in the form of questionnaires adapted from [35], based on which, the respondents have to give answers to each question for the selected study. The answers are given based on a certain scale of Yes (1), No (0), and Partial (0.5). The studies were distributed among various researchers who belong to the software engineering domain and have knowledge of sustainable requirement engineering besides mobile application development. As a result, 100 papers were left, which were thoroughly studied for the investigation.





4. Results and Discussions


Based on the research objective, researchers have a list of challenges tabulated in the next section. Based on the findings, researchers have categorized the challenges into five sub-categories, under nature requirement-related, resource-related, communication-related, security and privacy-related, and stakeholder-related domains. This section of the study aimed to describe the findings achieved. At the first stage of review, researchers have identified a total of 113 data units with the help of data coding techniques of grounded theory. After applying data encoding and implicit/explicit duplication removal among the data units, 92 challenges along with the 5 sub-categories were identified.



The first research objective was to discover the mobile developer-related challenges faced during R.E.’s accomplishment while developing a sustainable mobile application. The identified challenges are tabularized in Table 5. The table comprises four columns namely ‘Paper Id’, ‘Ref #’, ‘Category’, and ‘Challenge’.



4.1. Communication


4.1.1. Anonymous Communication


An anonymous communications strategy conceals the IP address from the host server the user is accessing [36]. Mobile developers face a challenge when it comes to sustainable mobile development or the mobile domain, especially when building mobile applications, such as the Watts app, Telegram, and others. These apps use end-to-end encryption to ensure that users’ data are kept safe. Those programs that do not use encryption techniques, on the other hand, have a challenge.




4.1.2. Lack of Requirement Effective Articulation


This issue is centered on the rivalry between stakeholders. Because of the diversity of the mobile environment, both consumers and developers evaluate needs from different perspectives, resulting in disagreements [3].




4.1.3. Lack of Verbal and Presentation Skills


The goal of this challenge is to explore oneself and perceptions in a way that is difficult for others to comprehend. One may be unable to share ideas or offer his or her opinions and thoughts to other stakeholders due to the diversity and complexity of the mobile development domain, posing a significant difficulty in sustainable mobile development [3].




4.1.4. Lack of Communication Participation


This problem is distinct from the preceding one in that the person is skilled but unwilling to communicate his or her opinions [3]. As the domain of mobile applications develops in a new dimension of sustainability, novel expressions and technologies emerge that can be difficult to explain or communicate because of crowd phobia, which leads to hypertension.




4.1.5. Low Bandwidth


Bandwidth refers to the amount of data that can be sent between two points on a network. The bandwidth of your network or internet connection is the maximum Mbps transmission rate. It also has an impact on how fast your internet is. Any connection that is faster than 25 Mbps is considered decent, thus larger families with 3–5 people should search for rates between 200 and 300 Mbps. Low bandwidth might be caused by the Mbps rate of your existing broadband connection, or it can be slowed down because there are too many users connected to the network, and in some cases, to your device [37].




4.1.6. Unavailability of Services for Network Connection


This issue mostly concerns essential services or services that are not available at the required time for network connection, posing a significant barrier to sustainable mobile applications. In other words, due to network congestion, mobile users are unable to connect to the cloud [37].




4.1.7. Heterogeneity in Terms of Involvement of Different Networks


Diversification is a term used to describe heterogeneity. It has everything to do with MCC’s participation in numerous networks. Managing multiple wireless connections while adhering to MCC standards is difficult, as it poses problems in such a context, making sustainable mobile development difficult [37].




4.1.8. Frequent Server Disconnections


The frequent server disconnections that mobile client users suffer from are one of the major impediments to the development of mobile information systems as a top priority. As a result, data access from the server in the wireless network becomes expensive, posing a barrier to the sustainable mobile environment [38].




4.1.9. Problems in Accessing Server Data


The server will inevitably become disconnected as a result of high data traffic, making it impossible for mobile users to access data from the server and resulting in expensive wireless network expenses in a sustainable mobile environment [38].




4.1.10. Data Communication Overheads


On mobile devices, the major usability challenge is the rapid consumption of battery power. Data connectivity is the foremost waste of mobile device energy after the display. End-user requirements and sustainable mobile application requirements have not kept pace with advances. The device will consume scarce energy due to minimum data transfer via the interface, but this does not happen, making data communication difficult [39].





4.2. Requirement


4.2.1. Incomplete Requirement Gathering


This challenge focuses on the requirements gathering phase. Incomplete requirement gathering refers to the lack of vital and mandatory requirements [3]. Due to the vastness of the mobile domain, it is expected that obligatory restrictions may lag or be ignored at times.




4.2.2. Lack of Accurate Requirement Prioritization


One of the processes in the requirement engineering process is requirement prioritization, often known as software requirement prioritization. This problem emerges as a result of a lack of requirements prioritization [3]. The sustainable mobile domain is made up of a range of events that might be tough to manage since it is difficult to grasp. To comprehend such event management, a knowledgeable specialist is required. As a result, it is not always clear which criterion should take precedence or be given top priority in this situation.




4.2.3. Unstable Requirements


Unstable needs do not follow a predictable pattern. Alternatively, the requirements might not have met their expectations [3,40]. As previously said, handling sensitive information in a mobile context is necessary. The intricacy of sustainable mobile requirements prevents the requirement analyst or mobile developer from understanding them.




4.2.4. Change of User Needs and Understanding


The issue is that users’ needs evolve. In other words, user needs change over time, leaving them confused about what they desire. Changes in user needs can cause misunderstandings about users’ genuine needs [3]. As a result of the innovation and introduction of new complicated technologies, user needs, combined with changes in mobile development, have created a barrier to sustainable mobile platforms.




4.2.5. Requirement Over-Scoping


This challenge is focused on the scope’s inaccuracy. The requirements, or project scope, are either under or over the set limit. Alternatively, the scope of requirements is not clearly defined, resulting in stakeholder conflicts and dissatisfaction [3]. Due to the complexity of innovative technologies in mobile development, developing a scope for sustainable mobile requirements is tough in this situation.




4.2.6. Lack of Guideline Compliance


There have been many security proposals for sustainable mobile development, but none of them are technically possible or meet security standards. The failure to follow recommendations is a concern [40].




4.2.7. Inefficient Requirement Completion Time


When a need is not fulfilled in the time provided, it is referred to as “inefficient requirement completion time”. Alternatively, we can say that we failed to produce an optimal solution when the need could not be met within the estimated timeframe [73,74,75]. Sustainable mobile development varies from traditional development in that it requires more computational resources, such as memory and storage. Completing mobile needs within the required time range is difficult due to resource restrictions.




4.2.8. Minimization of a Service Latency Problem


Mobile edge computing (MEC) is a revolutionary architecture that gives mobile base stations at the network’s edge cloud computing capabilities. MEC’s main feature is that it distributes mobile computing, network control, and storage to network edges (e.g., base stations and access points), allowing resource-constrained mobile devices to run computation-intensive and latency-critical applications and various purposes, such as traffic monitoring and healthcare. These systems are closer to users, allowing for seamless and low-latency access to edge services. In general, latency refers to a period. Service latency, on the other hand, refers to the time it takes for a service to be delivered. The delay in services from the server site is the subject of this challenge. As a result of the lack of resources compared to traditional development, the sustainable mobile platform suffers from service latency [41].




4.2.9. The Optimal Revenue Maximization Problem


Similar to the previous problem, in the MEC environment, edge devices make computational offloading requests to edge service providers that include source and destination addresses as well as offloading time intervals. Edge service providers create a revenue maximization dilemma at the edge. This problem stems from the fact that the edge service provider is unable to give the maximum number of services to gain the most income. Sustainable mobile platforms, in comparison to traditional web development, are constrained by restricted resources [41].




4.2.10. Absence of High Quality-Of-Service Requirement for Computational Service Offloading


In comparison to traditional web development, sustainable mobile development lacks high-quality services for offloading computational services because the mobile environment is hampered by processing resources, rendering offloading computational services difficult [41].




4.2.11. Inefficient Provisioning and Delivery of Mobile Application


Mobile consumers have sporadic and diverse computing needs. As a result, this issue concerns the efficient transmission of data and the fulfillment of user requests using cloud IT resources. Because mobile devices have limited resources, it is difficult to meet user requests while maintaining QoS in the face of intermittent network access at sustainable platforms [42].




4.2.12. Lack of Consideration of User and Applications Requirements for Offloading Decision Making


The failure to address either user or application requirements, or both types of requirements, while offloading decision-making, is the source of this problem. Because of the limited resources available in a sustainable mobile environment, user and application needs were often overlooked or ignored while making decisions on the migration of computation-intensive tasks [17,43,44].




4.2.13. Incorrect Requirement Partitioning


The requirement is inappropriate. Partitioning means that the demands are not successfully partitioned or given the necessary partition due to a lack of resources in the mobile domain, which can be problematic for sustainable mobile development. Alternatively, inadequate partitioning of jobs to be run in the cloud versus those to be run on mobile devices for computation offloading could be the cause of this problem [26,45].




4.2.14. Lack of Extraction of Useful Information


This issue is specifically pertinent to crowd-sensing applications on mobile devices. Crowdsensing (MCS) is a method in which people disseminate data and elicit information using mobile devices to process for the common interest. Because these types of applications execute in a dynamic platform, it is critical to schedule sensing processes in an efficient manner [45].




4.2.15. Inefficiency in Constructing Power Models


To begin with, it is related to the precision of several factors, including changing power co-efficient, model design for one or more specific smartphones, and system accessibility limitations. Second, while models are designed to be as realistic as possible, they are not capable of meeting all potential operational situations. In addition, recent technological advancements have rendered traditional power models and associated devices obsolete [46,47,48,49].




4.2.16. Issues in Terms of Energy Savings (Static Environment)


The technique of offloading compute-intensive workloads to other platforms, such as the cloud, is known as computation offloading. Energy savings are not as successful in the cloud environment, particularly when it comes to sustainable mobile applications, as they are in the case of code compilation, because in fewer data scenarios, high energy is utilized than in local processing [37].




4.2.17. Complexity in Graphical User Interface (GUI) Testing


GUI testing is a sort of mobile application testing that verifies the functionality of the user interface components. Manual or automated GUI testing for sustainable development might take significant time and effort [50,51,52].




4.2.18. Lack of Appropriate Battery Life


MCC (mobile cloud computing) is a modern technology used to execute intricate programs on mobile devices. To boost their suppleness and mobility, users using mobiles are encouraged to use their devices for a variety of tasks. Mobile devices, on the other hand, have a short battery life, which puts such advantages to the test [53].




4.2.19. Complexity in Evaluating Applications’ Performances


Due to the scarce resources obtainable, a rigorous evaluation of the performance of the mobile application is critical. The difficulty of the operation is increased by the broad variety of sustainable mobile devices accessible [54].




4.2.20. Time Consumption of Mobile Devices


Mobile platforms have fewer computing capabilities when compared to traditional or online development. So, when we talk about multiple computing environments at sustainable platforms, such as MCC or MEC, ewe are talking about environments that cannot supply on-demand resources and ill cannot fulfil requests from user/client sites. As a result, time consumption becomes a challenge in such contexts [55].




4.2.21. Energy Consumption of Mobile Devices


Similar to the previously mentioned issue, the unavailability of on-demand resources due to the limited processing capabilities of cloudlets in MCC or MEC makes it difficult to accomplish large tasks. As a result, mobile devices consume more energy, posing difficulty in the mobile environment [56,57].




4.2.22. Changing the Orientation of the Application


Converting between both the running app’s portrait orientation layout options is a distinct phenomenon in mobile application development platforms, commonly mentioned as the difficulty of shifting orientation. Due to this reason, it is recommended that the new layouts should be adopted. It is to avoid issues like memory leakage. On the other hand, it is difficult to execute this in a practical environment, and as a result, the programming challenges can be seen by Android programmers [20].




4.2.23. Inefficient Web Browsing on Mobile Systems


The slowness of sustainable mobile web browsing is caused by the limited processing capabilities of mobile devices, wireless latency, and incremental page or resource loading. The browser renders resources [56] in between two successive resource downloads.




4.2.24. Problem with Touch Gesture and Embedded Sensor-Based Interfaces


This issue is addressed in particular in mobile computer-aided design. Mobile CAD refers to software that is typically used in mobile devices. It is characterized as computer-based software that aids in the creation of 2D and 3D model generation procedures. A touch gesture is a feature that allows the user to interact with an application by using their hands. Incorporated sensor-based interfaces, on the other hand, are the interfaces used to communicate with sensors that are embedded in mobile devices. The problem is that these interfaces obstruct the user’s view of the display and are therefore unsuitable for the task in a sustainable environment [59].




4.2.25. Incorrect Requirements Identification


Because mobile development is such a big and diverse field, the software requirements for mobile devices were not appropriately identified or omitted due to their heterogeneous nature, resulting in software failures [60,61].




4.2.26. Diversity of Mobile Surroundings


The rise of a diverse variety of mobile platforms, each designed in its programming language, has resulted in a diversified sustainable mobile environment, creating a challenge for sustainable mobile platforms [58].




4.2.27. Complexity in Bundling of HTTP Requests


HTTP requests are an energy-intensive task. It is known through research that the combination of the HTTP requests to generate a request that is a bigger HTTP request can reduce consumption of the network communication energy consumption. As a consequence, bundling is a complex technique to carry out [62].




4.2.28. Depletion of Battery Power


Because computing resources are limited in the mobile environment, sustainable mobile applications must rely on device energy to execute. As a result, the depletion of mobile device battery power poses a challenge [39].




4.2.29. Event-Driven Structure


The main focus of this challenge is on numerous events occurring at the same time in a sustainable mobile context. The mobile environment is constrained by a complex structure that contains several events that cannot be handled appropriately at the same time. As a result, it poses a new challenge to the mobile environment [63].




4.2.30. Complex Contextual Features


Contextual elements in mobile development, such as sensor handling, are challenging to incorporate due to dependency in platform dependence, resulting in roadblocks in the sustainable mobile environment [63].




4.2.31. High Power Consumption of Smartphones


In comparison to traditional development, mobile environments require more resources for high-performance and resource-intensive jobs, which is troublesome in such a setting. This causes a large battery drain, which is a problem in a mobile context [64].




4.2.32. Surface Over-Heating of Smartphones


Similar to the previously mentioned difficulty, increased power consumption results in surface rising temperatures of the smartphone, posing a barrier for sustainable mobile systems [64].




4.2.33. Impact of Delay on UX


Frequently using mobile applications should be efficient, like with health and situational awareness-related applications. Delaying the execution will utilize less energy and is an attractive method for energy savings. Incorporating delays to save power can harm the user experience [65].




4.2.34. Impact of Network on the Performance of Mobile Devices


Mobile applications use internet services to access multimedia content, allowing users to share and receive photographs, audio, and video from the internet using their mobile devices. Because multimedia content exists, application developers, users, and manufacturers place a premium on energy conservation. Mobile devices, as well as the wireless networks and communications that support them, are faced with a variety of restraints, such as conditions related to battery or storage capacity, and others. This ultimately influences the overall network performance [38].




4.2.35. Environmental Factors’ Impact on the Biometric Authentication Method


Recent biometric techniques are majorly reliant on various external factors. Lighting, camera motion, and picture framing, for example, affect face authentication, whereas finger location affects fingerprint scanning. All of these traits make handling such systems complex for users, as well as time-consuming [66,67].




4.2.36. Lack of Power Requirement for Battery of Mobile Devices


There are a lot of advancements (such as augmented reality, and others) in mobile technologies which are putting an exponentially higher demand on the battery. Furthermore, to improve usability, manufacturers of mobile devices are trying to create lighter and thinner devices, which require a significant amount of power while operating. This leads to battery life being one of the most popular complaints about current mobile devices [68,69,70].




4.2.37. Frequent Changing Requirements


To deal with new needs, adjust to changing conditions, resolve errors, and improve software architecture, software programmers must reflect on changes. The quality of the software may worsen due to aging, independent of the type of improvements made to mobile applications or mobile software. This leads to poor design and implementation choices, and the quality of mobile software, as well as the performance of software applications, deteriorates with time. Wrong selections are indicated by anti-patterns and a code smell in the code [69].




4.2.38. Lack of Quality Assurance


Whether it is a web application or a mobile application, software quality is paramount. However, testing and producing a high-quality application is tough in the case of mobile development. The expense of testing a mobile application is significant, as are the levels of complexity. In addition to its high cost, it takes a long time to develop a high-quality application for mobile devices [71].




4.2.39. Inadequate Applications Performance


The introduction of mobile applications as new software systems has resulted in the emergence of new performance development needs. App location performance can be severely hampered by development techniques that do not adhere to these needs [72].





4.3. Resources


4.3.1. Lack of Appropriate Resource Allocation


Due to mobile application development-based resource constraints, tasks that require greater resource allotment may not be allocated, or the work may require fewer resources if given more allotment, resulting in resource wastage and difficulty in sustainable mobile application development [18,38,40,76,77].




4.3.2. Platform Incompatibility


This is a problem with platforms that are incompatible with one another. As a result of insufficient resources, a few platforms and devices can be supported by the developers. This leads to platform incompatibility, which is a problem for sustainable mobile developers [74,78,79,80,81,82,83,84].




4.3.3. Service Selection Problem


MEC (multi access edge computing) gives high quality services to customers through tasks execution at the network, but as there are scarce resources and the difficulty of service needs, selecting the appropriate services to reduce user interaction latency, and mobile device energy consumption is a major challenge [22,86].




4.3.4. DVFS-Control Problem


DVFS alters the power and speed settings on a computer’s different CPUs, controller chips, and peripheral devices to optimize resource allocation for activities while also maximizing power savings when those resources are not in use. DVFS allows devices to perform needed functions while using the least amount of power possible. In addition, the recent practice of combining many cores in mobile processors exacerbates the problem. In this situation, we must synchronize the power modes for effectiveness and efficiency, which raises the DVFS control complexity enormously, making power management policy implementation difficult [29].




4.3.5. Lack of Resource Optimization


The mobile environment, in comparison to the web environment, lacks optimal resources or is unable to supply the needed resources for job execution, posing difficulty [75].




4.3.6. Energy Inefficiency


Due to the energy efficiency challenge, computation-intensive occupations in a mobile context require more energy due to limited resources [75].




4.3.7. Inaccurate Task Scheduling


This problem stems from the ineffective scheduling of tasks in a mobile domain. Although mobile cloud computing (MCC) is a data processing system with a higher performance rate, it is critical to forecast the precise work scheduling. As a consequence, estimating and predicting the exact task scheduling of mobile applications on mobile platforms has become difficult [85].




4.3.8. Limited Resources/Resources Lacking


As opposed to traditional development, the sustainable mobile environment is hampered by a lack of resources. We place great importance on performance due to the restricted resources available. Native applications are designed and maintained individually for each device as there are so many different mobile platforms, each with its operating system and hardware, resulting in a wide range of performance [38,85].




4.3.9. VM-Migration Problem


In a MEC system, virtual machine (VM) migration is the process of relocating a virtual machine (VM) from one edge node to another. User mobility, on the other hand, is a problem when it comes to moving around freely within a running program’s environment. To achieve the best performance in the MEC environment, it is necessary to choose how to transfer VMs between nodes [87].




4.3.10. Higher Resource Utilization by Mobile Cross-Platform Development Approaches


The construction of software applications that are compliant with several mobile operating systems is known as cross-platform mobile development. Mobile cross-platform development (MCPD) methodologies are being used to create an increasing number of applications. MCPD techniques provide developers with several benefits when it comes to porting a mobile application across several platforms. These approaches, however, come at the expense of increased resource utilization on a mobile device [80].




4.3.11. Lacking/Limited Computational Resources


Because mobile platforms have less memory and processing capability than typical PCs, they pose a challenge [58,83].




4.3.12. Incorrect Estimation of Battery Life


Users of mobile devices are often worried about energy notifications, and they take methods to extend the battery life of their devices regularly. On the other hand, commercial smartphone platforms, such as Android and iOS, lack the ability that shows how much battery is remaining. As a result, itis difficult to predict the battery life available to running programmers [88,89].




4.3.13. Inaccurate Quantification Regarding Energy Consumption by the Application


Sustainable mobile application developers struggle to measure energy consumption and its fluctuation due to uncontrollable factors, such as network congestion, and others [23,24].




4.3.14. Compatibility across Various Operating Systems


Sustainable mobile application developers cannot test their applications because there are so many distinct OS versions. As a result, many problems occur, leading to a bad user experience [69,90,91].





4.4. Security and Privacy


4.4.1. Lack of Asynchrony Retrofitting


Programmers can use many asynchronous techniques in Android. However, developers can carry on employing ineffective asynchronous techniques, which can lead to problems, such as memory discharge, lost data, and wasted resources. Asynchronous retrofitting, on the other hand, is the proper application of asynchronous constructs to avoid the drawbacks outlined. The Android OS includes many async structures that developers can use. Data corruption, delayed information, and resource loss occur when mobile application developers are unable to apply async constructs or techniques [29].




4.4.2. Malware Detection Problem


Mobile application security is becoming increasingly vital for sustainable mobile development. It is an appealing mark for unethical hackers to make use of flaws and breed malware [92,93].




4.4.3. Timing Attacks


A timing attack is a form of side-channel attack in which an attacker examines how long a system takes to respond to various queries to corrupt it. Because offloading sometimes needs various sending or receiving times, it is sensitive to timing attacks [93].




4.4.4. Data Tampering While Offloading


It relates to the intrusion of unknown dangers when the data object is transmitted to the public cloud. Consequently, security concerns occur, making the MCC environment’s ability to obtain a high performance harder to achieve and offering a substantial obstacle to sustainable mobile development [94,95].




4.4.5. Limitation of Profilers


Profilers are software codes that monitor the settings of the operating system (surrogate and network). They also monitor the mobile device’s accessible resources. Profilers must be lightweight in addition to having high-quality profiling data for cost effectiveness. The profiler’s issue is lack of assessment towards offloading data-related benefits. This is due to the unpredictability of mobile device behavior during runtime [46].




4.4.6. CO in Terms of Network Connection Status and Bandwidth


This problem typically emerges in a dynamic network setting when data are broadcast but not received by the destination node or lost on the server side, causing a problem in a sustainable mobile environment [37].




4.4.7. Security w.r.t. Mobile Users


Due to limitations in processing and power in mobile devices, it is difficult to defend mobile devices from threats, and when using location-based services, such as GPS, there is a greater risk of private data leaking, such as current location [37].




4.4.8. Data Security on the Cloud


Data security also includes the integrity of user data on the cloud, which ignores mobile users’ energy consumption; authentication, which considers the complexity of using difficult-to-remember passwords, which protects piracy of digital content, such as audio, video, and images from illegal access for content providers of MCC [37,96,97].




4.4.9. Side-Glance Attack


These attacks are possible while surfing the mobile page and using image code on a mobile device. A side-glance assault occurs when an attacker stares directly at the screen of a victim’s mobile device in an attempt to steal the victim’s identification and relevant security information [95,98,99].




4.4.10. Lack of Identification of Risky Actions and Vulnerabilities


Android has a built-in messaging system that helps them interact with each other. Because of the risks this system poses, it is vital to detect any potentially destructive activities or faults. Malicious applications can take advantage of Android’s communication architecture to force other applications to perform unwanted actions [20,100].




4.4.11. OTP-Vulnerability


User passwords are leaked due to security breaches in user accounts. When such a situation occurs, Android application developers frequently employ the short messaging service to provide additional One-Time Password (OTP) authentication to strengthen the Password Authentication Protocol (PAP) (SMS). However, SMS is not designed to be a secure service [101,102].




4.4.12. Inconsistent and Inefficient Testing


Interfaces based on touch or gestures are widespread in mobile applications. Specialist software engineering methodologies have become more important as smartphones and tablets become more widespread. Software development demands frequent and effective testing to produce high-quality solutions. At the same time, testing these applications is still unmanageable, time-taking, and open to error. Touch-based interactions in smart phones, and gestures, are critical to incorporate [103,104].




4.4.13. Lack of Configuration of Mobile Hybrid Applications


These are web applications that connect to the mobile platform through a browser embedded in the application. The users of the smartphone are usually worried about their privacy, and they are reluctant to perform any transactions. Similarly, it is found that smartphones have some concerns regarding configuration. These concerns should not be considered as non-functional parts [27].




4.4.14. Unclear Requirements for Application Functionality toward Privacy Threats


Android is a well-known platform that gives users a lot of access to personal and sensitive data, which raises severe privacy concerns. Several detection algorithms have been presented, however none of them apply privacy policies or define what is required for application performance. Google Maps, for example, needs the user’s location to offer driving instructions, whereas an application related to weather may require the user’s location to provide weather information [23,24,96].




4.4.15. Patching for Updating, Correction, or Improvement


It is a set of changes to a computer program or its associated data to rectify or improve the program. It entails the correction of security weaknesses and other concerns, known as bug fixes. The security hole is, when discovered, repaired quickly. On the other side, this technique of patching is restricted to Google-connected or supported applications solving the patching problem. This method is not used to update software from other manufacturers or third parties [105,106,107].




4.4.16. Data Reconstruction Attack


Considering the MCS environment, which comprises a cloud server architecture that is commonly used to integrate data from participants. Uploading sensor data to the cloud and allowing third parties to expose the participants leads to privacy issues because local sensor data contains or can be used to derive users’ private information. Data reconstruction assaults develop as a result of this privacy breach, which is a serious barrier in the MCS sector [108,109].




4.4.17. Data Erasure


Because Android is the most extensively used mobile operating system, it has been a source of privacy concerns. In Android OS, data erasure is a common concern. The way this operating system and its applications manage data is the most fundamental fault in it. Data reappearance after erroneous erasure could be problematic due to Android’s lack of transparency regarding how third-party applications process user data saved on a mobile device [28].





4.5. Stakeholders


4.5.1. Unawareness of Needs


A mobile application’s needs are frequently different from those of traditional development. Web development has its own set of requirements and demands, whereas sustainable mobile development has its own set of requirements and needs. Stakeholders’ lack of awareness of demands could be problematic in this situation [3].




4.5.2. Cultural and Language Barrier


Every organization must adhere to its own culture and language. Employees are expected to follow the company’s established policies and procedures. The variance in practices and growing norms among distinct workplaces [3] is one of the most serious concerns in sustainable mobile development. When it comes to mobile platforms, this difficulty emerges when a client wants to construct an iOS native application, which necessitates the hiring of a SWIFT (programming language) developer, as well as a KOTLIN/Java developer. In a mobile context, however, if the software company lacks any of the aforementioned developers, a language barrier may exist.




4.5.3. Lack of Domain Knowledge


Mobile development is a big and expansive domain that involves a wide range of themes as compared to online or traditional development. lWe need domain specialists in each area. Each programmer must be an authority on a specific subject. As a result, a lack of domain knowledge is one of the most significant hurdles for sustainable mobile developers [3].




4.5.4. Ambiguities among Stakeholders


This issue stems from a disagreement among stakeholders. Divergent opinions come from the stakeholders’ inability to agree on a particular topic [3]. We should assume the stakeholders are pursuing complicated business requirements that the development team may not be able to meet in this situation. As a result, there may be a problem or disagreement in this case.




4.5.5. Intragroup Conflicts


This issue emerges when people commonly work in groups. As a result, it should go without saying that a point of contention or disagreement must be developed, which is a major hurdle in the mobile environment [3]. Code conflicts may happen during the merging process if a group of developers is working on the same project.




4.5.6. Inefficient Response Time


The mobile environment, as previously stated, is an event-driven framework in which multiple events or tasks occur at the same time. As a result, in a sustainable mobile environment, completing several tasks or events is a time-consuming process that results in delayed response times [65,75].




4.5.7. Lack of Requirement Task Efficiency and Responsiveness


For mobile applications to provide a wide range of benefits to consumers, the Android mobile operating architecture is critical. Inefficient execution approaches, on the other hand, cause severe performance and reaction time issues in existing Android applications. It is vital to maximize efficiency while still providing users in this case [111].




4.5.8. Lack of Development Standards and Practices Knowledge


Applications are becoming increasingly popular, creating a security risk. Such applications are typically offered for free or for a low cost on all platforms, developed by novice programmers, and are open to attacks [112].




4.5.9. Testing Issues for Practitioners


The demand to elicit testing requirements at the beginning of the development cycle, conduct research in a real-world development environment, testing of mobile services, and test the usability and security of the applications, are a few of the challenges for practitioners to handle [30].




4.5.10. Ignorance of Usability


The quality of a user’s experience when dealing with items or systems, such as websites, software, devices, or applications, is referred to as usability. Usability is concerned with the user’s efficacy, efficiency, and overall satisfaction. Usability is a highly desired feature in web and sustainable mobile applications, although it is frequently overlooked. Learnability, effectiveness, and user pleasure are all enhanced by good user interfaces. However, usability is usually overlooked in the early stages of mobile application development and hence is rarely addressed in the architectural design of a system. Furthermore, because usability is frequently overlooked or postponed, estimating the time and effort spent especially on adding or improving usability mechanisms in software architecture and code is difficult. As a result, this led to a mobile development challenge [110].




4.5.11. Impact of Screen Size on Usability


One of the most important aspects that affects user experience is screen size, claiming that internet searches are slower on mobile phones with small screens. Similarly, the efficacy of pupils’ learning is constantly deteriorating when they use small-screen smartphones [113].




4.5.12. Poor User Experience


New requirements have arisen as a result of the dramatic expansion in software applications, particularly for sustainable mobile platforms. In mobile app development, failing to achieve these standards results in poor user experience [72].






5. Threats to Validity


While undertaking this research study, researchers must keep several factors in mind before generalizing the findings. During the process of locating relevant content, we looked at both published and unpublished publications. However, we only examined approved manuscripts for previously unpublished work. Studies that appeared in journals or mature conference proceedings that were not published, on the other hand, may have gone unnoticed. Second, the majority of the research discovered was Wiley Online Library special issue papers, which were excluded. Because adding these publications requires us to think outside the box in terms of our research, researchers simply looked at generic applications and left out specific ones. For instance, the field of health and social applications and others. Primary studies that lacked any form of validation or testing on a large scale were simply eliminated. The identified literature was volumetric since researchers created 176 search strings in total of relevant keywords and related substitutes.




6. Conclusions


Mobile application development is becoming more popular day by day but the requirement elicitation process for such applications is still an area to investigate further. Researchers have merged mobile development with R.E. and identified challenges that the mobile developers faced during the execution of the entire R.E. process. For this purpose, a review has been conducted, and chose the guide of Kitchenham, the most popular and widely used SLR protocol. In total, 100 studies have been reviewed by exploring 4 electronic databases. Finally, a list of 92 unique challenges is contributed, which is validated by domain experts through expert review conduction. These challenges are related to ‘Communication’, ‘Requirements’, ‘Resources’, ‘Security and Privacy’, and ‘stakeholders’. The list of challenges can become significant as it can help the mobile developers to recognize and consider them during requirement gathering for mobile applications. We intend to extend this research study by including other application domains (other than mobile applications) in the future. This study can further the existing state of knowledge for contributing to the list of challenges towards the requirement gathering process of mobile application development. Furthermore, it can also help practitioners, specifically those involved in the requirement gathering process, to carefully consider these challenges before executing the requirement engineering process.
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Figure 1. Distribution of studies on the basis of databases. 
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Figure 2. Distribution of studies on the basis of year of publication. 
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Figure 3. Distribution of studies on the basis of type of paper. 
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Figure 4. Distribution of studies on the basis of article type. 
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Figure 5. Process of searching and filtering research studies. 
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Table 1. Existing studies.
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	Title
	Author Name/Publication Year
	Domain/Publication Type
	Contributions
	Limitations





	“A review on the computation offloading approaches in mobile edge computing: A game-theoretic perspective”
	Ali Shakarami/2020

[17]
	Mobile edge computing/Research article
	GT-based computation offloading approaches in the MEC environment are reported
	The perspective of game theory is discussed only



	“Joint computation offloading and resource provisioning for edge-cloud computing environment: A machine learning-based approach”
	Ali Shahidinejad/2020

[18]
	Mobile edge computing/Research article
	An edge server provisioning approach using LSTM prediction to estimate the future workload and reinforcement learning technique to make the appropriate scaling decision
	-



	“An automated model-based approach for unit-level performance test generation of mobile applications”
	Muhammad Usman/2020

[19]
	Software testing/Research article
	Mobile application model-based approach is formulated specifically for performance testing
	The proposed approach is specific to variants of native apps



	“VAnDroid: A framework for vulnerability analysis of Android applications using a model-driven reverse engineering technique”
	Atefeh Nirumandv/2019

[20]
	Computer science/Research article
	VAnDroid framework is proposed regarding Android applications. The framework can be used for eliciting the security risks and vulnerabilities
	The limited sample size for tool evaluation



	“EMaaS: Energy measurements as a service for mobile applications”
	Luis Cruz/2019

[21]
	Software engineering/Conference paper
	A system providing reliable energy measurements for mobile applications without requiring a complex setup, named EMaaS
	The proposed system is not reliable for w.r.t. security and privacy



	“Radio and Computing Resource Allocation for Minimizing Total Processing Completion Time in Mobile Edge Computing”
	Ryuji Kobaya/2019

[22]
	Research article
	A scheme is proposed for computing resource allocation
	Time as a resource is discussed for tasks to be decomposed



	“LeakDoctor: Toward Automatically Diagnosing Privacy Leaks in Mobile Applications”
	Xiaolei/2019

[23]
	Research article
	The leakDoctor approach is generated
	Lacking privacy declaration scenarios



	“GUILeak: Tracing Privacy Policy Claims on User Input Data for Android Applications”
	Xiaoyin Wang/2018

[24]
	Software engineering/Research article
	Proposed a novel approach to protect privacy policy violations due to leaks of user input data
	Inadequate validation sample



	“A systematic study on software requirements elicitation techniques and its challenges in mobile application development”
	Hafsa Dar/2018

[3]
	Requirement engineering/Research article
	Highlighting elicitation techniques and challenges in mobile application development
	No unified model or framework was proposed



	“Why does the orientation change mess up my Android application? From GUI failures to code faults”
	Domenico Amalfitano/2018

[25]
	Research article/Software testing
	DOC framework is formulated that categories the failures related to GUI
	Limited means for the application requirements leading to miscalculation of GUI failures



	“An energy-efficient algorithm for multi-site application partitioning in MCC”
	Wen-li Zhang/2018

[26]
	Mobile cloud computing/Research article
	Proposed multi-site application partitioning algorithm based on genetic algorithm
	Only considered Wi-Fi environment where bandwidth rate is relatively stable



	“Cordovaconfig: A tool for mobile hybrid apps’ configuration”
	Abeer AlJarrah/2018

[27]
	Conference paper/Security and privacy
	Tool named as CORDOVACONFIG is developed that is used for mobile application configuration
	The input was taken by the limited target audience; hence, authenticity can be a major issue



	“Why does data deletion fail? A study on deletion flaws and data remanence in android systems”
	JUNLIANG SHU/2017

[28]
	Research article/Security and privacy
	Framework named DataRaider is proposed that is used for recovering data from stored files.
	Lack of effectiveness in disc encryption mechanism



	“Study and refactoring of android asynchronous programming”
	Yu Lin/2016

[29]
	Conference Paper/Computer science
	AsyncDroid tool is proposed that is focused on refactoring
	Lack of mechanism for transforming communication modes



	“A systematic mapping study of mobile application testing techniques”
	Samer Zein/2016

[30]
	Accepted manuscript/Software testing
	Practitioners-based testing problems/challenges are reported
	Validation of findings can be an issue towards result authenticity
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	URL





	IEEE Xplorer
	https://ieeexplore.ieee.org (accessed on 15 January 2023)



	ScienceDirect
	https://www.sciencedirect.com/ (accessed on 17 January 2023)



	WileyOnline
	https://onlinelibrary.wiley.com/ (accessed on 23 January 2023)



	ACM
	https://dl.acm.org/ (accessed on 25 January 2023)



	Springer
	https://link.springer.com (accessed on 25 January 2023)



	MDPI
	https://www.mdpi.com (accessed on 25 January 2023)
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	Keywords
	Synonyms





	Green/Sustainable Requirement Engineering Process
	Sustainable Requirement Engineering, Sustainable Requirements, Sustainable Requirement Gathering, Sustainable Requirement Inception, Sustainable Requirement Elicitation, Sustainable Requirement Prioritization, Sustainable Requirement Validation, Sustainable Requirement Specification



	Sustainable Mobile Application Development
	Sustainable Mobile Platform, Sustainable Mobile Applications, Sustainable Mobile Development



	Challenges
	Issues, Problems, Barriers
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Table 4. Study selection and distribution statistics.
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	Electronic Database
	Papers Found
	Stage 1: Title and Keyword
	Stage 2: Abstract
	Stage 3: Repeated
	Stage 4: Full Paper Read
	Stage 5: Quality Assessment





	IEEE
	526
	230
	85
	70
	20
	14



	ScienceDirect
	31,772
	21,929
	2198
	1361
	33
	26



	WileyOnline
	27,531
	2903
	1473
	94
	47
	23



	ACM
	14,685
	788
	518
	50
	45
	37



	Springer
	326
	63
	34
	8
	2
	0



	MDPI
	457
	116
	26
	6
	4
	0
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Table 5. Challenges for sustainable green requirement engineering.
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Paper Id

	
Ref Number

	
Category

	
Challenge






	
X1

	
[36]

	
Communication

	
Anonymous communication




	
X4

	
[3]

	
Lack of effective requirement articulation




	
X4

	
[3]

	
Lack of verbal and presentation skills




	
X4

	
[3]

	
Lack of communication participation




	
W3

	
[37]

	
Low bandwidth




	
W3

	
[37]

	
Unavailability of services for network connection




	
W3

	
[37]

	
Heterogeneity in terms of the involvement of different networks




	
W13

	
[38]

	
Frequent server disconnections




	
W13

	
[38]

	
Problems in accessing server data




	
A9

	
[39]

	
Data communication overheads




	
X4

	
[3]

	
Requirements

	
Incomplete requirements gathering




	
X4

	
[3]

	
Lack of accurate requirement prioritization




	
X4, X11

	
[3,40]

	
Unstable requirements




	
X4

	
[3]

	
Change of user needs and understanding




	
X4

	
[3]

	
Requirement over-scoping




	
X11

	
[40]

	
Guideline compliance




	
X12

	
[41]

	
The problem of minimization of service latency




	
X12

	
[41]

	
The optimal revenue maximization problem




	
X12

	
[41]

	
Absence of high quality-of-service requirement to offload the computational service offloading




	
X13

	
[42]

	
Inefficient provisioning and delivery of mobile application




	
S1, S15, S14

	
[17,43,44]

	
Lack of consideration of user and application requirements for offloading decision making




	
S2, S4

	
[26,45]

	
Incorrect requirement partitioning




	
S4

	
[45]

	
Lack of useful information extraction




	
S8, S12, S21, S22

	
[46,47,48,49]

	
Inefficiency in constructing power models




	
W3

	
[37]

	
CO issues in terms of energy savings (static environment)




	
X6, S23, W7

	
[50,51,52]

	
Complexity in GUI testing




	
W8

	
[53]

	
Lack of appropriate battery life




	
W9

	
[54]

	
Complexity in evaluating applications’ performances




	
W11

	
[55]

	
Time consumption of mobile devices




	
W11, W18

	
[56,57]

	
Energy consumption of mobile devices




	
A1

	
[58]

	
Diversity of mobile surroundings




	
W15

	
[20]

	
Changing the orientation of the app




	
W17

	
[56]

	
Inefficient web browsing on mobile systems




	
W21

	
[59]

	
Problem with touch gesture and embedded sensor-based interfaces




	
W22, W23

	
[60,61]

	
Incorrect requirement identification




	
A7

	
[62]

	
Complexity in bundling of HTTP requests




	
A9

	
[39]

	
Depletion of battery power




	
A11

	
[63]

	
Event-driven structure




	
A11

	
[63]

	
Complex contextual features




	
A14

	
[64]

	
High power consumption of smartphones




	
A14

	
[64]

	
Surface over-heating of smartphones




	
A18

	
[65]

	
Impact of delay on UX




	
A20

	
[38]

	
Impact of network on the performance of mobile devices




	
A21, A27

	
[66,67]

	
Environmental factors’ impacts on the biometric authentication method




	
A25, A26, A32

	
[68,69,70]

	
Lack of power requirement for battery of mobile devices




	
A33

	
[71]

	
Lack of quality assurance




	
A26

	
[69]

	
Frequent changing requirements




	
A36

	
[72]

	
Inadequate app performance




	
W10, X3, A5

	
[73,74,75]

	
Inefficient requirement completion time




	
X2, X9, X11, W20, W13

	
[18,38,40,73,76,77]

	
Resource

	
Lack of appropriate resource allocation




	
X3, S11, S13, S18, S22, S23, S25, S26

	
[74,78,79,80,81,82,83,84]

	
Platform incompatibility




	
W4

	
[85]

	
Inaccurate task scheduling




	
X5, W6

	
[22,86]

	
Service selection problem




	
X7

	
[29]

	
DVFS-control problem




	
X8, A5

	
[75]

	
Lack of resource optimization




	
X8, A5

	
[75]

	
Energy inefficiency




	
W4, W13

	
[38,85]

	
Limited resources/resources lacking




	
W12

	
[87]

	
VM-migration problem




	
S18

	
[80]

	
Higher resource utilization by mobile cross-platform development approaches




	
S23, A1

	
[58,83]

	
Lacking/limited computational resources




	
A3, A4

	
[88,89]

	
Incorrect estimation of battery life




	
A12, A13

	
[23,24]

	
Lack of accurate quantification about the consumption of energy by the app




	
A24, A27, A29

	
[69,90,91]

	
Compatibility across various OS versions




	
X10

	
[29]

	
Security and Privacy

	
Lack of asynchrony retrofitting




	
S3, S6,

	
[92,93]

	
Malware detection problem




	
S6

	
[93]

	
Timing attacks




	
S7, W14

	
[94,95]

	
Tampering during offloading data




	
S8

	
[46]

	
Limitation of profilers




	
W3

	
[37]

	
CO in terms of network connection status and bandwidth




	
W3

	
[37]

	
Security w.r.t. mobile users




	
W3, S24, A16

	
[37,96,97]

	
Data security on the cloud




	
W14, S19, W19

	
[95,98,99]

	
Side-glance attack




	
W15, A2

	
[20,100]

	
Lack of identification of risky actions and vulnerabilities




	
A4, A6

	
[101,102]

	
OTP-vulnerability




	
A8, A15

	
[103,104]

	
Inconsistent and inefficient testing




	
A10

	
[27]

	
Lack of configuration of mobile hybrid apps




	
S20, A16, A17

	
[23,24,96]

	
Unclear requirements for app functionality toward privacy threats




	
A19, A22, A30

	
[105,106,107]

	
Patching for updating, correction, or improvement




	
A34, A35,

	
[108,109]

	
Data reconstruction attack




	
A28

	
[28]

	
Data erasure




	
X4

	
[3]

	
Stakeholder

	
Unawareness of needs




	
X4

	
[3]

	
Cultural and language barrier




	
X4

	
[3]

	
Lack of domain knowledge




	
X4

	
[3]

	
Ambiguities




	
X4

	
[3]

	
Conflicts




	
X8, A5

	
[65,75]

	
Response time inefficiency




	
W23

	
[110]

	
Ignorance of usability




	
S5

	
[111]

	
Lack of Requirement Task Efficiency and Responsiveness




	
S9

	
[112]

	
Lack of knowledge regarding development standards and practices




	
S10

	
[30]

	
Testing issues




	
A31

	
[113]

	
Impact of screen size on usability




	
A36

	
[72]

	
Poor user experience
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