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Abstract: Blockchain technology has evolved as an innovative strategy that substantially transformed
industries by offering a variety of applications across multiple domains including manufacturing,
construction, supply chain, food, health, energy, transport and retailing industry. By offering a
decentralized ledger that enables the source-tracking of materials and goods, blockchain enables a
quick, safe, and open information platform. Blockchain is emerging around the globe in industries
but limited studies have comprehensively examined its practical implementation toward industrial
sustainability and circularity. This paper aimed to provide a comprehensive and thoughtful discussion
of blockchain demand, literature gaps in blockchain implementation, type of blockchain platforms
in large-scale industries and their contribution toward sustainability by utilizing the systematic
literature review methodology. The descriptive analysis of 185 selected articles by thematic analysis
provides an overview of the emergence of blockchain over the years and its practical implications
in large-scale industries. The novelty of the paper is the in-depth discussion of the major industries
of the various sectors that are utilizing different blockchain frameworks, especially P2P, in order
to achieve sustainability and circularity in economy. Furthermore, the challenges and barriers that
hinder blockchain adoption have also been evaluated.

Keywords: blockchain; decentralization; large scale industries; industrial sustainability; circularity

1. Introduction

A blockchain is a decentralized, immutable digital database of economic activity that
may be used to record nearly any exchange of value, not simply money [1,2]. It is a unified
network that aids in sharing data efficiently, transparently, and unambiguously. Blockchain
technology (BCT) operates on the idea of a decentralized database, where copies of the same
database exist on several machines. The data are unchangeable and readily available to all
platform users [3,4]. Its decentralized architecture gives it total robustness, dependability,
and security. Using blockchain technology can make information recording, tracking, and
sharing processes rapid and more scalable [5,6]. Blockchain (BC) offers transparency by
producing an inviolable history of transactions, and simply monitors the movement of
products and supplies along the supply channel [7,8]. By enabling stakeholders to confirm
the items’ provenance, quality, and reliability, it improves traceability and confidence [9].
Blockchain-based networks can build decentralized markets that link both parties directly,
cutting out the intermediaries.

Decentralized markets encourage stakeholder cooperation by facilitating the exchange
of knowledge, skills, and resources. Regarding research advancement and applicability in
several technological fields, distributed ledger systems have shown remarkable expansion
in recent years [10,11]. Blockchain investment is rapidly increasing and is predicted to ex-
ceed USD 176 billion by 2025. The key consideration is the advantages that this technology
offers in comparison to conventional centralized management platforms [12,13]. Blockchain
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technology is emerging around the globe owing to the advancements of the world and has
its own pros and cons. The various advantages and disadvantages of blockchain technology

are elaborated in Table 1.

Table 1. Pros and Cons of Blockchain Technology [14,15].

Pros of Blockchain Technology

Cons of Blockchain Technology

Decentralization: Its decentralized structure allows
dissemination that enables data sharing without
central entity.

High Cost: Each node in a blockchain must perform the
same process repeatedly in order to establish consensus;
it is costly and resource intensive.

Accessibility: Empowered users have greater authority
over their data and transactions.

Slow Speed: Owing to its nature, blockchain
performance is always slower than a centralized system.

Comprehensibility: Data on the blockchain is
comprehensive, consistent, up to date, precise, and
inevitably accessible for users.

Complexity: Each blockchain transaction requires a
public-private cryptography system for
digital signatures.

Safety: Blockchain has greater resilience to malicious
assaults, greater durability and lack of a single point
of failure.

Intensive Validity: Every node in the network must
process transactions separately so more labor is being
expended for the outcome.

Integrity: It has process integrity so the users can be
confident about transactions without third
party intervention.

Intricacy: Blockchain is difficult to understand for the
average person because of its intricacy.

Immutability: Since all transactions on a blockchain
cannot be changed or deleted, they are transparent

High Capital Cost: Blockchain offers significant time
and cost advantages for transactions; however it has a

and immutable. large initial capital cost.

Security: It ensures end-to-end encryption and protects

Threats: Attack could be through user identifier theft,

7. node impersonation, malicious codes injection and
data from cyber-attacks. reputational risk.
Unification: It eliminates the chaos and complexity of Scalability: Bloclfchain will only become extensively
8. having many ledgers by consolidating all transactions used after emerging technology overcomes problems

like transaction speed, the verification procedure, and

int blic ledger. .
1nto one public ledger data constraints.

Demand for Blockchain Technology

As blockchain technology offers secure internet transactions, people and industries
are attempting to use it in light of the benefits it offers. This technology is utilized in almost
all sectors as shown in Figure 1. The continuously depleting resources, environmental
pollution, excessive energy consumption, and demand for sustainable industrialization are
promoting change [16-18]. The Institute for Manufacturing at the University of Cambridge
developed a definition explicitly for industrial sustainability [19]. Industrial sustainability
is the basically conceptualization, design, and production of products and services that
address the requirements of the current generation while not compromising economic,
social, and environmental opportunities over the years [20].

In order to discover new approaches to decrease the environmental issues and ac-
complish the aims of sustainable development, numerous conferences at the world forum
have been organized [21]. In September 2015, the UN General Assembly approved the
2030 Agenda for Sustainable Development, which includes 17 Sustainable Development
Goals (SDGs) [22,23]. Leveraging the idea of “leaving no one behind”, the proposed agenda
encourages a comprehensive strategy for attaining sustainable prosperity for all [24]. We
have witnessed an increase in technological advancements since the start of the indus-
trial revolution. As we approach the fourth industrial revolution, technological innova-
tions like artificial intelligence (AI) [25], the Internet of Things (IOT) [26,27], big data [28],
blockchain [29], robotics [30], 3D printing, machine learning (ML) and many more have
taken on significant roles in both the means of production and the resolution of many
global issues [31].
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Figure 1. Blockchain technology in various sectors.

Blockchain technology appears to be a fascinating decentralized technology that can
achieve sustainability and circularity in industries and promote the social behavior of
people. The idea of a circular economy (CE) has grown in prominence in current years as a
system that offers a solution for the certain concerning issues that sustainable development
is facing worldwide [32]. It came to the forefront in the late 1970s [33] and extensive
research has demonstrated a link between a circular economy and sustainability [34,35].
Circularity is a strategy for encouraging wise and cyclical resource usage. CE has been
adopted as a strategy to reduce environmental responsibilities and boost the economy [36].
It is a broad concept [37,38] that involves the reduction of material consumption and waste
creation to isolate the economic growth from the utilization of natural resources [39] and to
promote the social behavior of people toward sustainability in the environment.

According to the experts, circularity profoundly rejects the patterns and behaviors
of production and consumption that are ingrained in our culture [40]. The linear system
hijacked industrial development for decades [41]. This approach is based on the extensive
extraction, usage, and disposal of resources, which is the basis of multigenerational and
international problems, including resource shortages, climate change, waste dumping in
ecosystems, and so on [42,43]. In contrast to this system, CE offers a novel approach to
sustainability by minimizing resource usage and waste production, environmental percep-
tions, creative business models, inclusive policies and socioeconomic development [44,45].
Todays need is CE-based industrialization to replace the current linear models, which will
not just benefit the environment but also promote economic progress [46].
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Although the circular economy has many advantages, there are still a number of
challenges that must be tackled before it can be successfully implemented [47]. Data sharing,
trust, transparency and developing standards for material and recycling procedures have
been the concerning issues posed by the complexity of value chains, particularly in global
supply networks [48]. Blockchain technology has the potential to address these issues.

For a number of reasons, blockchain technology is employed in the circular economy.
CE is an economic strategy that focuses on extending the useful life of resources in order
to reduce waste and promote sustainability. A circular economy requires interchanges of
sensitive data, which includes recycling data or product lifetime details. Blockchain can
guarantee the reliability and secrecy of these data through the use of various encryption
techniques. In order to ensure that the data stored on blockchain remain confidential,
data can be encrypted before being added to the blockchain. Only users with correct
decryption keys can access this data. Blockchain strengthens the rights to confidentiality
and fosters confidence among stakeholders by providing people with control over their
data and permitting selective exchange [49]. By enabling transparency, tracking, and trust
in the exchange of commodities and materials, blockchain can assist and improve a number
of facets of the circular economy. Organizations keep their confidential information in
centralized databases, making them an obvious target for hackers, but the decentralized
structure of the blockchain has made it a hacker-proof technology [50].

2. Aim of Review and Research Questions Formulation

Blockchain is emerging as a promising technology for enhancing industrial sustain-
ability. There are number of studies in the literature indicating the blockchain impact on
industries such as the visualization of past and future prospects by linking CE and digi-
talization by Chauhan et al. [51], a study related to business management and blockchain
by Ahmad et al. [52] and Broccardo et al. [53], an analysis of social sustainability of BC
by Upadhyay et al. [54], an investigation of the research gaps in blockchain for circular
economies or industrial sustainability by Bockel at al. [55], a study of the implications of
BC in the agri-food sector and food chain by Pakseresht at al. [56], and BC challenges in
a circular economy by Kumar et al. [57]. Moreover, systematic reviews were also carried
out to study blockchain in the industrial sector by Rejeb et al. [58], blockchain’s role in
textile and clothing by Alves et al. [59] and in the building sector by Shojaei et al. [60], and
opportunities and challenges by Steenmans et al. [61]. Yildizbasi et al. wrote a review
on blockchain and renewable energy [48] and Aste et al. elaborated on blockchain in
the context of industries and society [62]. Table 2 outlines the key characteristics of the
review articles that have been published recently and used as an organizing approach for
this analysis.

This paper aimed to identify existing research gaps and limitations in the current
literature on blockchain’s impact on sustainability in the large-scale industries. Large
scale industries refer to the production of goods or services by employing sophisticated
machinery and cutting-edge technologies on the larger scale. These are distinguished
by considerable capital expenditure, mass production and large-scale activities. These
include manufacturing, industrial, supply-chain and all other large-scale industries. This
manuscript briefly analyzes the role of blockchain technology in these industries. To the best
of our knowledge, there is previous no study that critically reviewed the blockchain impact
on sustainable industrialization. There are areas that require further investigation like the
role of blockchain in industrial sustainability and circularity, current approaches, and gaps
in utilizing blockchain technology, limitations, issues, and significance in employing for
industrial sector. The following are the research questions that will be addressed in this
review paper.
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Table 2. Previous Review Articles on Blockchain and Circular Economy.
Author & Year Focus Findings and Gaps Source Reference
Trepds, gaps, and future agenda f(?r Technological
. business management by blockchain. . .
Ahmad etal., 2023  Business management . . . . forecasting and social [52]
No information regarding blockchain
. : : change
in other industries.
Brief review of digitalization role in Technological
Broccardo et al., Digitalization and sustainability and future directions. forecastin ar% 4 social 53]
2023 sustainable business Lack of data regarding combination of &
. . change
BC and industries.
Systematic review of digital
C e technologies role in CE and Technological
Chauhan et al., 2022 CEand dlgltal.l zation future prospects. forecasting and social [51]
technologies . - .
Analyis of studies regarding change
specific sectors.
Overview of BC role for agri-food
Pakseresht at al., BC for agri-food sector sector an.d food supply chain along Sustainable prodl}ctlon [56]
2022 with future prospects. and consumption
Limited to one sector for study.
Analysis of current state and future
needs for BC and ICT in CE and
Kumar et al., 2022 BCand If(;l: é}})gproaches related challenges. Sustainability [57]
Concise overview regarding BC
and CE.
Systematic review on BC’s role in
industrial sector, gaps, and
Blockchain and future pathways Resources,
Rejeb et al., 2022 . . . ) N conservation and [58]
industrial sector Lack of information regarding current recvling advances
BC’s role in different yems
industrial sectors.
Review of BC role in textile industry Waste management
Alves et al., 2022 IOT and BC in textile and challenges. 5 [59]
. . and research
Limited to one industry.
Systematic literature review for
. . determining research practice gaps, . .
Bockel at al., 2021 Blockchain and circular challenges, and future applications. Sustainable prodL}ctlon [55]
economy ; . . and consumption
Lack of information regarding
industrial sustainability.
Shojaei et al., 2021 BC. in built Current §tate of BC in built sector. Journal of c.leaner [60]
environment Only considered one sector for study. production
Review of opportunities and
Steenmans et al., Blockchain and circular Challenges: for BC 1.n circular §Conomy.
Lack of information regarding BC IEEE [61]
2021 economy . C .
implication in industries and
its impacts.
Review of BC and CE importance and
Yildizbasi et al., BC and renewable mn ?nergy management and
2021 energ integration challenges. Renewable energy [63]
Y Lack of sustainability dimensions and
comprehensive framework.
. Blockchain with respect to industries
Aste et al., 2017 Bl().ckchalp and and society. Computer [62]
industries

Lack of comprehensive framework
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Research Questions:

RQ1 How does blockchain technology support sustainability and circularity initiatives
in industries?

RQ2 How does the implementation of blockchain benefit industrialization?

RQ3 What are the current approaches to blockchain by industries?

RQ4 What are the key challenges and barriers that exist in adopting blockchain in larger
industries and its environmental and social impacts?

Research Objectives:

The following are the objectives of this review study, which will be fulfilled by system-
atically and critically reviewing the literature to answer these questions.

e  C(ritical examination of the effectiveness of blockchain in circularity and sustainability
objectives.
Overview of existing blockchain applications in various large scale industrial sectors.
Determination of the key challenges and restrictions on blockchain adoption in the
industrial context.

e Identification of gaps in the implementation of blockchain technology and its key
limitations, issues, and significance.

Evaluation of the long-term environmental and social impact of widespread blockchain use.

Comparison of case studies and projects that demonstrate successful implementation
of blockchain in industries and their outcomes.

3. Methodology

The overview of the literature for this study was conducted by systematic literature
review (SLR) methodology. It is a means of determining, interpreting, and analyzing
all existing research concerning a specific research question, subject area, and topic of
interest [64]. With the aid of this kind of analysis, we are able to present a transparent and
replicable procedure for the selection, evaluation and reporting of earlier research that has
been produced on a certain topic [65]. Several studies have suggested a framework for
creating an accurate systematic review. This systematic literature review was conducted by
following the recommendations of Chen et al. [66], Creswell et al. [67] and Peti et al. [68].
The main steps of the SLR process are summarized in Figure 2 and listed below.

o  The first phase of review writing entails putting out the research questions and objec-
tives (see Section 2) as recommended by Denyer et al. [65].

e  The next step involves strategic planning for the material collection, which consists of
selecting the keywords and the inclusion and exclusion criteria (Section 3).

e  Third, descriptive analysis is carried out in which the formal aspects of the literature
are assessed such as time, source, region, and authors (Section 3).

e  The fourth step involves the comprehensive evaluation of the databases, which is
the main focus of this review to fulfill the objectives (Section 4). Thematic analysis is
carried out to identify and interpret the conceptual patterns from the collected data.

e  Finally, the outcomes of the systematic literature review are documented, and conclu-
sions are made depending on these outcomes.

Using this strategy, we can categorize a lot of information to identify a framework for
establishing major trends in the study of blockchain technology in a circular economy for
industrial sustainability.
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Figure 2. Steps of Systematic Literature Review (SLR) Process.

3.1. Material Collection

Scopus and Google Scholar were utilized as comprehensive and reliable databases in
order to collect data for this systematic literature review. Initially, just a couple of keywords
were chosen to carry out a quick database search and locate the publications pertinent to
the current SLR. To capture BC studies across the literature community, “Blockchain” was
used as general criteria for both the databases along with other keywords. In Scopus the
search was carried out within the criterion of “Article title, Abstract, Keywords”. The units
selected for both databases were the “Articles” and “Conference Papers”. English was
chosen as the sole language as it is the most frequently utilized international language. The
list of parameters used for the literature review is given in Table 3.

Table 3. Parameters for Literature Review.

Parameters Description
Unit Articles, Conference Papers
Language English
Time range 2015-2024
Keywords Blockchain (BC), Decentralization, Large-scale industries, Circular

Economy (CE), Industrial Sustainability, Sustainable Development,

“Blockchain” AND ‘Industries” OR “Industrial Sectors” OR

Search string Sustainability OR Circular Economy

Articles with a focus on BC for industrial sustainability or circularity.
Inclusion criteria Blockchain for various large scale industries.
English language articles or conference papers 2015-2023.

Articles that focus only on blockchain not industry.
Articles that focus only on circularity or sustainability not blockchain.
Exclusion criteria Surveys, reports, books, notes, editorials.
Articles related to the engineering or metallurgy domain of blockchain
and a circular economy.
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Extraction of Data

The final set of keywords was converted into search strings with the help of “AND”
and “OR” connectors and a search was made on both databases. As Google Scholar is
the largest database, the articles were screened against the research questions and the
150 best-fitting articles were selected by a panel of three scholars. Then, the titles, abstracts
or keywords of the published articles or conference papers in Scopus were searched by
applying the selected parameters, identifying 254 articles. When similar articles from both
databases were scrutinized, 105 were removed as duplicates leaving behind 299 articles.
After applying the inclusion and exclusion criteria, a total of 136 (119 published papers and
17 conference papers) best-fitted articles along with 49 review papers were selected for the
systematic review (Figure 3).

Databases

Google Scopus
scholar pus

N

Overlapped

[ Articles obtained from search of ]

Google scholar Scopus Unique
Records Records

w
n
-

105 Removed as
Duplicate Articles

Inclusion Exclusion

Review
Paper=49

Conference
Paper=17

Published
Articles=119

Figure 3. Data Collection.

3.2. Descriptive Analysis

Descriptive analysis of the databases indicated the demand of the study as it is a
rapidly growing research topic. The categories of the selected articles are shown in Figure 4.
It demonstrates that 64% of our selected articles are the published papers of the highest-
ranking journals and 9% are conference papers that lightened the recent topics of discussion.
When the collected data were analyzed year wise (Figure 5), it was found that the publica-
tions regarding blockchain technology in industries for sustainability have been increasing
with every year. Year 2017 has a limited number of articles regarding blockchain in indus-
tries, but then a drastic evolution has come regarding the use of blockchain technology
to gain sustainability. Year 2021 indicated almost 40% increase in publications in four
years. This indicated the evolution of the research toward decentralized technology for a
greener future.
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Category of Articles

B Reseach paper
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Figure 4. Category of Articles.

Year of Publication
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(0] o wu o (0]

o

Figure 5. Publication Evolution per year (2017-2024).

A geographical analysis of the selected articles was also carried out (Figure 6) and it
was found that the UK region produced most of the published papers, around 37, followed
by India having 26, China 24, Italy 21, US 21 and so on. This means that developed
countries were more focused on moving toward decentralized technology as compared
to developing ones. The reason behind this can be the available resources and advanced
technology. Regional analysis indicated the importance of blockchain technology for large
scale industries in major countries. A list of papers across the journals is presented in
Figure 7. The majority of the papers were published in journals related to sustainability,
such as Sustainability with 16 selected papers, Journal of Cleaner Production with 11 and
Technological Forecasting and Social Change with 8. This shows the demand of blockchain
for sustainability and circularity in the environment. The descriptive analysis showed that



Sustainability 2024, 16, 4232 10 of 34

blockchain technology and industrial sustainability are emerging around the globe with
the passage of time with their full potential as the demand for an advanced world in order
to preserve reserves for future generations increases.

Geographical Analysis

S o ¥
Q’\
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No. of Papers
—_— = NN W W N
() (o)) () (9} (e W (e
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~Q‘\

Country/ Region

Figure 6. Geographical Analysis of Papers.
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International Journal of Production Research
Computers and Industrial Engineering
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International Journal

Journal of Cleaner Production

Sustainability

(e
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N
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No. of Articles

Ju—
N
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N
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L
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Figure 7. List of Papers across Journals.

4. Comprehensive Evaluation

A brief overview of the literature is presented in this section, which elaborates the
most important concepts, implications, and issues of blockchain technology for industries.
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The existing literature is thoroughly reviewed, and the content of each publication is
assessed for the thematic survey. Thematic analysis, an accurate and impartial qualitative
analysis technique, has emerged as a qualitative descriptive technique to give researchers
the fundamental skills they need to perform other types of evaluations [69]. The aim
of thematic evaluation is to break down the text into more manageable content units
and deal with these sections through descriptive assessment. Thematic analysis can be
used to answer a variety of research questions, from those pertaining to how individuals
perceive or comprehend issues to those related to the development and production of
certain phenomena in a specific context. A visual representation of thematic analysis is
shown in Figure 8 below.

I

Blockchain
initiatives n=1

Thematic Analysis

Barriers and
Challenges n=1

Blockchain Benefits

n=2
n=3
Ganadsnsanns s sainuns . ( Built Sector \
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+ Circular Supply Chain | ; Household waste
n=2 B Food Supply
: \ * Goods Supply
_" Other Ixiciusuies . Health
\ 7

. n=2 . Transport
Retailing Industry

Figure 8. Thematic Analysis for Comprehensive Evaluation.

4.1. Blockchain Initiatives

The first theme of this analysis is related to the support of blockchain technology
initiatives for industrial sustainability and circularity (RQ1). All of the papers that are
selected for the study focused on the integration of blockchain technology for industries.
In order to determine how blockchain technology can be beneficial for industries and
what are the benefits for employing this technology, the literature is briefly and critically
examined. Sustainability and circularity have become an ideal approach for industries
for both the environmental preservation and welfare of next generations. Along with
that, blockchain technology has become a key facilitator for quickening the transition
toward these [70]. These innovations can improve the efficiency of reverse supply chain
systems, make data collection and analysis for old products simpler, and offer more accurate
tracking [71]. Blockchain can make it easier to develop incentive systems that motivate
consumers to adopt environmentally friendly behaviors, as well as to raise accessibility,
improve efficiency, and assist performance assessment and reporting [72,73]. Circularity
achievement is a primary goal for businesses and industries as well as for government
and this objective necessitates cooperative decision making that incorporates suggestions
from various parties [74,75]. Blockchain specifically can make such extensive collective
decision-making easier. The blockchain mechanism and its initiative in different industries
are shown in Figure 9 below.
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Blockchain Benefits

The publications that concern the benefits of blockchain in large-scale industries in-
clude research papers, reviews and case studies. This area is important to discuss to
elaborate the significance of employing blockchain in the industrial sector (RQ2). This part
of the thematic analysis includes the six second-order themes that explain the importance of
BC. The first 2nd order theme is the Reliability and Transparency of blockchain technology.
This occurs more often in the blockchain-based studies of various industries. Blockchain
maintains a complete, clear, and unchangeable ledger of every transaction. Data cannot
be changed or removed after it has been added to the blockchain. This minimizes the
possibility of fraud and disagreements by ensuring that every member of a circular supply
chain has access to a single, unalterable source of truth [76]. Immediate updates to and
transparency of supply chain activity are made possible by blockchain. Businesses can find
obstacles, errors, and places where assets might be used more efficiently for circular pro-
cesses. Blockchain secures information and transactions using cryptographic methods. The
integrity of transactions in circular networks is improved through smart contracts, which
are autonomous agreements with preset rules. Records on a blockchain are visible and
unchangeable, making them simple to audit [77]. Building confidence between participants
in industries requires both transparency and reliability.

The next 2nd order theme for analysis is the Traceability of blockchain. The legitimacy
and provenance of goods can be confirmed using blockchain technology. This is crucial
for products made of expensive materials, such as electronics or luxury goods. Using a
OR code or an application, customers can quickly determine whether a product is real and
ethically sourced [78]. A product can be easier to deconstruct or recycle by using a material
passport, which is a computerized history of the components used in it. The product can
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be efficiently recycled and remanufactured with the use of blockchain, which can safely
store and upgrade these passports [79].

The next theme is the Stakeholder’s benefits, which is the crucial factor in BC adoption.
Making data accessible, keeping it secure and private, and making payments simple
helps all parties involved behave in a cooperative manner. Building strong consumer
relationships and trust is made easier by this technology [80]. Blockchain technology
ensures the government participation that helps in supervising the carbon emissions and
energy, waste disposal and reuse, counterfeiting reduction and compliance, and reporting
for attaining sustainability.

Supply chain management and quality management are the most crucial factors that
favor the BC implementation in industries and are the last 2nd order themes of this section.
In supply chain, BC enables us to respond quickly to any change and helps in digitalization
and data standardization. Recall management, prevention of threats and frauds and
eliminating waste are the most important benefits that BC serves in quality management for
a sustainable economy [81]. The benefits of BC in industries are also shown in the thematic
map in Figure 10 below.
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4.2. Current Approaches in Large-Scale Industries

The third theme of this thematic analysis includes the practical implications of blockchain
technology in industrialization (RQ3). This is the most important and thoroughly studied
theme of our methodology. Industry 4.0 is an approach that is not founded on a single
revolutionary idea or piece of technology. Contrarily, it is backed by a number of trends
that aim to enhance current industrial characteristics or areas [82]. The extremely important
fourth industrial revolution encompasses numerous initiatives to apply the future oriented
technologies in a variety of industries [83]. The implementation of BC in industry 4.0
facilitates the history of products, raw materials and financial trades among industries,
customers, and stakeholders with compliance with the law [84]. Due to its benefits in
boosting security and transparency while dispersing currently centralized data storage,
blockchain technology is attracting a lot of attention among the numerous technologies
under development [29,85]. A decentralized consensus process based on blockchain, which
was previously managed by individuals and institutions, is now protected by computers
and decentralized procedures. The current paradigm relies on faith in the central system
for providing services connected to transactions, possessions, storage, or searches, whereas
blockchain depends on confidence in a local community [4].

Circularity is developed as a systematic strategy to lock loops in industrial processes
and to minimize waste through the recycling of products and resources at the end of their
functional lives [86]. So, in order to create a CE, a technique for complete, transparent,
and trustworthy material traceability is required. This method must also take into account
the current state of the materials. This is required to put into practice the principles
of a conscious approach, improved decision-making, and anticipatory planning for the
most sustainable recovery and reusage of resources. Blockchain has been emerging as
a fascinating tool for a number of industries. It can be used for all types of assets, both
material and intangible. It has been utilized in many industrial sectors like the construction
sector, waste recycling industries, supply chain management, healthcare industries, agri-
food sectors, energy sector, manufacturing industries, light industry, trading and retail
sector and transportation sector. The thematic map of the current approaches of blockchain
in industries is shown in Figure 11.

4.2.1. Construction Industries

The first 2nd order theme of the current approaches is the construction industry. Most
of the papers are based on literature analysis and insight to study the impact of blockchain in
built environment. Twelve articles demonstrated real world studies, frameworks and case
studies to analyze the current use of BC technology in the construction sector (Table 4). The
built environment contains a substantial portion of material and energy usage. Currently,
older and ineffective buildings make up the majority of the built infrastructure [87,88]. Even
though a building’s technical and operational lifespan is typically between 50 and 75 years,
the majority require significant repairs before they reach their targeted end-of-life [89]. A
circular economy in the building sector aims for repair or modification of existing buildings
or to demolish them to use their components for reconstruction or recycling [90]. An EPA
report indicated that recycling of construction waste employs the most labor and offers
noticeable wages [91]. However, there is a lack of assurance that the structure or products
intended for deconstruction will eventually be put to another use. The ability to track data
and maintain the value chain is limited by the expended lifespan of buildings and the
contribution of numerous domains like architecture, construction, execution, repair and
restoration [92]. In order to enable CE in the construction sector, a reliable and extensive
network is required that can capture, store, and distribute relevant information. Making a
community of stakeholders to encourage interactions is an additional crucial component of
an effective CE deployment. There exist barriers in such practices and various strategies
have been employed for this purpose. Blockchain technology framework was integrated in
the built sector in combination with Building Information Modeling (BIM) for sustainable
building design [93,94].
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Table 4. Blockchain in Construction Industry.
Project Type Industry Blockchain Model Specifications Findings References
Practical applications of a
Cryptography and .
Framework Built sector BIM-BC record value combined BIM ar.1d BC [94]
exchange strategy for sustainable
building design.
Real world Intelliwave SiteSense Record (?f data and Accurate information and
stud Technology Blockchain transaction among automated transaction log [95]
Y stakeholders ’
. Data regarding Fitting of manufactured
Framework COI‘IStl"llCthI‘I Hyperle.d ger components items installed off-site with [96]
Projects consortium . o
transactions permission.
Powerhouse, Use of SMTSEC for Smart projects based timely
Case Study Ethereum payment [97]
Turkey . and transparent payments.
transactions
Built Hyperledger- 8 participants, Real LCA model for
Case study . numerous assets ~ Gypsum panel employment [98]
sector-Gypsum consortium model . L .
and transactions in industries.
Built, HVAC Hyperledger 3 participants, Novel and feasible approach
Case study . 3 assets, for CE to trace energy and [60]
system Fabric BC model . .
9 transactions materials.
Land registration and
Seller and buyers, Satisflzggﬁflzt}rllg:cfsl I;?Crust
Case study Built sector HLF SDK Various . . e [99]
. tracking, and confidentiality
transaction. i
of sensitive data for real
estate.
Real world Construction Hyperledger POC Payment security for [100]
study industry, Australia Fabric sustainable industry
Enhances confidence, safety,
Transaction effectiveness, accountability,
Case Study BCOM Industry DDTC-BCT and accessibility of data [101]
records :
across the lifecycle of
projects.
e DECENTER Fog Resource, waste High privacy and security
Real world Building industry, computing and .
. and assets for smart construction to [102]
study Slovenia Brokerage oo
monitoring enable CE.
platform
OMHP, Hyperledger 4 participants, data Confidentiality of
Framework Hongkong Fabric TABS model transaction business data [103]
Lower administrative cost
Real world Construction- Ethereum Pavment issuances and time for payment [104]
study Cairo, Egypt blockchain y handling in hospital
construction.

To demonstrate the viability of blockchain networks for enhancing constructed asset
sustainability, a consortium blockchain in a permission-based blockchain network architec-
ture was created and deployed utilizing Hyperledger fabric by Shojaei et al. A fictitious
scenario was simulated for employing gypsum panels in construction, from energy and
raw resource manufacturing through its eventual usage in a building, in order to assess
the sustainability of the specified blockchain network. The participants included six man-
ufacturers, one trader and one regulator. The transactions were related to raw material
and energy production, resource purchase, gypsum panel production and purchase and
installation in buildings. This demonstrated the potential to improve built asset sustain-
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ability by a transparency and traceability source code developed by the Linux foundation.
This BC model for the built industry included three types of participants (producer, builder
and trader), three main type of assets (buildings, resources and energy) and nine types
of transactions related to the heating, ventilation and air conditioning (HVAC) system
lifecycle. The findings showed that this model ensured the traceability of materials and
data by storing and distributing information from resource extraction to reuse for the built
sector [60].
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Figure 11. Thematic Map of Current Approaches in Large-Scale Industries.

Another study was conducted in which a BC-based prototype was developed and
utilized for property transactions in a built environment. Hyperledger Fabric Software
Development Kit (HLF SDK) was used to develop the model and several transactions
were carried out between the buyer and the seller for land registration or property buying.
With the use of the Hyperledger Explorer software in the model, a system operator may
visually inspect how the blockchain is being used and validate its blocks, information, and
transactions. Blockchain network satisfied the needs of trust, tracking, and confidentiality
of sensitive data that might be advantageous for a variety of business use cases, including
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real estate transactions in the construction sector [99]. Various case studies demonstrated
the BC framework for payment of construction projects (POC) in order to avoid any
inconvenience for sustainable industrialization [100]. Similarly, Li et al. created a Bi-layer
Adapted Blockchain-based Supervision (TABS) model for monitoring of off-site modular
housing production (OMHP). The Hyperledger Fabric prototype showed how sidechains
could preserve the confidentiality of business data while enabling the dissemination of
project-related transaction data [103].

Teisserenc et al., proposed a Decentralized Digital Twin Cycle (DDTC), a technical
architecture that uses BCT to handle the main technical variables, which eventually en-
hances confidence, safety, decentralized management, effectiveness, accountability, and
accessibility of data across the lifecycle of projects. It contained three blockchain layers
and BC was the core of the architecture that secured the historical records for the data
transactions with decentralized construction (DC) in BCOM industry 4.0 [101].

The blockchain-based DECENTER Fog computing and Brokerage platform was uti-
lized for a real-world building project in Ljubljana, Slovenia to convert the project into
smart construction. This framework helped in resource and waste management to ensure
a circular economy in the construction industry [102]. Kamel et al. utilized a framework
to generate smart contracts that combines blockchain, BIM and smart contract technology.
This framework was applied on the hospital construction project in Cairo, Egypt. The
project parties involved the employer, architecture consultant, lead contractor and the
engineer. The role of Ethereum blockchain was investigated for issuance of payments.
Three scenarios were observed, which included the traditional way of payment for the
project, reduction of the period of payment and payment issue on activity completion. It
was found that the use of BC proved effective in lowering the administrative costs that
banks incur while handling payments for various projects as well as accelerating the rate
at which payments are issued [104]. Intelliwave technology also utilized as the SiteSense
blockchain in order to automate and validate transactions. By linking to the blockchain,
stakeholders could view all transactions according to their position within the project,
guaranteeing accurate information is provided to numerous stockholders. A transaction
log is automatically updated in real time with precise information [95]. We found from
the existing literature that blockchain is only utilizing in the construction sector on a small
scale and efforts are needed for the successful implication of blockchain on a larger scale.

4.2.2. Manufacturing Industries

The next 2nd order theme of this section is the role of blockchain in manufacturing
industries. BC has been suggested for the manufacturing industries owing to its transparent
and cost reduction ability [105,106]. The use of BC in the manufacturing industry is
elaborated in Table 5. Moreover, manufacturing platforms are susceptible to complex
persistent cyberattacks like Stuxnet, Shamoon, Black Energy, WannaCry, and TRITON [107].
Centralized systems may potentially be vulnerable to device hacking and deceptive identity
in information sharing. Therefore a decentralized technology has been employed in a
large number of manufacturing industries for attaining sustainability in order to run the
circular economy [108]. Sustainable manufacturing has become important for society’s
long-term growth since it assists in tackling global issues such as the demand for sustainable
energy resources and green structures [109]. Manufacturing is anticipated to have the best
opportunity for enhancing corporate value generation processes with BC. With the advent
of Industry 4.0, it is expected that by 2023, 30% of industrial enterprises with over five
billion dollars will have launched industry 4.0 pilot programs utilizing blockchain, up from
the fewer than 5% now [110].
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Table 5. Blockchain in Manufacturing Industry.
Project Industry Blockchain Model Specification Findings References
Latent Dirichlet Manage information
Framework SME P2P ledger Allocation based ahage ormatio [111]
. collaboratively
coding
On-chain and Collab with IOT 17.3% data exchange
Framework SME Off-chain P2P and Al, Kernel improvement. [112]
model generic 9.13% system consumption.
PhpMyAdmin GUI  Novel model for sustainable
Case Study Oil and Gas SHA-1 with PHP and petroleum products [113]
JavaScript distribution.
Hvperledeer Administration, tracking,
US crude oil Oil yperieds NR shipping payment and [114]
Fabric : [
delivery verification
VeChain LNG VeChain thor VIHO and VET ~ Quality assurance, supply [115]
chain management
. , Ensure tracking, traceability
ADNOC Oil and Gas IBM’s Hyperledger NR all over UAE oil industry [116]
JPMorgan’s Available to Bolglsisi;etfsgsss ; fgiv]zgn
VAKT Oil and Gas & BFOET crude 6 SECUITly, ‘oWering [117]
Quorum articipants cost and improving
p p settlement and data quality
PermianChain Oil and Gas Hyperledger NA Oil and gas products [118]
trading
ZiyenCoin Renewable Zayen Platform NA Investing in rgnewable [119]
energy energy producing assets.
POS consensus, .
Bilur Energy p2p developed by London based, trac.hpg of [120]
. energy commodities
Fintech
Improve collaborative
Toyota Automotive BigchainDB Oaken innovation mobility and corporate [121]
intelligence.
BMW, Ford, Smart manufacturing,
Honda, Tesla, . P2P, Hash and tracking, data management,
Mercedes- Automotive Hyperledger NA driving evaluation and [122]
Benz, Audi, lithium ion batteries.
BASF- Chemical 1ndu.stry Quantoz Managed by SaaS Supply Che.nn StatI.StI.CS and [123]
Germany for automobile platform recycling statistics
BASF-Canada  Chemical recycling P2p co.nsor.t um, NA Enl}ance circularity . [124]
reciChain recycling and supply chain.
.. Hyperledger . Largest initiate for CE in
BHP Metal and mining Fabric Minehub Work with web2 metal industries. [125]
BC Developed
imseStudio Service using Help in servitizing
China manufacturing Ethereum InterPlanetary File manufacturing resources [126]

System
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BC technology has its role in almost all manufacturing industries, including the
SMMEs, gas and petroleum, chemical, automobile, aerospace, and mineral and metal indus-
tries. Blockchain improves transparency throughout all manufacturing operations, from
sourcing and buying to quality management, equipment monitoring and assistance, out-
door shipment, and after sale customer assistance, including return and recall of items [127].
Chung et al. presented a cognitive manufacturing design based on BC technology. The
manufacturing information was managed by a P2P distributed ledger and a Latent Dirichlet
Allocation-based coding was applied to improve the efficiency of the model. This updated
model assisted in managing information collaboratively [111]. Another approach was
made in which a B-SME framework composed of BC, IOT and Al was used in SMEs [112].
The blockchain model contained off-chain and on-chain communication. The experimental
findings suggested that data exchange between compatible chains improved up to 17.3%
while consumption of the system’s processing resources was 9.13%.

BC is also used for securing and tracking the gas and petroleum distribution data
by industries. A blockchain model in Nigeria was used in a case study. This database
was generated with the PhpMyAdmin GU]I, online application and SHA-1 was executed
along with PHP syntax and JavaScript. This model contained a regulator, fuel depot, filling
stations and transport nodes [113]. IBM, Trafigura, and Natixis designed a blockchain-based
products trade finance platform for US crude oil transactions in order to improve data
safety and organizational effectiveness. The suggested approach is built on Hyperledger
Fabric and concentrates mainly on trading administration, tracking and status updating,
shipping payment, and delivery verification [114].

ADNOC started utilizing BC to improve transparency all over their companies. It
produces three million barrels of oil and billions of cubic feet gas per day. IBM’s Hyper-
ledger business BC framework is utilized for network building [116]. VeChain, a Chinese
corporate blockchain company, revealed in 2018 a pilot program for a liquefied natural
gas (LNG) quality monitoring and supply-chain administration solution that will use the
VeChain Thor blockchain. It contains two tokens: VTHO and VET. ENN Energy and Shang-
hai Gas are collaborators. The project’s goal is to develop a quality assurance mechanism
for various forms of natural gas [115]. The Vakt platform was developed by a collection of
organizations, including BP, Mercuria Energy collection, Equinor and Shell, to streamline
case situations in the oil and gas industry. It is considered the first enterprise grade BC
solution. VAKT, which runs on JPMorgan’s Quorum BC platform, has been made available
to BFOET crude participants. It aims at improving data quality, boosting security, lowering
costs and improving settlements among industries [117].

BHP Billiton and PermianChain technology also employed Hyperledger Fiber [118].
ZiyenCoin [119] worked with the Zyen platform, Venezuela’s announced BC reliable Petro
and Bilur (London based) utilized P2P network fabricated by Fintec for the respective oil
and energy industries. In the coming years, ‘smart cars’” will alter today’s transportation
infrastructures. VID (Vehicle IDentity) based on BT seems to be a potential future technol-
ogy [128]. The Toyota company has utilized BC to improve corporate intelligence, expedite
automated driving technologies and advertisement and to create a collaborative mobility
system. The BC consortium is fabricated with BigchainDB and Oaken innovation [121].
BMW used BC for tracking vehicles, Ford for parts procurement and its supply chain,
Audi for customer data management, Honda for evaluating driver performance, Tesla for
implementing lithium ion batteries and Mercedes-Benz for applying BC against fraud and
cyberattacks [122].

As BC is unmanipulable proof of the circular economy, it is widely utilized in major
chemical industries. The German BASF industry announced the Fintex Quantoz project to
test the BC platform in chemical industries [123]. The consortium’s purpose is to gather and
share supply chain statistics in real time. It runs on an assortment outfitted with sensors
that record information on an encrypted blockchain that is available to partners along
the way.



Sustainability 2024, 16, 4232

20 of 34

BASF introduced the “reciChain” project in Canada. The initiative entails assembling
a group of major supply chain stakeholders to build a CE ecosystem with blockchain tech-
nology [124]. This is considered as the first digital tracing technology in a chemical-based
system for a recycling process. Evonik also successfully implemented the “Themis” project
to BASF and Commerzbank. Commerzbank used the R3’s Corda enterprise blockchain
for the project. BC has been utilized in major metal and steel industries like the BHP
group working on Minehub BC platform to successfully trade iron and copper with China’s
Baosteel and China’s minmetal Corp [125]. A digital twin platform based on Ethereum was
developed to serve the manufacturing resources [126].

It can be seen from these studies that the manufacturing sector is the biggest sector
that is implementing blockchain in industries for sustainability. A large number of major
manufacturing industries are utilizing blockchain for the circular economy. Most of the
developed countries focused on the adoption of BC including UK, US, China and Italy, but
there is still a lack of usage of BC in the developing countries as fewer studies are present
in the literature.

4.2.3. Waste Recycling Industries

The third 2nd order theme of the comprehensive evaluation is the role of BC in waste
management industries. Waste management is an integral part of the circular economy
and the largest industry of blockchain platforms to achieve sustainable development goals
(Table 6). Almost every type of industry is focusing on utilizing blockchain technology for
managing and recycling waste. This includes household waste, oil and petroleum, plastic re-
cycling, chemicals, solid and agricultural waste industry. Swachhcoin is a blockchain-based
strategy of micromanaging garbage from households and companies and transforming it
into valuable products in an efficient and environmentally beneficial manner. Ethereum
was chosen as the BC solution to build a decentralized autonomous organization. The
outputs from the industry include paper, steel, timber, valuable metals, glass polymers and
electricity derived from waste processing [129].

Recereum is also a blockchain-based system that converts waste and recyclables into
actual money. This blockchain allows for direct connections between consumers and
garbage collection organizations. The largest public Ethereum BC operated the Recereum
and ERC20 tokens issued by them. Almost 65% of the tokens were sold to the general
public [130]. Kleanloop worked on transparent waste trading and data recycling opti-
mization by utilizing the Hyperledger Fabric along with Al and IoT. Various case studies
were observed in which the Ethereum BC model was tested for tracking waste, product
composition, and payments on waste recycling [131].

Table 6. Blockchain in Waste Recycling Industries.

Project Waste Type Blockchain Model Specifications Findings References
Household and Worked with Output materials include

Swachhcoin compan Ethereum SwATA, SWATE, metals, glass polymers, paper, [129]

pany SwBIN and SCX. steel, timber and electricity.

300 ERC20 token is Recycles and turns waste into
Recereum General Ethereum equal to 1 ETH cryptocurrency. [130]
4 65% of tokens sold to the public.
Al IoT and .

Kleanloop General Hyperlgdger Kleancoin token, Transparenft tradm.g (?f wa ste [132]

Fabric and recycling optimization

2-6 phases

Open Litter Littercoin token, Management of geo-waste

Map General Ethereum Al SG information. [133]




Sustainability 2024, 16, 4232 21 of 34
Table 6. Cont.
Project Waste Type Blockchain Model Specifications Findings References
Case Study General Ethereum [T, smart bins, Payments and rewards [131]
2-3 phases
Case Study General Ethereulraré private GPS, 4-6 phases Tracking and tracing waste [134]
Case Study Waste of Ethereum Cloud computing, = Green coins on waste collection [135]
General 2-3 phases and recycling
. . Waste reduction, recycling, and
Recycle Co Plastic Hyperledger Fiber NA tracking [136]
Plastic Twist Plastic Hyplzi{)lsfger SG token Recycle plastic as an asset [137]
. Hyperledger Basu  Public and private . .
Case Study Plastic EVM network based Plastic recycling [138]
Tracking waste recycling and
Case Study Solid waste Polkadot 2-6 phases reuse, offer penalties and [139]
rewards.
Case Study Electronic Ethereum IOT, smart barcode Trackmg. PrOdUCF design and [140]
waste life cycle history
Case study e-waste Ethereum 1-6 phases, 5 G Reglstratlgn anq history data, [141]
incentives
Integration with Al . .
Case study e-waste Ethereum and IoT, Waste tracking, ownership, [3]
awards
1-6 phases

Managing plastic waste is also a concerning issue worldwide. In most countries,
only about 18-28% of reusable plastics are retrieved and recycled, leaving the majority
of plastic packaging trash to harm the environment and lose its economic value [142].
Regenerating plastic by employing BC supports CE initiatives. Recycle Co and Plastic Twist
worked on plastic recycling by utilizing Hyperledger and ASTERI by applying two to six
phases [136,137]. Another Hyperledger-based CS insisted on CE and plastic recycling [143].
An Ethereum-based BC model was utilized in Sao Paulo, Brazil in a case study and found a
15% increase in the recycling rate. Another Ethereum Virtual machine based public and
private network for plastic recycling was introduced by Mondal and his coworkers [138].
Plastic bank working in BC technology retrieved almost 20 million of plastics [124]. Solid
waste recycling was also managed by using a Polkadot model in two to six phases and
achieved tracking from recycling to reuse, offered penalties and rewards for solid waste
management [139]. Ethereum based technology of BC showed potential in terms of e-waste
management as studied by [3,141].

4.2.4. Circular Supply Chain Industries

The term circular supply chain (CSC) is becoming more popular among professionals
and academics globally and is the 4th second order theme of the current approaches
(Table 7). According to recent research, digital technologies associated with the upcoming
Industry 4.0 (e.g., IoT, Al, BC) play a significant role in promoting the implementation of
CE standards in the supply chain.
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Table 7. Blockchain in Circular Supply Chain.
Project Industry BC Platform Findings References
Provide immutability and
Case Study Food supply chain Super P2P network transparency along with the [144]
protection from attacks.
International Managing customer order by
Real world study Manufacturing Hyperledger fabric improving gain, reducing cost, [145]
industry procedures.
Helped in growth, production and
Pilot project Walmart and IBM food Hyperledger fabric processing. Tracking products from [146]
SA to USA and China retailers
Pilot study csC Hyperledger Fabricby =~ Waste and .p.roduct tracking by trust, [147]
Linux traceability and transparency.
. . Effective SC management from
Pilot Project Bext60 Hyperledger Uganda to Colorado [148]
. . Increased transparency, cotton supply
Skuchain Cotton industry Hyperledger from Houton to China. [149]
Maersk Goods industry Hyperledger Transparent containers tracking, low [150]
saving.
Modum Healthcare and safety Hyperledger High efficiency in supply chain [145]
Nestle, Unilever, Tyson, . Successful SCM in UK, US, China and
IBM Carrefour, Raw seafood Hyperledger fabric France. [151]
Target, Nature and CO,
SAP Kelloggs, Tata & Lyle. = Huperledger, Quorum Circular food supply Chain [152]
Johnsonville, Maple and MultiChain management in US.
leaf and Bumble Bee
. Transparent and secure SC in
JD.com InterAgri Open BC Australia and China [153]
Low cost transparent supply in New
OpenSC Nestle Ethereum Zealand and Switzerland [154]
OriginTrail& . Highly efficient and safe SC in China
TagITSmart Montenegro, China Open BC and Montenegro [155]
BloomBloc Malaysia Ethereum Ensure secure tracking in CSC. [156]
Case study China Hyperledger fabric More traceable and transparent [157]

drug retail

Centobelli et al. proposed an integrated Triple Retry framework for fabricating circular
BC networks. The open source Hyperledger Fabric was utilized for BC network develop-
ment. This network included a producer, reverse logistic service supplier, selection and
recycling center and landfills. This was considered as a pilot study and highlighted the
BC role in the movement of waste and products. This study enabled manufacturers to
determine important factors for successful implementation [147]. Blockchain was employed
in food CSC in another case study, in which it was utilized along with HACCP and IOT.
BigchainDB utilized the BC features, including the decentralized network based on nodes
known as super pear-to-pear network. It was responsible for providing immutability and
transparency as various blocks had information for each transaction. As a result, it removes
the possibility of data manipulation by attackers and strong administrators [144].

Another case study was carried out by applying blockchain technology to the inter-
national manufacturing industry with a focus on heavy machinery. It demonstrated how
the Hyperledger composer can be applied to develop a strong BC network to generate
interfaces between customers and user. Practices were carried out with no BC, and one and
5 year BC use. It depicts how the real time data from an industry used BC to improve gains,
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cut down on procedures and reduce money. The use of this type of blockchain along with
TDD helped in safety and security, leading to a lower execution cost, secure scalability and
better handling of customer services [145].

Walmart and IBM food trust employed distributed ledger technology by generating a
Hyperledger platform for supply chain management. Production, processing, and delivery
to retailers were all aided by BC. It was useful for tracing the products from South Africa to
retailers in the USA and China [146]. This finding of the case study was assessed in 2019. In
order to trace cotton or raw materials and increase SC’s transparency, Bext360 additionally
created a distributed ledger. By following crops from Uganda to Colorado, the tracking
effectiveness was verified. Additionally, it aided in locating the crop, identifying the farmer,
detecting the quality, and locating the harvest places [148].

The Skuchain industry used BC technology for product transportation as well. Blockchain
technology was used in a test operation to move cotton from Houston to China. By forgoing
costly loans, suppliers were able to save on working capital, which aided consumers in
finding goods at discount pricing and increased transparency [149]. Maersk and IBM
utilized BC for a perishable logistic supply chain. For the proper tracking of trainers
and digitization of their data, two pilot programs were successfully conducted, with the
potential for significant cost savings when adopted on a larger scale. Each party had
complete knowledge of the container’s status [150].

In the industry of healthcare and protection, Modum extensively used blockchain for
CSC. In the supply chain, blockchain was employed mostly for regulatory enforcement. In
order to ensure that standards of health and safety are upheld, blockchain monitored envi-
ronmental conditions by installing sensors around commodities in transit and compared
outcomes against the bounds specified in the smart contracts. The first project involved 55
and the second involved 500 shipments of goods [145].

A large number of major food companies around the world worked in collaboration
with a blockchain company to gain circularity in supply chain management. IBM supports
food companies like Walmart, Nestle, Unilever, Tyson, Raw seafood and Carrefour in the
US, China, UK and France for the successful implementation of Hyperledger BC technology
in SC of food items [151]. SAP collaborated with Target, Nature and CO, Kelloggs, Tata &
Lyle, Johnsonville, Maple leaf and Bumble Bee food companies for the practical application
of Hyperledger, MultiChain and Quorum in SC [152]. FoodloglQ worked with Subway, UK
food standards, Testo and AgBiome innovations for BC initiatives [158]. BC also provides
significant traceability to drug supply chains [157]. Moreover, other major BC companies
like JD.com support InterAgri in Australia and China [153], OpenSC worked for Nestle in
New Zealand and Switzerland [154], OriginTrail & TagIlTSmart for Plantazae in China and
Montenegro [155], and BloomBloc for the Malaysian Palm oil industry in Malaysia [156].

4.2.5. Other Industries

The last 2nd order theme of the analysis is the use of BC in various other industries.
Many other industries have utilized BC and an analysis of some of the major industries is
provided in Table 8. An Ethereum-based MedRec platform was utilized for the healthcare
industry in order to gain sustainability with electronic health records. MedRec regulates
data exchange, transparency, security, and authentication—all critical factors to take into
account when working with sensitive information [159]. Consortium blockchain was
utilized in smart healthcare for safety of the larger scale confidential medical records by BC
and Interplanetary file system [160]. Hyperledger fabric was utilized to store records of the
patients in case of an emergency situation, telesurgery [161] and smartphone networks [162].
A large number of private Ethereums have been utilizing EEG to prevent attacks [163] and
in the telemedicine system for privacy and security assurance [164]. Public blockchains
have a wide application in the medical industry sector for smart hospitals [165,166].
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Table 8. Blockchain in other industries.
Project Industry Blockchain Model Findings References
Data exchange. Transparency and
Real world study MedRec Ethereum confidentiality in EHR [159]
Smart . Safety of large
Real study healthcare Consortium confidential records. [160]
Case study .Emergency Hypgrledger Stor.e pa’Flent data for emergency [161]
Services, Telesurgery, (private) situations, smart networks.
Real world study EEG Ethereum Security from threats. [163]
Case study Telemedicine Ethereum Security and privacy assurance. [164]
Case study Smart hospitals Public BC Keep record of ea.ch status [165]
and transaction.
LO3 American company EleFtrlc energy P2P based BC Electricity transactions, access to [167]
industry real world data
Real data regarding solar energy
Power Ledger, Australia ~ Solar energy industry P2P Ecochain generation, consumption [168]

and transaction.

German Gas and Power

Responsible for direct link
Transport industry Ethereum between EVs users and [169]

RWE charging stations.
. Ethereum BC and State of energy grid and transfer
Filament Energy mesh network data to relevant authorities. [170]
Transparency and traceability for
Alibaba Retailing Sui based Ethereum circular economy [171]
and sustainability.
De Beers Diamond retailing Hyperledger fabric Securlty and e'u'lthentlaty [172]
in retailing
P&G Walgreens, Denim Retailing Hyperledger fabric Transparency and reliability [173]

deals, American Express

in retailing

BC has been widely utilized in the energy industry for sustainability in a circular
economy. An American company LO3 in collaboration with Simens digital grid generated
the BC based P2P power trading microgrid. This initiative created the first blockchain-
based marketplace for energy worldwide. This enables electricity transactions among
residents and they can access real data regarding energy production, consumption, relevant
information and energy purchases and sales by BC [167]. Another Ledger Assets company
formed a power ledger in Perth, Australia, which was based on P2P BC web 3.0 software
called Ecochain [168]. Many trials were conducted for the trading, in which the consumers
received information about solar energy owners and generation and sold the extra electric-
ity to other users themselves. The German Gas and Energy supply company RWE launched
an Ethereum-based decentralized network for electric vehicle management. This network
links the EVs owners with charging stations. This was the first BC-based platform for the
transport industry [169]. The automobile industry has also been revolutionized by utilizing
blockchain technology [128]. An American company Filament generated P2P based BC and
a power mesh network and carried out a Taps test to determine the state of the power grid
and transferred the data to the government, environment protection agency and broadcast-
ers for sustainability and a circular economy [170]. Iberdrola platform utilized a BC network
to monitor the transfer of renewable energy from wind power plants to Bank offices to
maximize the use of renewable energy in Basque country [174]. The Poseidon foundation
in London integrated BC for climate management. It aims to decrease carbon emission
footprints for a sustainable environment [175]. Alibaba, which is the largest marketplace
utilizing a Layer-1 BC Sui, is based on Ethereum for better transparency and traceability in
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the supply market and connections between buyers and sellers. The management of waste
products and their reuse by this company also utilizes blockchain [171]. De Beers which is
the biggest diamond retailing industry, utilized a Hyperledger platform for security and
authenticity in sale and purchase [172]. Similarly, American Express, P&G Walgreens and
Denim Deal, which are the largest retailing shops utilized the Hyperledger platform for
transparency and sustainability in a circular economy [173].

This section provides a detailed review of the various major industries that are utilizing
blockchain technology for circularity and sustainability. We can see that most of these
industries belong to the major developed countries and fewer developing nations are
working for its adoption. This part of the thematic analysis enables us to fulfill the objectives
of the determination of the current scenario of BC in industries and the type of BC models
that have potential for sustainability and their comparison.

4.3. Key Challenges and Barriers

The third 1st order theme of the analysis is the key challenges and barriers in utilizing
BC in large scale industries (RQ4). Numerous industries, especially those concerned with
circular economy principles, stand to benefit from the revolutionary power of blockchain
technology. However, a number of significant difficulties and impediments have prevented
its widespread implementation [176]. This includes a number of barriers including techno-
logical, social and political, legal and economic constrains to blockchain adoption [177,178].
The following are the general key challenges and barriers in implementing blockchain:

e Lack of awareness: Previous studies indicated that the developed countries are well
aware of the potential advantages of BC technology and utilizing it in major industries
but still there is lack of awareness in developing countries in this regard [179]. The
biggest key challenge is to raise awareness to improve the transparency, traceability
and trust in industries for sustainability and circularity around the globe [180,181].

e  Scalability: Blockchain is prevented from being utilized on a large scale due to scala-
bility concerns. The low transaction speed and volume and high energy consumption
of the BC platforms is the basis for the scalability issues [182,183].

e Interoperability: The difficulty in incorporation of BC in the current system is also
due to the frequent employment of incompatible standards. Interoperability must be
attained for successful BC application in industrial sectors.

e Data confidentiality: Despite the fact that blockchain is renowned for its security
attributes, issues still exist in assuring data confidentiality and protection, particularly
in sectors that deal with sensitive information [184]. It is crucial to strike the proper
balance between transparency and private information.

o Legal Issues: Blockchain technology’s regulatory environment is still developing.
Businesses operating in numerous sectors must deal with complicated legal and
regulatory challenges, including data ownership, enforcement of smart contracts, and
tax ramifications that can differ from one region to another [185].

e High Capital Cost: The initial installation and ongoing maintenance expenses for
deploying blockchain technology could be high. It could be difficult for smaller
businesses and organizations to devote the necessary funds to properly utilize BC
technology [186].

e  Energy Consumption: High energy consumption also proved to be a significant barrier
in adoption in industries concerned with sustainability and lowering carbon emissions.

e  Reluctancy: A big impediment to the adoption of new technology might come from
conventional sectors in particular. Businesses and organizations could be hesitant to
change their current procedures and methods. Blockchain networks with decentralized
governance are prone to controversies and disputes between network users. These
conflicts can be difficult and time-consuming to resolve [187].

Researchers and industry experts have talked about a number of obstacles that must
be overcome for the blockchain application to gain sustainability. Both parties concur
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that security and technological immaturity provide the biggest concerns [186]. Possible
solutions to the above problems that can be considered in the future are given in Table 9.

Table 9. Solutions to the BC Barriers [185,186,188,189].

Barrier/Challenge Solutions

Training programs or partnership with educational institutes

Lack of awareness
for awareness.

By using more scalable sharding BC where it split into more
Scalability manageable pieces. Use of off-chain solutions like sidechain or
lightening networks.

Development of initiates and protocols for seamless

Interoperabilit . .
P y cross-chain transaction.

Implementation of private or consortium blockchain or by using

Pri I . . L
rivacy issues privacy boosting technologies, i.e., zero knowledge.

By using robust or continuous security techniques with

Security Concerns o . .
y permissioned blockchain architecture.

Collaboration of regulatory bodies to develop standards

Regulatory Compliance and guidelines.

Cloud-based BC can help in cost reduction. Industries should

High implementation cost make thorough cost-benefit analyses for analyzing future benefits.

Replacement of proof of work (PoW) mechanisms with proof of

Energy consumption stake (PoS) or delegated PoS.

Furthermore, every type of industry faces some critical issues regarding its adoption.

e  Every construction industry has to face obstacles like slow processing, contractual
standards, proof of work protocols, market issues (price volatility, hoarding, exchange
rate fluctuations), product tracking, transaction level uncertainties (transaction irre-
versibility, possible cancelation), privacy risks, technology risks and usage in black
economy (money laundering) [190,191].

e  Similarly for manufacturing and supply chain industries the adoption challenges are
security concerns, limited and negative access to technology, organizational issues
(financial constraints, lack of commitment, support, knowledge and policies), and
environmental issues (customer awareness, collaboration issues, variational culture of
partners, uncertain market and government policies) [127,186].

These are the major challenges that need to be addressed for the successful implemen-
tation of blockchain for a sustainable and circular economy in industries.

5. Conclusions

Blockchain technology has received a lot of attention in the literature, but the adoption
of blockchain in various large scale industries including construction, manufacturing, and
waste recycling is still in its infancy and has progressed mostly theoretically, with few actual
implementations. Based on investigations conducted in numerous domains, this paper
aimed to discover themes that mainly focused on the immense potential of blockchain
for industrial sustainability. The idea of circularity has been thoroughly investigated
alongside blockchain in various industries. Blockchain has its supporting application
in many industries owing to its ability of transparency and traceability. Our analysis
demonstrated how the decentralized governance, distribution, and high safety features
of BC assist industries. It supports the economy by lowering costs, upholding human
rights, and lowering carbon footprints. Additionally, we found that lack of awareness,
scalability and interoperability issues, installation and ongoing maintenance costs, high
energy consumptions, limited laws and legislations and a reluctance to change are the key
obstacles to BC adoption by industries.
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In our study, we utilized a systematic approach to investigate how various industries
are implementing blockchain technology in relation to sustainability and circularity. This
paper includes a comprehensive evaluation of blockchain initiatives in industries and real
practices in the construction sector, manufacturing sector, waste recycling industries, supply
chain, and the health, energy and retailing sectors through thematic analysis, which has
not previously been performed. This study described the current situations of BC adoption
in industries in various areas of the world. There is brief insight regarding the type of
blockchain platforms that assist in industrial development. Although larger enterprises or
wealthy nations have used blockchain extensively, emerging nations still need to be urged
to adopt this technical advancement. This study will assist scholars and other stakeholders
in obtaining a broad picture of how blockchain technology is currently being used in
significant industries around the world and how this benefits the global effort to achieve
circular sustainability. The other industrial sectors will be encouraged by this study to use
blockchain technology for future benefits. Future studies based on the legal and policy
framework for the implementation of blockchain will be beneficial.
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