

  sustainability-16-04387




sustainability-16-04387







Sustainability 2024, 16(11), 4387; doi:10.3390/su16114387




Article



Citizens’ Perception of Blockchain-Based E-Voting Systems: Focusing on TAM



Kamoliddin Murodjon ugli Mannonov 1 and Seunghwan Myeong 2,*





1



Department of Industrial Security Governance, Policy Science, Inha University, Incheon 22212, Republic of Korea






2



Department of Public Administration, Inha University, Incheon 22212, Republic of Korea









*



Correspondence: shmyeong@inha.ac.kr







Citation: Mannonov, K.M.u.; Myeong, S. Citizens’ Perception of Blockchain-Based E-Voting Systems: Focusing on TAM. Sustainability 2024, 16, 4387. https://doi.org/10.3390/su16114387



Academic Editors: Anna Visvizi and George Kyriakarakos



Received: 8 April 2024 / Revised: 24 April 2024 / Accepted: 17 May 2024 / Published: 22 May 2024



Abstract

:

Digital transformation and new technologies have made people’s lives easier and led to great results in most areas of business and society. Implementing blockchain technology is one of the best tools for establishing sustainable smart cities and societies. In terms of sustainable governance sophisticated and secure voting systems are necessary to achieve high integrity and transparency and null election fraud, and, in environmental sustainability, e-voting systems eliminate the mass waste of paper and transportation gas emissions; namely, e-voting systems are eco-friendly with high democratic outcomes. Blockchain technology can revolutionize e-voting by increasing the security and transparency of the voting process. Integrating artificial intelligence (AI) and machine learning (ML) into blockchain-based e-voting systems further augments their effectiveness. AI algorithms can analyze voting patterns and detect irregularities, supporting the prevention of fraudulent activities and coercion. ML procedures can enhance voter authentication processes, improve accessibility for diverse demographics, and optimize the productivity of blockchain networks during peak voting periods. This study focuses on understanding citizen perceptions of blockchain-based e-voting in a smart city context using the Technology Acceptance Model (TAM). The study’s results indicate that perceived ease of use and perceived usefulness are important factors in determining citizens’ intentions to use blockchain-based e-voting. Furthermore, trust in the technology and perceived security were found to influence the usefulness of blockchain-based e-voting positively. This study provides important insights for policymakers and technologists seeking to promote the adoption of blockchain-based e-voting systems in smart cities. The findings of the research supported the research model with positive results. In conclusion, our research model encourages the adoption of a blockchain-based e-voting system to enhance the future voting environment.
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1. Introduction


The development of smart cities and digital transformation in all fields of society have become a global trend in both developed and developing countries. Technological investment in human and social resources and information and communication technologies (ICTs) in both the public and private sectors bring gradual socio-economic growth and the efficient use of existing funds [1]. Due to Industrial Revolution 4.0 standards, smart or e-governance has been on the agenda to tackle urban issues with transportation, the environment, government services, social–economic matters, safety, energy, and the management of urban resources [2]. Over the last two decades, most countries have implemented electronic government systems to deliver public services and support citizens’ participation during public decision making under the United Nations Development Programs and using their methods. Even though some countries have failed to adopt digital transformation, smart or e-government enables citizens to participate in social, economic, political, and administrative decisions to create a sustainable government [3]. Citizen participation in urban development matters and vital national events is the most crucial factor in innovative governance, so that people can express their wishes, needs, demands, and voices in city development and their choice of government leaders [4].



As the government regulates and provides public services, governments are the main responsible body in developing e-government services, legally and technically. Moreover, governments should encourage citizens to take part in public decisions and receive public services via e-government services [5]. The accomplishment of e-government services facilitates citizens’ participation in political and legislative issue discussions and policy-making processes [1]. Governments have adopted new information and communication technologies to improve organizational control and provide better and more integrated services to citizens and companies to improve communication and to enhance democracy through digital transformation [6]. E-voting is also one of the main parts of e-government services [7,8], and citizens can participate, with digital authorization, regardless of their residency location by using convenient electronic devices, rather than visiting polling stations holding traditional paper-based ballots, standing in a long queue, and wasting time [9,10].



Elections are important political events for nations, and voting is a fundamental feature of human democracy. Voting allows citizens to demonstrate their opinions and decisions by participating in democratic processes [11]. In turn, the use of transparent and technology-based voting methods in the fourth industrial revolution period are fundamental civil liberties and rights in any society, regardless of the democratic level of the country [12]. Otherwise, unfair elections may lead to an increased nepotism and the spread of corruption and government authorities may protect the interests of lobby groups rather than public opinions. Unfortunately, these administrative weaknesses lead to severe socio-economic problems, widespread social inequality, and corruption throughout the country. Consequently, the widespread corruption and social inequality caused by unfair elections lead to long-term catastrophic economic and social consequences. However, democratic and fair elections are crucial for economic development [13] and strengthen a country’s credibility and foreign direct investment profile. As digital transformation is a valuable platform for socio-economic development [14], and e-voting is a key component of the e-government systems which enable democratic elections [9], democratic elections and transparent voting methods are very important for every stakeholder in elections, including the government and its citizens.



Most western observers and democratic institutions are skeptical of election statistics in some former Soviet Union countries [15,16,17]. Some international observers indicated violations of election regulations like vote-splitting, duplicate casting, or ballot stuffing election frauds during the elections in their reports. Consequently, electoral systems that permit voting frauds also complicate the auditing of election results [15]. Since transparent and fair elections are considered an important basis for political stability and economic growth, the electoral processes in a country are closely monitored by all international organizations and financial institutions.



Uzbekistan is also a former Soviet Union country, and its government has been trying to transform its government management methods by implementing ICT-based e-government services in most government institutions over the last two decades, to eliminate corruption and the waste of hard resources, to decrease the mass usage of electricity by public authorities, and to provide fast and convenient public services. However, there is still a critical sector in which to implement e-services, which is the central base of the government’s formation. Uzbekistan’s elections are criticized by developed countries and democratic institutions because of their paper-based electoral system and cases of the falsification of election results [1,16,17]. The existing paper-based voting system in Uzbekistan causes numerous drawbacks and inconveniences regarding voter authenticity and participation, as well as hindering the security and transparency of election outcomes. In turn, more than three million (about 15% of total voters) potential voters reside in countries such as Russia, the USA, Turkey, South Korea, countries in the EU, and other foreign nations, primarily due to their career, educational, and business activities. The migration of citizens negatively affects election costs, while, on the other hand, the paper-based voting system fails to encompass all voters’ locations due to financial and geographical limitations. Therefore, With the implementation of blockchain technology and AI-powered techniques, decentralized and transparent voting methods address existing challenges related to election integrity, voting security, and financial concerns. E-voting is becoming more popular with governments worldwide, and some countries use e-voting systems in national elections instead of the traditional paper-based voting method [8]. In turn, the population of Uzbekistan has been rising sharply and approached 37 million in 2024, whereas it was 20 million in 1991 after its independence. The rising migration trend globally and the growing population compel the Uzbekistan government to introduce e-voting systems, with the objectives of reducing election costs and enhancing the accuracy and security of voting results. Accordingly, the government is also supporting and accelerating the digital transformation of e-government services to create easy access and qualitative public services regardless of time and location. The e-government data depicted in Figure 1, which highlight the developmental trends of Uzbekistan’s digital transformation, are derived from the United Nations E-Government Knowledge Base.



There is a good chance that the government and its citizens can communicate online and participate in public decisions via e-government services. Why should citizens not enjoy using e-government to express their opinions in elections, when the current Uzbekistan government is trying to build a transparent and inclusive society? To encourage citizens’ participation in the allocation and targeted spending of the state budget, the government introduced the OPEN BUDGET voting project in 2021 so that people could participate in voting to finance local social projects related to infrastructure and social services. As the OPEN BUDGET online voting system became very popular among citizens, it can be said with confidence that the transition to an e-voting system for political processes will bring society to another new stage of democratic reforms.



Remote e-voting has recently been considered an important research topic, especially after the COVID-19 pandemic [18]. Some countries have implemented centralized e-voting systems for small-scale elections. However, these centralized systems have several vulnerabilities regarding their risk of attack, tampering with tallying, and audit-related needs. The successful use of blockchain in various fields has caused the implementation of blockchain technologies in government services including the national budget, voting, health, and notary systems as well [19,20]. Scholars have investigated the use of blockchain-based e-voting systems in recent years to overcome these challenges. Because blockchain is a decentralized, secure, and transparent digital ledger that can record transactions across a network of computers, it operates on a distributed system, where every node in the network has a copy of the ledger, and updates are made through consensus among participants. It eliminates the need for intermediaries, reduces the risk of fraud and tampering, and ensures that transactions are transparent and easily auditable [21,22,23].



This paper investigates citizens’ perceptions and attitudes toward adopting a transparent and immutable blockchain-based e-voting system which enables each citizen to vote, regardless of location, under security- and privacy-guaranteed systems. This research explores the influencing factors that encourage voters to use innovative voting methods. This research was conducted using the Technology Acceptance Model, modified with the external constructs of perceived security and trust in technology and the government to support citizens’ approach to the usefulness and ease of this e-voting system. This research will support government officials and academic communities in understanding the importance of technology-based e-voting systems and implementing transparent voting methods soon.



The remainder of the study is structured as follows: Section 1 presents the introduction to the research; Section 2 describes the literature review and hypothesis building; and, in Section 3, the research methodology, data gathering, and data analysis are detailed. Section 4 demonstrates discussion and implications. Section 5 is devoted to conclusions.




2. Literature Review and Hypothesis Development


2.1. Blockchain Technology


Since the introduction of blockchain technology by Satoshi Nakamoto in 2008 [24], it has created substantial value, especially in the Industrial Revolution 4.0 period; blockchain technology has been implemented in all services including the financial, health, transportation, and supply chain sectors, and in government and administrative services as well. Blockchain technology is based on a decentralized public ledger and Proof of Work under a consensus protocol [24,25,26]. The significance and reputation of blockchain technology boomed in the global market after the sharp increase in the Bitcoin and Ethereum cryptocurrencies during the COVID-19 pandemic. Blockchain technology has significantly conquered major industries [27]. Bitcoin enables transactions without traditional “intermediaries,” like central banks [28]. Why is blockchain technology occupying the global market and threatening traditional services? Its decentralized, immutable, transparent, and high privacy characteristics attract all industries and government authorities as it strengthens the belief among people, with higher user satisfaction, in fashionable society [29]. Blockchain technology works through a combination of P2P networks, cryptographic encryption algorithms, distributed digital data storage, and decentralized consensus mechanisms. Each block incorporates information from the preceding block, ensuring data immutability throughout the entire chain.



There are four types of blockchain: public blockchain, private blockchain, hybrid blockchain, and consortium blockchain. Each type has distinct advantages and disadvantages that support the user’s needs in accomplishing a project or resolving an issue. Public blockchain is open source; anyone can join the blockchain platform as an official node and carry out transactions without any restrictions. This type of blockchain is called “transparent”, but it uses a lot of power and takes a long time to scale [30,31,32]. A private blockchain is only authorized; a limited number of executive staff members can control a private blockchain. This blockchain performs transactions faster than public blockchains [30,31,32]. A hybrid blockchain has both public and private blockchain characteristics, allowing one to see specific information while the system is controlled privately. For instance, medical records might be saved in a hybrid blockchain, which offers high performance and security at a lower transaction cost [30,31,32]. A consortium blockchain is a private blockchain that only a particular group can access, and this avoids the risks that come with a private blockchain that a single institution control [30,31,32] (Figure 2).



Blockchain technology works under a consensus mechanism, a vital feature of the technology that enables it to maintain a secure and consistent ledger across all nodes in the network. There are more than thirty consensus algorithms in blockchain technology. The choice of a consensus method is based on several factors, such as the size and structure of the network, the type of application it is being used for, and the level of security and efficiency needed. The Proof of Work (PoW) [15,30,31,34], Proof of Stake (PoS) [15,30,31,35,36], Practical Byzantine Fault Tolerance (PBFT) [30,35,37] Proof of Elapsed Time (PoET) [30,35], and other popular consensus mechanisms have been used in most blockchain platforms and services, including e-voting systems.



2.1.1. Blockchain-Based E-Voting


As previous studies have investigated, several blockchain-based e-voting systems use different blockchains. Unlike traditional paper ballots and centralized electronic voting systems, a blockchain-based voting system lets people vote in a way that is open, verifiable, auditable, secure, and very accurate, regardless of where they are, what time it is, or what language they speak. Researchers in this field have developed fair voting systems aimed at increasing voter turnout, preventing electoral fraud, and achieving transparent voting results. Electronic voting is a technique that uses electronic devices instead of traditional paper ballots. Paper voting has the disadvantages of requiring voters to travel to a specific physical site and incurring significant time and financial expenditures in printing, transporting, storing, and counting the voting papers. The current paper voting system poses several issues in terms of fraudulent voting.



In some cases, boxes of fake ballot papers prepared in advance replaced real ones, and the results were faked [15,37,38,39]. Election openness is increasingly being questioned and compromised in many nations [21]. Because of the rapid development of technology, the vast movement of people, and the demand for movement, many nations have created a broad range of election systems that employ cutting-edge technologies to allow all residents to vote efficiently and accurately [12]. E-voting systems provide both voter and state election authorities. Among the issues with e-voting technology is security, which is an essential consideration for voters and election administrators. The CIA’s triad of confidentiality, integrity, and availability has been defined and primarily regarded as the essential principles of information security [40].



Blockchain has been highlighted as an example of a safe technology utilized in online participation services [41]. A blockchain is cryptographically protected. It employs peer-to-peer networking. This blockchain is a distributed, shared ledger amongst network peers, and each peer has a public–private key pair [42]. A blockchain-based e-voting system can improve e-voting security while protecting each voter’s privacy. This electronic voting mechanism is decentralized and does not rely on human trust. Registered voters can vote via internet-connected technological devices. All voting records will be made public and can be confirmed by any authorized personnel, nobody can alter the e-voting process [43,44]. Blockchain-based voting systems work with the security characteristics of blockchain technology, which provide a sophisticated, secure, confident election process and transparent results for turnout and casting. Most scholars have described and explained the importance of each characteristic of the blockchain-based voting system and suggested models or protocols with preferred additional features [31,32,34,43,45,46,47,48,49,50]. Blockchain-based e-voting systems use the security characteristics of blockchain technology to prevent multiple voting and tampering with voting processes and, in turn, ensure secure and transparent casting for authorized voters and record turnout and tallying results accurately in a decentralized, immutable ledger [51]. The blockchain-based e-voting system enables citizens to participate in elections through electronic devices, gaining authorization with a public key and voting anonymously with their cryptographic private key. Nobody can affect others’ voting process or results. In turn, voters can verify the inclusion of their votes in the final tally, and the entire voting process becomes subject to audit, as illustrated in Figure 3.




2.1.2. Blockchain-Based E-Voting Systems in Use


Some countries have implemented blockchain-based e-voting systems in their local or national elections. All e-voting systems endeavor to strengthen integrity, transparency, privacy, accuracy, and fairness in society. Most of these blockchain e-voting systems are established by private or government organizations, and most of them have brought excellent outcomes, provided fair election results, and decreased election expenditures. Nevertheless, this voting system has been hard to use in some countries because the infrastructure needed to be better, and the electoral staff required more skilled professionals to use these systems effectively [52,53,54]. In turn, there were challenges in its utilization in terms of a lack of legal base, low ICTs skills, a lack of talented blockchain staff, and intentional challenges like booth capturing and rigging, ballot stuffing, and other purposely performed frauds by the election commission [37]. For instance, e-voting technologies such as FollowMyVote, Agora (used in Sierra Leone in 2018), Voatz (deployed in Virginia in 2018 and 2020), Polyas (implemented in Germany in 2016), Polys (utilized in Moscow in 2020), Luxsoft (operating in Switzerland), KVoting (tested in the Republic of Korea in 2022), and i-Voting (implemented in Estonia in 2005) have been employed in regional or national electoral processes. These systems have provided valuable experiences in blockchain-based e-voting for the global community. Significantly, Estonia’s adoption of e-voting has played a critical role in strengthening transparency and democracy and Estonian e-voting system is widely acknowledged on an international scale [12,37,55,56,57,58].





2.2. Technology Acceptance Model


The Technology Acceptance Model (TAM) was developed by Davis in the 1980s as a framework to predict the adoption of new technologies by individuals. TAM has been widely used in research to understand the factors that influence people’s acceptance and adoption of new technologies, including information and communication technologies (ICTs) such as e-voting systems. The model focuses on user’s perceptions of the usefulness and ease of use of a technology, as well as the external factors that may influence its adoption [59,60]. TAM is a framework widely used to understand how individuals adopt and use technology [40]. It explains the determining factors that impact an individual’s decision to accept a technology [61]. TAM helps researchers and practitioners to identify why a particular technology or system may be acceptable or unacceptable and to take appropriate measures based on these insights [59]. The model is based on two key components: perceived usefulness and perceived ease of use. These concepts predict a user’s intention to adopt technology [59,62]. TAM is an effective tool for comprehending voters’ technology adoption choices [61]. According to Davis (1989), the utilization of information and communication technology (ICT) is influenced by its perceived usefulness and perceived ease of use. Perceived usefulness evaluates a person’s belief in the ability of a system to enhance job performance, while perceived ease of use evaluates a person’s belief in the system’s simplicity. The attitude towards use considers a person’s internal beliefs and attitudes towards the technology [59,63]. TAM strongly emphasizes the importance of user acceptance and behavior toward new technologies and TAM’s main elements, such as perceived usefulness and ease of use, significantly mediate the behavior of internet system users [64]. To ensure the success of a new system’s deployment, the TAM model provides valuable insights for making informed decisions. Moreover, Taherdoost and Gao and Li proved that this is the most appropriate model for analyzing technology’s acceptance in detail in their studies [65,66].



Overall, the Technology Acceptance Model has proven to be a valid and reliable model for explaining the acceptance and use of information systems and technologies. Its application has been expanded to various technologies, including blockchain-based e-voting and has helped researchers and practitioners to better understand the factors that influence user acceptance and adoption of new technologies [64]. Accepting blockchain technology is complex, and relying solely on the TAM model may provide a partial solution. Therefore, combining the TAM model with other relevant constructs is recommended to better understand a contemporary blockchain-compatible model [27]. The model can become stronger with external variables used to support the core constructs of TAM. These external variables reflect individual variances, situational constraints, and predictable management actions [63], and additional variables would assist in obtaining better effects [27]. The researchers expanded upon the foundational TAM model, integrating perceived usefulness (PU), perceived ease of use (PEoU), attitude towards use, and intention to use, with the addition of the external variable of trust and a new construct termed perceived security. This new construct explains the primary security attributes of blockchain-based e-voting systems, aligning with the objectives of this study (Figure 4).



	
Behavioral Intention to Use






Behavioral intention refers to a user’s inclination or readiness to carry out a particular action within a system, influenced by their personal motivations and reasons. It is essentially about why users plan to use and embrace a technical system, which in turn shapes their intention to engage in specific behaviors. In the context of technology adoption, behavioral intention plays a crucial role in understanding users’ willingness to accept and use emerging technologies and reflects users’ subjective motivations and perceptions regarding a system, influencing their likelihood to engage in specific behaviors. This intention reflects the user’s assessment of how probable or inclined they are to participate in a particular behavior, especially when it comes to accepting and adopting new technologies [27,62].



	
Attitude






Attitude refers to a person’s overall evaluation or appraisal of a particular object, person, situation, or concept, such as a new technology. Attitudes can be positive, negative, or neutral and can influence a person’s behavior and decision-making [59,62]. Attitude towards use significantly impacts one’s intention to use blockchain-based e-voting. It means that if citizens have a favorable view of a technology, they are more likely to intend to use it.



H1. 

Attitude towards use has a positive impact on intention to use.





	
Perceived Usefulness






Perceived usefulness embodies an individual’s evaluation of the potential advantages gained from employing a technology or system to improve their job performance or task efficiency. Essentially, it reflects the extent to which a person perceives technology as beneficial in accomplishing their aims and objectives. This perception holds significant weight in the adoption of new technology, as individuals are inclined to embrace technology if they perceive it as constructive in fulfilling their needs and ambitions [27,59,67].



H2. 

Perceived usefulness has a positive impact on attitude towards use.





	
Perceived Ease of Use






Perceived ease of use represents the user’s appraisal of the level of simplicity involved in acquiring proficiency and effectively utilizing a product, including software applications or websites. It measures the perceived level of user-friendliness of a product and can significantly affect user satisfaction and adoption rates. This perception is complexly shaped by various factors, including the design of the user interface, the availability of assistance and documentation, and the coherence and simplicity of the overall user experience [8,62,68].



H3. 

Perceived ease of use has a positive impact on attitude towards use.





H4. 

Perceived ease of use has a positive impact on perceived usefulness.





	
Perceived Security






The TAM model suggests that perceived security is a key determinant of a user’s willingness to adopt and use new technology. Perceived security refers to a user’s belief about the level of protection against security threats (such as hacking and data loss) provided by a technology [9,69,70,71,72] Most of the review papers illustrated the security characteristics of blockchain-based e-voting systems, and this factor affects users’ ease of use and perceived usefulness, therefore, perceived security was regarded as external variable.



H5. 

Perceived security has a positive impact on perceived usefulness.





H6. 

Perceived security has a positive impact on perceived ease of use.





	
Trust






Trust in technology represents a person’s belief that a particular technology or system will perform as expected, be secure, and protect the user’s privacy. Trust in government indicates the belief and confidence of citizens in the ability, fairness, and integrity of government institutions and leaders to make and enforce decisions that serve the public interest [8,69,73].



H7. 

Trust has a positive impact on perceived ease of use.





H8. 

Perceived security has a positive impact on trust.







3. Research Methodology


3.1. Sampling and Data Collection


The fundamental purpose of this research is to examine citizens’ perception of blockchain-based e-voting and to analyze the primary factors affecting voters’ behavioral intention to use this e-voting system. A Google Forms-based survey was distributed to citizens on social media, especially telegram and Facebook groups in Uzbekistan, to assess online-active people’s opinions. A total of 387 respondents participated in the questionnaire; regarding gender, 286 (72%) respondents were males, and 101 (28%) respondents were females, respectively. By age category, people aged between 18 and 29 (54.5%) and 30 and 39 (27.6%) years were active online. In the education sector, individuals holding a bachelor’s degree (55.8%) and a master’s degree (19.9%) were more active online. Regarding career interests, students demonstrated a higher engagement, with 39.5% showing significant online activity. Employees in Public Government Entities and the private sector presented similar levels of attention to online activities, each at approximately 21%.



The questionnaire consists of five demographic questions, including gender, age, education, career, and degree of ICT skills, and the other twenty-one questions are based on measurement items of the TAM and external independent variables. The perceived security of blockchain-based e-voting system and trust in government support variables are used to make the research more comprehensive and to analyze how these outward constructs encourage users to accept new voting systems. Respondents were asked to answer questions on perceived security, their trust in technology and the government, and other TAM model characteristics influencing users’ behavior to use new technology. The construct items of the research model were assessed on a five-point Likert scale (interval scale) ranging from 1 (strongly agree) to 5 (strongly disagree). The survey questionnaire was held in the Uzbek language, and the authors evaluated the results in English.



Statistical Technique


To analyze the research data and test hypotheses, the Partial Least Square-Structural Equation Modelling (PLS-SEM) method was chosen, and the collected data were analyzed through Smart PLS. As this method is a nonparametric statistical method, it is not necessary to supply data normally. It also helps assess structural models that involve several constructs and verify predictor variation [10,74]. PLS trajectory modeling is a comprehensive SEM approach for factorial and composite models that assesses constructs, estimates structural models, and conducts model fit tests [75]. PLS-SEM is considered a suitable approach for this study since the primary aim of the research is to predict and explore new experiences in the voting system [75,76,77]. PLS-SEM can analyze measurement models, including factor loadings, reliability (Cronbach’s Alpha, composite reliability), Construct validity (Convergent validity, Discriminant validity (i. Fornel and Larcker Criterion, ii. HTMT Ratio)) and structural model VIF values, R-Square, Q-Square, and Hypothesis in the one model [77,78]. A version of Smart PLS 4 (Smart PLS GmbH, Bönningstedt, Germany) was used to analyze the data and analysis performed in this study.





3.2. Data Analysis


Analyzing a Confirmatory Factor Analysis (CFA) involves assessing the fit of the measurement model and the validity of its latent constructs. In this study, we utilized Smart PLS to analyze survey data. We evaluated factor loadings to gauge the strength of the relationships between latent constructs and the observed variables. Factor loadings exceeding 0.70 were deemed acceptable, indicating a substantial contribution to measuring the underlying construct. We also assessed reliability using composite reliability or Cronbach’s alpha, aiming for values above 0.70 for satisfactory internal consistency. Additionally, we examined discriminant validity by ensuring that the squared correlations between latent constructs were lower than the average variance extracted (AVE) for each construct, affirming their distinctiveness [27,74] (Table 1 and Table 2).



3.2.1. Reliability Analysis


As seen in Table 2, the factor loadings, average variance extracted, composite reliability, and Cronbach’s alpha results are greater than the recommended ratios and the results demonstrate strong reliability. The constructs’ measurements of the research model show that the sub-contracts are reliable, and their latent variables are valid to the research model [76,78].




3.2.2. Discriminant Validity


In the evaluation of discriminant validity (Table 3), scholars commonly advocate for the heterotrait–monotrait (HTMT) method due to its recognized robustness in yielding precise outcomes. Discriminant validity can be calculated using the square root of the AVE or by comparing the shared variance between factors with the square root of the AVE. The square root of the AVE of a construct must be greater than its correlation with another construct, namely if the correlation coefficients between the variables passed the significance tests at the 0.01 level, its discriminant validity is considered satisfactory [79,80].



This approach is esteemed for its superiority over alternative techniques such as cross loadings and Fornell–Larcker measurements, offering a thorough assessment of the differentiation among latent constructs. Scholars typically recommend that the HTMT ratio fall within the range of 0.85 to 0.9; if the ratio surpasses 0.9, it suggests an excessive similarity between constructs, indicating a lack of differentiation [74,80]. Only the perceived security and trust coefficient is slightly greater than the recommended value, and this means that these two constructs are a little bit closer (Figure 5).



The structural equation modelling results demonstrate that the H1, H6, and H8 path coefficients are more than 0.6, which is stable and acceptable. As the results showed, perceived security has an important impact on trust (0.766) and PeOU (0.648), respectively. The attitude towards to use also correlated with a positive impact (0.719) on intention to use.






4. Discussion and Implications


4.1. Discussion


This research describes the analysis of citizens’ perception of a blockchain-based e-voting system, and the findings support the proposed research model accordingly. The relationships between the variables and the proposed designs positively affect people’s intention to use new voting technology.



Convergent validity indicators, including loading (>0.7) and average variance extracted, AVE, (>0.5), resulted in higher than required minimum rates, and this implies the validity of the research model and encourages the implementation of blockchain-based e-voting systems for eligible users in Uzbekistan. The reliability results also showed positive and higher indicators than the demanded minimum rate. The composite reliability ρc is higher than 0.7, and Cronbach’s alpha result is more than 0.6 for all construct parts.



The research hypotheses were analyzed effectively, and their impacts were proved, with positive results: H1. attitude towards use impacted intention to use at 0.719, H6. perceived security influenced perceived ease of use at 0.648, and H8. perceived security affected trust at 0.772 had the greatest results.




4.2. Implications


To achieve this objective, the researchers used the Technology Acceptance Model (TAM) as the theoretical framework, which suggests that the intention to adopt technology is influenced by two key factors: perceived usefulness (PU) and perceived ease of use (PEOU). This research aimed to identify the relationships between these factors and the intention to adopt e-voting systems and to explore the impact of other relevant variables, such as trust in the technology and previous experience with e-voting.



4.2.1. Implications for Research


The theoretical implications of the citizen perception of blockchain-based e-voting systems are important for understanding the adoption of new technology in general and e-voting technology in particular. Our findings can contribute to developing and refining technology acceptance models, such as the Technology Acceptance Model (TAM), by providing empirical evidence of the factors influencing the intention to adopt e-voting technology. The theoretical implications of citizens’ perception of blockchain-based e-voting systems are significant, as they can advance our understanding of technology adoption and inform the development of new and more effective technologies for democratic processes. This study encourages research on e-government and e-voting in Uzbekistan and leads to better insights into analyzing technology implementations and user acceptance. The use of the Technology Acceptance Model (TAM) as a theoretical framework can be valuable in understanding citizens’ perceptions of new technology in the context of smart cities. Future research can build on this study’s findings by examining other factors that may influence citizens’ acceptance of blockchain-based e-voting systems, such as privacy concerns, accessibility, and usability.




4.2.2. Implications for the Future


This study interprets the current Uzbekistan voting case and assesses the readiness of its citizens to accept technology-based and AI-powered voting systems in future elections. The practical implications of citizens’ perception of blockchain-based e-voting systems are significant, as they can inform the design, development, and implementation of e-voting systems, as well as influence the likelihood of their adoption by citizens. For example, suppose the research results show that citizens are concerned about the security and transparency of blockchain-based e-voting systems. Technology developers can address these concerns by implementing stronger security measures and making the technology more transparent. Additionally, the research results can inform the development of policies and regulations related to e-voting technology. This study’s findings suggest that blockchain-based e-voting systems can be an effective and efficient way to participate in the democratic process. Citizens should be encouraged to use this technology to exercise their right to vote and engage in democratic processes. However, they should also be aware of the potential risks and limitations of the technology and be vigilant about their privacy and security when using the system.



Consequently, this research has important implications for researchers, policymakers, practitioners, and citizens, highlighting the potential benefits and challenges of blockchain-based e-voting in the context of a smart city. By addressing these challenges and building citizens’ trust and confidence in technology, blockchain-based e-voting systems can play a valuable role in enhancing the democratic process and promoting civic engagement. A blockchain-based e-voting system creates value for all stakeholders in the election, providing social equity and convenience for all voters regardless of their language, location, and social status as well [81].






5. Conclusions


The adoption of blockchain e-voting can be influenced by various factors, including the security and transparency of the technology, the perceived benefits of using blockchain for voting, and the availability of supporting infrastructure. Other factors that impact the adoption of blockchain e-voting include cultural and political attitudes toward technology, the perceived level of trust in the technology, and its ability to provide a secure and transparent voting process.



This study examined the main factors influencing citizens’ perceptions of implementing blockchain-based e-voting systems in a smart city. To express the core factors affecting e-voting adoption, questions related to trust (trust in technology and trust in government) and the security characteristics of blockchain-based e-voting were also asked to find out users’ opinions about the system and deliver some information about the system. A total of 387 respondents participated in the survey, and most supported the research model with positive answers. According to the findings, the perceived ease of use and perceived usefulness are more substantial factors affecting the implementation of blockchain-based e-voting systems. From the citizens’ point of view, this research analyzed voters’ willingness to use electronic voting technologies.



In turn, government support is the best factor for implementing new technologies. The implementation of new services or technologies requires reasons and needs, respectively. Uzbekistan has administrative and legislative drawbacks to its election processes; therefore, government officials should express political willingness and government support for establishing new innovative and transparent voting systems. It is crucial that the Central Election Commission should demonstrate innovative measures and standards to implement transparent voting methodologies throughout the digital transformation process. The findings of this study also supported the hypotheses that attitude towards use, perceived security, and trust were significant factors in influencing citizens’ intention to use blockchain-based e-voting systems. This technology has the potential to improve the efficiency and transparency of the electoral process, enhance citizens’ trust in the system, and increase their participation in the democratic process.



The implementation of blockchain-based e-voting system includes AI and ML, and these algorithms strengthen blockchain technology with high productivity. The integration of artificial intelligence (AI) into blockchain-based e-voting systems can significantly enhance various aspects of the electoral process. During the voter registration stage, AI techniques such as facial recognition and biometric identification can be employed to implement robust voter authentication mechanisms, ensuring only eligible voters participate and preventing voting fraud. In the data analysis and auditing step, AI algorithms can analyze vast volumes of voter registration data, ballot information, and blockchain transaction records to detect anomalies, irregularities, or potential tampering instances, thereby enhancing the integrity and transparency of the voting process. AI can also be leveraged to create user-friendly and intuitive interfaces for voters, incorporating features like natural language processing (NLP) for efficient interaction and intelligent assistance, ensuring a smooth and secure voting experience. Crucially, AI can automate and verify the vote counting and tallying process, cross-checking results against immutable blockchain records, ensuring the accuracy and transparency of the final election results. Furthermore, AI-powered systems can monitor the e-voting platform for potential cyber threats, such as distributed denial-of-service (DDoS) attacks, malware infections, or other malicious activities, detecting and mitigating these threats in real time, thus enhancing the overall security of the system. The integration of AI into blockchain-based e-voting systems can significantly enhance various aspects of the electoral process, from voter authentication and data analysis to user experience and cybersecurity, contributing to more secure, transparent, and efficient democratic processes.



Machine learning (ML) can play a pivotal role in enhancing the robustness and efficacy of blockchain-based e-voting systems. ML algorithms can be trained on extensive datasets encompassing voter information, biometric data, and historical voting patterns to develop robust voter verification and authentication models, mitigating the risk of voter imitation and fraud. Additionally, ML techniques can be applied to historical voting data and demographic information to develop predictive models for voter turnout, preferences, and election outcomes, facilitating informed decision-making processes such as resource allocation and campaign strategies. Moreover, ML models can be employed for the continuous monitoring of the e-voting system during and after the election, analyzing data streams and adapting to evolving conditions or emerging threats. This proactive approach can help maintain the system’s security, reliability, and integrity throughout the entire electoral process. The integration of ML capabilities into blockchain-based e-voting systems can significantly enhance voter authentication, predictive analytics, and real-time monitoring, contributing to more secure, transparent, and efficient democratic processes.



To sum up, the implementation of this e-voting system ensures eco-friendly voting methods and election procedures, encouraging environmental sustainability. Furthermore, it offers voting security, privacy, and transparency, thereby advancing the election of accountable parliamentary and governmental leaders.



However, this study also highlights the need for policymakers and practitioners to pay close attention to citizens’ perceptions of security and their trust in technology. Measures must be taken to ensure the security and integrity of the system and to build citizens’ trust in the technology. In summary, the findings of this study provide valuable insights into citizens’ perceptions of blockchain-based e-voting in the context of a smart city. This study’s results support the potential benefits of this technology in improving the electoral process and increasing citizens’ participation in the democratic process.



Limitations and Future Research


This research is theoretical and was conducted following previous studies and analyzed survey data to prove its research model. Future researchers will analyze the technological readiness of Uzbekistan’s infrastructure, including its internet penetration, e-readiness, and energy supply. In the case of energy and internet outages, the Helium blockchain would be the best solution in developing countries, supporting the better and faster wireless connection of devices without internet and with low energy consumption, using GPS. Helium blockchain is a suitable platform for smart cities to achieve sustainable governance in their city management and enhance citizen services using secure helium equipment [82,83]. Smart city development requires technological innovation, organizational innovation, and policy innovation measurements to create a sustainable modern smart city [84] and the citizen acceptance of new technologies and innovations is the most important criterion In conclusion, the utilization of blockchain technology, artificial intelligence (AI), and the Internet of Things (IoT) facilitates an analysis of big data and promotes sustainable governance in smart cities, thereby enhancing the quality of life for citizens within secure systems.








Author Contributions


Conceptualization, validation, methodology, S.M.; formal analysis, investigation and writing—original draft preparation, K.M.u.M.; writing—review and editing, S.M. and K.M.u.M.; Supervison and research administration, S.M. All authors have read and agreed to the published version of the manuscript.




Funding


This study received no funding.




Institutional Review Board Statement


Not applicable.




Informed Consent Statement


Not applicable.




Data Availability Statement


The data presented in this study are available on request from the corresponding author.




Conflicts of Interest


The authors declare no conflict interest.




References


	



Lim, S.B.; Yigitcanlar, T. Participatory Governance of Smart Cities: Insights from e-Participation of Putrajaya and Petaling Jaya, Malaysia. Smart Cities 2022, 5, 71–89. [Google Scholar] [CrossRef]

	



Myeong, S.; Park, J.; Lee, M. Research Models and Methodologies on the Smart City: A Systematic Literature Review. Sustainability 2022, 14, 1687. [Google Scholar] [CrossRef]

	



Hamamurad, Q.H.; Jusoh, N.M.; Ujang, U. Factors Affecting Stakeholder Acceptance of a Malaysian Smart City. Smart Cities 2022, 5, 1508–1535. [Google Scholar] [CrossRef]

	



Myeong, S.; Jung, Y. Administrative Reforms in the Fourth Industrial Revolution: The Case of Blockchain Use. Sustainability 2019, 11, 3971. [Google Scholar] [CrossRef]

	



Myeong, S.; Kwon, Y.; Seo, H. Sustainable E-Governance: The Relationship among Trust, Digital Divide, and E-Government. Sustainability 2014, 6, 6049–6069. [Google Scholar] [CrossRef]

	



Medaglia, R.; Misuraca, G.; Aquaro, V. Digital Government and the United Nations’ Sustainable Development Goals: Towards an Analytical Framework. In Proceedings of the DG. O2021: The 22nd Annual International Conference on Digital Government Research, Omaha, NE, USA, 9–11 June 2021; pp. 473–478. [Google Scholar] [CrossRef]

	



Aljarrah, E.; Elrehail, H.; Aababneh, B. E-Voting in Jordan: Assessing Readiness and Developing a System. Comput. Hum. Behav. 2016, 63, 860–867. [Google Scholar] [CrossRef]

	



Anagreh, L.F.; Arabia, S.; Abu-shanab, E.A. Voter’s Intention to Use Electronic Voting Systems. Int. J. E-Bus. Res. 2017, 13, 67–85. [Google Scholar] [CrossRef]

	



Abu-shanab, E.; Knight, M.B. E-voting systems: A tool for e-democracy. Manag. Res. Pract. 2010, 2, 264–274. [Google Scholar]

	



Suki, N.M.; Suki, N.M. Decision-Making and Satisfaction in Campus e-Voting: Moderating Effect of Trust in the System. J. Enterp. Inf. Manag. 2017, 30, 944–963. [Google Scholar] [CrossRef]

	



Lin, Y.; Zhang, P. Blockchain-Based Complete Self-Tallying E-Voting Protocol. In Proceedings of the 2019 Asia-Pacific Signal and Information Processing Association Annual Summit and Conference (APSIPA ASC), Lanzhou, China, 18–21 November 2019; pp. 47–52. [Google Scholar]

	



Neziri, V.; Shabani, I.; Dervishi, R.; Rexha, B. Assuring Anonymity and Privacy in Electronic Voting with Distributed Technologies Based on Blockchain. Appl. Sci. 2022, 12, 5477. [Google Scholar] [CrossRef]

	



Mohammadi, H.; Boccia, F.; Tohidi, A. The Relationship between Democracy and Economic Growth in the Path of Sustainable Development. Sustainability 2023, 15, 9607. [Google Scholar] [CrossRef]

	



Hamdi, R.M.; Azim, A.; Salman, O.; Henawy, I. El The Role of E-Government as a Stimulus for Economic Growth. Int. J. Bus. Manag. Technol. 2020, 4, 69–79. [Google Scholar]

	



Shahzad, B.; Crowcroft, J. Trustworthy Electronic Voting Using Adjusted Blockchain Technology. IEEE Access 2019, 7, 24477–24488. [Google Scholar] [CrossRef]

	



Mac Donald, J.L. International Election Observation Mission Republic of Uzbekistan–Presidential Election, 24 October 2021; Organization for Security and Co-Operation in Europe: Helsinki, Finland, 24 October 2021. [Google Scholar]

	



Mugnier, C.J. Republic of Uzbekistan. Photogramm. Eng. Remote. Sens. 2016, 82, 473–474. [Google Scholar] [CrossRef]

	



Onur, C.; Yurdakul, A. ElectAnon: A Blockchain-Based, Anonymous, Robust and Scalable Ranked-Choice Voting Protocol. Distrib. Ledger Technol. Res. Pract. 2023, 2, 1–25. [Google Scholar] [CrossRef]

	



Goloshchapova, T.; Yamashev, V.; Skornichenko, N.; Strielkowski, W. E-Government as a Key to the Economic Prosperity and Sustainable Development in the Post-COVID Era. Economies 2023, 11, 112. [Google Scholar] [CrossRef]

	



Gao, Y.; Pan, Q.; Liu, Y.; Lin, H.; Chen, Y.; Wen, Q. The Notarial Office in E-Government: A Blockchain-Based Solution. IEEE Access 2021, 9, 44411–44425. [Google Scholar] [CrossRef]

	



Benabdallah, A.; Audras, A.; Coudert, L.; El Madhoun, N.; Badra, M. Analysis of Blockchain Solutions for E-Voting: A Systematic Literature Review. IEEE Access 2022, 10, 70746–70759. [Google Scholar] [CrossRef]

	



Bell, S.; Benaloh, J.; Byrne, M.D.; DeBeauvoir, D.; Eakin, B.; Fisher, G.; Kortum, P.; McBurnett, N.; Montoya, J.; Parker, M.; et al. STAR-Vote: A Secure, Transparent, Auditable and Reliable Voting System. In Real-World Electronic Voting: Design, Analysis and Deployment; Taylor & Francis Ltd.: London, UK, 2016; Volume 1, pp. 375–403. [Google Scholar] [CrossRef]

	



Sadia, K.; Masuduzzaman, M.; Paul, R.K.; Islam, A. Blockchain-Based Secure E-Voting with the Assistance of Smart Contract. In Proceedings of the IC-BCT 2019: Proceedings of the International Conference on Blockchain Technology, Honolulu, HI, USA, 15–18 March 2019; Springer: Singapore, 2020; pp. 161–176. [Google Scholar] [CrossRef]

	



Nakamoto, S. Bitcoin: A Peer-to-Peer Electronic Cash System. SSRN Electron. J. 2008, 1–9. [Google Scholar] [CrossRef]

	



Hjalmarsson, F.P.; Hreioarsson, G.K.; Hamdaqa, M.; Hjalmtysson, G. Blockchain-Based E-Voting System. In Proceedings of the 2018 IEEE 11th International Conference on Cloud Computing (CLOUD), San Francisco, CA, USA, 2–7 July 2018; pp. 983–986. [Google Scholar] [CrossRef]

	



Kurbatov, O.; Kravchenko, P.; Poluyanenko, N.; Shapoval, O.; Kuznetsova, T. Using Ring Signatures for An Anonymous E-Voting System. In Proceedings of the 2019 IEEE International Conference on Advanced Trends in Information Theory (ATIT), Kyiv, Ukraine, 18–20 December 2019; pp. 187–190. [Google Scholar] [CrossRef]

	



Albayati, H.; Kim, S.K.; Rho, J.J. Accepting Financial Transactions Using Blockchain Technology and Cryptocurrency: A Customer Perspective Approach. Technol. Soc. 2020, 62, 101320. [Google Scholar] [CrossRef]

	



Saputra, U.W.E.; Darma, G.S. The Intention to Use Blockchain in Indonesia Using Extended Approach Technology Acceptance Model (TAM). CommIT (Commun. Inf. Technol.) J. 2022, 16, 27–35. [Google Scholar] [CrossRef]

	



Oliveira, T.A.; Oliver, M.; Ramalhinho, H. Challenges for Connecting Citizens and Smart Cities: ICT, e-Governance and Blockchain. Sustainability 2020, 12, 2926. [Google Scholar] [CrossRef]

	



Aggarwal, S.; Chaudhary, R.; Aujla, G.S.; Kumar, N.; Choo, K.K.R.; Zomaya, A.Y. Blockchain for Smart Communities: Applications, Challenges and Opportunities. J. Netw. Comput. Appl. 2019, 144, 13–48. [Google Scholar] [CrossRef]

	



Taş, R.; Tanrıöver, Ö.Ö. A Systematic Review of Challenges and Opportunities of Blockchain for E-Voting. Symmetry 2020, 12, 1328. [Google Scholar] [CrossRef]

	



Wang, K.-H.; Mondal, S.K.; Chan, K.; Xie, X. A Review of Contemporary E-Voting: Requirements, Technology, Systems and Usability. Ubiquitous Int. 2017, 1, 31–47. [Google Scholar]

	



Liang, Y.C. Blockchain for Dynamic Spectrum Management. Signals Commun. Technol. 2020, 121–146. [Google Scholar] [CrossRef]

	



Abuidris, Y.; Kumar, R.; Yang, T.; Onginjo, J. Secure Large-Scale E-Voting System Based on Blockchain Contract Using a Hybrid Consensus Model Combined with Sharding. ETRI J. 2021, 43, 357–370. [Google Scholar] [CrossRef]

	



Ben Dhaou, S.; Backhouse, J. Blockchain for Smart Sustainable Cities; International Telecommunication Union: Geneva, Switzerland, 2020; ISBN 9789261321215. [Google Scholar]

	



Su, X.; Wang, S. Research on Model Design and Operation Mechanism of Enterprise Blockchain Digital System. Sci. Rep. 2022, 12, 1–15. [Google Scholar] [CrossRef]

	



Bhadoria, R.S.; Das, A.P.; Bashar, A.; Zikria, M. Implementing Blockchain-Based Traceable Certificates as Sustainable Technology in Democratic Elections. Electronics 2022, 11, 3359. [Google Scholar] [CrossRef]

	



González, C.D.; Mena, D.F.; Muñoz, A.M.; Rojas, O.; Sosa-Gómez, G. Electronic Voting System Using an Enterprise Blockchain. Appl. Sci. 2022, 12, 531. [Google Scholar] [CrossRef]

	



Ahn, B. Implementation and Early Adoption of an Ethereum-Based Electronic Voting System for the Prevention of Fraudulent Voting. Sustainability 2022, 14, 2917. [Google Scholar] [CrossRef]

	



Choi, S.O.; Kim, B.C. Voter Intention to Use E-Voting Technologies: Security, Technology Acceptance, Election Type, and Political Ideology. J. Inf. Technol. Politics 2012, 9, 433–452. [Google Scholar] [CrossRef]

	



Khan, S.; Arshad, A.; Mushtaq, G.; Khalique, A.; Husein, T. Implementation of Decentralized Blockchain E-Voting. EAI Endorsed Trans. Smart Cities 2020, 4, 164859. [Google Scholar] [CrossRef]

	



Shukla, S.; Thasmiya, A.N.; Shashank, D.O.; Mamatha, H.R. Online Voting Application Using Ethereum Blockchain. In Proceedings of the 2018 International Conference on Advances in Computing, Communications and Informatics (ICACCI), Bangalore, India, 19–22 September 2018; pp. 873–880. [Google Scholar] [CrossRef]

	



Wei, C.C.Z.; Wen, C.C. Blockchain-Based Electronic Voting Protocol. Int. J. Inform. Vis. 2018, 2, 336–341. [Google Scholar] [CrossRef]

	



Wen, B.; Wang, Y.; Ding, Y.; Zheng, H.; Qin, B.; Yang, C. Security and Privacy Protection Technologies in Securing Blockchain Applications. Inf. Sci. 2023, 645, 119322. [Google Scholar] [CrossRef]

	



Zhang, Y.; Li, Y.; Fang, L.; Chen, P.; Dong, X. Privacy-Protected Electronic Voting System Based on Blockchin and Trusted Execution Environment. In Proceedings of the 2019 IEEE 5th International Conference on Computer and Communications (ICCC), Chengdu, China, 6–9 December 2019; pp. 1252–1257. [Google Scholar] [CrossRef]

	



McCorry, P.; Mehrnezhad, M.; Toreini, E.; Shahandashti, S.F.; Hao, F. On Secure E-Voting over Blockchain. Digit. Threat. Res. Pract. 2021, 2, 3461461. [Google Scholar] [CrossRef]

	



Chaieb, M.; Yousfi, S.; Lafourcade, P.; Robbana, R. Verify-your-vote: A verifiable blockchain-based online voting protocol. In Proceedings of the Information Systems: 15th European, Mediterranean, and Middle Eastern Conference, EMCIS 2018, Limassol, Cyprus, 4–5 October 2018. [Google Scholar]

	



Zou, X.; Li, H.; Li, F.; Peng, W.; Sui, Y. Transparent, Auditable, and Stepwise Verifiable Online e-Voting Enabling an Open and Fair Election. Cryptography 2017, 1, 13. [Google Scholar] [CrossRef]

	



Zhang, S.; Wang, L.; Xiong, H. Chaintegrity: Blockchain-Enabled Large-Scale e-Voting System with Robustness and Universal Verifiability. Int. J. Inf. Secur. 2020, 19, 323–341. [Google Scholar] [CrossRef]

	



Tso, R.; Liu, Z.Y.; Hsiao, J.H. Distributed E-Voting and E-Bidding Systems Based on Smart Contract. Electronics 2019, 8, 422. [Google Scholar] [CrossRef]

	



Rathee, G.; Iqbal, R.; Waqar, O.; Bashir, A.K. On the Design and Implementation of a Blockchain Enabled E-Voting Application within IoT-Oriented Smart Cities. IEEE Access 2021, 9, 34165–34176. [Google Scholar] [CrossRef]

	



Kost’Al, K.; Bencel, R.; Ries, M.; Kotuliak, I. Blockchain E-Voting Done Right: Privacy and Transparency with Public Blockchain. In Proceedings of the 2019 IEEE 10th International Conference on Software Engineering and Service Science (ICSESS), Beijing, China, 18–20 October 2019; pp. 592–595. [Google Scholar] [CrossRef]

	



Ehin, P.; Solvak, M.; Willemson, J.; Vinkel, P. Internet Voting in Estonia 2005–2019: Evidence from Eleven Elections. Gov. Inf. Q. 2022, 39, 101718. [Google Scholar] [CrossRef]

	



Krimmer, R.; Duenas-Cid, D.; Krivonosova, I. New Methodology for Calculating Cost-Efficiency of Different Ways of Voting: Is Internet Voting Cheaper? Public Money Manag. 2021, 41, 17–26. [Google Scholar] [CrossRef]

	



Alshamsi, M.; Al-Emran, M.; Shaalan, K. A Systematic Review on Blockchain Adoption. Appl. Sci. 2022, 12, 4245. [Google Scholar] [CrossRef]

	



Jafar, U.; Ab Aziz, M.J.; Shukur, Z.; Hussain, H.A. A Systematic Literature Review and Meta-Analysis on Scalable Blockchain-Based Electronic Voting Systems. Sensors 2022, 22, 7585. [Google Scholar] [CrossRef] [PubMed]

	



Chaieb, M.; Yousfi, S. LOKI Vote: A Blockchain-Based Coercion Resistant E-Voting Protocol. Lect. Notes Bus. Inf. Process. 2020, 402, 151–168. [Google Scholar] [CrossRef]

	



Amrutkar, D.; Dongare, G.; Sonune, S.; Chaudhari, A.Y. E-Voting Systems Using Blockchain: A Systematic Review and Future Research Direction. EPRA Int. J. Res. Dev. (IJRD) 2021, 413–423. [Google Scholar] [CrossRef]

	



Lai, P. The Literature Review of Technology Adoption Models and Theories for the Novelty Technology. J. Inf. Syst. Technol. Manag. 2017, 14, 21–38. [Google Scholar] [CrossRef]

	



Shrestha, A.K.; Vassileva, J.; Joshi, S.; Just, J. Augmenting the Technology Acceptance Model with Trust Model for the Initial Adoption of a Blockchain-Based System. PeerJ Comput. Sci. 2021, 7, e502. [Google Scholar] [CrossRef]

	



Yao, Y.; Murphy, L. Remote Electronic Voting Systems: An Exploration of Voters’ Perceptions and Intention to Use. Eur. J. Inf. Syst. 2007, 16, 106–120. [Google Scholar] [CrossRef]

	



Davis, F.D. Perceived Usefulness, Perceived Ease of Use, and User Acceptance of Information Technology. MIS Q. 1989, 13, 319–339. [Google Scholar] [CrossRef]

	



Grover, P.; Kar, A.K.; Janssen, M.; Ilavarasan, P.V. Perceived Usefulness, Ease of Use and User Acceptance of Blockchain Technology for Digital Transactions–Insights from User-Generated Content on Twitter. Enterp. Inf. Syst. 2019, 13, 771–800. [Google Scholar] [CrossRef]

	



Alshurideh, M.T.; Al Kurdi, B.; AlHamad, A.Q.; Salloum, S.A.; Alkurdi, S.; Dehghan, A.; Abuhashesh, M.; Masa’deh, R. Factors Affecting the Use of Smart Mobile Examination Platforms by Universities’ Postgraduate Students during the COVID-19 Pandemic: An Empirical Study. Informatics 2021, 8, 32. [Google Scholar] [CrossRef]

	



Taherdoost, H. A Critical Review of Blockchain Acceptance Models—Blockchain Technology Adoption Frameworks and Applications. Computers 2022, 11, 24. [Google Scholar] [CrossRef]

	



Gao, S.; Li, Y. An Empirical Study on the Adoption of Blockchain-Based Games from Users’ Perspectives. Electron. Libr. 2021, 39, 596–614. [Google Scholar] [CrossRef]

	



Lai, P.C. Design and Security Impact on Consumers’ Intention to Use Single Platform E-Payment. Interdiscip. Inf. Sci. 2016, 22, 111–122. [Google Scholar] [CrossRef]

	



Althuizen, N. Using Structural Technology Acceptance Models to Segment Intended Users of a New Technology: Propositions and an Empirical Illustration. Inf. Syst. J. 2018, 28, 879–904. [Google Scholar] [CrossRef]

	



De Moraes, G.H.S.M.; Meirelles, F. de S. User ’ s Perspective of Eletronic Government Adoption in Brazil User ’ s Perspective of Eletronic Government Adoption in Brazil. J. Technol. Manag. Innov. 2016, 12, 1–10. [Google Scholar] [CrossRef]

	



Tahar, A.; Riyadh, H.A.; Sofyani, H.; Purnomo, W.E. Perceived Ease of Use, Perceived Usefulness, Perceived Security and Intention to Use e-Filing: The Role of Technology Readiness. J. Asian Financ. Econ. Bus. 2020, 7, 537–547. [Google Scholar] [CrossRef]

	



Damghanian, H.; Zarei, A.; Siahsarani Kojuri, M.A. Impact of Perceived Security on Trust, Perceived Risk, and Acceptance of Online Banking in Iran. J. Internet Commer. 2016, 15, 214–238. [Google Scholar] [CrossRef]

	



Chauhan, S.; Jaiswal, M.; Kar, A.K. The Acceptance of Electronic Voting Machines in India: A UTAUT Approach. Electron. Gov. 2018, 14, 255–275. [Google Scholar] [CrossRef]

	



Srivastava, G.; Dwivedi, A.D.; Singh, R. Crypto-Democracy: A Decentralized Voting Scheme Using Blockchain Technology. In Proceedings of the ICETE 2018—Proceedings of the 15th International Joint Conference on e-Business and Telecommunications, Porto, Portugal, 26–28 July 2018; Volume 2, pp. 508–513. [Google Scholar] [CrossRef]

	



Hair, J.F.; Hult, G.T.M.; Ringle, C.M.; Sarstedt, M. A Primer on Partial Least Squares Structural Equation Modeling (PLS-SEM). Sage Publications. Eur. J. Tour. Res. 2014, 6, 211–213. [Google Scholar]

	



Palos-Sanchez, P.; Saura, J.R.; Ayestaran, R. An Exploratory Approach to the Adoption Process of Bitcoin by Business Executives. Mathematics 2021, 9, 355. [Google Scholar] [CrossRef]

	



Al-Maroof, R.A.S.; Al-Emran, M. Students Acceptance of Google Classroom: An Exploratory Study Using PLS-SEM Approach. Int. J. Emerg. Technol. Learn. 2018, 13, 112–123. [Google Scholar] [CrossRef]

	



Henseler, J.; Hubona, G.; Ray, P.A. Using PLS Path Modeling in New Technology Research: Updated Guidelines. Ind. Manag. Data Syst. 2016, 116, 2–20. [Google Scholar] [CrossRef]

	



Yang, C.; Yang, S. Predicting Older Adults’ Mobile Payment Adoption: An Extended TAM Model. Int. J. Environ. Res. Public Health 2023, 20, 1391. [Google Scholar] [CrossRef] [PubMed]

	



Fornell, C.; Larcker, D.F. Evaluating Structural Equation Models with Unobservable Variables and Measurement Error. J. Mark. Res. 1981, 18, 39. [Google Scholar] [CrossRef]

	



Ab Hamid, M.R.; Sami, W.; Mohmad Sidek, M.H. Discriminant Validity Assessment: Use of Fornell & Larcker Criterion versus HTMT Criterion. In Journal of Physics: Conference Series; IOP Publishing: Bristol, UK, 2017; Volume 890. [Google Scholar]

	



Farooq, M.S.; Iftikhar, U.; Khelifi, A. A Framework to Make Voting System Transparent Using Blockchain Technology. IEEE Access 2022, 10, 59959–59969. [Google Scholar] [CrossRef]

	



Haleem, A.; Allen, A.; Thompson, A.; Nijdam, M.; Garg, R. Helium A Decentralized Wireless Network. Helium Netw. 2018, 2, 2018–2029. [Google Scholar]

	



Dzhunev, P. Helium Network—Integration of Blockchain Technologies in the Field of Telecommunications. In Proceedings of the 2022 13th National Conference with International Participation (ELECTRONICA), Sofia, Bulgaria, 19–20 May 2022; pp. 1–4. [Google Scholar] [CrossRef]

	



Nam, T.; Pardo, T.A. Smart City as Urban Innovation: Focusing on Management, Policy, and Context. In Proceedings of the 5th International Conference on Theory and Practice of Electronic Governance, Tallinn, Estonia, 26–29 September 2011; pp. 185–194. [Google Scholar] [CrossRef]








[image: Sustainability 16 04387 g001] 





Figure 1. The E-Government Knowledgebase 