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Abstract: A wide variety of business areas organize their work based on the location of their
employees because only by taking these locations into account, they can schedule activities properly.
However, in a large number of cases, the requirement of immediacy, such as the need to help an
injured person in a hospital or to dry up water in a busy hallway to prevent people from slipping,
is a major constraint. This work is based on a proof of concept in which we used Bluetooth Low
Energy devices to track the location of each employee in an indoor environment. Among other
factors, the location of each individual is assigned a large percentage of the weight to assign a task.
This proposal is intended to cover some scenarios of great interest, guaranteeing the correctness of
measurement and the privacy of staff tracking.

Keywords: human resource management; IoT devices; indoor location; non-interactive zero knowl-
edge range proof; privacy-preserving location

1. Introduction

Efficient and proper allocation of human resources is not an easy task, especially if
the company has a high degree of uncertainty and requires quick responses at the same
time. In many cases, different events need to be attended without prior scheduling, with a
limited number of workers, and immediately. Huge facilities such as airports [1], docks [2]
or hospitals [3] are examples of how important proper human resources scheduling is.
A misallocation of resources could increase the risk of critical activities, increase the cost
of an operation, or even block the smooth running of a particular service. These facilities
have in common that their dimensions are enormous. For human resources scheduling,
this factor must be taken into account if the distance between the workers and the place of
the event can be an important restriction when assigning a task, since the travel time of the
workers before starting the activity can be critical for its proper development. To improve
the allocation of both human and non-human resources, the location of those resources in
the work environment can become the cornerstone of a good scheduling.

Interest in location has not stopped growing in recent years due to the wide variety
of its applications, from supply chain tracking [4] to blind people guidance [5]. However,
an essential distinction must be kept in mind when the location is part of the information
for further analysis, and the system considers the location of an outdoor or an indoor
environment. A mature system, such as the Global Positioning System (GPS), provides
good accuracy, yet not in closed environments like a building. Another kind of systems,
normally based on Received Signal Strength Indicator (RSSI), continue to be a matter of
study due to the improvement in accuracy in indoor environments [6]. In the analyzed
scenario, where most of the resources are inside a building, the use of GPS, for example,
is not the most convenient. For this reason, the proposal explained here uses a system not
based on GPS, which provides good precision within the facilities.
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For years, the RSSI-based systems have been supported by Wi-Fi access points as
the best alternative because these types of elements are currently present in the facilities,
in addition to having a wide range of coverage [7]. Besides, these elements are combined
with Radio-Frequency Identification (RFID) or Bluetooth Low Energy (BLE) devices due
to the improvements of the measures [8] and the extension of the range of action, as well
as the lower cost of these devices compared to Wi-Fi access points. In the particular case
of BLE beacons, their low cost, minimal battery consumption and small size allow us to
conclude that they are a perfectly valid technology for use in indoor location.

Nowadays, the use of BLE-based systems for indoor location is quite common.
Reflection, diffraction, or materials help decrease the accuracy of measurements. For that,
a wide variety of systems are now using different techniques such as fingerprints, Kalman
filters or even neural networks [9-11] in order to increase the precision of the measure-
ments. Nonetheless, due to the workload of these methods, the resolution of the location
problem is usually delegated to a centralized system, which is responsible for using all the
individual measurements to provide a solution as accurately as possible without draining
target’s battery with an additional calculation of those heavy methods. This implies that
each tracked location is sent directly to the central system, which records them for further
analysis. Determining the location in this way poses a privacy issue in relation to the
people who are being monitored [12,13].

Preserving the privacy of employees should be key, no matter how much location
contributes to improving a scheduling system. The misuse of this system can cause that
instead of improving the organization, it becomes a system that allows to infer habits in the
routines of the employees, such as the time spent in the bathroom or meeting areas between
employees. To avoid this potential malpractice, it may be more beneficial to reduce the
location precision in order to ensure that privacy is preserved.

The case study analyzed here is based on a previous proof of concept [14] whose
scenario is the management of a huge infrastructure such as an airport. The proposed
application has two main parts: the categorization of the type of activities along with
the ability to carry out some types of work by the staff and the addition of the location
as part of the Decision Support System (DSS). This document presents a novel DSS that
is endowed with the ability to add location as a key factor to a real DSS, paying special
attention to preserving the privacy of each employee.

The paper is divided into three sections, as follows. Section 2 discusses the main issues
related to location accuracy and describes some improvements to increase it. Section 3
addresses the privacy preservation issue by avoiding the use of the proposed DSS to track
employees movements. Section 4 introduces an integration of the described tools in the
DSS. Finally, Section 5 presents the conclusions and some future lines of research.

2. Discovering the Location

The proposed DSS takes into account the location of the employees as a key factor.
In this case, BLE beacons have been chosen as the preferred technology to locate them as
reference points [15], so that a receiver, usually a smartphone, can reference these points to
locate employees within the facilities.

Employees must have the receiver for the entire working day to be located. Therefore,
the used type of device must be portable to allow employee mobility, implying that it
must have a battery. As mentioned above, draining the battery as little as possible is also
a goal. For that, the proposed DSS uses a basic triangulation method without making
large corrections to the received signals. Other methods can provide significant increases
in precision by correcting the received signals, but in the proposed DSS, where privacy
prevails, these calculations would be carried out in the receiver itself. A high precision
system is not necessary in the current scenario because the arrival time of a person from
15 m is not much less than the time it takes a person to arrive if they are 20 m away:.

To calculate the employee position in the facility, it is necessary to take into account
several aspects:
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®  Theemployee’s receiver is continuously searching for beacons placed as reference points.

e At least one beacon should be detected in each iteration, and a minimum of three
beacons is recommended, for allowing to the receiver to perform the necessary calcu-
lations to determine the location.

e  The RSSI associated to the discovered beacons must be converted to distance using
D= 10(A—RSSI)/K [16]

e With that set of distances and the beacons identifiers, whenever possible, the receiver
performs a triangulation to resolve its own position.

®  The computed location is sent to the system in order to report the employee’s position.
Section 3 will show that the location is not sent in plain mode.
Unfortunately, a perfect setting is not always available for triangulation. In Figure 1,

three different scenarios are shown where the resolution of the location has a variation

of precision.

X ¥) Ty
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Figure 1. Case (A): 1 detected beacon; Case (B): 2 detected beacons; Case (C): 3 detected beacons.

In Figure 1, case A, where only one beacon is detected, is the worst if the absence of
beacons is not considered. Logically, the geometric operations used in other cases will not
fit in this case. Desirably, the probability of this event occurring is less than in other cases,
but the employee’s location is approximate to the location of the beacon, (x,y) = (x4, Ya).

In Figure 1, case B represents the situation where the receiver only detects two beacons.
If a circle intersects another circle, they form a radical axis with two intersections that
coincide with two possible points where the employee can be located. The midpoint of
the segment formed with two intersection points is an approximate solution to provide
homogeneity to subsequent calculations. So, it is necessary to solve the following system
of equations to get the approximate location.

{\/(x - xa)z + (]/ - ]/a)z =T
VE 1)+ —w)?=mn
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In Figure 1, case C is the ideal scenario where three beacons are detected by applying
geometric property that declares that three circles that cross each other only have one
radical center that coincides with the employee’s position. To calculate this value, it is
necessary to solve an equation system with the equation of the circumference as the base,
where (x,y) is the radical center.

{(x_x”zﬂy—ya)z—r%: (x =)+ (v =) =1
(x = %)+ (y = ¥a)? =15 = (x = x>+ (y —ye)* =72

Using more beacons so that they are at a shorter distance from each other can prevent
the situations in Figure 1A,B. However, this redundancy can provoke a different scenario
where four or more beacons are detected, as shown in Figure 2.
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Figure 2. Case: 4 or more detected beacons.

In the case in which 4 or more beacons are detected in the same iteration, the approach
proposed for this scenario is to solve all the combinations without repetition taken from 3
of 3 measurements to obtain each individual triangulation in the same way as in the case
of 3 beacons. With all possible locations, the centroid of the closed polygon [17] formed
by those points is taken as the result of this type of scenario. Figure 2 shows the scenario
where 4 beacons are detected. Figure 2ABC,ABD,ACD,BCD are simple combinations,
with their corresponding resolved triangulation. Figure 2ABCD shows only the computed
results resolved in each individual case. Figure 2R is the closed polygon formed by each
individual result and the centroid of this polygon. To compute the centroid of a closed
polygon, the following formula is used, where ¢ = C,, 3, n is the number of detected beacons
and C is the number of combinations:

It

4

(% + xip1) (XiYit1 — Xip1yi) 1(%‘ +Yir1) (XiYit1 — Xis1¥i)
1

C 4 C
1(xiyi+1 — Xi+1Yi) )
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1

3. Preservation of the Privacy

As mentioned in Section 1, the location of each employee is an important factor in
determining the most suitable person to perform a particular activity, although the privacy
of individuals using the proposed DSS is equally important. For that reason, neither each
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individual measurement nor the calculated location is sent directly to the DSS. To guarantee
the privacy of the employees, the system is based on the use of a specific type of Zero-
Knowledge Proof that allows to convince that a number is within a defined range. In our
case, this cryptographic evidence is sent to prove that a person is close to a desired location,
without revealing their exact location.

A Zero-Knowledge Proof (ZKP) is a probabilistic cryptographic protocol that allows
a prover (P) to convince a verifier (V) about the knowledge of some secret information
without revealing anything about it [18]. ZKP is characterized by the following properties:

¢  Completeness. With a true statement, an honest V will be convinced with high
probability by an honest P. Honesty implies that the scheme is followed correctly by
both parties.

¢ Soundness. With an invalid statement, V is convinced of the contrary with very small
probability.

e Zero-Knowledge. For a valid statement, V learns no information except that the
statement is valid.

Essentially, this kind of proof are divided into two groups: Interactive Zero-Knowledge
proofs, which involve synchronization between the prover and the verifier; and Non-
Interactive Zero-Knowledge Proofs (NIZKP), which allow V to check the evidences gener-
ated by P without synchronous communications [19].

For the proposed DSS, a Non-Interactive Zero-Knowledge Range Proof (NIZKRP) is
used to avoid knowing the location of each employee. This kind of proofs are characterized
by giving V the ability to know if a certain value is within a defined range without
knowledge of that value. Thus, the proposed DSS takes advantages of two main properties
of NIZKRP:

*  Non-Interactivity due to the need to reduce communications between P and V as well
as to allow V to verify the suitability of a set of candidates by itself.

*  Proof of Range due to the fact that the desired location cannot be compared to an
exact point. This range is used to determine if a person is within a range of the
desired location.

The proposed DSS takes advantage of a defined NIZKRP scheme [20] where, in our
case, an employee wants to prove that he or she is within a distance range from a particular
point. This kind of proofs are widely applied for economic purposes, particularly in the
area of cryptocurrencies [21,22], to verify that a specific amount of money is within a known
range without compromising the privacy of the transaction revealing the exact amount of
money sent. The same mechanism has been applied here to prevent knowing the locations
of the employees in a precise way.

Non-Interactive Zero-Knowledge Range Proof Scheme

The prover wants to show that it is m integer units away from the target location, i.e.,
misinthe {a,a+1,---,b} range, where a is the lower bound of defined range and b is the
upper bound.

A secret integer m is committed at ¢ = ¢™h" mod N, where r is a random integer,
N = PQ being P and Q large prime numbers, and (P — 1)/2 is also a prime number. Then,
the prover publishes:

= c/g“*1 mod N
¢y =g" /cmod N
¢ = " mod N where ' is a random integer
¢ = ™ 1" mod N where w and # are a random integers

The prover also publishes three random integers m1, my, and m3 such as my + my +

m3 = w?(m —a+1)(b—m+ 1) and m3 is a square and thus non-negative mz = m3.
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Besides, the prover chooses three random integers r1, 1, and r3 such as 1 + 1, + 13 =
w?((b—m+1)r+7'") + ", and publishes:

c) = ¢"™h" mod N

ch = ¢"™h" mod N
s =c"/cichmod N

The verifier publishes two random integers s and ¢.
The prover publishes:
X = smq + my + ms

Yy =mq + tmy + m3
U==sr+ry+rs
v=r1+1trp+r3

The verification is performed by checking the following equations and that x and y
are positive integers:
" = cjchch mod N
cichcy = g*h" mod N
cicch = ¢Yh? mod N

4. Decision Support System

The purpose of this section is to explain how to integrate the location mechanism
described in Section 2 and the privacy preservation shown in Section 3 with a practical
DSS. Each of these pieces add value to the system and has a functionality that can be used
individually in other systems. However, they are presented here in combination, making a
powerful DSS. It must be configured as follows:

1. Define the boundaries and the identifiers of each floor plan.

2. Place and configure beacons correctly, as shown with red dots in Figure 3. This means
that each beacon will be registered with a unique identifier and the coordinates
where it will be located, allowing the DSS to determine the relative location through
triangulation. They should be placed trying to cover the floor in such a way that the
receiver detects at least three signals at the same time to minimize the number cases
where it only finds one or two beacons.

3. Define all control points within the boundaries of the floor plan, as shown with blue
triangles in Figure 3. These points are used to calculate the distances to the receiver.
The activities will be defined with some details and one of them is its location which
will be located in one of those control points. In addition, a maximum distance is
defined here to rule out people who are too far from the control point where the
activity is required.

4. Enroll all employees in the system. They should be able to communicate with the
system, preferably in a secure way, in order to publish the commitments of their
location as well as be able to receive assignments.

5. Define factors and their weight to make decisions based on them, so that }_1" ; (f; - w;)
is the score associated to a particular employee, where f is a factor and w is its weight.
The employee with the highest score will be selected to perform the activity.

6.  Agree on the distance ranges as well as the common cryptographic parameters for the
calculation of the NIZKR commitment and secure communications. As mentioned
above, ranges should be an integer range such that rfz’ ={a,a+1,---,b} whereais
the lower bound and b is the upper bound. For example, the range [0, 5] is represented
by the range {0,1,2,3,4,5} where a = 0 and b = 5. More than one range could
be defined and would be treated as independent factors. In Figure 3, the ranges
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d
c+1

the weight of being in the range 7% is greater than the weight of being in the range
r41- For example, the system can be configured to consider the ranges ry =[0,5],

0 = [6,10] and r{} = [11,15]. In this situation, the employee e, will be selected

before the employee e, if all other factors are considered equal.

rs, g Y1 and 1%, ; have been illustrated in order to define a possible scenario where

Once the system is set up and employees have been enrolled, the employee receiver can

begin detecting beacons. For each iteration, the receiver executes the following procedure:

1.

Presumably, a set of beacons has been detected. With those signals, the receiver are
able to compute its location using triangulation methods described above.

With the location computed, the receiver calculates its distance to nearby control
points. For example, the employee ¢, shown in Figure 3 should compute the distance
to control points cp, and cp;, but not with the control point cp, if its distance is greater
than the maximum distance defined in the system configuration.

In order to preserve privacy, the calculated distances will not be shared even in
encrypted form. Instead, knowing distances to control points, the receiver calculates
a NIZKR commitment for each nearby control point.

Each of the computed NIZKR commitment is sent to the DSS properly tagged.
Figure 3 where red dots are beacons, blue triangles are control points and green
squares are employees shows a possible scenario. There, the employee ¢, will send
the tuple t; = [e,, cpa, ¢;] where e, is the unique identifier of the employee, cp, is the
control point at which the proof was computed, and c; is the NIZKR commitment.
Also, this employee must submit all tuples calculated with the other nearby control
points. These proofs allow the system to know that a particular employee is within a
distance range of a certain control point, but without knowing the exact location of
the employee.

At that point, the DSS has the ability to use the distance range as another factor in

assigning activities by using the NIZKRP scheme described above to find out what range
the employee is in. Table 1 includes information about other factors that the DSS could
take into account for the assignment of an activity supported by the scenario illustrated in
Figure 3. The score table is shown in Table 1 if the selected employee is calculated with

1 1 b . . c . . d . )

Table 1. Variables table with computed score.

Employees eq ep ec
Number of assigned activities (kp) 3 2 3
Time spent in completed activities (tc) 5h 45h 4h
Is in ¥ range (hD) 1 0 0
Isinry , range (hj_ ) 0 1 0
Isin er range (th) 0 0 0
Score 1.7250 2.2055 1.4583

In this example, the selected employee is ¢, even though employee ¢, is closer because

the distance is not the only factor that the system takes into account. However, it could
be considered that the distance range contribute a higher percentage to the computation,
which would imply that the employee e, will be selected for his or her proximity. In any
case, the employee ¢, is not considered suitable due to his or her distance despite having
worked less time than the others.
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Figure 3. Example of possible scenario.
5. Conclusions

The proposed DSS is a practical solution for personnel management, focused on
employee privacy thanks to the use of Non-Interactive Zero-Knowledge Range Proofs.
Distance as a factor calculated by triangulating various Received Signal Strength Indicators
emitted by Bluetooth Low Energy devices in combination with other influencing factors,
such as completed or pending activities, priority or category, could help to correctly
schedule daily activities.

From a privacy point of view, the system provides great power to avoid employee
tracking even when defining small distance ranges. This is because the employee will be
located in a radius around the control point and not at an exact point or a certain straight
line distance from the control point. This makes it possible to prevent the system from
knowing or inferring the location and therefore the employees from being monitored.

The main advantage of the proposed application is that it is able to record all activities
and monitoring of the employees on a daily basis. It allows administrators to know
the performance of employees, the level of success over the estimated time of routines,
the control points with the highest flow of personnel, among other aspects. In addition,
it is quite versatile since it is capable of adapting to various scenarios (airports, sports

venues, universities ...) and situations (daily control of activities, specific events with a
high number of participants ...).

As for future work, using the system in a real environment with enough staff could be
useful to make corrections in the RSSI measurement as long as the errors are greater than

the distance ranges defined in the system and to check the efficiency of the NIZKR proofs
and its contribution as tool for privacy preserving.
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