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Abstract

:

This work demonstrates the feasibility of using Kali Linux in the process of power electronic device research. The novelty in this work is the use of Kali Linux in the process of power electronic device research. This operating system is mainly used for the penetration testing of various communication devices but not for power electronic device research. The aim of this work is to study the level of network security (the type of security vulnerabilities that a power electronic device has) and whether the data exchange between the power electronic device and the monitoring and control center is secure. Additionally, penetration testing has been carried out. Kali Linux was used to implement these tasks. Penetration testing was performed to verify how the studied power electronic device reacted to various TCP DoS attacks—could it be accessed, was it blocked, etc. Kali Linux and some of the tools built into the operating system—Nmap, hping3, Wireshark, Burp Suite Community Edition—were used for this study. During the penetration tests, a characterization of the traffic being processed/generated by the studied power electronic device was carried out to evaluate and analyze what impact each TCP DoS attack had on the device’s performance. In order to conduct the study, an experimental setup was designed. This experimental network was not connected to other networks, so the cyber attacks were controlled and confined within the experimental network. The research carried out validated the use of Kali Linux for the study of power electronic devices. From the obtained results, it is found that the studied power electronic device provides a certain level of network security, but the data exchange is insecure.
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1. Introduction


The research related to power electronic devices (PEDs) is mainly aimed at creating new circuit solutions or improving existing ones, as well as at improving the efficiency of PEDs, improving the switching of power elements, etc. [1,2,3,4,5,6,7,8,9,10,11]. In the last few years, the research related to renewable energy sources, electric vehicles, and energy storage cells has also been increasing due to their rapid integration into people’s daily lives. These studies are focused on contactless energy transmission, energy flow control, battery–supercapacitor co-operation, etc. [12,13,14,15,16,17,18,19,20,21,22,23]. All of these studies are very important for the development of PEDs, and their results contribute to the technological development of PEDs.



With the addition of the possibility of connecting PEDs to IP networks and especially to the Internet, PEDs can be remotely controlled, and certain parameters can be monitored. With PEDs being connected to the Internet, the danger of various cyber attacks appears. That is why, now, research focused on the communication capabilities of PEDs—the characterization of the generated communication traffic and penetration testing—is of great importance. Currently, there are few studies of this type on power electronic devices. Therefore, this work presents this type of research.



Power distribution units (PDUs) are devices that are used to manage the power supply to various communication devices—network devices, servers, etc. PDUs can be conventionally divided into two groups. Basic PDUs cannot be controlled but make various measurements related to the power supply (the value of the voltage, current, power consumption, etc.) or to external parameters such as the temperature, humidity, etc. Intelligent PDUs have additional functionalities that can be used to remotely control the individual power outlets that are used as a power supply for the various devices; they can remotely turn the individual outlets on/off (when there are no devices connected to them) or remotely hard-restart plugged-in devices (when it is not possible to restart the communication devices using their own commands). PDUs are part of the power electronics group. Through them, energy flows can be managed (distributing energy from one power source to all consumers) evenly and efficiently between all devices that are connected to the PDU. Inverters, PV controllers, and other power converters and power supplies perform the same functions. Just like the power converters, the switches in the PDU are made of power transistors that control the switching between the two states (on–off). Older PDU models use a combination of relay and power transistors to provide galvanic contact isolation and relay contact “welding” protection.



The aim of this work was to study the security vulnerabilities of an intelligent power distribution unit (PDU), find out whether the exchange of data is secure, and conduct penetration testing (the PDU was subjected to various TCP DoS attacks). All of this was achieved by using some of the built-in tools of Kali Linux; this is the novelty of this work. Additionally, the proposed research methodology is easy to implement. Notwithstanding its simplicity, the methodology is effective. The motivation behind this work was to demonstrate that Kali Linux can be used in the process of power electronic device research. This type of study had not previously been performed, as Kali Linux is generally used for the penetration testing of network communication devices. This work will enrich the research related to the communication capabilities of power electronic devices. In addition, this work will extend the application of Kali Linux into another area that is not specific to Kali Linux—the use of the operating system for studying power electronic devices.




2. Article Structure and Table of Acronyms


This article has the following structure:




	
Section 1—Introduction. Here, we present a brief description of the state of the problem under consideration;



	
Section 2—Structure of the article;



	
Section 3—Related work. Here, we present a review of various works that are related or very close to the problem discussed in this practical study;



	
Section 4—Experimental setup and the tools and research methodology used. Here, we explain the setup, the tools used, and the research methodology;



	
Section 5—Results. Here, we present the results obtained from the study;



	
Section 6—Discussion and analysis of the obtained results;



	
Section 7—Conclusions.








The abbreviations and definitions used in the text are listed in Table 1.




3. Related Work


In [24], the authors consider vulnerabilities in low-voltage networks and what would happen to a network when it is subjected to a cyber attack. In this work, the authors have conducted an in-depth analysis of the risk of cyber attacks on the low voltage network and what the results of these attacks would be.



In [25], the authors look at possible cyber attacks and how they affect the performance of smart meters. In particular, an overview is given of the security vulnerabilities in the Internet of Things (IoT) that could cause harm to people using such meters.



In [26], the authors propose a testbed that includes a hardware simulation of power system operations, real-time data collection and management using the OSIsoft PI system, and a common set of power management devices. Additionally, the authors provide a discussion of the capabilities of this simulator for supply chain cybersecurity. The simulator is used to emulate the operation of a remote terminal module, a supplier, a utility company, and an attacker that performs a malicious operation on the power system.



In [27], the authors propose a model of overcurrent protective relay that is compatible with IEC 61850 communication standard. The model is open source and integrates the behavioral interactions between protective relays and their physical, communication, and cybersecurity operations. For validation purposes, the authors have developed a model of a transmission substation in MATLAB/Simulink®. The impact of the communication operations and cybersecurity threats on physical relay operations has been studied under different case studies and attack scenarios.



In [28], the authors provide an in-depth literature review of the vulnerabilities, countermeasures, and test environments associated with Grid-Connected Power Electronics Converters (GCPECs). From the review and the analysis, it is found that GCPEC vulnerabilities include both cyber and physical layers that are easily accessible to malicious hackers. These vulnerabilities must be considered simultaneously. Finally, based on the review and the analysis, the authors derive four recommendations for future research on the cybersecurity of GCPECs and their applications in smart grids.



In [29], the authors propose a novel deep learning method for False Data Injection Attack (FDIA) detection. In the proposed method, Convolutional Long Short-Term Memory (ConvLSTM) is applied as an extractor to capture the inherent dynamic features and spatiotemporal correlations of the smart grid. Furthermore, a self-monitoring (SA) mechanism is introduced to realize efficient FDIA detection in smart grids under uncertain power fluctuations. The experiments show that the proposed method outperforms most existing technologies in terms of detection rate and robustness.



In [30], the authors review the cybersecurity best practices of smart inverters. The authors consider emerging cyber threats to smart inverters, including malware attacks and hardware attacks. Finally, they propose a new security and resilience method for protecting smart inverters as well as cyber-resilient smart inverters against advanced/future threats.



In [31], the authors propose a supervised artificial intelligence (SAI)-based control strategy to secure the DC link in a single-phase dual active bridge (SP-DAB) converter against cyber attacks. The proposed approach involves developing an automated learning system and fine-tuning the SAI model to detect and remediate cyber attacks based on erroneous voltage and power output values of the DC link of the converter. To further verify the capability of the proposed strategy, the authors applied different forms of malicious data including standing data, triangle waves, and sine waves. To show that the method is effective in detecting and removing cyber attacks on the DC link of the DAB converter, the proposed method is evaluated with the use of simulations in the MATLAB/SIMULINK environment.



Additional work by other authors can be reviewed in [32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48]. As can be seen from the review, the use of Kali Linux [49] in the process of studying the network security level of PEDs has not been proposed. Kali Linux is basically used for the penetration testing of various IP network communication devices. The use of Kali Linux in power electronic device studies is not popular. Therefore, this work is innovative and presents how the built-in tools of Kali Linux can be used to carry out various studies related to finding security vulnerabilities and studies related to the penetration testing of PEDs.




4. Experimental Setup, Used Tools, and Research Methodology


4.1. Experiemtnal Setup


Figure 1 presents the experimental setup for studying the network security level and penetration testing of the tested PED. The experimental setup consists of a workstation with Kali Linux installed on it. “Kali Linux” and the “Monitoring center” are connected to the “Studied PDU” using Wi-Fi technology. The experimental network is closed and it is not connected to the Internet. The managed switch is connected to the wireless router. The studied PED and the mobile workstation are connected to this switch. A managed switch is chosen to be used due to the support of the mirror port feature. Due to this functionality, all the traffic that is handled by the switch is copied to this port. The mobile workstation is connected to this port and, with the installed monitoring tools, it monitors the traffic exchanged between the PED and the monitoring center.




4.2. Used Tools


Several tools for network security testing and traffic monitoring were used for the study, such as:




	
Network analyzer: Colasoft Capsa free (version 11.1) was used [50]. It is a network analyzer through which various parameters can be monitored, such as generated traffic, number of TCP packets, traffic generated by protocols, etc.;



	
Nmap (version 7.94): This is a tool that is used for discovering the security vulnerabilities of various communication devices. In addition, this tool has a different set of scripts through which it finds out the most common cybersecurity vulnerabilities of the devices [51];



	
hping3 (version 3.0.0): This is a tool for creating and sending custom TCP/IP packets. The tool can be used to perform additional tasks such as network scanning, network security testing, etc. Different types of TCP DoS attacks can be simulated with hping3, making it a valuable tool for testing the network security of different devices [52];



	
Wireshark (version 4.0.7): This is a network protocol analyzer that “captures” all packets that are exchanged between communication devices. These captured packets can then be examined and analyzed extensively. This tool can also be used to find out whether the data exchange between communication devices is secure [53];



	
Burp Suite Community Edition (version 2023.9.1): This tool is used to test/study the security of applications. It can also be used to find out whether the data exchange is secure [54];



	
The Colasoft ping tool (version 2.0) [55] is used to measure the round-trip delay (RTD) between the monitoring center and the studied PDU in the experimental network;



	
Mathematical distributions for packet size: The purpose of these distributions is to graphically represent the percentage packet size distribution of individual packets relative to the total number of packets [56,57].









4.3. Research Methodology


For the purpose of this study, an Intelligent Power Distribution Unit (PDU) will be studied. It is used by telecommunication operators to manage the power supply of their network communication devices. The tested PDU can manage the power supply of up to 8 communication devices. It is also possible to connect additional sensors to monitor the temperature and/or the humidity in the room where the communication equipment is located.



The present study is conventionally divided into two parts. In the first part, studies were carried out to find out what the security vulnerabilities of the tested PDU are, as well as finding out whether the data exchange between the tested PDU and the command and control center is secure. In the second part, studies were carried out to find out how the studied PDU responds to various TCP DoS attacks, i.e., penetration testing.



The sample interval of the Colasoft Capsa was set to 1 s. Thus, more accurate measurements would be obtained. The scan range of Nmap and hping3 was set for all possible ports from 1 to 65,553. Thus, the whole port range would be scanned and no ports would be missed. hping3 was also used for the penetration testing. The size of the TCP packets during the various attacks was configured to be 1024 bytes. This is the maximum packet size at which Wireshark operates normally. When a larger packet size is set, the Wireshark, which is running on the Mobile Workstation, “freezes” (not responding) and cannot operate normally. Packets are sent approximately every 10 µs. The duration of each attack is 10 min. This packet size was chosen to be able to study whether the PDU can process packets of this size and how these packets affect the network operability of the PDU.



Finally, the results were analyzed and a summary assessment of the network security level was made.





5. Results


5.1. Studying the Level of Network Security


In the first part of this study, port scanning for open ports was performed. Such a study is of particular importance because it is the first level of defense of a communication device. Every hacker does this first—scanning for open ports through which he can “enter” the system or the communication device. For the purpose of this study, the Nmap and hping3 tools were used.



Figure 2 presents the results of the port scanning. The command “-sS” means that the Nmap port scanner uses the TCP protocol and the 3-way handshake procedure. The IP address of the studied PDU is 192.168.1.25. As can be seen from the results, the only open port is port 80 (http), which is used for remote access to the studied PDU.



Figure 3 presents the results of the scanning for open ports by using the hping3. As can be seen from the figure, it is similar to the Nmap result. The only open port is 80; the rest are closed.



Nmap has the ability to use special scripts that can be used for finding out if specific vulnerabilities are present on the studied device [58]. Figure 4 shows the result of using the “http-slowloris-check” script. This script is used to find out whether the studied PDU is vulnerable to DoS attacks, without such attacks being performed. The result “LIKELY VULNERABLE” means that the studied PDU was subject to an attack but, depending on the architecture of the used inner http server and the resource constraints, a complete denial of service is not always possible. Carrying out complete testing requires the application of actual DoS attacks and studying the server response of the studied PDU. Such studies are presented in Section 5.2.



Figure 5 shows the result of running the “vuln” script. Using this script activates all vulnerability testing scripts in the Nmap library. As can be seen from the result, the only vulnerability discovered was one that was already known about.



Some of the built-in tools of Kali Linux can be used to find out whether the exchanged information is secure or not and, if it is secure, to identify the security level. For this study, the Wireshark and the Burp Suite Community Edition were used.



Figure 6 shows a sample of one of the captured packets that was exchanged between the studied PDU (192.168.1.25) and Kali Linux (192.168.1.22), acting as the management and monitoring station. The figure shows an unpacked packet, which was used for exchanging user credentials, that allows remote access to the PDU. As can be seen, the password and username were encoded and transmitted using only Base64, which is very easy to decode, as shown by the result. Wireshark immediately decodes the encoded username and password and shows what they actually are.



Figure 7 shows how the data were exchanged when the username and password were about to be changed—the account management page of the studied PDU was open. As can be seen, when the changing username and password page was opened, the information was transmitted in plain text.



The Burp Suite Community Edition was used to validate the results obtained from Wireshark. Figure 8 presents a result that confirms the results obtained with Wireshark about the way the username and password were exchanged.



Figure 9 shows how the information was exchanged when the page where the administrator’s username and password can be changed was opened. Again, the information was transmitted in plain text. Additional methods, techniques, and technologies need to be applied to secure the studied device from unauthorized access. Such methods, techniques, and technologies are discussed in [59,60,61,62,63].




5.2. Penetration Testing


The hping3 tool was used to find out the response of the studied PDU when subjected to different types of TCP DoS attacks.



Figure 10 represents the communication traffic proceeded by the studied PDU. This graph represents the processed traffic during normal operation mode. The device was not under attack. The results were obtained from Capsa Colasft Free. As can be seen, the traffic was minimal, which is normal for the PEDs. This graph will be used as a reference graph for comparison with the following results, which were at times when the device was subjected to various TCP DoS attacks.



Figure 11 shows the distribution of the different TCP packets. Again, the results were obtained from Capsa Colasft Free. Again, these graphs represent the normal mode of operation. The graphs will be used as a reference for comparison with the following results. As can be seen from the graphs, the values of the different TCP packets for the studied device were normal. Since the PDU was only accessed by a browser, a continuous exchange of TCP packets was therefore required to maintain the HTTP session. As can be seen from the graph, there were TCP SYN and TCP SYNACK packets as well as TCP FIN packets. This is evidence of a successful three-way handshake, a completed TCP session with data exchange and termination of the TCP session after the data exchange was completed.



5.2.1. TCP SYN Flooding


This TCP DoS attack consists of flooding the attacked device with TCP requests that the attacked device cannot respond to because it is continuously flooded with more and more TCP requests [64].



Figure 12 represents the traffic being handled by the studied PDU. As can be seen from the graph, the amount of traffic it processed was huge compared to the normal operation mode. This is because the device was flooded with a huge number of TCP requests. This is what a TCP Syn flood attack looks like, in terms of traffic load.



Figure 13 shows the values of the different TCP packets. As can be seen from the graph, the number of the TCP SYN packets sent was huge. Compared to the normal mode of operation, the number of the TCP SYN packets was constantly around 10,000. Zero TCP SYNACK packets were sent because the PDU cannot send such packets to the device requiring TCP session establishment (the Kali Linux attacker). This is a perfect example of a TCP SYN flood attack. There were some TCP RST packets that were generated by the embedded web server that attempted to interrupt the session, but the TCP SYN packets were much more numerous and the three-way handshake could not be interrupted. The device was unreachable.




5.2.2. TCP ACK Flooding


In this attack, the attacked device is flooded with TCP ACK packets. These packets are exchanged during a three-way handshake and are used to confirm that the device has received the TCP SYN packet and is ready to establish a TCP session with the other device that sent the TCP SYN packets [65].



Figure 14 represents the traffic being processed by the PDU during the attack. As can be seen from the graph, the result for the amount of the processed traffic is the same as that of the traffic that was processed during the TCP SYN attack. The traffic was constant.



Figure 15 represents the values of the individual TCP packets during the attack. There was a huge increase in the TCP RST packets that were generated by the PDU. This increase was due to the TCP ACK attack, where a huge number of TCP ACK packets were sent but there were no TCP SYN packets. Therefore, the internal web server was generating TCP RST packets to terminate the session. The interesting thing to mention here is that, during the TCP ACK attack, the PDU was accessed remotely. This is evidenced by the presence of the TCP SYN sent packets and the presence of the TCP SYNACK sent packets, through which the TCP session establishment was confirmed. The presence of the TCP FIN packets, which terminate the TCP session after the data exchange has completed, proves the successful remote access of the PDU.




5.2.3. TCP RST Flooding


TCP RST flood is a type of DDoS attack that aims to disrupt network connectivity/connection by flooding the bandwidth and computational resources of the attacked device by continuously sending TCP RST packets. This stream of packets can also be used as a deflection attack in more sophisticated attacks [66].



Figure 16 shows the traffic that the PDU had to process during this attack. The results were the same as in the previous attacks.



Figure 17 shows the values of the individual TCP packets during the attack. There was a tremendous increase in the number of TCP RST packets that were generated by the PDU; this is the result of the attack. The internal web server of the studied PDU detects a problem with the session and the web server generates TCP RST packets to terminate the problematic session. The interesting thing observed during this attack was that the PDU is remotely accessed without any problem. This is evidenced by the successful three-way handshake—the presence of the TCP SYN, the TCP SYNACK packets, and the presence of the TCP FIN packets, which terminate a successfully completed TCP session.




5.2.4. TCP FIN Flooding


In a TCP FIN flood attack, a victim receives a stream of TCP FIN packets that are not associated with any of the already-established TCP sessions in the attacked device’s database. When a device is the target of a TCP FIN attack, it is forced to dedicate a significant portion of its computational resources to processing the incoming TCP FIN packets and associating them with currently built TCP sessions, resulting in a degraded working performance of the attacked device. Sometimes this attack may result in the inability to access the attacked device [67].



Figure 18 represents the traffic that the PDU had to process during the attack. Again, the results were the same as those obtained so far.



Figure 19 shows the values of the different TCP packets. Because the embedded web server had detected a problematic session (non-existent), it was generating TCP RST packets to terminate the non-existent TCP session. Because of the received TCP FIN packets, the internal web server of the PDU was also generating TCP FIN packets. Again, the studied PDU was accessed remotely. This is confirmed by the presence of the TCP SYN and the TCP SYNACK packets.




5.2.5. TCP PUSH Flooding


When a client wants to establish a connection with a server, the client can send an acknowledgement that the request was received by sending a TCP ACK packet or by sending a TCP PUSH packet to cause the server to process the information in the packet using the PUSH flag in the TCP PUSH packet. By flooding the server with spoofed TCP PUSH packets, an attacker can prevent the server from responding to valid requests [68].



Figure 20 represents the traffic that was handled by the PDU. The results were similar to those obtained so far.



Figure 21 shows the values of the different TCP packets during the attack. Again, as can be seen, the embedded web server has detected a problematic (non-existent) TCP session, therefore TCP RST packets were generated to terminate this problematic session. Regardless of the applied TCP PUSH flood attack, the PDU was remotely accessed. This was confirmed by the presence of the TCP SYN and the TCP SYNACK packets.




5.2.6. TCP URG Flooding


A URG-RST flood is a DDoS attack the purpose of which is to disrupt the network activity on the attacked device. This is achieved by flooding the bandwidth and computational resources of the attacked device with TCP URG-RST packets. During the attack, URG-RST packets are continuously sent to the attacked device. As was the case with TCP RST flooding, this stream of packets can also be used as a deflection attack when attacking with more sophisticated attacks. URG-RST packets are disabled, relative to the TCP RFC [69] standard. These packets are not used, but may be used for some personal testing, development, or research. Therefore, different communication devices may react differently to these packets—they may cause unexpected problems or behaviors in the working performance of the attacked device [70].



Figure 22 represents the traffic that the PDU had to process during this attack. As can be seen from the graph, again the results were the same as the results obtained so far.



Figure 23 shows the values of the different TCP packets during the attack. As can be seen from the graphs, the embedded web server was generating a stream of TCP RST packets to terminate the problematic session. Regardless of the applied TCP URG-RST attack, the device was accessed remotely. This was confirmed by the presence of the TCP SYN, the TCP SYNACK, and the TCP FIN packets, which were evidence of a successful three-way handshake.




5.2.7. Additional Summary Results


Figure 24 represents the total traffic that the PDU had to handle for the entire study period. As can be seen, the traffic that was handled by the PDU was uneven. During the attack periods, the amount of traffic it processed was huge. In the periods between the attacks (in normal operation mode), the amount of traffic was small or almost absent (Figure 10).



Figure 25 presents the values of the individual TCP packets during the entire study period. As can be seen from the graphs, only during the TCP SYN flood attack was there a dramatic increase in these packets. During the other attacks there was only a minimal number of TCP SYN and TCP SYNACK packets—only when there was a successful remote access of the PDU. Due to the TCP FIN flood attack, there was only one interval of a huge amount of TCP FIN packets. During the other attacks, these packets were very few in number. For the TCP RST packets, there were several intervals where there was a huge number of TCP RST packets. These intervals correspond to the individual TCP flood attacks. Only during the TCP SYN attack was the number of these packets very small compared to the other attacks.



Figure 26 presents the variation of the round-trip delay (RTD) between the workstation acting as the monitoring and control center and the PDU for the entire study period. As can be seen from the graph, the RTD varies in the range from 0 to 31 ms. The interesting thing to note is that, even during the different TCP attacks, the studied PDU responds to the ICMP packets. During the six attacks, the values of the RTD are the highest. During the periods when the PDU is not attacked, the delay varies in the range 0–5 ms.



Figure 27 presents the mathematical distribution of the packet size with Gamma approximation. This distribution is made from the packets exchanged between the studied PDU, Kali Linux, and the monitoring center. The idea of this distribution is to give an additional graphical view of what kind of packets are exchanged during the DoS attacks. The “x” stands for the packet sizes and “y” stands for percentage of the total packets each size accounts for. The blue bars are the different packet sizes and the pink line is the Gamma approximation. As can be seen from the distribution, packets of size 1024 bytes have the largest percentage share. This is the size of the packets with which the individual attacks were performed. The remaining packets are the ICMP packets through which the RTD is measured and the packets that are exchanged between the monitoring center and the PDU during normal modes of operation.






6. Discussion


Penetration testing (ethical hacking) is used by organizations to detect potential security vulnerabilities in their computer networks, applications (programs or software), and devices. Ethical hacking is simulation of a real cyber attack in order to detect vulnerabilities in a computer network, program, or other devices of an organization. Although penetration testing is a way of discovering security vulnerabilities, certain ethical rules must also be followed, such as authorization, transparency, confidentiality, and responsibility.



6.1. Discusion for the Results from Section 5.1


From the results obtained scanning for open ports, both tools found the same port to be open, port 80, through which remote access to the PDU occurs. This result is very good from a cyber security perspective because there is only one open port. All other ports were closed. This will make it much easier to build additional network security on the PDU.



From the studies carried out using specialized scripts for finding out standard and well-known network vulnerabilities, it was found that the PDU is “LIKELY VULNERABLE”, which means that the embedded http server is designed in such a way that not every DoS attack will make the PDU inaccessible, which was confirmed by the studies carried out with various DoS attacks. This result is also very good, meaning that there is no need to take additional measures to prevent DoS attacks, besides the well-known ones such as:




	
Network segmentation by creating VLANs (Virtual Local Area Networks) and using hardware firewalls;



	
Load balancing—distributing traffic across multiple servers;



	
Blocking traffic from known or suspected IP addresses that have been linked to DoS attacks in the past or present;



	
Limiting the speed of traffic, which can prevent a DoS attack from overloading the server;



	
Using Content Delivery Networks (CDNs)—this distributes the content of the website across multiple locations, so a DoS attack could not bring down the entire site.








From the studies undertaken to find out whether the exchanged information is secure or not, the results were not so good. The results of both tools show that the exchanged information is insecure—it is not encrypted. Simple encoding was used—Base64—when transmitting the username and password. Other information, such as HTML scripts, which are used for the Graphical User Interface (GUI) for the individual pages of the management menu and monitoring of the PDU parameters (like temperature, voltage, user account management etc.), were transmitted in plain text. This is a serious network vulnerability of the device that could easily lead to its hacking and subsequent manipulation. It is imperative that information sent between this PDU and the monitoring center must pass through a VPN to be as secure as possible.




6.2. Discusion for the Results from Section 5.2


From the performed penetration testing, the results obtained from the analysis with specialized scripts, via Nmap, were confirmed—the PDU could be accessed during some of the DoS attacks. Only during the TCP SYN flood attack could the PDU not be accessed. During the other attacks—the TCP ACK, the TCP RST, the TCP FIN, the TCP PUSH, and the TCP URG-RST flood attacks—the PDU was accessible, individual power outlets could be managed, and any settings/changes could be made to the PDU menus. This is confirmed by the presence of the TCP SYN and the TCP SYNACK packets, which was evidence of a successful three-way handshake and an established TCP session.



It is interesting to note that, during all attacks, the device responded to the ICMP requests, which was unexpected. The expectation was that the RTD would be huge (thousands of milliseconds) or it would not be measured. The RTD values varied from 0 to 32 ms.





7. Conclusions


The use of Kali Linux in the PED research process was proposed.



By using Kali Linux, it is very easy to test/study the network security level of a PED, and to find out whether the data exchange between the PED and the monitoring center is secure or not.



From the study on the level of network security, it was found that the studied PDU has a fairly good level of network security—only one open port (80) through which remote access, management, and monitoring of the PDU takes place. This result was confirmed by two tools.



From the analysis performed for the most common network vulnerabilities, it was found that the studied PDU has a vulnerability towards DoS attacks, which is normal because no network device has 100% protection against such attacks. The obtained results showed that the internal web server used in the studied PDU was made in such a way that not all DoS attacks would be successful. This was confirmed by subsequent research.



From the studies carried out to find out whether the data exchanged is secure or not, it was found that the data exchange was insecure. The information that was exchanged was not encrypted. Some of the information is transmitted using simple encoding (Base64) and other information is transmitted in plain text. This is unacceptable in today’s world—a device used to manage the power supply of communication devices offers no method for secure data exchange.



From the penetration tests, it was found that not all TCP DoS attacks succeeded in completely blocking the access to the PDU. Only the TCP SYN attack completely blocked remote access to the PDU. During the other attacks, the device was accessed without problems, despite the huge amount of traffic that the embedded web server had to handle during all attacks. These results prove the result of the network vulnerability analysis, that not all DoS attacks would be successful.



It is interesting to mention that, during all the attacks, the PDU could be pinged. This result is surprising given that the expectation was that pinging the device during the attacks would be impossible. This may be due to the way the embedded web server is built.



The results show that the developers of the device had developed or used a ready-made web server that responds very well to the various DoS attacks.



The obtained results show and confirm that the use of Kali Linux in the process of studying PEDs is applicable. The results obtained through this operating system, together with its built-in tools, can be taken into account before connecting a PED to an already-established IP network, in order to enhance the network security of the IP network.
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Figure 1. Experimental setup. 






Figure 1. Experimental setup.



[image: Computers 13 00081 g001]







[image: Computers 13 00081 g002] 





Figure 2. Nmap output. 
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Figure 3. hping3 output. 
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Figure 4. Output from the “http-slowloris-check” script. 
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Figure 5. Output from the “vuln” script. 
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Figure 6. Output from Wireshark showing the password and the username. 
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Figure 7. Output from Wireshark showing the source code for the user web account. 
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Figure 8. Output from the Burp Suite Community Edition showing the password and the username. 
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Figure 9. Output from the Burp Suite Community Edition showing the source code for the admin web account. 
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Figure 10. Processed traffic from the PDU during normal operation. 
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Figure 11. TCP packets during normal operation. 
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Figure 12. Processed traffic from the PDU during TCP SYN flood attack. 
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Figure 13. TCP packets during the TCP SYN flood attack. 
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Figure 14. Processed traffic from the PDU during TCP ACK flood attack. 
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Figure 15. TCP packets during the TCP ACK flood attack. 
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Figure 16. Processed traffic from the PDU during TCP RST flood attack. 
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Figure 17. TCP packets during the TCP RST flood attack. 
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Figure 18. Processed traffic from the PDU during TCP FIN flood attack. 
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Figure 19. TCP packets during the TCP FIN flood attack. 
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Figure 20. Processed traffic from the PDU during TCP PUSH flood attack. 
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Figure 21. TCP packets during the TCP PUSH flood attack. 
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Figure 22. Processed traffic from the PDU during TCP URG-RST flood attack. 
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Figure 23. TCP packets during the TCP URG-RST flood attack. 
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Figure 24. Processed traffic from the PDU during the whole study period. 
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Figure 25. TCP packets during the whole study period. 
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Figure 26. Variation of the RTD during the whole study period. 
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Figure 27. Mathematical distribution by packet size. 
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	Abbreviation
	Definition
	Abbreviation
	Definition





	TCP
	Transmission Control Protocol
	DoS
	Denial of Service



	PED
	Power Electronic Device
	PDU
	Power Distribution Unit



	IP
	Internet Protocol
	DC
	Direct Current



	Wi-Fi
	Wireless Fidelity
	RTD
	Round Trip Delay



	HTTP
	Hyper Text Transfer Protocol
	ICMP
	Internet Control Message Protocol



	VLAN
	Virtual Local Area Networks
	VPN
	Virtual Private Network



	HTML
	Hyper Text Markup Language
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1 Upgrade-Insecure-Requests: 1

o
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<input type="edit" name="u" maxlength="12" size="15"

onMouseOut="CheckForm(this.form)" onKeyUp="
CheckForm(this.foxm)">
<hr>
<br>
<label>
Password
</label>

<input type="PASSWORD" name="p" maxlength="12" size="15"

onMouseQut="CheckForm(this.form)" onKeyUp="
CheckForm(this. form)">
<br>
12 <label>
Confirm password
</label>

<input type="PASSWORD" name="p1l" maxlength="12" size="15

" onMouseQut="CheckForm(this.form)" onKeyUp="
CheckForm(this.form)">

<br>

<small>

Both user name and password must be 4-12 characters

long
</small>

@R ICIIES

0 highlights






media/file21.jpg
Wy rr
FPPIIV PP I IP PP A7






media/file44.png
50 MB -

40 MB -

30 MB -

20 MB A






media/file26.png
500 -
400 +
300
100

@ TCPRST Sent

@ TCPFIN Sent






media/file7.jpg
p—

Flle Actions Edit View Help

ro0t kati)-[+]

£ty —cript hecp-stomtoris-check 152,168,125

Starting Nesp 7.4 ( hitps://nmap.org ) 3t 2024-0-19 17:48 EET

Naap scan'report for 192468.1.25

Host 15 up. (0.00235 Lateney)

Hot. shown: 995 Filtered tep ports (no-response)

80/t apen et

T hesp-stouloris.check

1 " WiNERAaLE:
Slowtoris 005 attack

T02:  CVE:CE-2007-6750.

Siostoris tries to keep many connections to the target web server open and hold
Thom open 35 Long 35 posaible. It accomplishes this by apening comnections to
The target meb Server and sending 3 partial Fequest. By doing 20, 1t starves
the hitp server s resources causing benial Of Service:

i
I
i
I
i
i
1
i
| Disclosure date: 2009-09-17
I Roferonces

1 hteat /. ckers.org/stontoris/

1 httpac/Jeve.mitre,ore/cgi-bin/cvenase. coiname-CVE-2007-6750
WAC Address £C:F2:36:00149:3F (Heosontana Electrontcs)

Naap done: 1 19 address (1 host up) scanned in 16.43 seconds

et






media/file28.png
50 MB

40 MB -

30 MB A

20 MB +

10 MB

0B






media/file10.png
- root@kali: ~

File Actions Edit View Help

L—(root@ kali)-[~]

2 nmap --script vuln 192.168.1.25

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-19 18:43 EET

Pre-scan script results:

| broadcast-avahi-dos:

I Discovered hosts:

I 224.0.0.251

I After NULL UDP avahi packet DoS (CVE-2011-1002).

| _ Hosts are all up (not vulnerable).

Nmap scan report for 192.168.1.25

Host is up (0.0029s latency).

Not shown: 999 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

| http-slowloris-check:

I VULNERABLE:

l Slowloris DOS attack

I State: LIKELY VULNERABLE

I IDs: CVE:CVE-2007-6750

I Slowloris tries to keep many connections to the target web server open and hold
l them open as long as possible. It accomplishes this by opening connections to
I the target web server and sending a partial request. By doing so, it starves

l the http server's resources causing Denial Of Service.
I

I

I

I

I

I

I

Disclosure date: 2009-09-17
References:
http://ha.ckers.org/slowloris/
N https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750
_http-dombased-xss: Couldn't find any DOM based XSS.
_http-csrf: Couldn't find any CSRF vulnerabilities.
| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.
MAC Address: EC:F2:36:00:49:3F (Neomontana Electronics)

Nmap done: 1 IP address (1 host up) scanned in 66.04 seconds
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L—( root® kali)-[~]

© nmap --script http-slowloris-check 192.168.1.25

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-19 17:44 EET

Nmap scan report for 192.168.1.25

Host is up (0.0023s latency).
