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Abstract: The Internet of Things (IoT), namely, the set of intelligent devices equipped with sensors
and actuators and capable of connecting to the Internet, has now become an integral part of the
most competitive industries, as it enables optimization of production processes and reduction in
operating costs and maintenance time, together with improving the quality of products and services.
More specifically, the term Industrial Internet of Things (IIoT) identifies the system which consists of
advanced Internet-connected equipment and analytics platforms specialized for industrial activities,
where IIoT devices range from small environmental sensors to complex industrial robots. This
paper presents an integrated high-level SDN-NFV architecture enabling clusters of smart devices to
interconnect and manage the exchange of data with distributed control processes and databases. In
particular, it is focused on 5G RAN-MEC slice management in the IIoT context. The proposed system
is emulated by means of two distinct real-time frameworks, demonstrating improvements in connec-
tivity, energy efficiency, end-to-end latency and throughput. In addition, its scalability, modularity
and flexibility are assessed, making this framework suitable to test advanced and more applications.

Keywords: Internet of Industrial Things; software-defined networking; network function virtualization;
5G slice management

1. Introduction

Industrial Internet of Things (IIoT) is a recently introduced concept [1-3] which leads
to the design of viable solutions for the disruptive Industry 4.0 paradigm, especially in
light of the technological advancements of 5G cellular systems that are going to open a
novel perspective [4,5]. With the aim to provide an abstract IloT platform for general
distributed application, the adoption of the so-called Web of Things (WoT) approach has
been investigated [6]. The information exchange occurring as a WoT domain interacts with
the physical world is characterized by specific features, mainly dictated by the constrained
devices which suffer from limited processing power, network bandwidth and intermittent
connectivity. In addition, communications are asynchronous, often event-triggered by
updates as well as multiple bursty and correlating data flows.

Considering a typical industrial case study, heterogeneous, complex and time-varying
QoS requirements, even within the same factory, represent an open challenge to be faced
by 5G mobile networks: for example, it may be necessary to simply collect data originating
from a cluster of sensors for machinery monitoring and at the same time to track the joint
movements of a swarm of robots or even to control the trajectory of self-driving vehicles by
interacting in real time with specific services running in a Cloud-to-Edge continuum data
center [7,8].
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As anticipated, since heterogeneous technologies are usually adopted to provide local
connectivity to wireless sensor and actuator (WSAN) subnetworks, a widely accepted
approach to enhance interoperability on a wide area basis is represented by the 5G infras-
tructure. This involves logical and virtual radio resource management: 5G systems, indeed,
permit flexible management of resources on a service basis, allowing optimal and real-time
resource allocation, with particular attention given to the whole end-to-end resource chain-
ing, this meaning both radio, forwarding, storage and computing modules. This disrupting
feature with respect to the previous 3G and 4G networks can be afforded by introducing
the Software-Defined Networking (SDN) paradigm, which is able to open a new perspec-
tive in the IoT domain. In particular, the separation of the Control from the Data Planes
allows us to optimize traditional networks’ operation management. Specifically, the SDN
Controller achieves a global vision of the network of an IloT domain, allowing real-time
device configuration and data flow handling on an end-to-end basis [9].

This paper presents the design of a high-level network architecture for managing
information flows generated by multiple clusters of sensors and actuators. Specifically,
it is based on a Network Slicing approach and applied to an Industry 4.0 context where
wireless subnetworks are interconnected via 5G Radio Access and Core Networks (RACNs),
while data routing is managed by an SDN Controller. The proposed system is emulated by
means of two distinct real-time frameworks, one for 5G networks and the other for SDN
network simulation.

This paper focuses on the interconnecting subnetworks of mobile industrial things by
means of a high-level network architecture for managing bidirectional and heterogeneous
data flows involving multiple clusters of sensors and actuators. The proposed architec-
ture is based on a Network Slicing approach (i.e., managing both radio and computing
resources), and it is further applied to an Industry 4.0 context where wireless subnetworks
are interconnected via 5G access points and data routing is managed by an SDN Controller.
Moreover, an integrated framework is characterized to emulate and test the proposed
system, both in terms of 5G network components and SDN procedure.

The most relevant contributions of this paper could be summarized as follows:

*  The design of an original overall 5G-IloT network architecture comprising macro/micro
5G base stations with heterogeneous sensors and actuator clusters;

e Integration with the SDN and NFV paradigms to effectively apply an RAN-MEC
Network Slicing management framework;

¢  The development and testing of a novel and functionally complete network simulator
composed of two distinct environments (i.e., Simu5G and Mininet);

*  Accurate performance evaluation, addressing scalability, modularity and metrics optimization.

This paper’s structure is as follows: after introducing the specific features and the open
issue of the IIoT domain in Section 1, the most relevant enabling technologies are reviewed
and discussed in Section 2. The SD-IIoT reference architecture is presented in Section 3,
in terms of both devices and management procedure and control protocols. The overall
performance is investigated in Section 4 for different case studies, pointing out a remarkable
gain in terms of connectivity, energy efficiency, end-to-end latency and throughput. Finally,
the conclusions are drawn in Section 5.

2. Overview of Enabling Technologies
2.1. SDN

Software-Defined Networking (SDN) is one of the most promising paradigms enabling
anew generation of 5G networks [10,11]. According to this innovative approach, the control
functions usually embedded in network devices are remotely decoupled from them, while
only the packet forwarding needs to be executed on board, leading to the Control Plane (CP)
and Data Plane (DP) separation. In this way, network devices such as routers and Switches
are relieved of their burdensome management responsibilities, keeping the only task of
relaying packets to pre-established destinations. Conversely, the management of the entire
network is delegated to the so-called SDN Controller; this software module is requested
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to harmonize the underlying infrastructure by means of appropriate APIs, also including
a possible intermediate abstraction level in order to present to the higher layer a logical
network view (i.e., a connectivity graph). Therefore, the SDN paradigm has been gradually
introduced in IoT network management to provide the overall system with agility and
flexibility in facing run-time changes in the network environment [12,13]. In addition, it
has been extended towards security challenges arising at the various layers of a generic IoT
network, pointing out that SDN properties, such as programmability, global visibility and
manageability, can overcome the constraints of the conventional IoT networks [14].

When applied to a typical lloT domain, the SDN Controller is able to divide the un-
derlying infrastructure into a series of subnetworks (slices) based on the policies expressed
by the Application/Management Plane. Each of these slices is associated with a certain
context (service), and it is therefore possible to dynamically manage the resources necessary
to achieve the requirements required in that particular context [15].

2.2. NFV

Network functions are usually implemented by appropriately combining a variety of
hardware and vendor-specific software, each performing specific tasks (e.g., routing or secu-
rity). Network Function Virtualization (NFV) is a reference architecture that aims, instead,
to decouple network functions from the hardware on which they run. The primary objec-
tives of NFV technology are (i) to decouple hardware and software, (ii) to flexibly deploy
network functions and (iii) to reduce implementation and operation/maintenance costs.

These goals are achieved by being able to develop software components separately
from hardware components; in addition, the use of commercial-off-the-shelf (COTS) hard-
ware is encouraged, which ensures less time-to-market and, consequently, reduced capital
expenditure (CapEx) and operational expenditure (OpEx). The high-level NFV architecture
consists of VNF (Virtualized Network Function), NFVI (NFV Infrastructure) and NFV
MANO (NFV Management and Orchestration) modules.

Virtual network functions are classic network functions, such as those ones related to
routing, load balancing or mobility management, which, instead of being performed by
specialized hardware and software, are executed on virtual machines housed on general-
purpose and therefore low-cost hardware. These virtual machines are managed by a
hypervisor, which in turn relies on an operating system that provides a level of abstraction
from the physical resources that are actually used. The NFV MANO framework manages
the various components of the system and provides allocation and release of virtual
resources, performance monitoring, lifecycle management of virtual network functions and
general supervision of the system as a whole [16].

A special application case in the IIoT domain is represented by those strategies capable
of monitoring, protecting and reacting to IoT security threats, which have been investi-
gated in [17], and it was proven to be achievable by the joint application of NFV and
SDN approaches.

2.3. Multi-Access Edge Computing

Multi-access Edge Computing (MEC) is an emerging architectural model that aims to
move the storage and computing infrastructures that support IT services from the Cloud
into close proximity with RANSs, so as to enable new services that need extremely low
latency and a very high level of interactivity and QoE in general [18]. The MEC approach is
complementary to NFV: particularly, while NFV focuses on Virtualized Network Functions
(NFs), MEC enables their execution in the Edge. In addition, their on-demand orchestration
requires an underlying SDN platform as discussed in [13].

The need to develop MEC-based services arises from the increasing expansion of the
IoT; in fact, the presence of an ever-increasing number of connected devices generates
congestion of core networks, with direct repercussions on the quality of Cloud services.
The possibility of bringing these services closer to the end user strongly mitigates the
drawbacks related to excessive bandwidth consumption in the core, where these resources
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can be reserved for other services. The novel services enabled by the MEC meet the vision
of Industry 4.0 in which every aspect of the production cycle is managed by processes in
the Edge, which provide extremely faster response times and allow for real-time, remote
control of machinery and devices, without requiring a human operator [19,20].

2.4. 5G Verticals and Network Slicing

Next-generation networks come into being with the aim of satisfying a wide range
of highly differentiated use cases usually referred to as verticals, for example, Vehicle-
to-Everything (V2X), video surveillance, remote health monitoring, remote surgery, big
data analytics and IIoT. To enable these verticals, 5G networks are designed to be easily
decomposed into logical disjointed and complete subnets, that is, capable of covering the
entire end-to-end service, according to what is known as the Network Slicing technique [21].
Moreover, a comprehensive analysis of the Network Slicing concept’s applications for IoT
system realization is addressed in [22], highlighting that various networking demands
dictated by heterogeneous IoT applications can be matched via dedicated slices.

The possibility of resource partitioning (physical, logical, virtual) on a service basis
is enabled precisely by the massive use of the previously discussed SDN and NFV tech-
nologies which allow virtual network functions to work through known interfaces (APIs)
and which can be managed dynamically as demand changes (NFV-MANO). The goal is to
create logical end-to-end network instances (slice instances) that provide all the services
of a complete network: access, transport and service. These slice instances are created on
demand and contain all the resources necessary to perform the required operations. Once
their task is completed, the resources reserved for them can be released so that they become
available again for other uses [23].

As mentioned, there are many verticals, and new ones are expected to emerge in the
future with requirements that are difficult to predict, so the IMT-2020 Focus Group defined
three macro-areas that represent all possible case studies: Enhanced Mobile Broadband
(eMBB), Ultra-Reliable and Low-Latency Communications (URLLC) and Massive Machine-
Type Communications (mMTC) [24].

3. Software-Defined IIoT Proposed Architecture Design

In this section, we propose a high-level software-defined network architecture to
support QoS-constrained data flows occurring within a 5G IoT system. We focus on a
scenario consisting of a macro base station (gNB) integrated with one or more micro base
stations (small gNBs) with the goal of ensuring ubiquitous and continued coverage, as
represented in Figure 1. Sensor and actuator clusters embodied in the User Equipment (UE)
module are interconnected by means of 5G infrastructure via specific gateways.

The different BSs are controlled by one (or more) SDN Controllers placed in the Edge
(or in the Cloud) according to the needs of the different applications. They are responsible
for routing packets to/from the gateways. The latter are intended to avoid forwarding
messages to the base stations by adopting a D2D mode, through what is called Sidelink
(SL), in order to further reduce delays, e.g., in case of emergency management following
a failure. Such an infrastructure allows for local management of information flows with
the ability to perform the necessary processing in the Edge in case low latency and high
availability are required, such as in the case of the motion control process for the robot, as
pointed out in Figure 2.

For other types of services, QoS requirements may be relaxed, so that proper man-
agement of a slice is critical for efficient use of network resources combined with high
performance. If we consider the data traffic generated by sensors, we observe that this
is intermittent, with low rate and large idle time intervals. As a consequence, stringent
latency constraints are not necessary, while a great number of simultaneous connections
need to be supported.
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Figure 1. Proposed network architecture.
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Figure 2. Radio Access Network and Edge Computing slice integration and orchestration.

The dynamic selection and scheduling of (physical or virtual) resources is required
for the creation of a complete end-to-end service, i.e., the creation of a slice, and is the
responsibility of the NFV Orchestrator, which provides the SDN Controller with an abstract
representation of the resources that it physically connects by determining the optimal paths
according to the policies specified by the Application Plane. The involved resources range
from bandwidth in the access network, which is RAN Slicing, to virtualized resources
within MEC servers (storing, computing, networking) or core network resources (network
functions). It is worth pointing out that in our approach a functional network slice basically
consists of an RAN and core sub-slices, according to the widely adopted architecture
summarized in [22]. The resource allocation problem has not been addressed in depth,
since the specific QoS requirements have been managed by (i) a resource mapping into a
predefined set of slices and (ii) user data flow prioritization. The SDN Control Plane has
been introduced to route and control a particular data flow without affecting other slices.
Moreover, by means of adopting standard northbound and southbound interfaces, the
proposed system architecture is able to support interoperability among networks that are
realized by different providers.
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The Data Plane comprises sensor nodes interconnected by a specific wireless technol-
ogy (LoRaWAN in our case) and deployed in a wide area including indoor or outdoor
factories. A gateway is able to interconnect these subnetworks to the 5G Access Point which
eventually connects to the Internet.

The Control Plane consists of the SDN Controller, whose typical functional block
architecture is presented in Figure 3. In particular, through the appropriate interfaces and
protocols (typically derived from the OpenFlow protocol), it is able to program the behavior
of the devices belonging to the Data Plane, i.e., the SDN Switches, either physical or virtual.

The SDN Controller determines the paths for a packet’s flow by means of configuring
the flow tables of the SDN Switches with specific rules (flow rules) necessary so that they
can be forwarded to the proper destinations, with the aim of chaining basic service modules
in order to provide the requested service. The individual rules (flow entries) within the
flow tables implement match/action operations, i.e., based on the value found within a
particular packet header field, a specific operation is performed on it, such as forwarding
to a specific output port or even discarding the packet. As previously explained, these
(virtual) SDN Switches are responsible for forwarding packets to the proper destination,
and according to the proposed reference architecture, they are required to be mapped onto
the specific network device, as it is pointed out in Section 4. In particular, they could be
installed both on gNB premises and on the servers where the various applications and
control processes are running.

The main contribution of the proposed architecture relies on functional block mod-
eling and the definition of standard interfaces compliant with de facto standards. As a
consequence, the focus has been put on SDN Controller application to dynamic data flow
forwarding, while NFV management of Network Slices has been generalized, without pro-
viding a specific characterization of NFs’ orchestration and resource allocation algorithms
so that, in evaluating the service level performance, the impact of the overhead is not taken
into account.

Application Plane

Control Plane

Network Operating System

OpenFlow

(parser, deparser, ...)

(Virtual) Switch

Ingress ports Egress ports

Figure 3. (Virtual) Switch configuration and control via OpenFlow interface.

4. System Emulation and Performance Analysis
4.1. Proposed Testing Methodology

In order to evaluate the performance of the proposed system architecture described in
Section 3, we introduce a system emulation environment in which services, forwarding
strategies, standard interfaces and messaging have been implemented and mapped to the
specific 5G network devices. To provide a more detailed and realistic system develop-
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ment and testing, two distinct and specific frameworks have been integrated, which are
the following:

¢ SimubG: a 3GPP-compliant network simulator built by the Computer Networking
Group of the University of Pisa in collaboration with Intel Corporation. It is an
extension of the previous SimuLTE and is released as a library for the well-known
OMNeT++ network simulator [25].

¢  Mininet: a network simulator that allows for creating virtual networks containing
hosts, Switches and SDN Controllers and modeling the links between these devices.
Operation is based on typical networking tools offered by Linux platforms (Linux
Kernel) in addition to the possibility of using the OpenFlow protocol to determine the
behavior of Switches (e.g., Open vSwitch) according to the SDN paradigm [26].

4.1.1. Simu5G

The Simu5G library is an extension of the previous SimuLTE library and takes the
basic structure from it. This has allowed the developers to recover the previous work
and extend it to the new context of 5G networks, which have been developed over the
years in such a way as to not produce a breakaway from fourth-generation technologies
because they were well aware that the transition had to be made as smooth as possible
to allow users to be able to adapt to the new technologies without necessarily having to
replace pre-existing infrastructure and devices. Simu5G enables the simulation of the 3GPP
ENDC (E-UTRA New Radio Dual Connectivity): more specifically, Simu5G models the
Data Plane of a 5G mobile network and makes it possible to assess the performance of the
entire end-to-end chain, that is, from the user to the service provider. For this purpose, the
entire protocol stack is modeled, also due to the integration with the INET library, from
which all the typical Internet features, which can be summarized in the TCP/IP suite, are
also inherited. Considering layers 1 (PHY) and 2 (MAC) of the OSI protocol stack, there
are several configurable parameters within Simu5G, such as scheduling strategy (MAX
C/1, Proportional Fair, Deficit Round Robin) and dynamic selection of modulation and
coding schemes, to name a few. However, the complete list of capabilities comprises the
following items:

¢  Transmit power;

*  Transmission direction and antenna radiation pattern (micro- and pico-cell);

*  Scheduling (MAX C/I, Proportional Fair, Deficit Round Robin);

*  Modulation and coding schemes;

¢ Use of muMIMO (multi-user MIMO) technology, also known as mMIMO (massive
MIMO);

. Dual Connectivity (ENDC);

¢ Channel Quality Indication (CQI);

e Interference in uplink/downlink.

In addition to this, inside Simu5G, there is a module named carrierAggregation
which models the Carrier Aggregation mechanism through which radio transmissions are
divided on different carriers, each with a certain number of Resource Blocks (RBs) reserved,
according to what the channel access scheme named Orthogonal Frequency Division
Multiple Access (OFDMA). The CarrierAggregation module maintains within it a vector of
component carriers, characterized by parameters such as carrier frequency, number of RBs,
Numerology Index and flag on the use of TDD or FDD duplexing techniques [27]. Moreover,
it is allowed to characterize the indoor/outdoor communications scenario in a realistic
way, even considering the New Radio (and/or LTE) interface. The main features present
in Simu5G are Device-to-Device Communications (D2D), Dual Connectivity (ENDC),
Cellular Vehicle-to-Everything (C-V2X) and Multi-access Edge Computing (MEC). A very
interesting and highly useful aspect of Simu5G, inherited from OMNeT++, is the ability to
perform real-time simulations for performance evaluation of a network based on the New
Radio (and/or LTE) interface. This functionality is provided by the InetRealTimeScheduler
module contained in the INET library which allows, under appropriate conditions, the
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simulation time to be slowed down to run at the speed of real time, so an external device
sees the network simulated with Simu5G exactly as if it were a real network.

Through the real-time emulation mechanism previously described, a simulation
campaign has been performed in which two or more hosts external to the 5G network
(e.g., Publisher, Subscriber and MQTT Broker) communicate with each other using the
Simu5G internal network as the infrastructure that provides the necessary connectivity
services, comparing different reference scenarios, as presented in Figure 4.

()

From/to data
network

Access Network Core Network Transport Network
(e/gNB) (User Plane Function) (Router)

- The 5G System

N
ﬁ
N2 Architecture
‘ Na Ne | on (3GPP - TR 21.915)

| UE ‘ RAN | UPF

[ (Virtual) NetworkFunctions

NI

ta Network)

IOT Gatewa AMF: Access and Mobility management Function NSSF: Network Slice Selection Function
y SMF: Session Management Function AUSF: Authtentication Server Function
(U E) UPF: User PlaneFunction PCF: Policy Control Function

Figure 4. The 5G simulated network architecture compliant with 3GPP (TR 21.915).

4.1.2. Mininet

Mininet is the best-known SDN-oriented network simulator and is also released in a
version dedicated to Mininet-WiFi wireless networks. The secret of its success lies in its
simplicity, as well as the fact that it implements code that is fully compatible with typical
networking systems, meaning that it can be integrated on hardware devices to assess in a
field test the results obtained from simulations.

Mininet allows us to build even very complex virtual networks to easily apply the
typical SDSN mechanisms by means of the OpenFlow protocol.

The virtual devices are based on the Linux kernel and share all its typical features, and
a CLI (Command Line Interface) is also made available through which one can interact
with the network to check its link status, for example, or perform simple performance tests.

Although these features allow users to quickly become familiar with OpenFlow and
SDN networks in general without further additions, Mininet provides Python APIs with
which users can build their own applications, test custom topologies and more.

4.1.3. Simu5G and Mininet Integration

Simu5G takes advantage of the functionality offered by the OMNeT++ Inet library,
including the ability to create interfaces to outer environments. This makes it possible to
connect a simulated device inside Simu5G with a real external device. With this feature, it
is possible to leverage the virtual 5G network simulated in Simu5G as a real network to
connect the sensor network gateway with a remote control process that can be instantiated
in an SDN network that in turn is connected to the 5G network, as presented in Figure 5,
where it points out a virtual machine (VM), in which runs the real-time emulated 5G
network (Simu5G) including the virtual network devices with specific addresses, a second
VM, where the SDN Controller is activated (Mininet) and an interface to a real (or even
virtualized) Gateway process.
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Mininet WSN

Real interface Real interface

Software-defined Network Gateway

Figure 5. Proposed and developed overall emulation architecture integrating Simu5G (5G RAN),
Mininet (Cloud/Fog/Edge) and wide area wireless sensor networks.

4.2. Results Analysis

In the following, different case studies are tested by means of the proposed integrated
emulation framework. In particular, the focus here is on a couple of opposite applica-
tions devoted to (i) background sensed data collection and (ii) mobile robot management
and control.

The network resources required to manage an autonomous robot are different from
those required for typical sensors and actuators, where a publish/subscribe communi-
cations protocol, such as MQTT, has been consequently adopted, since they are asyn-
chronously activated to transmit or request small amounts of data without particular
latency or reliability constraints. A different case is represented by an industrial robot,
where there is a need for very accurate control of its movements in terms of both the correct
execution of the machining and safety aspects. Under these circumstances, a persistent
connection is required to ensure the proper operation of the closed-loop control process, i.e.,
characterized by high availability and reliability, as well as latency times, i.e., round-trip
time, as low as possible since this is a time-sensitive control process.

As a consequence, we adopted a service-based architecture in which different devices
are assigned specific network resources to meet the requirements of individual applications,
as depicted in Figure 6. For example, the gateways responsible for interconnecting with
the MQTT Broker require lower resources in terms of bandwidth and less stringent latency
constraints compared with the mobile robot needs. In addition, the mobile robot presents a
reduced mobility range, while the gateways, even in the case where they are fixed, may be
distributed over much larger areas with the need for sufficient coverage to be ensured by
the involved gNBs.

Within Simu5G, it is possible to implement Network Slicing at the radio interface
level (RAN Slicing) by exploiting the Carrier Aggregation mechanism and the structure of
the module of the same name. As previously introduced, the Simu5G carrierAggregation
module is, indeed, responsible to maintain a vector of componentCarriers for each UE to
support its data flows, selected from the ones available at the corresponding gNB, which
includes the following parameters:

e Carrier frequency;

e Number of resource blocks;

e TDD/FDD flag;

e  Slot format (if TDD flag is asserted);
*  Numerology Index.
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Finally, a channelModel is instantiated for each componentCarrier to evaluate the
communication quality.

A =
[—]
Smart Factory “ -
L
Tt P — — axae (1L
router ——
5G Network Infrastructure Cloud/Fog/Edge

MQTT
Broker
MQTT
Publisher/Subscriber MQTT

Closed Loop Control EEEE—

Remote Motion

Local monitoring Control Process
process |

Closed Loop Control

Figure 6. The 5G-IIoT service-based adopted architecture with a possible example of network
deployment via Network Slicing.

In Figure 7, Network Slicing management at the RAN level, using the Carrier Aggrega-
tion mechanism previously described and making use of the componentCarrier, is sketched.
In particular, the mMTC slice is assigned a carrier frequency equal to 2 GHz to achieve
wide coverage and a Numerology Index equal to 0 since no special latency constraints are
required, while the URLLC slice is assigned a carrier frequency belonging to the mmWave
band and a Numerology Index equal to 4 to ensure very low latency and high reliability
and availability to guarantee the proper operation of the control loop. In the latter case, it is
worth mentioning that adopting higher frequencies, i.e., the mmWave band, requires close
proximity to the terminal, in this case, the mobile robot, and the gNB to avoid fading and
path loss effects.

CCli] i-th componentCarrier

- Carrier frequency: 2 GHz
- Numerology Index: 0
Carrier Aggregation

o )
CC[1] :
cos & - carerrequency

Temperature sensor

- Numerology Index

°
- Carrier Frequency: 24 GHz ®
- Numerology Index: 4
- Carrier frequency

gr

Mobile robot

jé))-

gNB

- Numerology Index

Figure 7. Network Slicing management scheme applied at the RAN level by exploiting the Carrier
Aggregation module provided in Simu5G.

The mMTC slice is reserved for the typical traffic of IoT systems, which are char-
acterised by a massive number of simultaneous connections requiring limited resources
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in terms of both bandwidth and reliability and latency. Typically, the frequency bands
reserved for these types of communications are located at the lower end of the sub 6 GHz
frequencies (Frequency Range 1), where bandwidths are limited but coverage over long
distances is guaranteed.

The URLLC slice is, instead, reserved for traffic related to mission-critical applications,
i.e., all those transmissions characterised by stringent constraints on reliability and latency,
as they are crucial for delivering high-priority services, for example, to ensure safety in a
workplace such as a factory where remotely controlled machinery and robots are present.
In this case, the mmWave band (Frequency Range 2) can then be employed to exploit wider
bandwidth, while coverage is reduced due to the greater impact of fading, leading to cells
with an effective radius of a few tens of meters.

4.2.1. MQTT System Set-Up

In this preliminary simulation, two clients and a Mosquitto MQTT Broker [28] are de-
veloped to verify the possibility of connecting a network of sensors/actuators, represented
by a gateway that acts as Publisher/Subscriber to a remote Broker. To run this simulation,
at least two distinct virtual machines (VMs) are needed:

¢ One VM (VM1) in which runs the real-time emulated 5G network (SimubG), an MQTT
Publisher and an MQTT Subscriber (Mosquitto Clients).
* Asecond VM (VM2) in which runs the MQTT Broker (Mosquitto Broker).

It is necessary, first of all, to select a network card with a bridge in the VM1 network
settings and to activate a second network card as a host only. We select only one network
card for the second VM. We open a terminal in VM1 and issue the following commands:

$ sudo ip link add vethO type veth peer name vethl

$ sudo ip link add veth2 type veth peer name veth3

$ sudo ip addr add 192.168.2.2 dev vethl

$ sudo ip addr add 192.168.3.2 dev veth3

$ sudo ip link set vethO up

$ sudo ip link set veth1 up

$ sudo ip link set veth2 up

$ sudo ip link set veth3 up

$ sudo route add -net 192.168.3.0 netmask 255.255.255.0 dev veth3
$ sudo route add -net 192.168.2.0 netmask 255.255.255.0 dev vethl
$ sudo route add -net 10.0.3.0 netmask 255.255.255.0 dev veth1

$ sudo route add -net 10.0.2.0 netmask 255.255.255.0 dev veth3

The other ends of the two virtual Ethernet pairs interfaces are assigned, respectively,
to the router and to the UE inside the Simu5G network by indicating it in the configuration
file as follows:

* router.numEthernetInterfaces = 1
*router.eth[0].typename = “ExtLowerEthernetInterface”
* router.eth[0].device = “veth0”
*.ue.numEthernetInterfaces = 1

*.ue.eth[0].typename = “ExtLowerEthernetInterface”
*.ue.eth[0].device = “veth2”

*.ue.extHostAddress = “192.168.3.2”

*.ue.ipv4.forwarding = true

It is also necessary to set the NAT of the virtual machine in order to send the packets
to the right destination and to make them able to come back even if the Broker’s machine
cannot be physically accessed to change the routing paths. To this end, the following
commands must be issued in a terminal of VM1, as described in [29]:
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$ sudo iptables -t nat -A POSTROUTING -d “Broker IP” -0 enp0s8 - MASQUERADE
$ sudo iptables-save

$ sudo iptables -L

The device called natRouter has the task of steering the passage of data through Simu5G
when the client and server are active on the same machine. Basically, the IP address of one
of the two interfaces of the natRouter is set as the destination IP address, so the packets
will be securely sent within Simu5G. The natRouter performs the translation of the IP
address by modifying both destination and source address: in place of the first, it puts
the IP address one intends to reach, i.e., that of the Broker, while in place of the second, it
puts the IP address of its other interface. The same action is performed in the other flow
direction. This behaviour must be suitably specified in the configuration file (.ini).

Now, it is possible to activate the MQTT Broker in VM2:

$ sudo systemctl start mosquitto

The last step consists in starting two MQTT clients representing, respectively, the
Publisher and the Subscriber, using two separate terminals of VM1, indicating the address
of the natRouter 10.0.2.1 as the Broker address that replaces the the destination address, as
described in Figure 8.

Publisher

1~§ mosquitto_pub -h 10.6.2.1 - 2.168.3.2 -t [factory/indoor/kiln -m "Kiln Temperature: 766°C"
:~§ mosquitto_pub -h 10.6.2.1 - 2.168. -t [factory/indoor/kiln - iln Temperature: 756°C"
:~§ mosquitto_pub - .0.2.1 -A 192.168. -t [factory/indoor/kiln - iln Temperature: 866°C"
:~§ mosquitto_pub - .0.2.1 -A .168. -t [factory/indoer/kiln - iln Temperature: 856°C"
:~§ mosquitto_pub - - -A 192.1 -t [factory/indoor/kiln - iln Temperature: 966°C"
:~$ mosquitto_pub - - t /[factory/indoor/kiln - iln Temperature: 950°C”
‘ Sﬁasquirto_pub - .0.2.1 -A 192.168.3.2 -t /factory/indoor/kiln -m "Kiln Temperature: 1060°C"
HE

Subscriber
:~§ mosquitto_sub -h 10.8.2.1 -t /factory/indoor/kiln
Kiln Temperature: 760°C
Kiln Temperature: 756°C
Kiln Temperature: 860°C
Kiln Temperature: 850°C
Kiln Temperature: 960°C
Kiln Temperature: 950°C
Kiln Temperature: 18080°C
Figure 8. In the upper half of the image, a Client MQTT (Publisher) publishes values related to the
topic “Kiln Temperature”, while in the lower half, another Client MQTT (Subscriber) subscribes to

the same topic and receives the temperature values.

It should be noted that the argument of -A represents the interface through which
traffic is sent to Simu5G, i.e., to the simulated 5G network, that of -t is the transmission
topic and that of -m is the message one wants to transmit (payload).

4.2.2. Energy Efficiency

Regarding the power consumption, simulations are performed on two different sce-
narios. The first scenario, typical of new 5G architectures, comprises two small gNBs
positioned internally at the plant in addition to an external gNB with wide coverage. An-
other reference scenario is characterized by a single traditional gNB positioned outside the
plant in an elevated area and responsible for the management of a large cell.

With reference to Figure 9, the following elements are introduced and considered:

e JoT Cluster Indoor/Outdoor: a cluster of devices located inside/outside the facility
(e.g., temperature sensors) connected to its afferent IoT gateway via some radio
technology for sensor networks (e.g., LoraWAN);
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e JoT Gateway (Indoor UE): a device that translates the protocol employed within its
cluster (indoor) to the MQTT protocol for connection to the remote Broker;

*  JoT Gateway (Outdoor UE): a device that translates the protocol employed within its
own cluster (outdoor) into the MQTT protocol for connection to the remote Broker;

*  Mobile robot (Indoor UE): a particular UE capable of moving inside the structure and
with stringent requirements in terms of drive reliability;

*  Macro-gNB: it represents the main base station in the area where the facility is located
and is characterized by high coverage;

*  Micro-gNB (URLLC): a base station located internally at the facility and working at
higher frequencies to provide very wide bands with a reduced coverage;

*  Micro-gNB (mMTC): a base station located internally within the facility and working
at higher frequencies than macro-gNB to provide wider bands, but not enough to
provide complete coverage within the entire facility;

e UPF: it represents the 5G core network and provides the necessary connectivity
between the access network and data network.

Wireless connections (WSN, e.g. LoraWAN)
«—>  Wireless connections (5G New Radio)

<+——  Wired connections (e.g. Gigabit Ethernet)
UPF

o o loT Gateway ,
Outdoor lIoT  © ° (outdoor UE) (( ))
Cluster = — —_—
’ i ’ ° © @" — A_ From/to
° data
Macro-gNB network
| X
(¢ l!n)) e _ (« |!,))
oT Gateway 2
" (indoor UE) [l ‘/.
Micro-gNB (@) Micro-gNB
(URRLC) (MMTC)

Mobile 0, © O
Robot ‘ b ° R
(Indoor UE) == o Q 0

— o

Figure 9. The 5G-IIoT deployment scenarios for performance evaluation, where multiple base stations
(gNbs) are considered in order to facilitate RAN Slicing.

In order to evaluate the energy consumption, 10 MB of TCP traffic is sent by the mobile
robot (Indoor UE) to a server in the presence of background burst traffic typical of IoT sys-
tems generated by the two IoT Gateways. In addition, to evaluate the specific performance
achieved in the two scenarios described, two different approaches are compared:

¢ Ahorizontal approach typical of 3G and 4G networks, i.e., in which the same resources
are divided among the various UEs regardless of the applications in which they
are involved;

¢ Avertical approach that characterizes 5G networks and in which resources are allo-
cated to UEs according to the service required.

As can be seen from Figure 10, energy consumption remarkably decreases when two
small gNBs are used, with a performance gain of approximately 30%, as the efficiency of
communications benefits from the proximity of the two terminals, since the signal-to-noise
ratio increases and, consequently, the need to perform re-transmissions decreases. The
consumption in the horizontal and vertical approach cases is comparable, but the traffic
generated is transmitted with a higher rate in the second case: this is due to the wider
bandwidth available. This positive aspect is clearly visible in the subsequent end-to-end
delay analysis.
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—Proposed scenario (Vetical Approach with Network Slicing)
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Start of TCP Sessions | ——Reference scenario (Horizontal Approach)

095

09
085 |
08 \

0.75 - 4

End of TCP Sessions

Normalized residual battery level

05 | | I I | | | | |
0 1 2 3 4 5 6 7 8 9 10

time [s]
Figure 10. Normalized residual battery level of the mobile robot as a function of time.

4.2.3. Round-Trip Time

With reference to the Round-Trip Time experienced by the mobile robot operating in
the previously described scenarios, the following results are obtained, where we omit to
report the case of a single gNB as delays are extremely higher than those ones achieved in
the 5G-IIoT scenario (approximately by an order of magnitude).

In this case, the vertical approach assigns more bandwidth to the mobile robot by
exploiting the mmWave band. In addition, it is possible to increase the Numerology Index
#, which means reducing the duration of time slots in the OFDM plot, i.e., increasing the
symbol-rate, as reported in Table 1. This increase in symbol-rate means an increase in the
available bandwidth, which is why higher Numerology Indices are typically employed in
the mmWave band. As a result, as pointed out in Figure 11, the latency decreases, while
maintaining consumption in line with those ones obtained with a horizontal approach.
Specifically, by performing a statistical analysis, the mean values are equal to 7.75 ms and
2.1 ms for the horizontal and vertical approaches, respectively, with a gain of approximately
70%. Obviously, this strategy offers good results when UE and gNB are close enough, since
Frequency Range 2 frequencies are more affected by fading issues, as well as experiencing
higher path loss.

0.014 I I T T T
——Horizontal Approach
— Vertical Approach
0.012 - b
0.01 b
@ 0.008 |~ ,
© 0.006 - l
0.004 |- "
0.002 | | | ‘ ‘
0 1 1 1 1 1 | 1 1
0.2 04 0.6 0.8 1 1.2 14 1.6 1.8 2

time [s]

Figure 11. Round-Trip Time comparison for the cases of vertical approach (Slicing) and horizontal
approach (one size fits all).
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Table 1. Slot duration with respect to the Numerology Index p.
U 0 1 2 3 4
Slot duration [ms] 1 0.5 0.25 0.125 0.0625

4.2.4. Qualitative Issues

As far as interoperability is concerned, the proposed architecture could be used for
any kind of scenario given its generality and the possibility of being connected with
any networking system, be it a private network or even the Internet. Expandability is
guaranteed together with the capability to develop novel applications and, thus, simulate
more complex scenarios. An example in this sense is the possibility of introducing specific
(virtual) network functions, e.g., to place and enforce specific security policies. Some
network functions required for certain core services such as authenticating a user or
managing security can be modeled directly within the Simu5G access network, as well as
for those typically hosted in the core network, such as firewall, NAT, deep-packet inspection
(DPI), charging and many others. In addition, the presence of an SDN control network
allows for the development of specific network functions that can be interconnected to
realize complex services involving an SDN Controller to optimize the routing of packets.

5. Conclusions and Future Developments

This paper focuses on interconnecting subnetworks of mobile IIoT devices by a high-
level network architecture for managing data flows generated by multiple clusters of
sensors and actuators. The proposed framework is based on a Network Slicing approach
(i.e., managing both radio and computing resources), and it is further applied to an Industry
4.0 context where 5G technology is adopted to improve interoperability. Specifically, the 5G-
IIoT network architecture, comprising macro/micro 5G base stations with heterogeneous
sensor and actuator clusters, is further integrated with the SDN and NFV paradigms to
effectively apply a general RAN-MEC Network Slicing management scheme. Finally, the
proposed system is emulated by means of integrating two distinct real-time frameworks,
one for 5G networks and the other for SDN networks. The obtained results demonstrate
that the proposed approach allows us to allocate the available resources more efficiently
and afford improved performance in terms of connectivity, energy efficiency, end-to-end
latency and throughput. In addition, its scalability, modularity and flexibility are assessed,
making it a general tool to test novel applications and more complex and real-world IloT
deployment scenarios.

We want to highlight that several issues still need be addressed to improve the rele-
vance of the proposed framework. First of all, an NF orchestration and resource allocation
algorithm could be integrated to investigate the trade-off between latency and control
overhead and to support multi-tenant scenarios. Additionally, more complex and dy-
namic applications and services are to be modelled and evaluated: this is the case of
distributed machine learning, blockchain of things and, above all, on-demand security
policies” composition, set-up and enforcement.
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