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Abstract: Large river basins present significant challenges for water resource planning and
management. They typically traverse a wide range of hydroclimatic regimes, are characterized by
complex and variable hydrology, and span multiple jurisdictions with diverse water demands and
values. They are often data-poor and in many developing economies are characterized by weak
water governance. Rapid global change is seeing significant changes to the pressures on the water
resources of large basins, exacerbating the challenge of sustainable water management. Diverse
technologies have long supported water resource planning and development, from data collection,
analytics, simulation, to decision-making, and real-time operations. In the last two decades however,
a rapid increase in the range, capability, and accessibility of new technologies, coupled with large
reductions in cost, mean there are increasing opportunities for emerging technologies to significantly
“disrupt” traditional approaches to water resources management. In this paper, we consider the
application of ‘disruptive technologies’ in water resources management in large river basins, through
a lens of improving water security. We discuss the role of different actors and institutions for water
management considering a range of emerging disruptive technologies. We consider the risks and
benefits associated with the use of these technologies and discuss the barriers to their widespread
adoption. We obverse a positive trend away from the reliance solely on centralized government
institutions and traditional modeling for the collection and analysis of data, towards a more open and
dynamic ‘data and knowledge ecosystem’ that draws upon data services at different levels (global
to local) to support water planning and operations. We expect that technological advances and
cost reductions will accelerate, fueling increased incremental adoption of new technologies in water
resources planning and management. Large-basin analytics could become virtually free for users
with global, regional, and national development agencies absorbing the costs of development and
any subscription services for end users (e.g., irrigators) to help improve water management at user
level and improve economic productivity. Collectively, these changes can help to ‘democratize’ water
management through improved access to data and information. However, disruptive technologies
can also be deployed in top-down or centralized processes, and so their use is sometimes contested
or misunderstood. Increased attention therefore needs to be given to ensuring equity in technology
access, and to strengthening the governance context for technology deployment. Widespread adoption
of disruptive technologies will require adjustments to how water professionals are trained, increased
adaptiveness in water resources planning and operations, and careful consideration of privacy and
cybersecurity issues.
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1. Introduction

Water management is a major and growing global issue for economic development and poverty
reduction [1,2]. Water is essential for food and energy security [3,4], and water-related extremes of flood
and droughts have significant economic and social costs [5,6]. With increasing global population and
economic development, demand for water and competition between uses and users are on the rise [7,8].
Global water consumption is estimated to have increased by 40 percent in the last four decades [8],
mostly for irrigation, which represents 70 percent of total global water withdrawals [9]. While everyone
depends on freshwater, the importance of groundwater is often overlooked; for example, groundwater
provides drinking water for 1.5–3.0 billion people [10]. The current level of global water withdrawals
is approaching a planetary boundary, which if crossed would take the Earth system outside a safe
operating space for humanity [11]. As result of these pressures, an estimated 4 billion people experience
severe water scarcity for at least one month of the year [12]. Local water availability constraints, rapid
population growth and urbanization, inadequate infrastructure, and governance shortcomings [13]
mean nearly 0.7 billion people lack access to a safely managed drinking water supply [14].

Accelerating climate change is perturbing the global water cycle [15], altering the average patterns
of water availability and increasing the magnitude and frequency of water-related extremes in parts of
the world. These changes, however, are uncertain and still poorly understood [15–18]. Climate change
increases the uncertainty in projections of water supply and demand, and increases the uncertainty in
feasibility and economic performance assessments of water infrastructure [19,20].

1.1. Large River Basins—Character and Importance

There is no widely accepted criterion for defining “large river basins”, either in terms of drainage
area or total discharge. Basins exceeding 100,000 km2 in area—of which there are an estimated 130 or
so globally (including 22 exceeding 1,000,000 km2)—could reasonably be considered large. However,
rather than use an arbitrary criterion such, we adopt a looser definition that also includes geographically
smaller basins where water management challenges are considered ‘large’, because of one or more of:
(i) hydrologic complexity (high flows, hydrologic variability, non-stationarity, surface-groundwater
interactions, multiple water sources—rainfall-runoff, snow, glacier melt); (ii) water management
complexity (large population, supply-demand imbalance, inter-sectoral competition, rapid demand
growth, pollution, high flood and erosion risk, climate change vulnerability),); and (iii) administrative
complexity (transboundary coordination or conflict; federate-state-local coordination or conflict;
governance complexity—intersecting legal, policy, regulatory frameworks).

Aside from remote and sparsely populated basins in northern Canada and Russia, most of the
geographically largest river basins in the world are also international transboundary basins. A total of
286 river international transboundary river basins have been identified (spanning 151 countries and
home to more than 40 percent of the global population); 80 percent of the total area and population
of the transboundary basins is associated with the largest 156 basins [21]. Larger river basins tend
to have a higher economic dependence on water resources, and the 14 basins with the greater
economic dependence on water are home to almost 50 percent of the population of all transboundary
basins—nearly 1.4 billion people [21]. In addition to international transboundary rivers, large basins
within federal countries—such as the Murray–Darling in Australia—represent complex resource
management challenges [22].

As well as the economic importance and the associated social values of large river basins, these
systems are critical habitat for freshwater biodiversity. Rivers, lakes, and other ‘wetlands’ occupy just
0.8 percent of the Earth’s surface but support 6 percent of all described species including 35 percent of
all vertebrates [23], especially fish. Large rivers with higher flow volumes tend to support more fish
species, and tropical rivers tend to have higher levels of species richness. The highest levels of riverine
fish species richness are found in the Amazon, Orinoco, Tocantins, and the Paraná in South America;
the Congo, the Niger Delta, and the Ogooue in Africa; and the Yangtze, Pearl, Brahmaputra, Ganges,
Mekong, Chao Phraya, Sittang, and Irrawaddy in Asia [24]. Large rivers are also especially important
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for freshwater megafauna with slow life-history strategies and complex habitat requirements [25].
Globally, freshwater megafauna populations declined by 88% from 1970 to 2012, with mega-fishes
exhibiting the greatest global decline (−94%) [25]. These major biodiversity declines highlight the
conflicts between economic development and environmental protection and conservation in large
river basins.

Large river basins present particular challenges and opportunities for the use of emerging
technologies in support of water resources management. Geographically, large basins typically traverse
a wide range of hydroclimatic regimes, and processes that characterize basin-scale hydrological
behavior take place at multiple scales. These give rise to technical challenges for the design and
operation of hydrometeorological data collection systems, including the integration of ground-based
and remote observations. Because they often span multiple jurisdictions—within and, or between
countries—large basins have institutional complexities for coordinated data collection, sharing and
analysis, as well as for decision making and for coordinated real-time operational management.

1.2. Water Security as an Objective for IWRM

Integrated water resources management (IWRM) has been vigorously promoted by the
international development community as a set of principles and a best practice process for planning
and managing water resources [26]. IWRM has also however, been strongly criticized from both
technical standpoints (for being too vague to have real utility for practical implementation [27]) and
from political economy standpoints (having been dubbed “soft coercive hegemony” [28]). We find
that accepting some key principles of IWRM (e.g., water systems focus, data/analytical foundation,
participatory planning) but shifting to a medium-long term ‘water security’ outcome focus, helps to
better define desired economic, social and environmental outcomes from water, and identify specific
interventions to help achieve these. ‘Water security’ is thus conceptualized as the relationships between
the water endowment, the water sector architecture (institutions and infrastructure), water sector
performance (resource management, service delivery and risk mitigation) and the outcomes from how
water is managed and used (Figure 1). A recent example of the application of this conceptualization is
a comprehensive water security diagnostic for Pakistan [29].
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Water resources management is integral to sustainable development. In 2015, all 193 Member
States of the United Nations General Assembly agreed to the 2030 Agenda for Sustainable Development
and established 17 Sustainable Development Goals (SDGs). This is a plan to “end poverty in all its
forms” and to “shift the world to a sustainable and resilient path”. SDG 6—Ensure availability and
sustainable management of water and sanitation for all—considers not just water supply and sanitation
services, but also water scarcity and water use efficiency, water quality and wastewater treatment,
water ecosystems, as well as institutional aspects of water resources management (including IWRM
implementation) and cooperation [30]. Other aspects of water security (such as water-related disasters)
are captured by other SDGs.

In this paper, we review the application of “disruptive technologies” in water resources
management in large river basins, through this water security lens. We consider how these technologies
can assist delivering better outcomes or deliver outcomes more efficiently or cost effectively. We discuss
the roles of different actors and institutions, and consider risks associated with the adoption of these
technologies and the barriers to widespread adoption.

1.3. Role of Technology in Water Management

Technology has multiple roles in water management, across the spheres of infrastructure design,
systems planning, real-time operations. These can be considered in a matrix with the key areas of
water resource management, irrigation management, water supply (and treatment) and sanitation,
and environmental water management. Here, we focus on decision making—at both planning and
operational time scales—for water resources management. This includes river basin planning; water
allocation planning; flood and drought outlooks, forecasts and warnings; and the real-time operational
management of water resources infrastructure. However, these boundaries are not tightly delineated,
and many of the technologies discussed have application into other aspects of water management
as well. For these selected focal areas of water resources management, we consider how ‘data’ is
transformed into ‘information’ and then ‘knowledge’, and how these are then used in decision making
for action. Along this ‘value chain’, we thus consider the collection, transmission, storage, management,
and sharing of data. Then the ways in which data is transformed into information and thence into
knowledge, and how information and knowledge are stored, managed, shared, visualized, and
otherwise communicated. We consider the decision process and the roles of multiple actors in this
process, and how decisions are communicated and then actioned. Beyond the ‘hydro-informatics’
elements of technology, there are innovative technologies for operations and stakeholder interaction.
With respect to SDG 6, a brief introduction to some technology opportunities is provided by [31,32].

2. Disruptive Technologies

Disruptive technology is commonly defined as “technology that can fundamentally change not
only established technologies but also the rules and business models of a given market, and often
business and society overall”; the term (and concept) was first introduced in the mid-1990s by Harvard
Business School scholars in the context of business innovation [33]. Disruptive technologies are now
showing much promise in every field of development [34]. The evolution of these technologies is
accelerating and disrupting traditional approaches to water planning and management. The key
relevant technologies are summarized in Table 1 with implications on their application to water
resource management in large river basins.

2.1. Technology Evolution

Technological evolution has influenced the use of water resources for millennia. However, in recent
years, there has been an acceleration in the development of new tools and technologies of relevance
for water resources management (Figure 2). Many factors, however, affect the adoption of emerging
technologies, including institutional capacity, the enabling policy and institutional environment,
resource availability, competing priorities, access to global good practice, intellectual property, and
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the agility of governments, the private sector, academia, and other actors. These factors have meant
heterogeneous but overall slow uptake and diffusion of new technologies. Some technologies that
were deployed in the developed world more than a century ago, are only now being adopted across
the developing world. However, much of the developing world has a ‘last mover’ advantage, with
the potential to leapfrog old ways and adopt new approaches more rapidly than the developmental
paradigm allowed in the developed world. While there have been many challenges in leapfrogging in
some areas, including for environmental sustainability and indeed for river basin management [35],
information and communication technology leapfrogging is beginning to show real impact in spite
of “tech transfer” and “absorptive capacity” issues [36], including through rapid adoption of mobile
technologies and leveraging the large data sets generated by some developing countries [37].
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Here, we classify disruptive technologies according to where they can be most disruptive:
(i) decision-making, (ii) operations, and (iii) stakeholder interaction (Figure 3).

2.2. Technology Appplications

Traditional investments in water resources in the developing world have seldom been conceived,
implemented, or operated from a holistic multi-sectoral basin perspective. They often are based
on old technologies and have high operational and maintenance costs that are seldom met, leading
to poor service delivery exacerbated by deferred maintenance as they age. Even basic monitoring
data are usually not accessible in real-time and require different ‘ringfenced’ legacy software that are
not inter-operable.
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One of the main ways in which modern technology is reshaping water resources planning and
management is through ‘disrupting’ the data value chain (Figure 4). This is manifested through
new inexpensive sensors for in-situ monitoring (tending towards an expansive ‘internet of things’),
increasingly powerful Earth observations from satellites and drones/unmanned aerial vehicles (UAVs)
to provide synoptic views of topography (including high-resolution digital elevation models to identify
flood-prone areas and support hydrodynamic modeling), climate, water levels, flows, snow cover,
inundated areas, landcover, watershed status, and even some aspects of water quality and groundwater.
Earth observations [22], with near global consistent coverage, is rapidly becoming a game-changer
for synoptic observations in large basins, where the resolution of even the free resources from NASA
and ESA are often adequate for useful water resources analytics. New unmanned on-water and
under-water vehicles show promise; they can be outfitted with sensors and autonomous (single or
swarm) capability for surveying large water bodies (e.g., for bathymetry, hydraulic safety, water quality,
or fish stock assessments).

New analytical tools, increasingly cloud-based—including at the global level, assimilate available
data and generate estimates of a range of critical parameters related to snowmelt estimation, water
balance, water accounting (e.g., WA+, WAPOR) [38,39], scenario analysis, and forecasts to create
‘digital twins’ of basins to facilitate analyses. These enable access to curated archives and real-time
estimates of the water status for any basin anywhere in the world to support both strategic planning
and tactical operations through data visualization, early alerts/warnings, and the development of
interactive packaging for data, analytics, and knowledge. Examples include interactive portals, mobile
phone applications, and dynamic e-books. These support decisions at all levels, from simple scoping
of water resources development, to detailed planning with stakeholder involvement/outreach, as well
as real-time operations. Additional systems related to data/text mining, social media integration,
advanced cloud-based modeling, machine learning/AI, or ‘bots’ can help bring in an additional
automation and integrated perspectives to support decision-making.
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These technologies are helping water managers reimagine the way information-based decisions
can be made for smart water resources planning and management and are allowing development of
integrated basin/aquifer plans based on both analytical and stakeholder approaches. Technologies
have made possible new approaches to use and conserve water and administer usage caps (e.g., using
satellite-derived actual evapotranspiration estimates), adopting a systems perspective to improve
agricultural water productivity, benchmark systems, and incentivize sustainability. New in-situ and
Earth observation monitoring and analytics allow for development and customization of tools for water
planning, allocation, and coordinated water infrastructure operations in an integrated multi-sectoral
systems perspective. Water infrastructure can now be operated in a more coordinated systems context
for multiple objectives ranging from service delivery to climate resilience. Continuous innovation,
piloting, and learning from global good practices enables quick scaling-up of new technologies and
enables more adaptive management.

3D printing, robotics, automated transport, advanced materials, nanotech, biotech, and cleantech
are supporting new operational systems that represent a paradigm shifts away from traditional
approaches. Examples include irrigation systems that improve water productivity and field-level
water use efficiency (especially when combined with policies such as limits on water abstraction); 3D
printed monitoring stations (e.g., 3D-PAWS [40]) that reduce costs for monitoring weather and water
levels; and ultrasonic control systems (successfully piloted in Lake Quaroun in Lebanon) that can
mitigate algae-related water quality problems.

Platforms are emerging to enable people to work together in new ways in the sharing economy,
including fintech, crowdsourcing, crowdfunding, block-chain enabled supply chains, asset sharing
systems, Digital ID enabled e-governance, and open learning platforms. Many of these platforms
have application in water management in large basins, including online/mobile platforms to support
learning or interactions among remote or disperse water user associations, and platforms to help
farmers access global marketplaces online, with feedbacks into irrigation water requirements.
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2.3. Implications for Large Basins

The implications of these new technologies, with a focus on digital technologies, for water
resources planning and management in large basins, are summarized in Table 1. Major changes
in water management around the world are likely in very short timeframes. Ref [41] Many of the
initial impacts will come from the plummeting costs of sensors, mobile devices and connectivity,
cloud services (including to process increasingly powerful earth observation and other big data),
interoperability due to online data standards and protocols, and increasing digital literacy.

Water data could be used primarily for water assessments, evaluations, operations, foresight,
design, accountability, and education [42]. Many of these are useful at different scales—from monitoring
progress towards the SDG-6 global indicators to helping design a culvert.

Many countries are modernizing their water resources institutions and developing national water
resource information systems and analytics to support basin planning and disaster management.
Some are also strengthening ties among government, academic, civil society organizations (CSO),
and private sector institutions to develop a broad stakeholder base for this transformation. Modern
water information systems require integration of data (from global, regional, national, to local sources),
data quality management, conversion to interoperable data services, and development of interactive
dashboards to help access and visualize data services and associated analytics in appropriate formats
to support decisions.

Large basins will especially benefit from these changes given both the challenges (e.g., the need
to integrate data across large areas; multiple stakeholders wishing to inform coordinated decisions;
large water infrastructure investments) and the opportunities of large basins (e.g., application of free
Earth observations in the 10–250 m resolution range; the ability to deliver reach large numbers of
remote beneficiaries with valuable data services).

Institutions such as the Mekong River Commission and the various Nile Basin Initiative centers
have demonstrated the utility of modern data and analytics in basin planning and hydro-meteorological
data integration. Other large basins (e.g., the Congo, Ganges-Brahmaputra-Meghna) are in the nascent
stages of this journey given capacity constraints and transboundary cooperation challenges.

Many countries are modernizing their water information systems taking advantage of new
technologies. The United States and Australia are improving their already well-established systems
facilitated by strong national institutions. Europe is increasingly building on its regional institutions (e.g.,
European Centre for Medium-Range Weather Forecasts, European Organisation for the Exploitation
of Meteorological Satellites, Joint Research Centre of the European Commission) to help countries
access better data and analytics. China is utilizing evapotranspiration estimates derived from Earth
observations to improve irrigation management [43,44] and India is enhancing its national water
resources information system [45].

Estimates based on satellite products or global models are increasingly found to be comparable
with those based on in-situ observations [46,47]. These techniques, especially when enhanced by a
new generation of artificial intelligence (AI)/machine-learning (ML) algorithms and global models, can
revolutionize water resources management even in data-poor environments. When accessed through
customized interactive dashboards, this information can be especially useful for estimating parts
of the water balance, estimating flooding areas, making customized weather/hydrologic/inundation
forecasts, managing large water demands (e.g., agriculture) and system losses, while enhancing and
benchmarking water productivity [48,49].
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Table 1. Summary of disruptive technologies relevant to water management in large basins.

Technology Description Implications for Large Basins References

In-situ Sensors and
Internet of Things (IoT)

Sensor is a generic term for devices capable of sensing external
stimuli (e.g., force, flow, acceleration, light, sound, vibration,

humidity, temperature, pressure) and act upon those readings
(e.g., recording, reporting, reacting). IoT refers to a set of physical

objects with embedded ubiquitous sensors connected to
networks (e.g., telemetry) and interfacing with

analytics/applications that support real-time management.

Inexpensive in-situ real-time monitoring networks (e.g., for snow, flows, soil
moisture, groundwater, water quality) especially with an internet-of-things
approach supported by effective telemetry (GSM, satellite, radio, blue-tooth,

broadband, etc.) for natural (e.g., streams, rivers, lakes, coasts) and man-made
systems (e.g., canals, pipes)

[50,51]

Earth Observation and
Geospatial

Remote sensing (acquisition and processing of information
without making contact) using satellites, drones/UAVs and other

aircraft. Analytics using modern GIS and Remote Sensing
Software and Services.

Satellite data products for weather, land cover, water levels, evapotranspiration,
flow, and groundwater change for large basins. Heliborne surveys to explore

geological structure; drone surveys of streambanks; LiDAR surveys for
flood-prone areas; drone/UAV surveys. Geospatial data processing tools (from

desktop to online systems) support applications from data visualization to
complex modeling.

[52–54]

Cloud Services

A cloud service is any service made available to users on demand
via the internet from cloud-computing servers. Cloud services

are designed to provide easy, scalable access to applications,
resources and services, and are fully managed by a cloud services
provider. As cloud services become more ubiquitous, cheaper,
and more secure, they offer more opportunities for combining

data in new ways and making them accessible on multiple
devices in any setting.

‘Big data’ analytics especially when supported by new data science advances in
scripting, online analytics, modelling, and visualizations. These services can be

free, or subscription based (e.g., Google Earth Engine, Open Data Cube, etc.)
[52,55–57]

Open Data/Analytics
and Standards

Open standards for data/data and analytics services (e.g., Open
Geospatial Consortium (OGC), Open APIs) are helping make

data and analytics more accessible in online contexts. The
concept of AI tries to mimic human intelligence in machines. ML
enables computer programs to become self-learning through data

mining and supervised, unsupervised, or hybrid training
systems. Many countries are encouraging policies to promote

more data accessibility in the public domain. Blockchain could
help use a distributed ledger technology that can help make

transactions relatively tamper-proof.

Open standards help make systems interoperable. Some of these (e.g., WaterML
from OGC) have a lot of potential if their use becomes widespread. Open data can
be particularly useful for weather, streamflows, soil moisture, groundwater, water
quality, crop yields, etc. to facilitate decision support and training for machine

learning/AI systems. Models (especially in the public domain) for water balance
or water systems analysis are slowly moving to cloud platforms and could disrupt
traditional desktop modeling when better established. ML/AI systems can help
integrate disparate information, power automation, develop chatbots, and aid
language translation. Blockchain could improve transparency and reliability of

data reporting, smart contracts, and water administration.

[58–63]

User Interfaces (portals,
mobile Apps,

augmented/virtual reality)

Rapid advances are being made in providing access to data,
analytics, and knowledge to support learning and

decision-support for end-users, as well as new ways to
crowdsource user observations, surveys, and other inputs.

Interfaces for modern operational control rooms/water centers, smartphones,
tablets, computers, augmented/virtual/mixed reality devices to access, visualize,
and analyze basin data from in-situ sensors, Earth observations, model results, etc.

[64,65]

Stakeholder Interaction
Tremendous improvements are being made in connectivity

(mobile voice and data access; broadband), and in
e-government/private sector online services.

Improved connectivity through mobile devices and online services can usher in a
new paradigm for stakeholders to work together and access global good practice [66–68]
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3. Institutional Roles

Traditionally, water resources institutions have faced the challenge of inefficient workflows,
low capacity, poor coordination across sectors and governance levels, poor integration with other
kinds of institutions (e.g., academia, private sector), limited transparency, and inadequate alacrity in
learning from global good practices. New technologies are enabling improvements in information
interoperability [63] and institutional infrastructure that can be developed at reasonable cost (e.g.,
ecosystems of computers, tablets, and smartphones and related Apps; shared audio/videoconferencing,
shared communication, and touchscreen access resources; dynamic physical-computer modeling
approaches [e.g., [69]). These can be co-located in clusters such as water centers that allow for
co-location of representatives from related organizations that need to work together (e.g., the National
Water Center in the United States) to develop and use shared products (e.g., the National Water
Model [70]). These approaches could be adopted in many countries and transboundary basins where
shared personnel and tools could ‘disrupt’ traditional ‘siloed’ approaches.

New technologies are also fundamentally changing the notion of capacity-building, with services,
automation, and interfaces reducing the need for laborious and time-consuming issues related to access
restrictions, digitization, formats, fragmented desktop analysis, and dissemination on a case-by-case
basis, all with only a few people having access to even view the data and products. New more
automated systems enable wider access and a different kind of capacity development, avoiding the
need for reinventing similar systems at great cost and with limited new functionality. These systems
can increase levels of collaboration between agencies, through shared data, analytics, and visualization
services. All stakeholders can leverage the learning and collaboration systems supported by the
internet and high-speed connectivity, in order to learn rapidly from and contribute to global good
practices. New technologies can help redesign stakeholder consultation, climate hazard insurance,
payments for ecosystem services, by connecting stakeholders and by accessing new data analytics.
Different institutions have different roles in this evolving world (Table 2).

Table 2. Institutional roles in the disruption process.

Institution Potential Role in the Disruption Process

Governments

Enabling policy environment for innovation (e.g., open data policies, incentivizing
collaboration and innovation, building/facilitating the backbone cyberinfrastructure,

improving internal and external collaboration and shared vision, creating
internship/visiting expert programs, open transparent procurement and learning expos to

facilitate innovation, shared vision and collaborative decision-making) as well as
managing the downside risks (e.g., obsolete jobs, privacy, cybersecurity). The role would
be customized to the level of government institution (from national to provincial to local)

considering the opposite implications of the principles of subsidiarity and economies
of scale.

Academia

Improving research and data/tools/literature in the public domain, educate existing water
professionals and a new generation of water professionals on the potential for new

technologies, collaborative research and internship programs, contributions in hackathons
and other competitions.

Private Sector Develop innovative approaches that respond to challenges faced by various stakeholders,
showcase new approaches, explore opportunities to demonstrate proof-of-concept.

Regional and Global
Institutions

Facilitate access to finance, knowledge of regional and global good practices, learning and
collaboration (e.g., for transboundary basin organizations, multilateral or bilateral

development organizations, large CSO, partnerships, etc.) related to the use of new
technologies and sharing lessons from implementation experience.

Community

Improve awareness of emerging disruptive technologies and role of the public in
highlighting opportunities and concerns and demanding and using open data for action

and social media. Increase and improve public involvement through CSO facilitation,
citizen science approaches, and crowdsourcing/crowdfunding innovations.
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Water sector institutions have both management and governance roles [71] and both these roles
can be enhanced through technology. For example, in the case of groundwater management in large
areas, improved monitoring using in-situ sensors (e.g., for extraction, use, quality, recharge), Earth
observations (e.g., for evapotranspiration estimates and gravity-based water equivalent changes)
and improved models, could improve resource management through regulating groundwater
pumping (volumes and timing) or determining bore spacings. Modern communication including for
automated collection of fines, could improve governance to promote resource management goals of
equity, efficiency, conservation, and sustainability. New technologies could be particularly useful in
transboundary waters contexts, with multiple options now available for estimating resource extent
and condition, and other key water resources variables.

A key constraint in reaching the potential the various technologies is data availability. This could
be overcome by wider government adoption of an open data approach. For example, the California
Open and Transparent Water Data Act requires the state Department of Water Resources to create,
operate, and maintain an open-access state-wide integrated water data platform [72].

4. Benefits, Risks, and Barriers to Adoption

The technologies discussed herein offer important technical and governance benefits compared to
traditional approaches. They can increase robustness in decision making, as decisions are more likely
to be based on more complete information (e.g., from weather and other apps, portals, decision support
systems). They can increase the timeliness and accuracy of real-time and near real-time decisions
through greater use of automation and rapid and reliable communications. They can reduce the
costs of basin planning and management (e.g., lower traditional hydromet monitoring costs, reduced
redundancy, and increased economies of scale from online services). They benefit end-users through
better information and decision-support and enhanced mechanisms to connect stakeholders and global
good practice (e.g., through social media and packaged curated content). They provide enhance
trust and cooperation across sectors and regions (including transboundary) and can support more
democratic decision-making through open and equal access to data and information.

While disruptive technologies (even while often benefitting from centralized platforms and
standards) are encouraging a move away from top-down centralized decision processes, their adoption
does not guarantee this positive shift. There are many instances of the deployment of disruptive
technologies in top-down or centralized decision making without adequate stakeholder consultation.
Understanding the governance context for disruptive technology deployment is therefore critical, as is
explicit consideration of how this context determines whether new technologies enhance or hinder
processes of stakeholder participation and empowerment [73,74].

In addition to these potential negative consequences, there are significant barriers to widespread
and rapid uptake of these technologies. Adoption requires a considerable range of new technical
skills, many of which are not standard in university water management curricula. In addition to
awareness-building, there is a need to improve the sector skill-base through training, recruiting/

insourcing appropriate cutting-edge technology skills, and building partnerships. As with any new
technology, the need to invest in new infrastructure has budget implications, and while costs for many
of the technologies are rapidly reducing, governments may be reluctant to invest in what may be
perceived as non-standard equipment. As these technologies are evolving rapidly, there will be pressure
to update and upgrade more frequently than in the past. With the accelerated risk of obsolescence, it
will be important to move to new adaptable cloud-based approaches that allow rapid upgrading of
systems. This highlights the need for changed mindsets to help water resource managers and decision
makers step out of the ‘comfort zone’ to recognize this new world of rapidly evolving technologies.

As well as barriers to adoption, there are some significant risks. Effective management of privacy
and cybersecurity risks requires good institutional policies, frameworks, and systems [71]. There are
implications for professional employment, since as with any technological change, large numbers of
employees will increasingly find there is diminishing need for traditional, manual jobs as these become
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automated (e.g., gauge readers, analysts, desktop modelers, translators, etc.). Employers will need to
recognize these trends and institute retraining or retrenchment/skill upgrading/replacement programs
for effective workforce management. There is a risk that the digital divide will become greater—with
many countries, and communities within countries, unable to access the disruptions that seem to be
changing life for the better in other places and for other people. This will require increased emphasis on
low-cost or free open public-domain systems and the ability to create and use more global platforms.

5. Conclusions and Forward Look

A new world of innovative technologies has the potential to ‘disrupt’ traditional approaches
to water resources management in large basins. The widespread operationalization of the fuzzy
concept of IWRM is now within reach, with new ways to strengthen the information, institution, and
investment foundations of IWRM.

Looking ahead, there are two mutually reinforcing aspects that will help make the rate of
technological adoption exponential. First, technology is evolving at a blistering pace, dropping the
costs for every process and enabling actions that were not even considered in the realm of possibility
a few years ago. Second, the incremental adoption of some of these technological options in water
resources planning and management are generating lessons that can inspire others to do even better as
adoption spreads.

These changes are likely to lead to a new way of reconsidering data and analytical sovereignty as
data and analytics (e.g., for droughts, floods, basin scenario planning) become increasingly global,
fueled by machine learning that builds on opening up of data access for training. Water withdrawal
and net consumption will be closely tracked and monitored (with a combination of in-situ sensors and
Earth observation) to improve systems management and benchmarking. Large-basin analytics could
become virtually free for users with global, regional, and national development agencies absorbing the
costs of development and any subscription services. Services for end users (e.g., farmers) could also
become free or low-cost services and help improve water management at the user level and deliver
improved productivity.

Collectively, these changes can help to ‘democratize’ water management through improved access
to data and information, but increased attention will need to be given to equity in technology access.
Disruptive technologies will require adjustments to how water professionals are trained, an increasing
adaptiveness in water resources planning and operations, and careful consideration of privacy
and cybersecurity issues. Especially as the world struggles with the ongoing COVID-19 pandemic
experience, there is an increasing appreciation of the use of such new technologies to help conceive,
remotely monitor, and manage water resource systems and related investments. Strong leadership to
create an enabling environment to improve awareness and skills related to new technologies to realize
the promised benefits and effectively manage risks is essential to facilitate this modernized approach
to planning and managing large basins.
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