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Abstract

:

As a symmetric encryption algorithm, multiple-parameter fractional Fourier transform (MPFRFT) is proposed and applied to image encryption. The MPFRFT with two vector parameters has better security, which becomes the main technical means to protect information security. However, our study found that many keys of the MPFRFT are invalid, which greatly reduces its security. In this paper, we propose a new reformulation of MPFRFT and analyze it using eigen-decomposition-type fractional Fourier transform (FRFT) and weighted-type FRFT as basis functions, respectively. The results show that the effective keys are extremely limited. Furthermore, we analyze the extended encryption methods based on MPFRFT, which also have the security risk of key invalidation. Theoretical analysis and numerical simulation verify our point of view. Our discovery has important reference value for a class of generalized FRFT image encryption methods.
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1. Introduction


With the rapid development of information technology, image transmission has become an important means of communication. Traditional symmetric encryption algorithms (such as DES, AES, etc.) are very time-consuming and costly when applied to image encryption. The development of new image encryption algorithms has become the focus of research. Therefore, many image encryption methods have been proposed [1,2]. These include image encryption methods based on multiple-parameter fractional Fourier transform (MPFRFT) [3]. In 2008, Tao et al. proposed an image encryption method based on multiple-parameter fractional Fourier transform (MPFRFT) [3]. In the encryption process, multiple keys are used to expand the key space of the system and thus have better security. Since then, the MPFRFT has become an important means to protect information security, and many research results have been proposed [4,5,6,7,8,9,10,11,12,13,14,15,16,17,18]. The MPFRFT is an extended definition of multifractional Fourier transform [19]. Compared with previous encryption schemes [19,20], the MPFRFT not only uses the period and the transformation order as the keys, but also introduces two vector parameters, and vector parameters increase with the increase of the period, so it has better security. The existing encryption schemes mainly focus on two aspects: One is to use the MPFRFT combined with other encryption methods to ensure security [4,5,6,7,8,9]. For example, its combination with chaos is currently the most used encryption strategy [4,5,6,7], and its combination with other scrambling techniques [8,9], and so on. The second is the improvement of the algorithm. The two vector parameters introduced by the MPFRFT are integers, which will face security risks in applications [10,11]. Therefore, some improved schemes have been proposed [10,11,12,13,14,15,16,17,18]. For example, Ran et al. proposed a modified MPFRFT (m-MPFRFT), which overcomes the security risk of parameter redundancy [10], Zhao et al. proposed the vector power MPFRFT (VPMPFRFT) to overcome the security risk of parameter translation [16], and Kang et al. presented a unified framework for the MPFRFT and proposed new types of transforms in signal processing and information security [17]. These new encryption methods improve the security of image encryption to a certain extent [10,15,16,17]. However, it is not difficult to find that such definitions have the same basis functions as MPFRFT. Whether the security risk of MPFRFT for image encryption affects these encryption methods is also the focus of this paper.



In this paper, we propose a new reformulation of MPFRFT. With the help of the proposed reformulation, the definition of MPFRFT is demonstrated to use eigen-decomposition-type FRFT and weighted-type FRFT as basis functions, respectively. However, our research shows that many parameter keys of either the MPFRFT or its modified schemes are invalid, and it cannot obtain a larger key space with the increase of the weighting term. This is determined by the periodicity of the basis function itself, and we will present a detailed analysis.




2. Reformulation of the MPFRFT


In order to demonstrate our point of view, we propose a new reformulation of the MPFRFT. Firstly, Tao et al. proposed the MPFRFT [3], which is defined as:


   F M α   (  M , N  )   [  f  ( t )   ]  =   ∑  l = 0   M − 1     A l α   (  M , N  )   f l   ( t )    ,  



(1)




where the basic functions can be expressed as    f l   ( t )  =  F    4 l  / M     [  f  ( t )   ]   ;   l = 0 , 1 , 2 , ⋯ , M − 1  . The weighting coefficient,    A l α   (  M , N  )   , is expressed as:


   A l α  ( M , N ) =  1 M    ∑  k = 0   M − 1    exp  {    2 π i  M   [   (   m k  M + 1  )  α ( k +  n k  M ) − l k  ]   }    ,  



(2)




where   M =  (   m 0  ,  m 1  , ⋯ ,  m  M − 1    )  ∈  ℤ M   ,   N =  (   n 0  ,  n 1  , ⋯ ,  n  M − 1    )  ∈  ℤ M   . According to Shih’s definition [21], the weighting coefficient,    A l α   , can also be expressed as:


   (       A 0 α         A 1 α       ⋮       A  M − 1  α       )  =  1 M   (       u  0 × 0        u  0 × 1      ⋯     u  0 × ( M − 1 )          u  1 × 0        u  1 × 1      ⋯     u  1 × ( M − 1 )        ⋮   ⋮   ⋱   ⋮       u  ( M − 1 ) × 0        u  ( M − 1 ) × 1      ⋯     u  ( M − 1 ) × ( M − 1 )        )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  ,  



(3)




where   u = exp  (    − 2 π i  / M   )   , and


   B k α  = exp  [    2 π i α  (   m k  M + 1  )   (   n k  M + k  )   M   ]  ,  



(4)




where   k = 0 , 1 , 2 , ⋯ , M − 1  ,    m k  ∈ M   and    n k  ∈ N  .



Next, we will present a new reformulation of the MPFRFT, and Equation (1) can be re-expressed as:


     F M α   (  M , N  )   [  f  ( t )   ]    =    A 0 α   (  M , N  )   f 0   ( t )  +  A 1 α   (  M , N  )   f 1   ( t )  + ⋯ +  A  M − 1  α   (  M , N  )   f  M − 1    ( t )        =    A 0 α   F   0 M     [  f  ( t )   ]  +  A 1 α   F   4 M     [  f  ( t )   ]  + ⋯ +  A  M − 1  α   F    4  (  M − 1  )   M     [  f  ( t )   ]        =    (   A 0 α  I +  A 1 α   F   4 M    + ⋯ +  A  M − 1  α   F    4  (  M − 1  )   M     )  f  ( t )        =    (  I ,  F   4 M    , ⋯ ,  F    4  (  M − 1  )   M     )   (       A 0 α         A 1 α       ⋮       A  M − 1  α       )  f  ( t )  .    



(5)







From Equations (3) and (5), we can obtain:


   F M α   (  M , N  )   [  f  ( t )   ]  =  1 M   (  I ,  F   4 M    , ⋯ ,  F    4  (  M − 1  )   M     )   (       u  0 × 0        u  0 × 1      ⋯     u  0 × ( M − 1 )          u  1 × 0        u  1 × 1      ⋯     u  1 × ( M − 1 )        ⋮   ⋮   ⋱   ⋮       u  ( M − 1 ) × 0        u  ( M − 1 ) × 1      ⋯     u  ( M − 1 ) × ( M − 1 )        )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )  ,  



(6)




where   u = exp  (    − 2 π i  / M   )    and    B k α    is Equation (4). Here, we let:


   {     Y 0  =  u  0 × 0   I +  u  1 × 0    F   4 M    + ⋯ +  u   (  M − 1  )  × 0    F    4  (  M − 1  )   M         Y 1  =  u  0 × 1   I +  u  1 × 1    F   4 M    + ⋯ +  u   (  M − 1  )  × 1    F    4  (  M − 1  )   M         Y 2  =  u  0 × 2   I +  u  1 × 2    F   4 M    + ⋯ +  u   (  M − 1  )  × 2    F    4  (  M − 1  )   M        ⋮      Y  M − 1   =  u  0 ×  (  M − 1  )    I +  u  1 ×  (  M − 1  )     F   4 M    + ⋯ +  u   (  M − 1  )  ×  (  M − 1  )     F    4  (  M − 1  )   M         



(7)







Therefore, a new reformulation of the MPFRFT is obtained, as:


     F M α   (  M , N  )   [  f  ( t )   ]    =    1 M   (   Y 0  ,  Y 1  , ⋯ ,  Y  M − 1    )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )        =    1 M    ∑  k = 0   M − 1     Y k     B k α  f  ( t )  .    



(8)




where    B k α    is Equation (4).




3. Security Analysis


We know that the MPFRFT and the multifractional Fourier transform have the same basis function,    F    4 l  / M     ;   l = 0 , 1 , ⋯ , M − 1  . Fractional Fourier transform (FRFT) has diversity, so we will discuss the eigen-decomposition-type FRFT and linear weighted-type FRFT as basis functions, respectively.



3.1. Eigen-Decomposition-Type FRFT as a Basis Function


In [3], the basis function involved in the MPFRFT is defined as:


   F α   [  f  ( t )   ]  =    ∫  − ∞  ∞    K α   (  u , t  )  f  ( t )  d t ,     



(9)




where the transform kernel is given by:


   K α   (  u , t  )  =  {     A α   e  i    u 2  +  t 2   2  cot ϕ − i u t csc ϕ    ,      α ≠ k π     δ  (  u − t  )   ,      α = 2 k π     δ  (  u + t  )   ,      α =  (  2 k + 1  )  π .      



(10)




where   ϕ =   α π  / 2    is interpreted as a rotation angle in the phase plane and    A α  =      (  1 − i cot α  )   /  2 π      .



As we know, Equation (9) is a continuous FRFT, and a discrete FRFT is used for numerical simulation. At present, the discrete definition [22] closest to the continuous FRFT is:


   F α   (  m , n  )  =   ∑  k = 0   N − 1     v k   ( m )   e  − i  π 2  k α    v k   ( n )    ,  



(11)




where    v k   ( n )    is an arbitrary orthonormal eigenvectors set of the   N × N   discrete Fourier transform (DFT). Equation (11) can be written as:


   F α  = V  D α   V H  ,  



(12)




where   V =  (   v 0  ,  v 1  , ⋯ ,  v  N − 1    )   ,    v k    is the kth order DFT Hermite eigenvector, and    D α    is a diagonal matrix defined as:


   D α  = diag  (  1 ,  e  − i  π 2  α   , ⋯ ,  e  − i  π 2   (  N − 2  )  α   ,  e  − i  π 2   (  N − 1  )  α    )  , f o r   N   o d d ,  



(13)




and


   D α  = diag  (  1 ,  e  − i  π 2  α   , ⋯ ,  e  − i  π 2   (  N − 2  )  α   ,  e  − i  π 2   ( N )  α    )  , f o r   N   e v e n .  



(14)







We only prove that N is odd (when N is even, the proof process is the same). In [23,24], the eigenvalues of the DFT can be expressed as    λ n  =  e    n π i  / 2     . Then, the possible values of the eigenvalue are    λ n  =  {  1 , − 1 , i , − i  }   . Therefore, there is:


   D α  = diag  (     ( 1 )   α  ,    (  − i  )   α  ,    (  − 1  )   α  ,    ( i )   α  ,    ( 1 )   α  ,    (  − i  )   α  ,    (  − 1  )   α  ,    ( i )   α  , ⋯ ⋯ ,    (  1   o r − 1  )   α   )  .  



(15)







Thus, Equation (7) can be written as:


   Y k  =  u  0 × k   × I +  u  1 × k   ×  F   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  F    4  (  M − 1  )   M    ,  



(16)




where   u = exp  (    − 2 π i  / M   )    and   k = 0 , 1 , ⋯ , M − 1  . The eigen-decomposition-type FRFT is used as the basis function, and Equation (17) is obtained as:


     Y k    =    u  0 × k   ×  F 0  +  u  1 × k   ×  F   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  F    4  (  M − 1  )   M          =    u  0 × k   V  D 0   V H  +  u  1 × k   V  D   4 M     V H  + ⋯ +  u   (  M − 1  )  × k   V  D    4  (  M − 1  )   M     V H        =    u  0 × k   V  (     1   0   ⋯   0     0       (  − i  )   0     ⋯   0     ⋮   ⋮   ⋱   ⋮     0   0   ⋯       (  1   o r − 1  )   0       )   V H  +  u  1 × k   V  (     1   0   ⋯   0     0       (  − i  )     4 M       ⋯   0     ⋮   ⋮   ⋱   ⋮     0   0   ⋯       (  1   o r − 1  )     4 M         )   V H  + ⋯ +  u   (  M − 1  )  × k   V  (     1   0   ⋯   0     0       (  − i  )      4  (  M − 1  )   M       ⋯   0     ⋮   ⋮   ⋱   ⋮     0   0   ⋯       (  1   o r − 1  )      4  (  M − 1  )   M         )   V H  .    



(17)







Therefore, we obtain Equation (18) as:


   Y k  = V  (       S   ( 1 )     ( k )     0   ⋯   0     0     S   (  − i  )     ( k )     ⋯   0     ⋮   ⋮   ⋱   ⋮     0   0   ⋯     S   (  1   o r − 1  )     ( k )       )   V H  .  



(18)







From Equation (18), the diagonal matrix only contains    S   ( 1 )     ( k )   ,    S   ( i )     ( k )   ,    S   (  − 1  )     ( k )   , and    S   (  − i  )     ( k )   .



When the eigenvalue is 1,    S   ( 1 )     ( k )    can be expressed as:


     S  ( 1 )    ( k )    =    u  0 × k    1 0  +  u  1 × k    1   4 / M    + ⋯ +  u   (  M − 1  )  × k    1    4  (  M − 1  )   / M          =   1 +  e    − 2 π i 1 k  / M    +  e    − 2 π i 2 k  / M    + ⋯ +  e    − 2 π i  (  M − 1  )  k  / M          =     1 −    (   e    − 2 π i k  / M     )   M    1 −  e    − 2 π i  (  k − 0  )   / M      .    



(19)







Therefore, we obtain:


   S   ( 1 )     ( k )  =  {    0   k  ≡  0 mod M     M   k ≡ 0 mod M .      



(20)







When the eigenvalue is i,    S   ( i )     ( k )    can be expressed as:


     S   ( i )     ( k )    =    u  0 × k     ( i )  0  +  u  1 × k     ( i )    4 / M    + ⋯ +  u   (  M − 1  )  × k     ( i )     4  (  M − 1  )   / M          =   1 +  e    − 2 π i 1  (  k − 1  )   / M    +  e    − 2 π i 2  (  k − 1  )   / M    + ⋯ +  e    − 2 π i  (  M − 1  )   (  k − 1  )   / M          =     1 −    (   e    − 2 π i  (  k − 1  )   / M     )   M    1 −  e    − 2 π i  (  k − 1  )   / M      .    



(21)







Therefore, there is:


   S   ( i )     ( k )  =  {    0   k  ≡  1 mod M     M   k ≡ 1 mod M .      



(22)







When the eigenvalue is −1,    S   (  − 1  )     ( k )    can be expressed as:


     S   (  − 1  )     ( k )    =    u  0 × k     (  − 1  )  0  +  u  1 × k     (  − 1  )    4 / M    + ⋯ +  u   (  M − 1  )  × k     (  − 1  )     4  (  M − 1  )   / M         =   1 +  e    − 2 π i 1  (  k − 2  )   / M    +  e    − 2 π i 2  (  k − 2  )   / M    + ⋯ +  e    − 2 π i  (  M − 1  )   (  k − 2  )   / M         =     1 −    (   e    − 2 π i  (  k − 2  )   / M     )   M    1 −  e    − 2 π i  (  k − 2  )   / M      .    



(23)







Then, we can obtain:


   S   (  − 1  )     ( k )  =  {    0   k  ≡  2 mod M     M   k ≡ 2 mod M .      



(24)







When the eigenvalue is −i,    S   (  − i  )     ( k )    can be expressed as:


     S   (  − i  )     ( k )    =    u  0 × k     (  − i  )  0  +  u  1 × k     (  − i  )    4 / M    + ⋯ +  u   (  M − 1  )  × k     (  − i  )     4  (  M − 1  )   / M         =   1 +  e    − 2 π i 1  (  k − 3  )   / M    +  e    − 2 π i 2  (  k − 3  )   / M    + ⋯ +  e    − 2 π i  (  M − 1  )   (  k − 3  )   / M         =     1 −    (   e    − 2 π i  (  k − 3  )   / M     )   M    1 −  e    − 2 π i  (  k − 3  )   / M      .    



(25)







Therefore, there is:


   S   (  − i  )     ( k )  =  {    0   k  ≡  3 mod M     M   k ≡ 3 mod M .      



(26)







From Equations (20), (22), (24), and (26), then, Equation (18) can be written as:


   Y k  =  {     Y k    k = 0 , 1 , 2 , 3     0   k = 4 , 5 , ⋯ , M − 1 .      



(27)







Thus, for Equation (8), the MPFRFT is expressed as:


     F M α   (  M , N  )   [  f  ( t )   ]    =    1 M   (   Y 0  ,  Y 1  , ⋯ ,  Y  M − 1    )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )       =    1 M   (   Y 0  ,  Y 1  ,  Y 2  ,  Y 3  , 0 , ⋯ , 0  )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )       =    1 M   (   Y 0   B 0 α  +  Y 1   B 1 α  +  Y 2   B 2 α  +  Y 3   B 3 α   )  f  ( t )  .    



(28)







From Equation (28), we find that there are only four effective weighted terms. That is, for the vector parameters (  M , N  ) of the MPFRFT, only    (   m 0  ,  m 1  ,  m 2  ,  m 3  ;  n 0  ,  n 1  ,  n 2  ,  n 3   )    can be used as valid encryption keys, and the other keys    (   m 4  ,  m 5  , ⋯ ,  m  M − 1   ;  n 4  ,  n 5  , ⋯ ,  n  M − 1    )    are invalid. This leads to the security of the MPFRFT being impaired.




3.2. Weighted-Type FRFT as a Basis Function


The MPFRFT is a generalized multifractional Fourier transform, which has the same basis function,    F    4 l  / M     . The multifractional Fourier transform is a generalized definition of the weighted fractional Fourier transform (WFRFT) [21]. The basis functions of the WFRFT are  I ,  F ,    F 2   , and    F 3   . Therefore, we can determine the time-frequency representation of the basis function, as shown in Figure 1. We consider using the WFRFT as the basis function of the MPFRFT.



Shih proposed the WFRFT [21], which is defined as:


   F α   [  f  ( t )   ]  =   ∑  l = 0  3    A l α   f l   ( t )    ,  



(29)




with


   A l α  = cos  (    ( α − l ) π  4   )  cos  (    2 ( α − l ) π  4   )  exp  (    3 ( α − l ) i π  4   )  ,  



(30)




where    f l   ( t )  =  F l   [  f  ( t )   ]  ; l = 0 , 1 , 2 , 3   (F denotes Fourier transform). Shih’s WFRFT with period 4 is also called the 4-weighted-type fractional Fourier transform (4-WFRFT). Equation (29) can also be expressed as:


     F α   [  f  ( t )   ]    =    (   A 0 α  ⋅ I +  A 1 α  ⋅ F +  A 2 α  ⋅  F 2  +  A 3 α  ⋅  F 3   )  f  ( t )       =    (  I , F ,  F 2  ,  F 3   )   (       A 0 α         A 1 α         A 2 α         A 3 α       )  f  ( t )  .    



(31)







According to the definition of the weighting coefficient,    A l α    [21], then, Equation (31) can be expressed as:


   F α   [  f  ( t )   ]  =  1 4   (  I , F ,  F 2  ,  F 3   )   (     1   1   1   1     1    − i     − 1    i     1    − 1    1    − 1      1   i    − 1     − i      )   (     B 0 α       B 1 α       B 2 α       B 3 α     )  f  ( t )  ,  



(32)




where    B k α  = exp  (    2 π i k α  4   )  , k = 0 , 1 , 2 , 3  . Here, we let:


   {     P 0  = I + F +  F 2  +  F 3       P 1  = I − F ∗ i −  F 2  +  F 3  ∗ i      P 2  = I − F +  F 2  −  F 3       P 3  = I + F ∗ i −  F 2  −  F 3  ∗ i .      



(33)







Therefore, the WFRFT can be represented as:


   F α   [  f  ( t )   ]  =  1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3   )   (     B 0 α       B 1 α       B 2 α       B 3 α     )  f  ( t )  .  



(34)







From Equations (7) and (34), we can obtain:


     Y k    =    u  0 × k   ×  F 0  +  u  1 × k   ×  F   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  F    4  (  M − 1  )   M         =    1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3   )   (   u  0 × k   ×  (     B 0 0       B 1 0       B 2 0       B 3 0     )  +  u  1 × k   ×  (     B 0   4 M         B 1   4 M         B 2   4 M         B 3   4 M       )  + ⋯ +  u   (  M − 1  )  × k   ×  (     B 0    4  (  M − 1  )   M         B 1    4  (  M − 1  )   M         B 2    4  (  M − 1  )   M         B 3    4  (  M − 1  )   M       )   )       =    1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3   )   (       u  0 × k   ×  B 0 0  +  u  1 × k   ×  B 0   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  B 0    4  (  M − 1  )   M           u  0 × k   ×  B 1 0  +  u  1 × k   ×  B 1   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  B 1    4  (  M − 1  )   M           u  0 × k   ×  B 2 0  +  u  1 × k   ×  B 2   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  B 2    4  (  M − 1  )   M           u  0 × k   ×  B 3 0  +  u  1 × k   ×  B 3   4 M    + ⋯ +  u   (  M − 1  )  × k   ×  B 3    4  (  M − 1  )   M         )  ,    



(35)




where   k = 0 , 1 , ⋯ , M − 1  ,   u = exp  (    − 2 π i  / M   )   , and    B k α  = exp  (    2 π i k α  4   )   . Therefore, Equation (36) is obtained as:


     Y k    =    1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3   )   (       1 + exp   (    − 2 π i 1 k  M   )  + exp  (    − 2 π i 2 k  M   )  + ⋯ + exp  (    − 2 π i  (  M − 1  )  k  M   )         1 + exp   (    − 2 π i 1  (  k − 1  )   M   )  + exp  (    − 2 π i 2  (  k − 1  )   M   )  + ⋯ + exp  (    − 2 π i  (  M − 1  )   (  k − 1  )   M   )         1 + exp   (    − 2 π i 1  (  k − 2  )   M   )  + exp  (    − 2 π i 2  (  k − 2  )   M   )  + ⋯ + exp  (    − 2 π i  (  M − 1  )   (  k − 2  )   M   )         1 + exp   (    − 2 π i 1  (  k − 3  )   M   )  + exp  (    − 2 π i 2  (  k − 3  )   M   )  + ⋯ + exp  (    − 2 π i  (  M − 1  )   (  k − 3  )   M   )       )       =    1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3   )   (       Q 0   ( k )         Q 1   ( k )         Q 2   ( k )         Q 3   ( k )       )  .    



(36)







According to Equations (19), (21), (23), and (25), we can easily determine:


   Q 0   ( k )  =  {    M   k ≡ 0 mod M     0   k  ≡  0 mod M ,      



(37)






   Q 1   ( k )  =  {    M   k ≡ 1 mod M     0   k  ≡  1 mod M ,      



(38)






   Q 2   ( k )  =  {    M   k ≡ 2 mod M     0   k  ≡  2 mod M ,      



(39)




and


   Q 3   ( k )  =  {    M   k ≡ 3 mod M     0   k  ≡  3 mod M .      



(40)







Thus, Equation (36) is simplified as:


   Y k  =  {     M 4   P k    k = 0 , 1 , 2 , 3     0   k = 4 , 5 , ⋯ , M − 1 .      



(41)







From Equation (8), the MPFRFT can be expressed as:


     F M α   (  M , N  )   [  f  ( t )   ]    =    1 M   (   Y 0  ,  Y 1  , ⋯ ,  Y  M − 1    )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )       =    1 4   (   P 0  ,  P 1  ,  P 2  ,  P 3  , 0 , ⋯ , 0  )   (       B 0 α         B 1 α       ⋮       B  M − 1  α       )  f  ( t )       =    1 4   (   P 0   B 0 α  +  P 1   B 1 α  +  P 2   B 2 α  +  P 3   B 3 α   )  f  ( t )  .    



(42)







At present, the MPFRFT has only four weighted terms, so the effective parameter keys are    (   m 0  ,  m 1  ,  m 2  ,  m 3  ;  n 0  ,  n 1  ,  n 2  ,  n 3   )   . This is consistent with our previous analysis.





4. Simulation Verification


In Equation (8), the MPFRFT encryption keys are    (  M , α , M , N  )   . Here,  M  is a positive integer to determine the number of weighted terms (  M > 4  ),  α  is the transformation order   α ∈ ℝ  , and  M  and  N  are vector parameters, where   M =  (   m 0  ,  m 1  , ⋯ ,  m  M − 1    )  ∈  ℤ M    and   N =  (   n 0  ,  n 1  , ⋯ ,  n  M − 1    )  ∈  ℤ M  .   We set the keys to:


   {    M = 7     α =  5      M =  (   m 0  ,  m 1  ,  m 2  ,  m 3  ,  m 4  ,  m 5  ,  m 6   )  =  (  45 , 8 , 20 , 76 , 657 , 211 , 7  )      N =  (   n 0  ,  n 1  ,  n 2  ,  n 3  ,  n 4  ,  n 5  ,  n 6   )  =  (  3 , 234 , 54 , 687 , 763 , 5 , 365  )       











Therefore, the encryption keys can be represented as:


   (  M ; α ; M ; N  )  =  (  7 ;  5  ;   45 , 8 , 20 , 76 , 657 , 211 , 7  ;    3 , 234 , 54 , 687 , 763 , 5 , 365  )   








and the decryption keys can be represented as:


   (  M ; α ; M ; N  )  =  (  7 ; −  5  ;   45 , 8 , 20 , 76 , 657 , 211 , 7  ;    3 , 234 , 54 , 687 , 763 , 5 , 365  )   











The simulation results are shown in Figure 2. Figure 2a is the original image, the encrypted image (ciphertext) is shown in Figure 2b, and Figure 2c is the decrypted image. Next, we select a set of wrong keys to decrypt the ciphertext. The selected wrong keys are:


   (  M ; α ; M ; N  )  =  (  7 ; −  5  ;   45 , 8 , 20 , 76 , 98 , 321 , 65  ;    3 , 234 , 54 , 687 , 73 , 425 , 5  )   











The wrong keys are used to decrypt the ciphertext, and the result is that the original image is well-recovered, as shown in Figure 2d.



Our theoretical analysis was verified by numerical simulation. In Appendix A, the Matlab code of the MPFRFT is presented, and interested researchers can verify it by themselves.




5. Discussion


The m-MPFRFT and VPMPFRFT are generalized definitions based on MPFRFT and are widely used in image encryption. Such image encryption methods will also have security risks of key invalidation.



In 2009, Ran et al. proposed a m-MPFRFT [10]. If    B k α    in Equation (4) becomes:


   B k α  (  r k  ) = exp  [    2 π i α  (   r k  M + k  )   M   ]  ,  



(43)




then the weighting coefficient    A l α    becomes:


   A l α   ( ℜ )  =  1 M    ∑  k = 0   M − 1    exp  {    2 π i  M   [  α  (  k +  r k  M  )  − l k  ]   }    ,  



(44)




where   ℜ =  (   r 0  ,  r 1  , ⋯ ,  r  M − 1    )  ∈  ℝ M   . Thus, the m-MPFRFT is obtained by:


   F M α   ( ℜ )   [  f ( x )  ]  =   ∑  l = 0   M − 1     A l α   ( ℜ )   f l  ( x )   .  



(45)







Recently, Zhao et al. proposed the definition of VPMPFRFT [15,16]. If    B k α    in Equation (4) becomes:


   B k  α ¯   (  r k  ) = exp  [    2 π i  α k   (   r k  M + k  )   M   ]  ,  



(46)




then the weighting coefficient    A l α    becomes:


   A l  α ¯    ( ℜ )  =  1 M    ∑  k = 0   M − 1    exp  {    2 π i  M   [   α k   (  k +  r k  M  )  − l k  ]   }    ,  



(47)




where    α ¯  = (  α 0  ,  α 1  , ⋯ ,  α  M − 1   ) ∈  ℝ M   ,   ℜ = (  r 0  ,  r 1  , ⋯ ,  r  M − 1   ) ∈  ℝ M   . Then, the definition of the VPMPFRFT can be expressed as:


   F M  α ¯    ( ℜ )   [  f ( x )  ]  =   ∑  l = 0   M − 1     A l  α ¯    ( ℜ )   f l  ( x )   .  



(48)







In the above definition, when    B k α    is given a different form, the corresponding weighting coefficient is    A l α   , and various definition forms are obtained. The common features of these definitions have the same basis function,    f l   ( t )  =  F    4 l  / M     [  f ( t )  ]   .



According to the analysis in Section 2, when Equation (43) replaces    B k α    of Equation (8), thus, the reformulation of m-MPFRFT can be obtained as:


   F M α   ( ℜ )   [  f  ( t )   ]  =  1 M    ∑  k = 0   M − 1     Y k     B k α   (   r k   )  f  ( t )  .  



(49)







Therefore, when Equation (46) replaces    B k α    of Equation (8), the reformulation of m-MPFRFT can be obtained as:


   F M  α ¯    ( ℜ )   [  f  ( t )   ]  =  1 M    ∑  k = 0   M − 1     Y k     B k  α ¯    (   r k   )  f  ( t )  .  



(50)







Compared with the definition of MPFRFT, m-WFRFT and VPMPFRFT are only different in the selection of    B k α   , while other basis functions are the same. That is, the effective weighting terms of Equations (49) and (50) are only 4. Such image encryption methods also have the security risk of key invalidation.



The m-MPFRFT is now applied to image encryption, and its keys are    (  M , α , ℜ  )   . Here,  M  is a positive integer to determine the number of weighted terms,  α  is the transformation order   α ∈ ℝ  , and  ℜ  is the vector parameters,   ℜ =  (   r 0  ,  r 1  , ⋯ ,  r  M − 1    )  ∈  ℝ M   . In the numerical simulation, we take the keys as:


   {    M = 8     α =  5      ℜ =  (   r 0  ,  r 1  ,  r 2  ,  r 3  ,  r 4  ,  r 5  ,  r 6  ,  r 7   )  =  (   6  ,   51   ,   43   , 30 ,   38  / 3  ,   19   , 11 ,   62    )       











Thus, the encryption keys are:


   (  M ; α ; ℜ  )  =  (  8 ;  5  ;  6  ,   51   ,   43    , 30 ,    38  / 3  ,   19    , 11 ,    62    )   











The original image and the encrypted image are shown in Figure 3a,b, respectively.



The correct decryption keys are:


   (  M ; − α ; ℜ  )  =  (  8 ; −  5  ;  6  ,   51   ,   43    , 30 ,    38  / 3  ,   19    , 11 ,    62    )   











The decrypted image is shown in Figure 3c.



According to our analysis, the vector parameters    (   r 4  ,  r 5  ,  r 6  ,  r 7   )    are invalid. Therefore, when we use the wrong decryption keys as follows:


   (  M ; − α ; ℜ  )  =  (  8 ; −  5  ;  6  ,   51   ,   43    , 30 , 45 ,    38   ,   3    , 91   )   








we obtain the decrypted image shown in Figure 3d, and the original image can still be recovered intact.



The keys for an image encryption method based on VPMPFRFT are    (  M ,  α ¯  , ℜ  )   , where  M  is a positive integer,   α ¯   and  ℜ  are vector parameters,    α ¯  = (  α 0  ,  α 1  , ⋯ ,  α  M − 1   ) ∈  ℝ M   , and   ℜ =  (   r 0  ,  r 1  , ⋯ ,  r  M − 1    )  ∈  ℝ M   . In the numerical simulation, we take the keys as:


   {    M = 9      α ¯  =  (   α 0  ,  α 1  ,  α 2  ,  α 3  ,  α 4  ,  α 5  ,  α 6  ,  α 7  ,  α 8   )  =  (   6  , 17 ,   19   , 30 ,   41  / 3  ,   52   , 63 ,   65   , 76  )      ℜ =  (   r 0  ,  r 1  ,  r 2  ,  r 3  ,  r 4  ,  r 5  ,  r 6  ,  r 7  ,  r 8   )  =  (    37  / 2  ,   48   ,   59   ,   70  / 3  , 81 ,  2  ,   13  / 3  , 24 ,   35    )       











Thus, the encryption keys are:


   (  M ;  α ¯  ; ℜ  )  =  (  9 ;  6  , 17 ,   19   , 30 ,   41  / 3  ,   52   , 63 ,   65   , 76 ;   37  / 2  ,   48   ,   59   ,   70  / 3  , 81 ,  2  ,   13  / 3  , 24 ,   35    )   











The original image is shown in Figure 4a, and Figure 4b shows the encrypted image.



The correct decryption keys are:


     (  M ; −  α ¯  , ℜ  )  =  (  9 ; −  6  , − 17 , −   19   , − 30 ,   − 41  / 3  , −   52   , − 63 , −   65   , − 76 ;           37  / 2  ,   48   ,   59   ,   70  / 3  , 81 ,  2  ,   13  / 3  , 24 ,   35    )     











The decrypted image is shown in Figure 4c.



According to our analysis, the vector parameter keys    (   α 4  ,  α 5  ,  α 6  ,  α 7  ,  α 8   )    and    (   r 4  ,  r 5  ,  r 6  ,  r 7  ,  r 8   )    are invalid. Therefore, when we use the following wrong decryption keys:


     (  M ; −  α ¯  , ℜ  )  =  (  9 ; −  6  , − 17 , −   19   , − 30 , − 3 , −   5   , −   6   , − 19 , −   7   ;           37  / 2  ,   48   ,   59   ,   70  / 3  ,   8   ,    73    , 9 , 56 ,   58    )     








we obtain the decrypted image shown in Figure 4d, and the original image can still be recovered intact.



Both the image encryption method based on MPFRFT and the improved image encryption methods (m-MPFRFT, VPMPFRFT) have the security risk of key invalidation. The fundamental reason for this is caused by the period of the basis function. Since the basis function has a period of 4, there are only 4 valid weighting terms for the definitions (MPFRFT, m-MPFRFT, and VPMPFRFT). In practical application, the first parameter key is also invalid due to    B k α   (  k = 0  )   .




6. Conclusions


MPFRFT is widely used in information security, and its security mainly depends on parameter keys. However, our study found that many parameter keys are invalid. The MPFRFT is a generalized definition of the WFRFT. Its basis function is extended from the Fourier transform with period 4 to period M (M > 4). Our theoretical analysis shows that the weighted terms of the MPFRFT do not increase with the increase of the period, and there are only four weighted terms. Therefore, the keys of the system are limited, and the proponent cannot obtain a larger key space with the increase of the period. In this way, the security of the MPFRFT cannot be guaranteed. Moreover, we analyzed the generalized definitions (m-MPFRFT and VPMPFRFT) of MPFRFT and proposed the reformulation of the definitions, which also have the security risk of key invalidation. Finally, numerical simulation verified our point of view.
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Appendix A




	Algorithm A1. MPFRFT_code



	%% Multiple-parameter Fractional Fourier Transform (MPFRFT);

%Shih’s fractional Fourier transform as basis function.

function F = MPFRFT(alpha,M,ml,nl,N)

%This code is written by Tieyu Zhao,E-mail:zhaotieyu@neuq.edu.cn;

% alpha is the transform order;

% M is the resulting weighting term (period);

% ml and nl are parameters;

% N is the length of the signal;

for l=0:M-1

yy=wfrft(N,4*l/M); % WFRFT

y{l+1}=yy;

end

Al=zeros(1,M);

for l=0:M-1

for k=0:M-1

Al(l+1)=Al(l+1)+exp(2*pi*i*((alpha*(M*ml(k+1)+1)*(M*nl(k+1)+k))-l*k)/M)/M;

end

end

F=zeros(N);

for k=1:M

F=F+Al(k)*y{k};

end



function F = wfrft(N,beta)

% Shih’s fractional Fourier transform (WFRFT)

Y=eye(N);

y1=fftshift(fft(Y))/(sqrt(N));

y2=y1*y1;

y3=conj(y1);

pl=zeros(1,4);

for k=0:3

pl(k+1)=pl(k+1)+exp(i*3*pi*(beta-k)/4)*cos(pi*(beta-k)/2)*cos(pi*(beta-k)/4);

end

F=pl(1)*Y+pl(2)*y1+pl(3)*y2+pl(4)*y3;
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Figure 1. (a) Time-frequency representation of Fourier transform, and (b) time-frequency representation of fractional Fourier transform. 
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Figure 2. Image encryption based on MPFRFT: (a) original image, (b) encrypted image, (c) decrypted image with correct keys, and (d) decrypted image with wrong keys. 






Figure 2. Image encryption based on MPFRFT: (a) original image, (b) encrypted image, (c) decrypted image with correct keys, and (d) decrypted image with wrong keys.



[image: Symmetry 13 01803 g002]







[image: Symmetry 13 01803 g003 550] 





Figure 3. Image encryption based on m-MPFRFT: (a) original image, (b) encrypted image, (c) decrypted image with correct keys, and (d) decrypted image with wrong keys. 
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Figure 4. Image encryption based on VPMPFRFT: (a) original image, (b) encrypted image, (c) decrypted image with correct keys, and (d) decrypted image with wrong keys. 
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