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Abstract

:

To satisfy the needs of the individualized manufacturing of products, the smart manufacturing system (SMS) is frequently reconfigured. To quickly verify the reliability and adaptability of industrial software in reconfiguring the SMS for new or upgraded product orders, a semi-physical simulation method for testing and evaluation of industrial software is proposed based on digital-twins-driven technology. By establishing a semi-physical simulation model of SMS, the reliability and robustness of the software system are quickly verified by running industrial software in various manufacturing scenarios. In this paper, the key technologies to carry out semi-physical simulation testing and evaluation of industrial software for SMSs are expounded in detail, including how to synchronize cyber and physical systems, how to conduct semi-physical accelerated simulation testing, and how to identify defects quickly in industrial software used in actual production environments. By establishing a semi-physical simulation production line model for stepper motors, the effectiveness and practicality of the proposed approach are verified, and the testing verification time of industrial software is significantly reduced. Finally, the robustness of the industrial software for SMS is further verified by conducting fault injection testing, so as to provide implications for fault prognostics or fault-prevention research.
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1. Introduction


Industrial software is the brain and nerves of smart manufacturing. The industrial software of a smart manufacturing system (SMS) is generally used for industrial control, production, and storing and processing production-related data. Its reliability and stability are extremely crucial and directly related to the economy, efficiency, and production safety. To adapt to the urgent needs for digital transformation and upgrading of manufacturing enterprises, the production system urgently needs to be transformed. Meanwhile, the traditional workshop production process is not transparent, resulting in production process control being seriously restricted by empirical knowledge. When upgrading the traditional workshop or deeply optimizing the workshop production process, how to evaluate whether the transformation solutions provided by service providers are effective, as well as how to choose the optimal solution from multiple solutions, are the more concerning issues of manufacturing enterprises. The industrial software of a SMS plays a pivotal role; its software quality directly affects the extent to which the above problems are solved, so we should pay attention to the testing and evaluation of industrial software.



The industrial software of a SMS has distinctive industry characteristics. It is closely related to the operating environment, where different production processes require different industrial software to support it. When using the traditional method to test, it is always difficult to achieve the desired results, as there are generally certain differences between the testing environment of nonuser sites and the production sites of real users [1]. If the testing is conducted in the actual operating scenarios, it will take a large test workload, a long time, a high test-cost, and the risk coefficient is also high. Along with the development of software testing and simulation technology, some scholars introduce some physical models, and the rest are described by mathematical models [2,3]. Yang et al. [4] carried out multi-fixed wing UAV guidance and formation testing using a semi-physical simulation method. Krzysztof et al. [5] used hardware-in-the-loop simulation technology to predict vibration monitoring during the high-speed milling process. Quérel et al. [6] developed a semi-physical model to predict the NOx emissions generated by diesel engines. Xiong et al. [7] proposed a kind of semi-physical simulation optimization method for the sintering flow in the steel production process, debugging relevant parameters on the simulation platform to reduce debugging risks. To promote the development of heavy haul trains, the running state of the long marshaling train is simulated on the semi-physical simulation platform [8]. Ying et al. [9] established a semi-physical braking intelligent test system to study the factors affecting the braking technology of freight trains. Chien et al. [10] developed a scheme of a semi-physical verification platform to meet the requirement of performance evaluation on the light-screen array measurement system. It can be seen from the above references that carrying out semi-physical simulation tests can effectively build simulation scenarios and shorten the development cycle. However, there are still some problems with the current semi-physical simulation technology. For example, it is difficult to build high-precision simulation scenarios; the data used for testing cannot run synchronously with the physical production line.



There are many other factors that affect the reliability of industrial software besides the operating environment, such as the quality problems of the software system itself and the influence brought by external network attacks. To improve the quality problems of software systems, it is necessary to focus on the whole life-cycle management of software development and improve the effectiveness of software testing. In addition, some innovative initiatives are used to enhance industrial software for cyber-attacks. Elsisi, M. et al. [11,12] proposed an integrated IoT-architecture-based deep neural network in the online detection system of automated guided vehicles and the power transformer to defend against cyber-attacks. This paper mainly focuses on the establishment of high precision simulation environment, testing, and evaluation of the industrial software.



In recent years, with the rapid development of multidisciplinary modeling and simulation technology, the concept and application of digital twin has become a research hotspot. Leng et al. [13,14] proposed a digital twins-driven manufacturing cyber-physical system for parallel control of a smart workshop. When carrying out industrial software simulation testing, if the digital twin model can be constructed to interact with the system software in real time and realize high-fidelity testing, the testing time and cost can be effectively shortened. This paper uses digital twin technology to conduct testing and evaluation industrial software based on the semi-physical simulation system. The rest of the paper is organized as follows. Section 2 reviews the related work of the development of industrial software testing technology and applications of digital twin in the manufacturing domain to identify the research gaps. Section 3 presents the framework of the digital twins-driven cyber-physical system model for industrial software testing and evaluation. Section 4 details three enabling technologies that are key for engineering the proposed model. Section 5 conducts experiments on the stepping-motor manufacturing system and discusses related issues. Finally, Section 6 draws a conclusion, followed by discussions on a future research direction.




2. Related Work


Industrial software reliability testing of SMS is used to verify whether the system meets the specified requirements under the setting conditions, as well as to assess the deviation of expected results from the actual results. Due to the uncertainty of industrial software requirements, the subjective limitations of developers, and the complexity of manufacturing systems, defects will inevitably occur in the development process of industrial software [15]. In addition, with long-term operation, the system performance deteriorates, and the occupied resources increase; aging software can cause failure or downtime [16]. To avoid the phenomenon of software-system aging, Huang et al. [17] proposed a software regeneration technique which used periodic clearing of an internal state or operating environment to avoid sudden failure caused by aging, but the regeneration frequency is not easy to grasp. Some scholars proposed prediction and analysis of system resource consumption based on the information of system operation parameters, but it was difficult to capture the hidden laws of aging performance parameters [18,19]. To enhance the reliability of industrial software, slow down the speed of software aging, and better service manufacturing, Jeff et al. [20] proposed strengthening the system software simulation testing by establishing a high-fidelity-test running environment. In the testing process, to save personnel, time, and hardware resources, Just et al. [21] proposed the use of automated testing methods, but this is a complex task involving not only the execution of test cases, but also the generation of appropriate input values and the evaluation of the corresponding outputs. As industrial software tends to become larger and more complex, Stahl et al. [22] proposed continuous integration testing for large and complex software with multiple dependencies. Although frequent software testing at various stages of the development cycle can improve testing efficiency and predictability, the overall testing time is too long and costly. Currently, with the rapid development of individualized production, the existing reliability testing and evaluation techniques for manufacturing systems software can no longer meet the requirements of development.



Digital twin is a simulation technology that integrates multi-physical quantities, multi-scales, multi-probabilities, and realizes the process of simultaneous evolution of digital twin and the whole life-cycle of the physical device through high-fidelity virtual mapping [23,24]. The concept of digital twin was initially applied in the aerospace field [25]. Now, the application of digital twin has been extended to smart manufacturing, vehicle testing, equipment preventive maintenance, throughout all stages of the product’s lifecycle [26]. Liu and Leng et al. [27,28] proposed the configuration motion control optimization design model based on digital twin for early detection of design defects in SMS. Ge et al. [29] proposed the use of digital twin technology for testing and verification of self-driving vehicles in a limited environment, which can realistically simulate complex road scenarios. Angjeliu [30] used digital twin technology for the maintenance and conservation of Milan Cathedral to predict and assess structural development trends by building a high-precision structural twin model of the building. Leng et al. [31] proposed establishing the digital twin model of a manufacturing workshop on the upper layer of the server and put forward the ManuChain framework to innovate the large-scale personalized production mode. Digital twin technology was applied to nuclear power equipment operation services to predict the remaining life of equipment by diagnosing and evaluating system performance [32]. Digital twin has been described as “the re-engineering of structural life prediction and management” by building ultra-high-fidelity models to predict the life of partial aircraft components and the entire aircraft [33]. Tao et al. [34] proposed the use of wind engine digital twin models to drive failure prediction and health management, which can effectively achieve the interaction and integration of twin models and entities. Since 2020, the rampant spread of COVID-19 has seriously affected human life and economic activities. Leng et al. [35] proposed an open process SMS remote semi-physical commissioning method based on digital twin, solving the obstacles of remote commissioning.



With the integration and development of simulation technology of industrial Internet, big data, and artificial intelligence, digital twin technology will significantly promote the development of changes in the whole life-cycle of smart manufacturing. The smart workshop is the main carrier of smart manufacturing. Tao et al. [36] proposed a method to construct a digital twin model of the smart workshop and studied the operation mechanism and implementation method. Under the individualized design requirements, Liu et al. [37,38] adopted a rapid individualized design method based on digital twin to achieve dynamic multi-objective optimization of the manufacturing system. Guo et al. [39] proposed a digital twin model of an assembly graduate manufacturing system to organize production activities through design, installation and logistics tickets for the characteristics and workflow of assembly islands, effectively enhancing the visibility of shop-floor management. Industrial software is the core of smart manufacturing, manipulating the data of its whole life-cycle of products, including its reliability and stability, which directly affect the quality and efficiency of the products. Using digital twin technology, vulnerabilities and deficiencies can be discovered during the development and testing phase of industrial software without having to wait for the actual production operation phase in order to run tests.




3. Framework of Digital Twins Smart Production Line for Running Industrial Software


This paper attempts to establish the digital twin model of the smart production line to study the reliability testing and evaluation of industrial software. The digital twin system replaces the traditional physical production line to provide a high simulation and safe operating environment for the industrial software, avoiding possible damage to the real production equipment during performance testing. By using virtual clock simulation acceleration, the digital twin system can realize high-speed message queue feedback and reduce useless waiting time. In this way, it can help enterprises effectively find and improve performance bottlenecks in industrial software and improve production efficiency.



The digital twin model of a smart production line is based on the attributes of the physical entity of the manufacturing system in virtual space, to realize the mapping of the whole life-cycle of the entity. To conduct industrial software testing, the digital twin model should not only meet the functions of normal interaction production with industrial software, but also cover other functions, such as equipment state monitoring and faults alarming. Therefore, it is necessary to supplement the abnormal state of equipment in a digital twin model to trigger the occurrence of abnormal events. The digital twin model structure of the smart production line for running industrial software is shown in Figure 1. In this framework, the discrete event simulation of the smart production line is accelerated and tested by constructing the 3D structure, communication data, and communication interfaces of the actual physical model. The smart production line-management system interacts with the digital twin model through supervisory control and data acquisition (SCADA), including issuing business processes and feeding back model status data.




4. Key Enabling Technologies


4.1. Accelerated Semi-Physical Simulation Testing Method


The smart production line is a typical discrete event system. After constructing the digital twin model of the smart production line, the discrete event simulation acceleration method is applied to realize the acceleration effects of the digital twin model to execute the production process and shorten the reliability testing evaluation time. Combined with the characteristics of the smart production line, the process interaction method [40] is proposed as the modeling method for the discrete-event simulation system. The simulation testing is carried out by boosting the speed of running the simulation clock of the system.



4.1.1. Discrete Event Process Interaction Method


The state of a discrete event system changes at a discrete time-point, and the evolution of the system over time is represented by a series of system images. For the image of time t, it includes not only the system state at time t, but also the current table of all active events and the state information of each event during the propulsion of the system. The formal theory of discrete event dynamic system proposed by Zeigler can constitute the concept of hierarchical and modular abstract simulator [41], which becomes the theoretical basis of simulation system software development and simulation modeling. Its definition is as follows:


  φ =    〈    ϑ ,   ζ ,   β ,   δ ,   υ ,    κ a     〉   








Among which a discrete event system  φ  is expressed as the logical set of external event  ϑ , output event  ζ , sequential state  β , state transition description function  δ , output function  υ , and time-advance function (   κ a   ).



According to the idea of the process interaction method, the digital twin models of each equipment and product in the smart production line are regarded as entities in the discrete event system simulation, where the product is a temporary entity and the equipment is a permanent entity. With the dynamic execution of the simulation system, temporary entities are continuously created and reached under the role of permanent entities, which eventually leave the system after interacting with it to complete all activities. The process interaction method implements the relevant processes by setting and executing the future event table and the current event table. The future event table includes the records of events occurring at a future moment, as well as the records of events that have been postponed at the present stage, but the next execution time has been determined. Each record contains information about the current position, the next position, and priority flags. The flow chart of the process interaction method is shown in Figure 2.




4.1.2. Smart Manufacturing System Software Simulation Accelerated Testing


While using the smart production line digital twin model to carry out accelerated testing, the system software to be tested directly interacts with the production line digital twin model following the actual business process data. The digital twin model contains a production-related event queue that records the sequence of events and the execution time. To accurately calculate the total testing time, the simulation acceleration testing uses a fixed-step time-advance mechanism for simulation clock acceleration. For example, a 100-time acceleration multiplier means that, in reality, the simulation clock advances by 1 s every 10 milliseconds to accelerate the execution of the event queue. The interaction process between the system software under testing and some digital twin models and their events is shown in Figure 3.



From the above schematic diagram, it can be seen that the SMS software simulation acceleration test is mainly realized to accelerate the execution speed of the software in the workshop layer. The software to be tested interacts with the digital twin model according to the actual business process. To shorten the response time of the software system waiting for the equipment and improve the communication frequency between the software system and the digital twin equipment, the virtual events in the simulation system can be accelerated to speed up the execution and response of the digital twin device. In the test solution, the reduction of the reliability evaluation verification time is ultimately achieved by reducing the completion time of each business process in the digital twin system.





4.2. Establishing the Digital Twin Model and Testing


To carry out industrial software simulation testing of a manufacturing system, it is necessary to build a highly simulated manufacturing scene. Using the virtual simulation software system, a variety of smart manufacturing scenarios for CPS systems can be built by invoking the internal digital model library. The digital simulation production line is based on the related data of the whole life-cycle of products, which can evaluate and optimize the plant planning, construction, and operation of the production line. The steps of establishing digital twin model of the smart product line by using simulation software such as Demo3D and Flexsim are as follows.



(a) According to the production and processing characteristics of the production line, the 3D model of the equipment is constructed by combining the physical structure of the key equipment. (b) The communication protocol, API interface, and communication address is determined according to the device user manual or description document. (c) The data content of communication between production-line equipment and system software during operation is determined through combination with business processes and functions. (d) The main events in the production process are identified. (e) The connection between the events and the digital twin model of the production line is determined.



Through the above work, the model is basically constructed. Then, the simulation clock acceleration value is set. Selecting the appropriate time-step   Δ t   (in milliseconds) based on the time spent in the actual operation of the production line as the increment when the simulation clock is pushed forward; each advance step is processed as follows.



(1) If no event occurs during the current time, the simulation clock is advanced one unit time-step   Δ t  .



(2) If several events occur during the current time, they are all considered to occur at that moment. Follow the sequence of the events and event queues determined in the above steps.



Assuming that the simulation clock advance times per unit-time is  n , the simulation acceleration rate  v  (times/s) is obtained by the following formula.


  v =   n       ×       Δ t       ×       1000   t    



(1)







The software to be tested is deployed on the testing server and connected to the digital twin model of the production line equipment; the communication address is configured. According to the user’s manual, the instructions for a production run of the software to be tested are determined, and a script is recorded based on the instructions with testing tools. Finally, the digital twin model of the production line is run on the simulation software and the testing script is run cyclically. Relevant information needs to be recorded, such as the system status of the test server at certain time intervals and the time between each system downtime and recovery. At the end of the test, the system status of the test server is recorded and the software running time and the system downtime are counted.



Assuming that the running time of the software to be tested is    t  r u n t i m e     and the downtime of the software is    t  d o w m t i m e    , the actual mean time between failures (MTBF) of the software under test is obtained from the following formula:


  M T B F =    ∑   t  r u n t i m e   ( h )     v ( n / s ) × 3600    



(2)







The mean time to repair (MTTR) of the software to be tested is obtained from the following equation:


  M T T R =    ∑   t  d o w m t i m e   ( h )     v ( n / s ) × 3600    



(3)







Then, the reliability  A  of the software to be tested is:


  A =   M T B F   M T B F + M T T R    



(4)







Downtimes (in hours) of the software to be tested in one year is:


  D o w n t i m e s  ( h )  = 365 ×  24   h  ×  (  1 − A  )   



(5)








4.3. Fault-Injection Testing of Smart Manufacturing System Software


In order to adapt to the production needs of new products or to improve production efficiency, enterprises often adjust the amount of equipment or add relevant functions. The reliability and robustness of the software system need to be verified before the industrial software is put into production, to avoid losses due to the failures of industrial software after actual production. Software fault-injection simulates the occurrence of software faults by modifying program execution statements and adding or deleting data or other forms. Fault injection testing of industrial software for SMS is used to verify whether the reliability of the system meets the design requirements and the fault-tolerant design of the system under testing functions is effective when various possible hardware and software defects are activated. By performing fault injection on the digital twin model, hardware damage to the physical production line equipment can be avoided and the testing can also be verified. In the testing system, combined with the fault knowledge-base information, by inputting the modified parameters, the tested software system is run in the digital twin model to check its reliability and fault tolerance, as well as whether the fault can be triggered accurately.





5. Experiments and Discussion


This paper explores the digital twin testing and evaluation method of industrial software for SMS by taking a stepper motor production line as an example. The stepper motor semi-physical simulation production line adopts a combination of virtual and real mode. The physical production line consists of classical discrete manufacturing links in stepper motor assembly and processing. The virtual simulation factory environment is built with the whole production line of the entity as the scenes. So, the virtual factory and the physical production line interact synchronously through digital twin technology.



5.1. Overview of the Demonstrative Semi-Physical Motor Assembly Line


Taking the stepper motor production line as the industrial scene, a semi-physical smart production plant simulation system based on stepper motor processing and assembly will be built. The system structure is shown in Figure 4. In the whole system, the SCADA system is the central hub for data exchange. By installing a variety of sensors on the key equipment of the physical production line, real-time data collection is realized and transmitted to the digital smart-service platform for decision analysis through MES system and SCADA. The physical production line and the virtual production line exchange production-related data through the SCADA system to achieve mutual control. The digital smart service platform and MES system send orders to each station’s equipment and the online digital twin modes through SCADA system. Meanwhile, the physical and virtual production lines feed production status data to the digital smart-service management platform. The test control engine collects data from the virtual and physical production lines and detects the production line operation status in real time. At the system terminal, the physical line bus control PLC collects process data from each device and transmits the data to the SCADA system. In addition, the system can transfer the data to the finite element simulation module, and the simulation results will guide the process optimization through the MES system.



For the stepper motor production line, a semi-physical simulation smart production line based on digital twin is constructed according to the steps described in Section 4.2. Firstly, the 3D models are constructed by combining the physical structure of key equipment such as AGV cars, packaging units, warehouse units, and processing units. The size, position, and shape of the 3D model are in the same proportion as the actual equipment. Then, we determine the communication protocols, interfaces, and communication addresses between the equipment and the software used in the actual production line and set the same protocols and addresses in the model. Thirdly, the specific data content of the production line equipment communicating with the system software or other equipment during operation should be determined. After that, the main events in the production process, such as order placement, material preparation, and processing should be determined. Finally, depending on the production process, the carrier of each event occurrence is determined. The semi-physical simulation model of the production line of the stepper motor is finally constructed, as shown in Figure 5. In the constructed semi-physical simulation production line of the stepper motor, some units are virtual, such as front-end cap group disk unit and rotor group disk unit; some units are physical entities, such as intelligent processing, assembly, inspection, packaging unit, etc. Each station has an RFID, and according to the characteristics of the equipment, temperature, pressure, and electromagnetic sensors are arranged on the 3D printer, loading and unloading robot, and inspection equipment, respectively. Each component unit is controlled and dispatched by the MES system, which ultimately realizes the orderly production of motor products.



The MES software executes the production process in the digital twin production line according to the relevant signals. Each device in the production line has its own status, such as idle, fault, and running. When MES delivers a task, it sends the start signal to the corresponding device. After the device accepts the signal, it modifies its own status to working and then starts to execute the simulation task according to the preset action model. After the task is executed, the state is changed to completed. The status information can be fed back to MES by the device itself or read by MES. Finally, the simulation device can be controlled by the MES system according to the process flow or directly by the MES system through signals.




5.2. The Digital-Twin-Driven Semi-Physical Testing and Evaluation of Industrial Software


This paper provides a highly simulated and safe operating environment for industrial software with a digital twin system, avoiding possible damage to real production equipment during performance testing and evaluation. The indexes that reflect the performance of industrial software include transaction processing-time, communication interaction time, maximum concurrency, and so on. Through studying the server memory usage and communication interaction time, the reliable performance of the system is reflected. The number of communication interactions refers to the communication frequency between the software system and the production line equipment, which is closely related to the execution time of each business process. When conducting accelerated tests of industrial software, the reliability assessment verification of industrial software is achieved by accelerating the corresponding speed of digital twin devices and improving the execution time of virtual events. The stability of the memory usage also reflects the reliability of the system performance. When industrial software is accelerated and there is no problem with the software design, the memory usage will keep stabilizing after a certain period of time.



To conduct this experiment, there is an assumption that the functions of the system to be tested are strongly correlated with the components of the production line. That is, when performing production tasks, the MES system sends production instructions to the production line through SCADA, and the production line then feeds the results back to the MES system to complete the relevant production requirements. The running scenario of the stepper motor production line is mainly composed of three servers, which run the simulation production line, SCADA system, and MES system, respectively. The simulation line and SCADA use the OPCUA protocol to communication; the SCADA and MES systems use the HTTP protocol, and the whole system runs in a LAN.



The MES software is run on the digital twin model of the stepper motor production line. Then, simulation acceleration testing is carried out using the discrete event process interaction method to accelerate the event execution progress and shorten the system software reliability measurement time by advancing the simulation clock. In the test, we mainly monitor the servers running the MES system software and obtain the test results by calculating the server occupancy rate at different acceleration multipliers. After several tests, the acceleration running speed of the system software in the stepper motor digital twin line model is maintained at a maximum of 200 times operation due to the limitation of the hardware performance of the simulation server. The number of times that the system software communicates with the production line every 5 min under each speed is shown in Figure 6. The system memory occupation of the server where the system software of the workshop is located at different speeds is shown in Figure 7.



From the testing results, the number of communications between the system software and the production line and the memory consumption of the server varies significantly under the effect of different acceleration multipliers. It can be seen that with the speed multiplier of 1, 20, and 200 times, the memory occupied by the running system software is significantly increased and the number of communications is increased with the increase in the acceleration multiplier in the same testing time. Increasing the system running speed is equivalent to accelerating the aging speed of the system software. So, through accelerated testing, some factors affecting software reliability, such as the exhaustion of operating system resources, fragmentation, and the accumulation of errors also accelerate accordingly, which helps to uncover the vulnerabilities existing in the system software in a shorter period. In addition, when conducting acceleration tests, the acceleration multiplier is mainly limited by the degree of simulation, and the higher the degree of simulation, the closer it is to the real physical equipment. When the degree of simulation is higher, more action logic and fault types need to be included, and the hardware requirements for the server running the simulation are higher.



In this case, assuming that a year in reality is the testing cycle and the acceleration multiplier of the simulation acceleration testing is 200 times, the year within the simulation clock is 43.8 h in reality. Throughout the testing process, the system software has errors in the processing of the AGV trolley signal variables due to the scheduling process, which eventually causes the AGV trolley to stop running at the warehouse unit shipping gate. After restarting the software system to clear the data, the software operates normally and the realistic time spent to restart and clear the data is 24 min; that is, the total failure time    t  f a i l t i m e     is 0.4 h. The MTBF and MTTF of the software are calculated by the following formula.


  M T B F =    ∑  t  r u n t i m e       ∑   n  f a i l       =   365 × 24  1   = 8760    ( hours   per   time )  










  M T T F =    ∑   t  r u n t i m e     −  t  f a i l t i m e      ∑   n  f a i l       =   365 × 24 − 0.4  1  = 8759.6   ( hours   per   time )  












5.3. Performance Evaluation under Fault Injection


To further test and evaluate the fault tolerance and robustness of the industrial software of SMSs, the sensitivity of the software system fault triggering is verified by setting the error instruction under the known fault type. In this study, a fault-injection test is conducted for the digital twin model of a stepper motor production line; the developed test system is shown in Figure 8a. In the fault knowledge base, the digital twin device parameters are modified according to known fault types and injected into the execution system to trigger faults. To verify the fault tolerance and reliability of the industrial software to be tested, the digital twin system is executed to verify whether the model can accurately trigger the fault.



When carrying out the fault injection of the digital twin model, the RFID of the pallet of raw materials into the warehouse is manually set to 776.0. Then, the software to be tested issues a preparation command to perform the warehouse preparation operation in the digital twin model, and the system prompts an error: “Pallet: 776.0 has placed material and cannot continue!”, as shown in Figure 8b. Actually, there are no pallets in the system and in the warehouse. To check whether the software to be tested reflects the fault in time when it occurs, the system background data are reviewed and it is found that the system has detected the fault and the corresponding fault type after the occurrence of the preparation fault, as shown in Figure 8c. Then, the corresponding measure—namely stopping the preparation—is carried out. This shows that the software under test is fault tolerant and reliable for the preparation process.





6. Conclusions


This paper proposes a digital-twins-based semi-physical simulation testing and evaluation method for industrial software of SMS and discusses the application of digital twin in accelerated testing of the industrial software system of smart manufacturing. By analyzing the characteristics of discrete SMS, the discrete event process-interaction method is proposed to enhance the acceleration effect of the digital twin production line executing the production process in order to achieve the purpose of quickly evaluating the software reliability and robustness of SMS. Through a case study of a stepper motor manufacturing system, a generalized method of digital-twin-based semi-physical simulation testing is proposed, which can meet the accelerated testing requirements of industrial software in a variety of scenarios. The method studied in this paper can save time and cost, improve the accuracy of testing, and can find defects in the trial run phase of industrial software, which reduces the business risk of industrial software. At the same time, the method can also be used for production line renovation and upgrade of intelligent workshops and trial run analysis of new products before they are put into production. In the future, we will consider optimizing the simulation system to further improve the acceleration multiplier. At the same time, more performance indicators will be considered to carry out testing of complex software systems to comprehensively evaluate the software performance.
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Figure 1. Digital twin smart production line model framework for running industrial software. 
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Figure 2. Flow chart of process interaction method. 
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Figure 3. Schematic diagram of manufacturing system software simulation acceleration test. 






Figure 3. Schematic diagram of manufacturing system software simulation acceleration test.



[image: Machines 10 00388 g003]







[image: Machines 10 00388 g004 550] 





Figure 4. Stepper motor processing assembly testing production line system architecture. 
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Figure 5. Semi-physical simulation model of stepper motor production line. 
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Figure 6. Communication time between system and production line under different acceleration test conditions. 
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Figure 7. System memory usage during acceleration tests at different multipliers (unit: Mb). 
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Figure 8. (a) Fault injection system; (b) pallet material error reported, and (c) the actual situation. 
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