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Abstract: This review paper offers a comprehensive examination of the various types of faults that
occur in inverters and the methods used for their identification. The introductory segment investigates
the internal component failures of voltage-source inverters (VSIs), examining their failure rates and the
consequent effects on the overall system performance. Subsequently, this paper classifies and clarifies
the potential malfunctions in components and sensors, placing particular emphasis on their frequency
of occurrence and the severity of their impact. The examination encompasses issues associated
with transistors, including open circuits, short circuits, gate firing anomalies, as well as failures in
capacitors, diodes, and sensors. Following this, the paper delivers a comparative assessment of fault
diagnosis techniques pertinent to each type of component, appraised against specific criteria. The
concluding section encapsulates the findings for each fault category, delineates the fault detection
and diagnosis (FDD) methodologies, analyzes the outcomes, and provides recommendations for
future scholarly investigation.

Keywords: fault detection; fault diagnosis; voltage-source inverter (VSI); VSI topologies; VSI models;
transistor fault; diode fault; capacitor fault; sensor fault; fault isolation

1. Introduction

As a critical element within the electrical conversion chain, alongside its standalone
applications, the demand for inverters continues to expand and is becoming increasingly
significant across various sectors. Inverters are predominantly employed in residential
and industrial sectors, such as production lines and green energy fields, in addition to
being utilized in unmanned aerial vehicles (UAVs) [1] and electric vehicles (EVs) [2]. In
industrial applications, inverters are mainly used for variable-speed AC drives, especially
for running induction motors (IMs), where the estimated failure rate can vary according to
the process and the number of components used with the inverter. Likewise, in the case of
the green energy field, the inverter allows a bidirectional flow of current between the green
energy source and either the grid or residential and standalone loads. Nevertheless, despite
the implementation of cutting-edge technologies for power semiconductor devices [3,4]
and advanced control algorithms [5–7], faults that can affect the reliability of the overall
system and lead to cascading faults continue to manifest repeatedly and frequently unless
a fault detection and diagnosis method is implemented. For example, in wind turbines,
inverter failure rates vary between the onshore and offshore architecture [8] at rates of
27% and 8%, respectively. Additionally, for the solar photovoltaic sector, about 28% of the
failures represent inverter faults [9]. Research on hydroelectric turbine systems has shown
a failure rate of 27%, which includes the inverters and electrical equipment connected to the
hydroelectric turbine systems [10]. Conversely, inverter failure accounts for approximately
12% of the total EV failures, primarily attributed to its reduced power requirements relative
to the previously mentioned systems, in addition to the higher probability of failure of

Machines 2024, 12, 631. https://doi.org/10.3390/machines12090631 https://www.mdpi.com/journal/machines

https://doi.org/10.3390/machines12090631
https://doi.org/10.3390/machines12090631
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/machines
https://www.mdpi.com
https://orcid.org/0000-0003-3268-5270
https://doi.org/10.3390/machines12090631
https://www.mdpi.com/journal/machines
https://www.mdpi.com/article/10.3390/machines12090631?type=check_update&version=1


Machines 2024, 12, 631 2 of 29

the mechanical parts within the vehicle due to collisions and various other factors [11].
A summary of inverter failure rates for each field is presented in Table 1, as well as their
main impact on the system when they occur. Notably, inverter failures can lead to a
partial or complete shutdown of the system unless proactive actions are taken through
diagnosis, which can reduce downtimes and the repair time, improving the reliability and
performance of the system and preventing a sudden interruption in the power flow, as in
the case of renewable energy sources and EVs.

Table 1. Inverter failure rates and impact for different fields.

Field Impact Frequency of Occurrence

Variable AC drives
(Industry)

− Production process interruption
− Reduce torque and motor efficiency
− Damage to motor winding

-

Wind energy

− Energy loss
− Power flow interruption
− Damage to generator winding

27% (onshore)
8% (offshore)

Solar energy

− Energy loss
− Power flow interruption
− Damage to the panels

28%

Hydroelectric

− Energy loss
− Power flow interruption
− Damage to generator winding

27%

Electric vehicles
− Damage to motor winding
− Damage to the battery pack 12%

Recent research has concentrated on identifying faults in components and sensors
to enhance dependability and reliability. Researchers suggest new ways of inverter fault
diagnosis like FFT and evolutionary neural networks [12], root cause analysis for sensor
faults, experimental validation of the fault models [13], as well as real-time fault detection
strategies without extra sensors for multilevel converters [14]. These techniques are specif-
ically engineered to identify and predict faults with a high degree of reliability, thereby
preserving system integrity and minimizing operational downtime. Research has also
focused on fault detection algorithms, which are pattern recognition-based and have been
developed for cascade multilevel inverters that need only one sensor for automatic fault de-
tection. These advancements represent the primary factors contributing to the exceptional
reliability of inverters across a diverse range of applications.

To identify the open-circuit fault of a power semiconductor in the three-phase, a
two-level, voltage-source inverter-fed permanent magnet synchronous machine (PMSM)
diagnostic algorithm was presented in [15,16]. This approach can equally identify perma-
nent and transient faults in power switches that may result from one or a combination
of factors. This study evaluates newly developed methodologies for the diagnosis of
power switch faults within voltage-source converters (VSCs). Among all the types of faults
in VSIs, open-circuit fault diagnosis for voltage-source inverters is probably one of the
most researched. This study introduces a methodology for detecting open-circuit faults in
voltage-source inverters. It incorporates a structured neural network system implemented
through machine learning to obtain a high level of precision for identifying faulty con-
ditions. The system effectively identifies and specifies the various categories of adverse
conditions present in power electronics inverters for electrical drives [17].

Previous review articles cover the topics of fault detection and diagnosis of electric
motor drives and battery systems of electric vehicles. Some of these articles stress the
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significance of FDD for the safety and reliability of the EV. The electric motor drive and
lithium-ion battery system are some of the components that are highly susceptible to differ-
ent faults. If these faults are not diagnosed and corrected on time, they may cause failures
and other disastrous incidents. This paper conducts a comparative analysis of the conven-
tional model-based and signal-based fault detection and diagnosis (FDD) methodologies,
encompassing data analytical techniques and machine learning approaches. Furthermore,
it offers an extensive array of information that may be utilized in subsequent research
endeavors within this domain [18]. Fault detection is important, especially for safety mea-
sures, fault tolerance, and device maintenance in power electronics systems. Compared
to previous review articles, this review makes a significant contribution, as it introduces
various fault detection methods and their importance in different applications, particularly
in EVs [19].

The fault detection of sensors in voltage-source inverters is important for ensuring
safety, as has been suggested in many papers. F. Mehmood studied sensor faults and
modeled sensor faults in power electronics inverters [20] with the objective of assessing
the influence of sensor faults on the power quality and ensuring the reliable operation of
the system. The results showed how faults in the sensors impact the system in general.
Techniques such as set-valued observers and fault detection algorithms have also been
used to detect inverter sensor faults [21]. Fault diagnosis of electric vehicles and other
inverter-based systems helps to improve the safety and performance of the system. The
detection of faults enables the system to be corrected before faults may lead to failure. In
EVs, health management systems and fault-tolerant control schemes using operational
data enhance the continuous power feeding and optimum control of motors [22]. Similarly,
in alternative systems that employ inverters, such as power converters and motors, fault
detection serves to enhance the output and increase the lifespan of the system, thereby
contributing to the enhanced stability of the overall system.

The types of inverters employed in EVs and renewable energy sources fall into five
general categories:

• Voltage-source inverters (VSI): This is already applied in the field of EVs and intelligent
renewable energy systems because of its ease of implementation, robustness, and
high speed.

• Current-source inverters (CSI): CSIs are used only when a constant current output is
required; nonetheless, the CSI is reasonable for certain motor drivers.

• Impedance-source inverters (ZSI): This employs an alternate impedance network to
step up the DC voltage before conversion, allowing optimal power extraction from
low-voltage sources or sources such as photovoltaic panels.

• Multilevel inverters: These inverters use several voltages to obtain a sinusoidal wave-
form to the best of their ability. They minimize harmonic distortion, increase overall
efficiency, and improve the power quality.

• Hybrid multilevel inverters: Hybrid multilevel inverters outperform VSIs and CSIs
but have features from both. These have uses in medium-voltage drives and renewable
energy systems.

In conclusion, although various types of inverters exist, the VSI remains the most
preferred choice for EVs and renewable energy applications due to its reliability, ro-
bustness, controllability, and compliance with grid principles. Thus, when working
with inverters, concentrating on VSIs will align with the modern development trends
and recommendations.

Despite the existence of multiple scholarly articles that have concentrated on analyzing
single fault types, such as switches [16,17], capacitors [18,19], sensor faults [20–22], and
other power electronics faults [23–25], this review paper stands out by comprehensively
covering six distinct fault types in depth, including the open switch, short switch, gate
misfiring, anti-parallel diode, electrolytic capacitor, and sensor faults. Table 2 presents the
characteristics of these faults, including the inverter output, symptoms, and thermal effects.
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Table 2. Characteristics of each internal VSI fault.

Fault Type Inverter Output Symptoms Thermal Effects

Power
Switch

Open Reduced or completely
interrupted output power

Phase imbalance or complete
failure to deliver power

Other components may be
subjected to higher stress

Short This leads to a dangerous
surge in current

Sudden loss of power
or blowing of fuses

Rapid heating of the shorted
switch and nearby components

Gate
Misfiring

Unstable output
voltage or current

Fluctuating voltage, noise,
or harmonic distortion

Overheating of the switches and
thermal stress on the VSI

Diode

Open Poor filtering and higher
ripple in the output voltage

Increased harmonic distortion
and voltage instability

Stress other components
thermally, leading to overheating

Short Immediate failure
or shutdown

Sudden shutdown or damage to
surrounding components

Rapid and excessive heating of
the capacitor and its

surroundings

Link
Capacitor

Open Incomplete or asymmetric
output

Increased voltage ripple and
potential phase imbalance

Increased thermal stress on other
components

Short Potential failure or
shutdown of the inverter

Loss of output power
or damage to the circuit

Excessive heating due to high
current flow

PCB
Can cause open circuits, short

circuits, or intermittent
connections

Random failures, depending on
the fault’s nature and location

Create localized hotspots,
potentially leading to further
damage or component failure

Sensor Incorrect operation, leading to
unstable output

Unstable operation, incorrect
voltage, or current levels Depending on the fault’s nature

The extensive range of the presentation makes the review a key source that captures
the complexity of inverter failures. By referencing multiple related studies from the past five
years, the sole review paper that examines more than one type of fault is the study by Azra
Malik, which covers only switch faults and electrolytic capacitor faults [26]. In addition to
summarizing the current state of knowledge, this review also provides recommendations
for future research activities; it directs others to search for more efficient and reliable
inverter structures.

The total number of research articles reviewed during the last 5 years is summarized
in Table 3, and the breakdown of the articles related to each type of fault is also included.

Table 3. Research articles reviewed and their breakdown with respect to each type of fault.

Fault Type Number Percentage

Open Switch [27–42] 15 29.4%
Short Switch [43–53] 10 19.6%
Gate misfiring [54–56] 2 4%
Anti-parallel Diode [57] 1 2%
Electrolytic Capacitor [58–70] 12 23.5%
Sensor [71–82] 11 21.5%
Total 51 100%

This paper consists of six sections; the second section addresses VSI faults and their
system-wide effects. Section 3 classifies the fault detection and diagnosis methods and
outlines the essential evaluation indicators for comparison. Section 4 presents and compares
VSI fault detection and diagnosis approaches for each fault type. Section 5 interprets the
results, concluding with Section 6.

2. VSI Faults Overview

When developing an inverter to use in the previously mentioned application fields,
some important considerations must be taken that facilitate a precise operation with optimal
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performance to guarantee the dependability of the inverter, particularly in applications
associated with safety. The operating experience of the VSI states that the most vulnerable
components are the power switches (semiconductors), electrolytic capacitors, and the
printed circuit board (PCB). Locations of all the possible faults that can occur in the overall
chain, including the DC source, VSI, and the AC three-phase load, are shown in Figure 1.
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Figure 1. VSI fault locations.

The statistical distribution for the failure rate in various parts of the VSI is represented
in Figure 2 [83]. There are numerous factors that contribute to these faults; among them are
the overheating of the power switches caused by overloading and control failure, as well as
external causes such as mechanical accidents and the impacts on the overall structure of
the inverter. According to the data chart in Figure 2, the reliability level of the VSI depends
on the reliability values of each component.
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In brief, the VSI’s component faults, including their fault cases, are as follows:

2.1. Power Switch

The most commonly used power switches in the VSI are either the insulated-gate
bipolar transistor (IGBT) or the metal–oxide–semiconductor field-effect transistor (MOS-
FET). This particular type of fault has the potential to cause significant harm to the primary
voltage source and the connected load unless appropriate precautions are implemented
within a safe time for handling the voltage and current over-rating.

The three primary power switch fault cases are as follows:
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2.1.1. Open Fault (F1) [83]

This can be caused by an open gate or collector (a drain for the MOSFET case) situation,
which can be either internally inside the transistor resin body or externally, which will be
located at the semiconductor terminals. Such a fault has an average impact on the overall
system unless it is reconfigured rapidly.

2.1.2. Short Fault (F2) [84]

This can be caused by an internal or external short circuit between the collector and
the emitter (a drain and source for the MOSFET case). This fault has a dangerous effect,
which can lead to high short-circuit currents and may cause a sequential fault unless it is
reconfigured rapidly.

2.1.3. Gate Misfiring (F3) [83]

The primary factor contributing to this specific type of fault is an open gate situation,
thus losing the connection between the control circuit and the gate terminal, making it float
in potential unless a pull-down resistor is incorporated at the gate terminal. It should be
noted that gate misfiring has the same effect as an open-switch fault (F1).

Note that faults F1, F2, and F3 can be single or multiple fault cases, and they can occur
at any switch (S1, S2, S3, S4, S5, and S6) with any location(s).

2.2. Anti-Parallel Diode

Old classical power transistors, such as IGBT and MOSFETS, do not include an internal
anti-parallel diode between their power terminals. Nowadays, anti-parallel diodes are built
in inside the transistor resin case. These diodes are required for the reverse-current path of
the inductive/capacitive load and can also be used for regenerative loads, in addition to
break-over high-voltage peaks protecting the transistor from damage [85]. Two main diode
fault cases are as follows:

2.2.1. Open Fault (F4)

This type of fault may not affect the operation of the VSI but will increase the probabil-
ity of the transistor being damaged by overvoltage spikes, especially when an inductive
load is connected to the output of the inverter. Whereas the reverse-current path from
regenerative loads will be disconnected.

2.2.2. Short Fault (F5)

Being short-circuited with a parallel connection with the transistor will lead to the
same scenario as (F2).

2.3. Link Capacitor

Capacitors are the most sensitive components against high voltages and excessive
heat. The primary function of capacitors is to smooth voltage ripples and filter higher
frequencies, and in some cases, a branch of capacitors with an even number is used as
a potential divider for the generation of a neutral point. The two predominant types of
capacitor fault scenarios are as follows:

2.3.1. Open Fault (F6)

This fault can be caused by either a terminal being disconnected or a damaged semi-
permeable layer between the two internal electrolytic aluminum films. It may not affect
the operation of the VSI for a short time; rather, it has a future impact in addition to an
unstable operation.
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2.3.2. Short Fault (F7) [86]

In the case of an internal or external short-circuit connection between the two terminals
of the capacitor, the short fault has a major effect on the main voltage source more than the
inverter and the load.

2.4. Input Port

This type of fault is located at either the DC voltage source or the DC-link bus connect-
ing between the DC source and the VSI input port. Two main fault cases are located at the
input port and are as follows:

2.4.1. Single Line-Ground S.C. (F8)

This fault occurs when either the positive or the negative DC source terminal is short-
circuited to the ground. This can result in a half-wave output generation of the VSI, thereby
eliminating the complementary half-wave when the capacitor associated with its polarity
experiences a short circuit.

2.4.2. Line-Line S.C. (F9)

When this occurs, it may only damage the DC voltage source and will cause a total
shutdown of the VSI since there is no voltage potential across its input terminals, like (F7).

2.5. Output Port

This is located at the output three-phase terminals of the VSI, which is mainly caused
by the load. Three fault cases are located at the output port and are as follows:

2.5.1. Single Line-Ground S.C. (F10)

This type of fault occurs when a short circuit occurs between one of the phase output
terminals and the ground terminal. This fault can lead to an overcurrent and can damage
the power switches if they are not reconfigured.

2.5.2. Double Line-Ground S.C. (F11)

This type of fault occurs when two of the output phase terminals are shorted (con-
nected) with the ground terminal. This fault also acts the same as (F10).

2.5.3. Line-Line S.C. (F12)

This type of fault occurs when a short circuit occurs between two of the phase
output terminals. This fault can lead to an excessive overcurrent, thus damaging the
power switches.

2.6. Sensor (F13)

There are two primary objectives for the implementation of sensors in the VSI. The
first objective is for overcurrent and fault detection within the protection framework. The
second objective is related to control, especially for the closed-loop system. In the case of a
sensor fault, a partial or complete malfunction will occur. Accordingly, if a faulty sensor
has not been reconfigured and fixed, it may lead to cascading faults, particularly within
the sensor-based data system [87]. There exist five principal categories of sensor faults,
which are:

2.6.1. Bias Fault [87]

This is the more frequent and common fault sensor type, where its measured values
are replaced by a constant value. The main cause of this type of fault is either the bias
voltage or the bias current. It is represented graphically in Figure 3a.



Machines 2024, 12, 631 8 of 29

Machines 2024, 12, x FOR PEER REVIEW 8 of 29 
 

 

 
Figure 3. Sensor fault types: (a) bias, (b) gain, (c) drift, (d) noise, (e) short and open, (f) freezing. 

2.6.2. Gain Fault [87] 
This type of fault multiplies a constant positive real value ‘k’ by the amount of change 

delta ‘Δ’. Expressing it mathematically gives k×Δ. Consequently, a faulty sensor will not 
have a signal value equal to zero. This is represented graphically in Figure 3b. 

2.6.3. Drift Fault [87] 
This type of fault represents a time-dependent offset, indicating that the original de-

fault performance of the sensor deviates with a value that varies with time. This type of 
fault is not observed easily or identified rapidly, meaning that it needs an accurate and 
rapid detection algorithm followed by a reconfiguration procedure. It is represented 
graphically in Figure 3c. 

2.6.4. Sensor Noise [87] 
When the sensor is affected by the working environment or hardware noise, such as 

circuit elements, its output data will be noisy. It can also come from external causes like 
human or external interferences with the sensor’s data cable or the sensor itself. It is rep-
resented graphically in Figure 3d. 

2.6.5. Short Circuit and Open Circuit [88] 
Defective solder joints and disconnected terminals are the main causes of open-circuit 

faults. On the other hand, internal component faults or external short circuits at the sensor 
terminals will trigger short-circuit faults. It is represented graphically in Figure 3e. 

2.6.6. Freezing [88] 
When it has been freezing, a sensor generates a constant value instead of the real 

measured value. This type of fault can occur due to sudden changes in the system, such 
as transients in the current or voltage, or by capturing over-rated values that a sensor can-
not withstand, such as overvoltage and overcurrent spikes or electromagnetic interfer-
ences. It is represented graphically in Figure 3f. 

Table 4 illustrates the impact of each component fault on the efficiency and behavior 
of the VSI. 

This paper shows that component and sensor faults have a major impact on the per-
formance and characteristics of voltage-source inverters (VSIs). Switching devices, such 
as IGBTs and MOSFETs, are affected by poor layouts, and they can cause high switching 
losses, hence reducing the overall efficiency—a poor DC link capacitor results in a varia-
tion in the voltage. Inductor and transformer faults distort the output waveform and the 
level of harmonics. In gate drivers and control circuits, instabilities originate. Defects in the sensors for the voltage and current can cause problems in power electronic converter systems and the quality of the inverter power. For instance, the current or voltage readings 
can be off base, thus affecting the control precision and product quality. In general, they 

Figure 3. Sensor fault types: (a) bias, (b) gain, (c) drift, (d) noise, (e) short and open, (f) freezing.

2.6.2. Gain Fault [87]

This type of fault multiplies a constant positive real value ‘k’ by the amount of change
delta ‘∆’. Expressing it mathematically gives k × ∆. Consequently, a faulty sensor will not
have a signal value equal to zero. This is represented graphically in Figure 3b.

2.6.3. Drift Fault [87]

This type of fault represents a time-dependent offset, indicating that the original
default performance of the sensor deviates with a value that varies with time. This type
of fault is not observed easily or identified rapidly, meaning that it needs an accurate
and rapid detection algorithm followed by a reconfiguration procedure. It is represented
graphically in Figure 3c.

2.6.4. Sensor Noise [87]

When the sensor is affected by the working environment or hardware noise, such
as circuit elements, its output data will be noisy. It can also come from external causes
like human or external interferences with the sensor’s data cable or the sensor itself. It is
represented graphically in Figure 3d.

2.6.5. Short Circuit and Open Circuit [88]

Defective solder joints and disconnected terminals are the main causes of open-circuit
faults. On the other hand, internal component faults or external short circuits at the sensor
terminals will trigger short-circuit faults. It is represented graphically in Figure 3e.

2.6.6. Freezing [88]

When it has been freezing, a sensor generates a constant value instead of the real
measured value. This type of fault can occur due to sudden changes in the system, such as
transients in the current or voltage, or by capturing over-rated values that a sensor cannot
withstand, such as overvoltage and overcurrent spikes or electromagnetic interferences. It
is represented graphically in Figure 3f.

Table 4 illustrates the impact of each component fault on the efficiency and behavior
of the VSI.

This paper shows that component and sensor faults have a major impact on the
performance and characteristics of voltage-source inverters (VSIs). Switching devices, such
as IGBTs and MOSFETs, are affected by poor layouts, and they can cause high switching
losses, hence reducing the overall efficiency—a poor DC link capacitor results in a variation
in the voltage. Inductor and transformer faults distort the output waveform and the level of
harmonics. In gate drivers and control circuits, instabilities originate. Defects in the sensors
for the voltage and current can cause problems in power electronic converter systems and
the quality of the inverter power. For instance, the current or voltage readings can be off
base, thus affecting the control precision and product quality. In general, they decrease
productivity, distort waveforms, present safety hazards, and alter the behavior of the
system. Fault detection and diagnosis must be accurate to ensure that the VSI performance
is not compromised.
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Table 4. Impact of each internal VSI fault.

Fault Type Impact

Power Switch

Open

− Reduced overall efficiency
− Reduction in the mean torque (machine load)
− Presence of pulsating torque (machine load)
− Unipolar half-wave increases copper loss

Short − Overcurrent that may damage the voltage source

Gate Misfiring
− May have the same effect as open- and short-switch faults
− Malfunctioning in the VSI

Diode
Open

− May damage the power switch at higher voltage peak values
− No path for the reverse current back to the source (regenerative loads)

Short − Overcurrent that may damage the voltage source

Link Capacitor
Open

− Increase noise and high-frequency components
− Unstable operation
− Higher voltage peaks and ripples

Short − Voltage source damage and shutdown

PCB
− Increase in the leakage current
− Open or short solder junction points

Sensor
− Loss in control feedback signal
− Partial or complete malfunctioning
− Loss of overcurrent triggering

3. Evaluation Indicators of FDD Approaches

The fault detection and diagnosis (FDD) algorithms have been implemented in various
systems for several decades. This process aims to develop and maintain a desirable
performance in the field where it is involved, with its potential to improve the overall
process task and the ability to avoid the severe failure that might occur afterward. The
earliest FDD methods are designed to determine the main cause and identify the location of
a fault after it occurs; these are known as basic and simple methods. With the development
of artificial intelligence (AI) and automation technologies, FDD capabilities have improved.
Consequently, the FDD methods can accomplish their tasks, even when integrated within
intricate systems that employ advanced control strategies.

There are three basic tasks of FDD approaches, classified as follows:

(a) Detection: This indicates that there is a fault in the system, in addition to the timing
of its occurrence.

(b) Isolation: This determines the type of fault and its location.
(c) Identification: This determines the magnitude of the fault.

There are several indicators that are used for evaluating the effectiveness and perfor-
mance of each of the FDD methods [89], which are as follows:

• Robustness and Adaptability: The capability of performing a task without failure,
covering a wide range of situations, and performing effectively, even with load varia-
tion, transients, and noisy environments. This is in addition to the adaptation when
minor changes may occur in the system, including component degradation and exter-
nal changes.

• Computational Complexity: This is the complexity of the operation and the effort
required by the algorithm for the detection and diagnosing processes. This mainly



Machines 2024, 12, 631 10 of 29

depends on the complication level of the mathematical functions and the decision-
making operation.

• Detection Speed: In general, the duration of fault detection is significantly influenced
by the complexity of the algorithm. The faster the detection speed is, the better the
FDD approach will be. The detection speed is an important indicator for selecting
effective methods from those that need more time to detect fault occurrence.

• False-Positive Rate (FPR): The FPR is a ratio of pure negative classes that have been
classified and known to be negative or positive.

The FPR formula can be represented as:

FPR =
FP

FP + TN
(1)

where FP is the false positive, and TN is the true negative.

• False-Negative Rate (FNR): the FNR is equivalent to the ratio of the actual posi-
tive fault detection (true positive) that has been classified by the system as negative
(false negative).

The FNR formula can be represented as:

FNR =
FN

FN + TP
(2)

where FN is the false negative, and TP is the true positive.

4. VSI FDD Methods

In this section, a review of the latest and most efficient FDD methods will be inves-
tigated for each type of internal VSI component fault. After listing the FDD methods, a
comparison will be performed between them based on the evaluation indicators. Finally,
a brief conclusion will be derived according to the results obtained from the comparison
table after each fault type.

4.1. Open Switch

For instance, there are 39 possibilities of an open-switch fault. Knowing that if the
number of faulty switches exceeds four, the overall system will not function, with only one
switch remaining in the circuit. All possible types of open faults, taking into consideration
their ability to continuously operate with at least one path, are represented in Figure 4.
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Figure 4. All open/short-switch fault possibilities.

The open-switch fault methods are used for detection and diagnosis, and are as follows:

4.1.1. Spectrogram [27,28,90]

This approach employs time-frequency analysis, known scientifically as time-frequency
distribution (TFD), to monitor inverter waveforms to detect, identify, and localize open-
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switch faults. Inverter waveforms are used for condition monitoring and include diag-
nosing parameters such as the instantaneous AC root mean square (RMS) output voltage
(Vrms), instantaneous total waveform distortion (TWD), instantaneous total harmonic
distortion (THD), and the instantaneous total non-harmonic distortion (TnHD). Immedi-
ately upon detecting any changes in these monitored parameters, a decision will be taken
to isolate and reconfigure the faulty open switch after identifying and locating it. This
methodology is capable of the early detection of open-switch faults; however, it necessitates
substantial computational resources.

4.1.2. Current Trajectory Using Park’s Transform [29,30]

This type of method relies on the inverter’s current transformation using Park’s vector,
also known as the d–q transformation, which is used to simplify the operations related to
the three-phase current. After applying d–q transformation using Equations (1) and (2),
the magnitude and phase angle will be represented as a current pattern with the shape of
a perfect circle in normal conditions, as shown in Figure 5a. When an open-switch fault
occurs, the magnitude and the angle will be changed, indicating and identifying the faulty
switch according to its shape and angle, as shown in Figure 5b–g.
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Accordingly, by using this method, the three output AC currents represented by (ia, ib,
and ic) will be transformed into two-phase current values (id, iq) given as:

id =

√
2
3

ia − 1√
6

ib − 1√
6

ib (3)

iq =
1√
2
(ib − ic) (4)

This method can detect multiple open-switch faults using the magnitude of the phase
angle with low computational complexity.



Machines 2024, 12, 631 12 of 29

4.1.3. Normalized Load Current [31]

Unfortunately, the previously mentioned current transformation that uses Park’s
vector is load-dependent, meaning that the detection process may be affected by load
transients and load variations that may generate false alarms under these conditions. To
overcome this issue, normalizing DC quantities can be used as a modification method to
Park’s vector transformation, which can supply simplified information about the operation
of the inverter. A diagnostic variable Dn with a normal value of ±1 for a normally operated
inverter will be as given:

Dn =
⟨in(k)⟩
⟨|in(k)|⟩

(5)

where ⟨· · · ⟩ is the evaluation of the average value over a period, n is the current phase (a,
b, or c), and k is the sampling division.

This diagnostic variable will vary in a range between 0 and ±1 according to the faulty
open-switch location.

4.1.4. Clark’s Transform [32]

This method is similar to Clark’s vector transformation; it normalizes the three-phase
currents and transforms them into two absolute normalized currents. According to the sign
and magnitude of the normalized current and assigning a fault diagnostic variable, the
faulty switch can be localized and identified precisely.

4.1.5. Fuzzy Logic [33]

This approach employs fuzzy logic reasoning after the inverter phase currents have
been transformed or normalized using any of the transformation approaches, such as Park’s
vector, Clarks’ transformation, or Concordia transformation. All possible fault cases are
simulated in real-life scenarios, where the fuzzy reasoning algorithm will then correlate
the measurement of real-time inverter parameters with the pre-extracted fault cases for
detecting and locating the faulty switch(es). This fuzzy rule-based method can easily
identify several fault modes, including both single and multiple open-switch conditions.

4.1.6. Sliding-Window Counting Based on Phase Voltages [34]

When an open-switch fault occurs, half of the phase-voltage waveform corresponding
to the phase where the faulty switch is located will vanish. Figure 6 represents the working
principle of the sliding-window counting method. This approach aims to carry out periodic
measurements for each phase voltage (Vx) for each time sample, and these values will be
compared with a pre-set threshold value (±Vth).
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This procedure will run synchronously with the gate control signal pattern to set
and increment the counter (k) for each corresponding phase-voltage level to avoid false
alarms. In addition to the simplicity of the voltage measurement, the real benefit of using
voltage-based approaches is that they are load-independent.

4.1.7. Artificial Neural Networks [35]

Similar to fuzzy logic, a neural network (NN) is considered a second-stage operation
for fault detection and diagnosis. By employing contemporary transformation methodolo-
gies, including Clark’s transformation, Park’s vector, or Concordia transform, single and
multiple open-switch faults are derived for the training of the NN. The neural network
algorithm, embedded with the inverter, will capture the transformed values carrying its
features for identifying and locating faulty switches. Figure 7 shows a general neural
network schematic.
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4.1.8. Wavelet-NF [36]

A sophisticated algorithm based on the integration of neural networks and the fuzzy
logic system is used to identify and localize open-switch faults by analyzing the characteris-
tics of the current waveforms. The adaptive neuro-fuzzy interference (ANFI) approach first
captured current components for a normal operating condition in addition to the faulty
scenarios as a training process. After that, it can be embedded into the VSI for detection
and diagnostic purposes.

4.1.9. Model Reference Adaptive System (MRAS) [37]

This approach employs a model reference adaptive system with the real VSI without
the need for additional sensors for the fault-diagnosing process. As a key metric, this
technique analyzes the behavior of the current, where, in the healthy state, the average
value of each phase current is zero. Conversely, when a switch is opened, the corresponding
phase current will have a non-zero DC offset, which will be an indicator for identifying
and localizing the faulty switch(es).

In conclusion, the methods that focus on current behaviors decrease their efficiency
and are partially undermined under a low current load. To strengthen the standard current
transformation techniques, some strategies use modified normalizing current techniques,
but these are also pegged on current volumes. Voltage-based methods are much better
and less sensitive to current as compared to the current-based methods. Also, wavelet and
artificial neuro-fuzzy algorithms improve fault identification and cost-effective decision-
making. These are more advanced and smarter than simple algorithms, but they are
time-consuming and need much work to be incorporated.

Table 5 is the final comparative table between the listed FDD approaches for open-
switch faults.
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Table 5. Comparison of open-switch FDD methods.

FDD Method FDD Family Robustness Computational
Complexity

Detection
Speed

Multiple Fault
Detection

Nonlinear
Systems

Adaptability
with Changes

Spectrogram [27,28]
(Time-Frequency)

Qualitative
History-based Average High [38] Average

(20 ms) [39] False True Low

Park’s Transform
[29,30]

Qualitative
History-based

Vulnerable at
low currents Average Slow

(>20 ms) [40] True True Average

Normalizing
Current [31]

Qualitative
History-based

Vulnerable at
low currents Average Average

(18.4 ms) [41] True True Average

Clark’s Transform
[32]

Qualitative
History-based

Vulnerable at
low currents Average Fast

(4 ms) [32] True True Average

Fuzzy Logic [33] Qualitative
History-based Good Average Average

(<20 ms) [33] True True if
trained High

Sliding-Window
Counting (Phase
Voltages) [34]

Qualitative
History-based Good Low Fast

(4.96 ms) [34]
True if

modified True Low

ANN [35] Quantitative
History-based Good Average Slow

(46 ms) [42] True True if
trained High

Wavelet-ANFI [36]
Quan. and

Qual.
History-based

Good Average Slow
(t not available) True True if

trained High

MRAS [37] Quantitative
Model-based Good Average Fast

(0.91 ms) [37] True True High

4.2. Short-Switch Fault

In this scenario, the total short-switch faults will have the same possibility cases as an
open-switch fault, which is 39. Short-switch faults are more serious than open faults, and
the faulty switches should be isolated rapidly before successive faults occur. It is important
to note that an IGBT, under standard operational conditions, is capable of enduring a surge
in current value for a duration of 10 µs [43]. Dealing with short-switch faults is more
oriented toward the hardware-based techniques embedded in the VSI power and control
circuits. The more popular reasons for this type of fault are as follows:

• False gate triggering signal;
• Sudden overcurrent value;
• Overvoltage;
• Damage in the anti-parallel internal or external diode;
• Disturbance due to high dv/dt value.

The short-switch FDD methods are as follows:

4.2.1. Voltage Space Patterns [44]

This approach evaluates the recorded output phase-voltage values within a voltage
space projection (VSP), which is regarded as a domain devoid of time constraints. A
normally operated VSI has a square state transition pattern when it is projected in voltage
space, as shown in Figure 8a. At each corner, there is a switching state corresponding to
all the switching patterns of the VSI. The three-phase voltages at the output port (Va, Vb,
and Vc) are the three-dimensional axes of this cube. Potential (En) is the voltage difference
between the voltage state when each switch is in the on-state and the neutral point of the
inverter. En will have a positive value and a negative value depending on the state, taking
the state s0 as a negative reference. When a short-switch fault occurs, the voltage levels
on the cube’s sides change, indicating the faulty switch based on its shape and remaining
components, as illustrated in Figure 8b–g.
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4.2.2. S-Transform [45,46]

This method detects and identifies short-circuit switches using the time-frequency
distribution (TFD). The inverter waveforms used for condition monitoring diagnose pa-
rameters such as the average current (I avg), instantaneous AC root mean square (RMS)
output voltage (Vrms), instantaneous total waveform distortion (TWD), instantaneous
total harmonic distortion (THD), and the instantaneous total non-harmonic distortion
(TnHD). Upon the immediate detection of any alterations in the monitored parameters,
a determination will be made to isolate and reconfigure the malfunctioning open switch,
following its identification and localization. This methodology is capable of early detection
of open-switch faults; however, it necessitates substantial computational resources.

4.2.3. di/dt Feedback Control [47]

This approach uses an extra series inductance positioned at each phase leg. Fault
detection is based on the measured value of both the magnitude and the period of the
di/dt-induced voltage waveform present across the inductor. A feedback control closed
loop, as shown in Figure 9, will safely turn off the gate signal through the switch located
at the faulty phase leg when sensing abnormal di/dt values. The detection and control
algorithm can control the di/dt at the faulty leg to avoid a high inrush current that can lead
to catastrophic consequences.
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4.2.4. Gate Signal [48,49]

This approach systematically evaluates the switch gate voltage during the turn-on,
on-state, and turn-off states. The FDD algorithm will analyze the magnitude and the
pattern of the gate voltage during the transient condition, which will occur at the turn-on
state. The subsequent phase will monitor the gate voltage when the switch is “ON”. Any
regression in the voltage value will be extracted as abnormal behavior and will determine
the degree of risk before making the decision. This method depends on the gate voltage
value and is an indirect method for detecting the overcurrent as well as short circuits during
a short time.

4.2.5. Transient Current [50,51]

This approach monitors the transient on-state current slope using an additional elec-
tronic circuit embedded with the VSI. The main concept of this method is to compare the
switch transient current value with the threshold value according to the physical model
parameter values of the switch used, either for IGBT or MOSFET. The parameter values of
the physical model are established through a series of experiments and validated in real sit-
uations. The major advantage of this method is the early detection of the short-switch fault.

4.2.6. Bond Wire [52,53]

In any power transistor, there exists an internal bonding wire between the external
device terminals and the internal layer of the semiconductor. As a result of elevated stress
and overcurrent operations, in response to high temperatures, this wire will bend and
cause plastic deformation on the outer surface of the device. Accordingly, monitoring the
condition of the bond wire can provide early signs about the switch’s health conditions
to avoid future failures. A variety of techniques are used for monitoring the condition
of the bond wire. For example, a more popular technique monitors the change in the
wire’s thermal resistance using a finite element method (FEM). Another technique monitors
the difference in short-circuit current and how it is related to the bond wire fatigue. The
advantage of using this method is the ability to predict switch faults as well as give
information about the aging of the device. It can be observed from Table 6 that schemes for
identifying and diagnosing short-switch faults using a current’s parameters are far more
effective than those using voltage. The advantage of current-based techniques is that they
are more directly related to the short-circuit current values and the enhanced detection
of the fault, especially if the transient current is used for the diagnosis. One of the most
important considerations in addressing short-switch faults is to have a way of restricting
the current and, therefore, escalating the fault. The di/dt method is particularly beneficial
for this purpose. Conversely, alternative FDD methods require additional strategies to
manage fault currents during short circuits, as noted in [47,48].
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Table 6. Comparison of short-switch FDD methods.

FDD Method FDD Family Robustness Computational
Complexity Detection Speed Multiple Fault

Detection
Nonlinear
Systems

Adaptability
with Changes

Voltage Space
Patterns [44]

Qualitative
History-based Low Average Fast

(2 ms) [44] False True Low

S-Transform [45,46] Qualitative
History-based Average High Average

(20 ms) [45] False True Low

di/dt Feedback
Control [47]

Qualitative
History-based Average High Very Fast

(0.5 µs) [47] True True High

Gate Signal [48,49] Qualitative
History-based Low Low

Very Fast
(100–150 ns) [48]
(0.5–0.6 µs) [49]

True True High

Transient Current
[50,51]

Qualitative
Model-based Average Average Very Fast

(0.25 µs) [51] True True Average

Bond Wire [52,53] Qualitative
Model-based High Average Very Fast

(2–5 µs) [53] True True Average

4.3. Gate Misfiring Fault

Few types of research about gate misfiring faults in VSIs are recorded due to their
indirect relationship with the main power circuit of the inverter, in addition to being a part
of the control algorithm. There are three main types of gate misfiring faults:

• Missing pulse;
• Intermittent pulse;
• Fire-through.

A traditional and basic VSI configuration where each of the transistor’s gates is directly
connected to the control circuit without using a passive gate turn-off circuit, as illustrated
in Figure 10a, exhibits a higher propensity for fault occurrence compared to a configuration
that utilizes a passive gate turn-off circuit, as depicted in Figure 10b.
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Figure 10. Gate firing configurations: (a) floating gate and (b) using turn-off circuit.

In this case, a missing gate signal fault (loss of pulse) [54] may cause an open-switch
fault or a short-switch fault if the switch gate voltage is floating (not connecting). A fire-
through gate fault occurs when it is fired at the wrong switching time and can cause a short
circuit. Therefore, a gate misfiring fault has an indirect relation with either the open- or
short-switch fault; thus, it can be detected and diagnosed using the methods that have
been mentioned in the previous sections. Other gate faults include intermittent misfiring,
characterized by a discontinuous gate signal. Both intermittent misfiring and fire-through
faults adversely affect the performance of the DC–DC converter and VSI chain [55].

A real-time condition monitoring of gate intermittent misfiring algorithm was de-
signed to detect gate loss signals for each of the switches used in the VSI [56]. Gate signals
are represented by pulse functions, and the load was mathematically modeled and moni-
tored for any parameter change and performance degradation. It depends mainly on the
current trajectory of the inverter and the analysis of its magnitude and the orientation angle
to detect and localize the switch that had a gate misfiring fault.
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4.4. Anti-Parallel Diode Fault

This is also known as a backward diode, where it is directly linked in an anti-parallel
terminal connection with the power switch. Almost all the current manufacturing pro-
cesses for power transistors have a built-in anti-parallel diode within the same package.
Consequently, when a diode is faulty, it will be regarded in the same manner as a defective
switch and substituted with a fully operational component [57].

4.5. Electrolytic Capacitor Fault

The adoption of DC-link capacitors in power electronic converters is essential due to
frequent faults, making them vital for fault diagnosis. There are two main possibilities for
capacitor faults, which are the open and short faults. The majority of FDD approaches for
capacitor faults focus on monitoring the prior indicators related to the internal parame-
ters of the capacitor. These parameters represent the fundamental components essential
for defining the attributes of the capacitor, including its physical state, equivalent series
resistance (ESR) value, and equivalent capacitance (EC) value. After collecting information
about these parameters, it will be provided as input data for the fault-diagnosing algorithm
to be analyzed for fault detection or even fault prediction.

Despite the elevated incidence of capacitor faults, it remains an essential component
that is adopted in all power electronic converters for several functions. These functions are
as follows:

• Voltage smoothing at the DC-link bus;
• Filtering high-frequency components that can minimize the harmonics in the chain;
• Maintaining steady voltage and current levels for the reliable and stable operation of

the VSI.

As a result, the implementation of the FDD approach for capacitor faults will contribute
to improving the overall performance and maintaining a balanced functioning. However,
before listing the FDD approaches used for capacitor faults, it should be mentioned that the
faults that occur in other components will have an impact on the reliability of the capacitor
and may degrade its performance, such as short- and open-switch faults [58].

Fault diagnosis and life estimation of DC-link capacitor are as follows:

4.5.1. Evidence Reasoning Rule (ER) [59]

The evidence reasoning rule is a knowledge-based approach that establishes a correla-
tion between a set of evidence and the main problem, thus providing a proper problem
classification to be resolved effectively [60]. Then, the FDD approach adopted with the
system will make the best decision concerning the faulty capacitor. The operational frame-
work of this approach begins by collecting DC voltage samples over an interval of time
to calculate the value of the peak–peak voltage (Vpp). Accordingly, using the peak–peak
voltage value extracted and the ER rule method will provide the capacitor state, including
the aging properties that can also be used for monitoring purposes. The process of capacitor
aging may be regarded as a preemptive approach to mitigate the likelihood of faults by
implementing the appropriate measures corresponding to the derived aging metrics.

4.5.2. Recursive Least Square (RLS) [61]

This method estimates the value of (ESR) of the capacitor by monitoring the change in
the ratio of electrolyte volume (V) and initial volume (V0) with respect to the initial ESR
value (ESR0) using Equation (4).

ESR
ESR0

=

(
V0

V

)2
(6)

Note that a 40% loss of the electrolyte volume constitutes that the DC-link capacitor
is faulty [62]. The RLS algorithm will be used as a fast and simple diagnosing method
for the estimation of both ESR and EC, represented in Figure 11. In addition, an offline
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lifetime can be estimated using Equation (7), which relates the rated service life (Lr), the
actual temperature (Ta), and the rated temperature (Tr) to the predicted service life (Lp).
Eventually, for a long service life, the value of the ESR will increase, and the value of the
EC will decrease, giving an indicator for life estimation as a prior step to prevent a future
fault in the capacitor.
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Lp = Lr·2
(Tr−Ta)

10 (7)

4.5.3. Thermal Modeling [63]

In this methodology, a quantitative finite element (FE) technique is used to identify the
capacitor faults. The DC-link capacitor is modeled using heat-transfer thermal modeling
software. Heat flux, along with the relevant operating temperature data, are extracted to
be used by the diagnostic approach as input diagnostic parameters for identifying and
analyzing capacitor faults.

4.5.4. Transient Current [64]

This method uses a mathematical analysis of the capacitor current when a short-circuit
fault occurs. Using simulation platforms, system parameters—especially the transient
current values and the voltage drop—are extracted by observing the behavior of the
system under a short-circuit DC-link capacitor fault. The obtained simulation results will
subsequently be utilized for the design and execution of the FDD methodology employed
for the detection of capacitor faults.

4.5.5. ANFIS [65]

An adaptive neuro-fuzzy inference system is used for detecting and diagnosing capac-
itor aging faults. Diagnostic parameters for faulty capacitors are extracted and collected for
use in the learning process in the establishment of the ANFIS model. As shown in Figure 12,
the input parameters of the ANFIS model are related directly or indirectly to the state of
the capacitor. In this case, voltage ripples, represented as (%V), and the DC-link voltage
(VDC) are used as input parameters to the ANFIS model. The number of fuzzy rules (R)
will be related to the number of model inputs (N) with the number of membership inputs
(Mi) by the following:

R = MiN (8)

where in this case, N = 2 and Mi = 2, then the output rule number R = 4 rules.
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4.5.6. Capacitance Estimation Using ANN [66,67]

This methodology employs an artificial neural network (ANN) approach for estimating
the value of the DC-link capacitor. Diagnostic parameters and variables are used to train
the ANN algorithm based on the time-frequency domain to identify and detect capacitor
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faults [68]. Figure 13 represents the degradation of the capacitance value (C0) with respect
to time until reaching the end-of-life (EOL) value. The EOL value can be considered as a
threshold value for determining whether the capacitor is healthy or not. Taking the case
of the VSI, the type of capacitor used is the electrolytic capacitor, where the accepted EOL
threshold value is 20% of reduction in capacitance, or for the case of the ESR, the acceptable
value should not reach over its double value [69].
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Table 7 summarizes the performances of each of the discussed FDD approaches for
electrolytic DC-link bus capacitors.

Table 7. Comparison of capacitor FDD methods.

FDD Method FDD Family Robustness Computational
Complexity Estimation Error Multiple Fault

Detection
Nonlinear
Systems

Adaptability
with Changes

ER [59] Qualitative
History-based High Low 6.25–18.75% [59] True True Average

RLS [61] Quantitative
Model-based High Low 0% [61] True True Average

Thermal
Modeling [63]

Qualitative
Model-based High Average

Used to monitor
capacitors and

avoid faults
True True Average

Transient
Current [64]

Qualitative
History-based Average Average Used for instant

capacitor faults True True Average

ANFIS [65]
Quan. and

Qual.
History-based

High High 6.5% [65] True (more than one
ANFIS is required)

True if
trained High

ANN [66–69] Quantitative
Model-based High Average 0.35–0.4% [66]

1.2–1.3% [67]
True (more than one

ANN is required)
True if
trained High

In general, nearly all methodologies focused on the detection and identification of
defective capacitors rely on the assessment of internal physical attributes to determine the
capacitor’s condition. Significantly, knowledge-based methods such as evidence reasoning
and recursive least square techniques are easy to implement and have high speeds in
detecting faults. However, methods employing the concepts of neural networks and neuro-
fuzzy analysis algorithms are more flexible than other techniques because of their capability
to learn through training. Hence, the selection of the FDD method for capacitor faults is
as important as that of other VSI components to prevent other component faults that may
result due to a faulty capacitor. A short-circuited capacitor can affect the VSI’s freewheeling
diodes and power switches, as noted in [70].

4.6. Sensor Fault

All previously mentioned FDD approaches employed for each of the faults that oc-
curred in the VSI predominantly rely on real-time measurement data, which is supplied
by a network of sensors integrated within the primary inverter circuitry. Therefore, when
studying each of these faults, it is considered that the sensor(s) are healthy and not affected
or failed. The purpose of taking this measure is to isolate each fault from another and
examine its effect on the VSI. Otherwise, when faults occur in the sensors, this can result in
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the performance degradation of the overall system as well as system instability, especially
in a closed-loop system [71]. Typically, fault sensor fault detection and diagnosis (FDD)
methodologies are classified into two primary categories: model-driven and signal-driven
approaches. A model-based approach requires system identifications, such as the physical
characteristics of the plant, to generate residual that will be used to diagnose the system
changes. On the other hand, signal-based methods rely on system quality extraction for
algorithmic decision-making.

4.6.1. Parity Space [72,73]

This method, instead of using a model for the VSI that depends on a system’s pa-
rameters, uses a set of parity equations needed for generating dynamic temporal redun-
dancy system relations. The first step is the generation of system residuals, as shown in
Equation (9), where delta (∆) is the difference between two measured parameters succes-
sively. The resultant residual (rk) in (10) is then obtained by calculating the absolute value
of the difference between two successive deltas.

∆ = yk − yk−1 (9)

rk = |∆k − ∆k−1| (10)

Each type of sensor fault will have a different residual result and will depend on
the trained algorithm and pre-defined fault type by the adopted FDD method for the
detection and identification step after residual extraction. The need for only successive
measured values makes this method simple, in addition to its independence on system
parameters. Eliminating the need for a model gives it an advantage over classical model-
based approaches.

4.6.2. Observer [74,75]

This method depends on estimating the state of the residuals being established by
the diagnosis algorithm. As shown in Figure 14, the observer model has two main inputs,
(Fk) and (F̂k). Where Fk is the measured parameter by the sensor, and (F̂k) is the estimated
parameter based on the real-time VSI operation and the other parameters that can be related
to the parameter being estimated. The observer error (ek) is the difference between the
measured and estimated values. As a result, the magnitude of the error will be used to
determine if the corresponding sensor is faulty or not after it has been compared with a
threshold value (Tk). The determination of the threshold value is influenced by various
elements, including false alarm rates and the degree of robustness, as well as considerations
of identifiability and sensitivity. To avoid false alarms and eliminate the effect of noisy
signals as well as the transient effect, raising the value of the threshold is required, whereas
to achieve sensitivity, the threshold value should be low. By taking a suitable threshold
value that can satisfy both element factors, this method can be robust and effective for sensor
fault diagnosis. Nevertheless, due to a fixed threshold value, the degree of robustness will
decrease in the presence of system changes and component degradation.
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Figure 14. Schematic of a sensor fault observer-based FDD method.

4.6.3. Adaptive Observer [76–78]

This method is a modified version of the basic observer-based approach. A feedback
loop, as shown in Figure 15, was involved with the system, working exclusively on changing
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the value of the threshold for adaptation purposes. The benefit of using the modified
observer scheme is to achieve more robustness against the system and VSI load changes,
especially when it comes to dynamic loads, such as electric machines.
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4.6.4. Time-Adaptive with ELM [79]

This method consists of four main categories of action that will be used for the training
process of the extreme learning machine (ELM). The first one relies on collecting measured
data from the sensor(s) used in the VSI at a definite sampling rate set by the data acquisition
device. This data represents the real-time operation of the VSI under different conditions.
The collected data will be used and labeled using a dataset table corresponding to each of
the conditions being tried experimentally. The ELM algorithm will utilize the dataset table
for the training process to identify and localize the faulty sensor. Figure 16 illustrates the
comprehensive procedural steps of this methodology.

Machines 2024, 12, x FOR PEER REVIEW 22 of 29 
 

 

 

Figure 14. Schematic of a sensor fault observer-based FDD method. 

4.6.3. Adaptive Observer [76–78] 
This method is a modified version of the basic observer-based approach. A feedback 

loop, as shown in Figure 15, was involved with the system, working exclusively on chang-
ing the value of the threshold for adaptation purposes. The benefit of using the modified 
observer scheme is to achieve more robustness against the system and VSI load changes, 
especially when it comes to dynamic loads, such as electric machines. 

 

Figure 15. Simplified schematic of a sensor fault-adaptive observer-based FDD method. 

4.6.4. Time-Adaptive with ELM [79] 
This method consists of four main categories of action that will be used for the train-

ing process of the extreme learning machine (ELM). The first one relies on collecting meas-
ured data from the sensor(s) used in the VSI at a definite sampling rate set by the data 
acquisition device. This data represents the real-time operation of the VSI under different 
conditions. The collected data will be used and labeled using a dataset table correspond-
ing to each of the conditions being tried experimentally. The ELM algorithm will utilize 
the dataset table for the training process to identify and localize the faulty sensor. Figure 
16 illustrates the comprehensive procedural steps of this methodology. 

Significantly, the ELM has a phenomenal learning capability in short time spans, and 
has less computational complexity. The benefits of using a time-adaptive diagnosing ap-
proach are the ability to improve the overall accuracy as well as optimize the fault detec-
tion speed. 

 

Figure 16. Fault detection and diagnosis structure using ELM algorithm. 

𝐹 𝐹 

0,  Healthy 

1,  Faulty 

Observer 

𝑇 

𝑒  

(error) 
ห𝐹 − 𝐹ห 𝑒k > Tk 𝑒k < Tk 

 

Condition 

Threshold 

Threshold 

𝐹 𝐹 

0,  Healthy 

1,  Faulty 

Observer 

𝑇 

𝑒  

(error) 
ห𝐹 − 𝐹ห 𝑒k > Tk 𝑒k < Tk 

 

Condition 

Measured 
Data 

Data Acquisi-
tion 

Dataset Learning 
Model 

Sampling Training Labeling 

ELM Model training Process (Offline) 

Time-Adaptive FDD Process (Online) 

Sensor 1 

Sensor 2 Conditions 

Set 1 

Set 2 

ELM 1 

ELM 2 

Diagnosing Results 

Measurement ELM Model Condition 

Figure 16. Fault detection and diagnosis structure using ELM algorithm.

Significantly, the ELM has a phenomenal learning capability in short time spans,
and has less computational complexity. The benefits of using a time-adaptive diagnosing
approach are the ability to improve the overall accuracy as well as optimize the fault
detection speed.

4.6.5. Extended Kalman Filter [80,81]

In general, the Kalman filter (KF) is a widely utilized algorithm that can be employed
conveniently due to its compact scheme and its efficient function. When it comes to robust-
ness, the Kalman filter plays a substantial role since it is a noise-independent algorithm and
has the ability to predict future faults. An extended Kalman filter (EKF), on the other hand,
is an extension of the KF, which uses linear approximations of models that are nonlinear
through a process known as linearization. It can result in errors in the systems that are
highly nonlinear because of the approximation that comes with linearization. On the other
hand, the unscented Kalman filter UKF applies a deterministic sampling method to find
the mean and covariance estimates with higher precision, compared to the EKF, without
linearization, which makes it preferable for applications that involve highly nonlinear and
noisy systems. In sensor fault detection and diagnosis, the UKF has superior performance
in handling complex and nonlinear fault conditions. Nevertheless, the EKF can be em-
ployed for less complicated systems or in cases where computational time is a concern. In
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summary, although the EKF and UKF have their applications in sensor fault detection and
diagnosis, due to nonlinearity and noise factors, the UKF is better placed in complicated
and dynamic systems, as found in aircraft sensor fault management and multi-object track-
ing in autonomous driving. Concerning fault diagnoses, diagnostic metrics associated with
system parameters are selected to identify and pinpoint defective sensors. The residual
value(s) is(are) defined by the absolute value of the difference between the measured and
the estimated values of the diagnostic parameters for determining an index factor. As a
result, the diagnostic index will be used to identify and diagnose the faulty sensor(s).

4.6.6. Wavelet [82]

This method analyzes the wavelet behavior of the diagnosed system parameters, such
as the output phase current, DC-link voltage, DC-link current, or other parameters related
to the load that are connected at the output of the VSI. To identify sensor faults, harmonic
components are extracted to determine the wavelet coefficients that will be used by the
diagnostic algorithm. The wavelet coefficient is the difference value between the healthy
and the faulty harmonic components. The strength of this method comes through the
reliance on a single parameter. However, it is a load-dependent technique that can be
affected by load transients and variations.

In summary, it can be inferred that, as illustrated in Table 8, the majority of the
examined methodologies demonstrate favorable and practical applicability for sensor fault
diagnoses. It is imperative to emphasize that both the extended Kalman filter (EKF) and
the time-adaptive technique yield superior outcomes and are distinguished by their rapid
detection capabilities and adaptability to system changes.

Table 8. Comparison of sensor FDD methods.

FDD Method FDD Family Robustness Computational
Complexity

Detection
Speed

Multiple Fault
Detection

Nonlinear
Systems

Adaptability
with Changes

Parity Space [72,73] Quantitative
Model-based High Average Average True True Average

Observer [74,75] Quantitative
Model-based Low Low Average True False Low

Adaptive
Observer [76–78]

Quantitative
Model-based Average Average Average True True High

Time-Adaptive
with ELM [79]

Qualitative
History-based High Average Fast True True High

EKF [80,81] Quantitative
Model-based High Average Fast True True High

Wavelet [82] Qualitative
History-based Average High Average False True Low

5. Results Interpretation

Initially, the fundamental category of the voltage-source inverter (VSI) was selected
due to its extensive applicability across numerous applications, its ease of control, and
its necessity for a specific type of power source for proper operation. Before listing the
FDD approaches, there must be a model for the studied VSI that will provide clear and
appropriate formulas and functions that relate to the input and output system variables
such as voltage, current, frequency, etc. Models are evaluated and compared using various
criteria. Additionally, a summary of the fault detection and diagnostic (FDD) methods was
provided to clarify their classification.

In Figure 17, there is a noticeable steady trend of interest in the FDD techniques in the
research papers in the past years. This may be due to the continuous concern about the
component and sensor faults that are associated with voltage-source inverters (VSIs).
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The efficient and existing FDD techniques are discussed and contrasted for the switch,
diode, capacitor, and sensor faults. In the case of each of the mentioned types of component
faults, several methods were described in a concise manner, and a comparison was made.
Among the aforementioned fault detection and diagnosis (FDD) methodologies, the prevail-
ing transformation techniques demonstrate encouraging outcomes for fault identification,
characterized by reduced complexity and an enhanced detection rate, regardless of the
fault type. However, these techniques exhibit diminished power density and are relatively
less resilient when subjected to low current levels and transient conditions. Voltage-based
methods are more robust since they do not depend on the load connected; however, they
require some time to obtain an accurate voltage reading. The wavelet- and frequency-based
techniques, however, require more computation in terms of time, and this can slow down
the rate of fault detection—besides the fact that they cannot detect multiple faults unless an
advanced signal-based algorithm is developed to analyze the complex wave components.

Moreover, decision-making techniques were applied after obtaining the diagnostic
features, like neural network, fuzzy, neuro-fuzzy, and enhanced expert systems, which
are trained offline to study the system’s characteristics and then detect and isolate the
faults. These expert systems enhance the FDD methods by incorporating intelligence
and improving their capabilities, as they can learn from a database of historical records
related to VSI operations. In any case, each of the mentioned FDD methods for each of the
components’ faults depends on the demand and the application that is suitable for it. It
can be concluded that no method is superior, as the choice is contingent on the specific
field and its requirements related to the characteristics of the FDD method(s) and their
assessment indicators.

6. Conclusions

In summary, this manuscript presents comprehensive analyses of various subjects
pertaining to the configuration of three-phase inverters and the methodologies employed
for detecting potential malfunctions within their components.

We carried out this review with the aim of addressing three research inquiries
as follows:

• What is the basis on which various FDD methods can be compared?
• Which of the FDD approaches are deemed to be most efficient for each type of fault?
• What is the current literature in the field of FDD?

In this paper, we answer three specific research questions related to the application of
FDD techniques for VSIs. First, we discuss the five main criteria that have been applied to
the assessment of various FDD approaches. Second, we look at the most effective strategies
for certain types of faults (the component and sensor faults, for instance) and compare and
categorize them. After that, a conclusion is drawn that illustrates the best FDD approach
types for each fault being covered in this review paper. This manuscript enhances the cur-
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rent body of knowledge regarding fault detection and diagnosis in voltage-source inverters
(VSIs) through the comprehensive review provided. It offers an in-depth examination of
the component malfunctions and sensor inaccuracies employed in fault diagnosis and their
underlying mechanisms. This is useful for increasing the performance of a VSI design, as
it provides a glimpse of the possible solutions when dealing with certain requirements.
Researchers and practitioners across various domains, including renewable energy systems,
electric vehicles, and other fields utilizing voltage-source inverters (VSIs), will greatly
benefit from this research. This paper provides a link between the theoretical- and the
application-oriented work, which promotes innovation and improves fault tolerance.
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