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Abstract

:

An enhanced multimodal stacking scheme is proposed for quick and accurate online detection of harmful pornographic contents on the Internet. To accurately detect harmful contents, the implicative visual features (auditory features) are extracted using a bi-directional RNN (recurrent neural network) with VGG-16 (a multilayered dilated convolutional network) to implicitly express the signal change patterns over time within each input. Using only the implicative visual and auditory features, a video classifier and an audio classifier are trained, respectively. By using both features together, one fusion classifier is also trained. Then, these three component classifiers are stacked in the enhanced ensemble scheme to reduce the false negative errors in a serial order of the fusion classifier, video classifier, and audio classifier for a quick online detection. The proposed multimodal stacking scheme yields an improved true positive rate of 95.40% and a false negative rate of 4.60%, which are superior values to previous studies. In addition, the proposed stacking scheme can accurately detect harmful contents up to 74.58% and an average rate of 62.16% faster than the previous stacking scheme. Therefore, the proposed enhanced multimodal stacking scheme can be used to quickly and accurately filter out harmful contents in the online environments.
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1. Introduction


With the recent increase in the number of online distributions of harmful pornographic contents via new types of personal broadcasting services, a system for automatic detection of online pornographic contents is highly being demanded [1,2]. Since much of the recent pornographic contents provided through the online personal broadcasting services have harmful scenes either in the form of visual or auditory manner, fast and accurate detection seems vital. However, most previous studies related to the automatic detection of pornographic contents have mainly focused on single modal detection that extracts and uses either visual or auditory features [3,4,5,6,7,8,9,10,11,12,13,14]. One of the limitations of existing methods based on single modal detection approach is that the harmful contents without the detectable elements cannot be detected.



In order to reduce these detection errors, several multimodal detection methods have been studied using visual and/or auditory features for detection [15,16]. Previous studies on the multimodal methods have shown better detection performance than previous single modal methods, even when portions of the harmful visual or auditory elements are absent in the content. However, since the methods proposed in [15,16] determine the harmfulness only after the harmful contents have completely played, it is difficult to determine the harmfulness of such contents during the early phase of the play if the contents are provided via streaming way on the online media platform. Therefore, there is a need for a detection method that can quickly and accurately detect harmful contents that are played or distributed online. In particular, a quick detection method that can minimize the detection omissions of harmful contents is needed.



Recently, to supplement the problems of the existing studies [3,4,5,6,7,8,9,10,11,12,13,14,15,16] and satisfy the requirements of the online harmful content detection, a method that utilizes multiple features extracted from the visual, motion, and auditory elements for the pornographic detections was proposed in [17]. In the detection method proposed in [17], the harmfulness is decided via unit segments that are divided as a particular unit length from the input content. To determine the harmfulness of the online content, the unit segments from an input content are used to classify the harmfulness as quickly as possible. In order to determine the harmfulness of a unit segment, an image descriptor of each video frame, a video segment descriptor of a continuous video frame sequence, a motion descriptor to notate the motion characteristics in the video segment, and an audio descriptor of the unit segment are utilized. These four types of descriptors are extracted from all content segments in the training dataset, and then the independent four component classifiers are developed using each type of the descriptors. This study [17] used the multimodal pornographic detection method with a stacking ensemble approach, where four component classifiers are arranged in a descending order of their performance to improve the recognition performance, especially in terms of the false negative rate, as well as robustness against lack of the visual, motion, or auditory elements in the input content.



However, although the visual and auditory elements of the content have characteristics that change over time, because each descriptor used in [17] uses simple static features by averaging the changes in each unit content segment over time, an accurate reflection of these changes over time can be limited. In addition, since three different types of visual features (image descriptor, video descriptor, and motion descriptor) are extracted from the visual elements of the input content, this method leads to a waste of computation time by engaging in three feature extractions independently. Since the extraction time for the motion features from an input segment via the optical flow is quite long in [17], fast detection tends to be problematic in the online streaming service environments. In addition, when the performance of a specific component classifier is relatively poor, the result of the final decision is dominantly influenced since many false positives and reduced overall accuracy occur due to the unique characteristics of the model stacking method. In particular, since the detection accuracy of the audio component classifier is relatively lower than that of the other component classifiers, the resulting overall detection performance can be lower than expected [17].



In order to solve these weaknesses, we propose an enhanced multimodal stacking scheme that can quickly and accurately detect online harmful contents on new types of personal broadcasting services. In the proposed harmful content detection technique, instead of extracting three descriptors from the visual elements, VGG-16 [18] and bi-directional RNN using LSTM (long short-term memory) [19] are used to extract a single implicative visual descriptor that reflects changes over time [20]. This method improves both the accuracy of the hazard determination and the computational time required for the feature extractions and hazard decisions. In addition, to extract the characteristic that reflects the bidirectional correlations of the neighboring auditory signals, a multilayered dilated convolutional block [21,22,23] is used to extract and utilize the implicative auditory descriptor to improve the accuracy of the audio component classifier more than that of [17]. As the first detection step, the harmfulness is decided via the fusion component classifier trained by both the visual and auditory features to detect the hazardous contents with high accuracy over a short period of time. When the input content is classified as non-harmful, the content is checked serially with the video component classifier and audio component classifier, each of which is trained based on the visual and auditory features, respectively. By using the proposed multimodal stacking scheme, the harmfulness of the input content can be detected quickly using the first fusion classifier, and any hazardous content missed in the first filtering stage can be detected later by the video classifier or the audio classifier in a serial order.



This paper is composed of the following sections. In Section 2, the previous related studies are reviewed. In Section 3, we describe the proposed multimodal stacking scheme about its overall procedure, extracting of the implicative visual and auditory features, developing of the component classifiers, and stacking ensemble of the component classifiers. In Section 4, the experiments and the analysis results are described. A short discussion is described in Section 5. Finally, in Section 6, the conclusions of the study and future studies are described.




2. Literature Review


Existing multimodal pornographic detection schemes generally use two or more features among the visual features extracted from either a single video frame or a video segment (i.e., a continuous sequence of video frames), the motion-based features, and the acoustic features extracted from the content. Despite the differences in the features used or the combination methods, most multimodal pornography detection methods involve three common steps. The first step extracts the features that each model seeks to use from the corresponding elements of the input content. In the past, low-level features such as skin color, specific female body areas, or distribution of skin pixels were utilized. However, as described in [24], these low-level features do not have sufficient discriminative power to judge the harmful status of the content. Recently, low-level features extracted from the visual and auditory elements have been converted to high-level features by applying the Bag of Word (BoW) or deep learning frameworks [15,16]. The second step creates an overall classification model via training with the selected appropriate machine learning scheme using the extracted multimodal features to recognize pornographic contents. In general, in the mid-level fusion method approach, all multimodal features can be combined a priori into one representative integrated feature set to develop one classifier, whereas in the late fusion method approach, several component classifiers are made using individualized multimodal features. The late fusion method is the most common method in recent studies [15,16] because of its superior performance, as described in [15]. In a previous study [25], simple methods with a pre-determined threshold or simple machine learning model such as a decision tree and a naïve Bayes were used. In the recent studies of [15,16], which mainly used the high-level features, the support vector machine (SVM), neural network, and deep learning architectures (which can clearly reflect the non-linearity of the classification hyperspace) were utilized. The final stage is the output engineering step, where all classification results from the component classifiers are integrated for the late fusion method approach.



However, in the case of [15], since all of the features were extracted from the visual elements, harmful content detection remained difficult if only the auditory elements of the input content were harmful as existing single modal methods use only the visual elements. In addition, in the case of [16], although the disadvantages of [15] were compensated by using the features extracted from both the visual and auditory elements, since the features extracted from the visual elements are comprised of static features extracted from one still image, the method could not detect the harmful contents well. Moreover, since the methods in [15,16] require the entire piece of content to determine the harmfulness, it is difficult to quickly detect the harmful contents that are played or distributed online. There is also a problem of omitting certain types of harmful contents in the detection process.



In order to resolve the disadvantages of previous studies, the authors in [17] proposed a pornographic video detection method that offers a robust detection performance even if some of the elements used for detection are insufficient. The detection process in [17] is also composed of three steps. In the feature extraction step, four types of descriptors are extracted, including an image descriptor that contains the static features of a video frame, a video segment descriptor containing the static features of a video segment, a motion descriptor representing the motion features in a video segment, and an audio descriptor that contains the static features of an audio segment. These descriptors are extracted by dividing the input content into 10-s unit content segments. Each segment is judged for its harmfulness instead of using the entire piece of the content for early detection. The four descriptors extracted through this process are used to train each component classifier via linear SVM. Each component classifier produces a probability value as the decision result for the pornographic status of the input content. Lastly, in order to combine all probability values to make the final decision, one of the model ensemble techniques, the model stacking method, is utilized to improve the final decision accuracy, especially to improve the true positive rate. In [17], in order to ensure that pornographic videos are found as early as possible, the component classifiers are stacked in descending order according to the accuracy of each classifier—for example, in the respectable order of the video classifier, the image classifier, the motion classifier, and the audio classifier. This method not only provides better performance in detecting typical pornographic scenes with abundant harmful audiovisual elements but also provides good detection performance for scenes lacking some of the necessary elements for reliable pornographic detection.



However, the method in [17] has the following three limitations. First, the video, motion, and audio descriptors used to express the characteristics of the visual or audio elements of the content segment are composed of the averaged static feature values extracted from each segment point. Therefore, the descriptors created through this method cannot reflect the temporal relevance between each signal of the segment. Consequently, the performance of the corresponding classifiers may be degraded since the static properties may not sufficiently reflect the changes over time. Second, although the model stacking technique can increase the true positive rate of the final decision results, the overall classification accuracy decrease because the false positive error rate increases when the performance of some classification modules is poor. Third, the processing time is wasteful since the image descriptor, the video descriptor, and the motion descriptor are extracted from the visual elements, and then the three component classifiers are individually trained and used to decide the harmful status of the content based on such features. Because a great amount of time is required to extract the features and detect the harmfulness, this method could be insufficient in properly detecting harmful contents in the online service environments.




3. Methods


3.1. Overall Procedure of the Enhanced Multimodal Stacking Scheme


In this section, we introduce a newly proposed multimodal stacking ensemble scheme for a fast and accurate online pornographic content detection, which stacks three component classifiers, each of which is trained using only their visual features, auditory features, or both features together, respectively. The proposed multimodal stacking scheme is generated through four steps: pre-processing, feature extraction, training the component classifier, and the multimodal stacking ensemble, as shown in Figure 1.



In the first step, the pre-processing step, the input content is divided into a set of unit segments to quickly decide the harmfulness of the content; each segment is then separated into a video segment and an audio segment. Next, a sample frame for each 1 s of the playing time is randomly sampled in a video segment to reduce the redundant processing time for the continuous changeless video frames. The implicative visual and auditory features are then extracted in the second step, the feature extraction step. The features are called implicative because they implicitly include the correlative relationships with the neighboring signals that change over time. In the third step, the component classifier training step, each video and audio component classifier is trained using only the implicative visual and auditory descriptors, respectively. A fusion component classifier is also trained using both implicative descriptors together. Lastly, in order to ensure that the harmfulness of the online content is quickly and accurately determined, the harmfulness is first investigated using a fusion classifier that considers both the visual and auditory factors of the input content. A video classifier trained only with the visual features is used to judge the content carefully based on its visual factors against the content previously classified as non-hazardous by the first fusion classifier. Then, an audio classifier trained only with the auditory features is used to carefully examine the missing content via previous two classifiers. Thus, three component classifiers are stacked in a serial order of the fusion classifier, the video classifier, and the audio classifier in the enhanced multimodal ensemble scheme.




3.2. Extraction of Implicative Features


In the second feature extraction step of the proposed scheme, an improved process is used to consider the changes in the input segment over time and extract the implicative features that reflect the correlative relationships with the neighboring signals, as shown in Figure 2, while the first step follows the same process as used in the previous study [17]. In order to extract an implicative visual descriptor for each video segment, the visual feature extractor, which consists of the front part of the pre-trained VGG-16 and the bi-directional RNN in [20], is utilized. In the first stage, the front portion of the pre-trained VGG-16 without the upper-level fully connected (FC) layers is used to extract highly expressive high-level features. In general, the inclusion of the upper-level FC layers during transition learning of the VGG-16 leads to a rapid increase in the number of learning parameters. To reduce the number of learning parameters, the upper-level FC layers of the VGG-16 are removed, and two 1*1 convolution layers are applied. In order for the first 1*1 convolution layer to create an output similar in size to the FC layer (which produces 4096 outputs) of the VGG-16, the output feature map of size (7, 7, 84) with (widths, heights, channels) is configured by receiving the feature map of size (7, 7, 512) from the VGG-16. The second 1*1 convolution layer also configures an output feature map of size (7, 7, 21) to create an output similar to the output by the last FC layer of the VGG-16 with a size of 1024. The output vector becomes 1029 in size after the flattening operation. A frame image of (224, 224, 3) is then entered as the input for the VGG-16 in the feature extractor. Since a vector of 1029 is extracted as a static feature, a sequence of 10 static features is extracted for a single video segment composed of 10 sampled frames. Next, in the second part of the visual feature extractor, instead of using the simple average vector of the static features as in [17], a bi-directional RNN using LSTM [26,27] is used to singularly express the implicative visual feature vector that expressively implicates the bi-directional correlations between the static features that change over time. The Bi-directional RNN extracts the mutual correlative relationships of the forward and reverse directions from a sequential input by using the LSTM cells of each direction. These extractions are combined into a vector and input into the FC layers using the concatenation operation, thereby creating an implicative visual descriptor of size 1024 that infers the visual features of the content segment from the sequence of the static feature vectors.



Moreover, unlike [17], which extracts and uses the static features from the auditory elements of the input content, the auditory feature extractor for extracting an implicative auditory descriptor for each audio segment is designed to use a multilayered dilated convolutional block as in [23]. The auditory feature extractor is composed of two parts. In the first part, a transformation technique that uses a mel-scaled spectrogram [28] is used to extract the static features from an audio segment. When an audio segment is entered as the input, a spectrogram of (431, 1, 128) is extracted as a static feature. The spectrogram used in [28] segments the 0 Hz~8192 Hz band frequency values using 128 filter banks for the unit length determined by the sampling rate of the audio to express the representative energy values. In case the sampling rate of the audio segment is 44 KHz, 431 samples of 128-dimensional static features are extracted per segment. For the second stage, the residual dilated convolution blocks are piled hierarchically in a multi-layered structure, and the output of each layer is connected via a skip connection to implicate the mutual bi-directional correlations between the auditory signals for each point expressed as a spectrogram to represent the signals as a single implicative feature vector. To avoid the problem of a signal from a certain point favorably reflecting the result, dilated rate of the kernel utilized in the calculation of the dilated convolution of each layer of the multilayered dilated convolutional block is extended by three-folds in the manner of 1, 3, 9, and so on. Then, the extraction of the implicative feature map is expedited by the presence of a residual path at each block. In order to convert the feature map into a vector-type implicative auditory descriptor that is similar in size to the implicative visual descriptor, two 1*1 convolution layers are first used to reduce the size. Then, the flattening operation shapes them into a vector, and one FC layer is used with an output sized 1024, as done in the extraction process step of a visual descriptor. Through this process, the static audio feature vectors are converted into a single 1024-sized implicative auditory descriptor.




3.3. Training Component Classifiers


Each descriptor extracted through the above-mentioned procedure is utilized to train a visual classifier and an audio classifier, respectively, during the component classifier training step. In addition, a fusion classifier that determines the harmfulness of the content with two descriptors together is also trained and used as the first component classifier in the ensemble scheme to quickly and accurately detect the pornographic content with harmful features in its visual or auditory elements. To adequately reflect the non-linearity of the high-dimensional classification hyperspace consisting of high-dimensional descriptor vectors, as a comparatively simple and non-linear learning scheme, a multi-layer perception model consisting of an FC layer of size 1024 with the ReLU activation function and another FC layer of size 2 with the softmax activation function are used (as shown in Figure 3) instead of the linear SVM used in [17]. However, for the fusion classifier, the concatenate operation that connects the two descriptors before the first FC layer is executed to produce a 1024 dimensional output after receiving a 2048 dimensional input by the first FC layer of the fusion classifier marked as a double square (as in Figure 3), unlike for the other component classifiers. In all classifiers, the FC layers (of size 2) then receive 1024 inputs and produce the final 2-dimensional results of either a hazard or a non-hazard.




3.4. Ensembling Component Classifiers


As suggested in Figure 3, the enhanced multimodal ensemble scheme stacks three different component classifiers to make the final decision in order to detect the pornographic content correctly and quickly despite the lack of partial elements in the content’s visual and auditory elements and to simultaneously facilitate the maintenance of the low false negative rates. The stacking ensemble arranges the component classifiers sequentially so that the component classifier that is later in the sequence can detect obscene contents not previously detected by previous component classifiers. In other words, if the initial component classifiers determine the input content to be pornographic, then the content is classified as pornographic without further assessments using the subsequent component classifiers. Otherwise, the input content that is classified as non-pornographic by the previous classifiers is checked securely by the upcoming component classifiers to minimize the detection omissions in the final decision result. Therefore, improved performance can be achieved in the true positive rate than when each model is used separately, and the number of false negative errors can be reduced at the same time.




3.5. Implementation and Optimizations


The library of Keras [29], which has been widely used in the field of deep learning, is used to implement our deep learning networks, and the optimizer Adam [30] is used as an optimization tool for learning in this study. In addition, the EarlyStopping callback provided by Keras is used to prevent excessive epochs in training to reduce the over-fitting of the model, and, to optimize training, the learning rate is set be reduced by 1/10 if the reduction of the validation loss does not occur for 5 consecutive epochs through the ReduceLROnPlateau callback.





4. Experiment Results


4.1. Performance Evaluations


This section describes the experiments performed to evaluate the performance of the enhanced multimodal stacking scheme proposed in this paper. First, the “Pornography-2k” [4] dataset, which is widely used to develop harmful content detection techniques, is used for training and testing purposes. The “Pornography-2k” dataset includes 1000 pornographic videos and 1000 non-pornographic videos. Non-pornographic videos include easily distinguishable features from the pornographic videos, such as cartoons, natural scenery, and street scenes, as well as more difficult-to-distinguish contents, such as wresting, people in swimwear, and breast-feeding mothers. Although a majority of the harmful videos are composed of both visual and audio elements that are harmful, some harmful videos are composed of only the visual elements with muted auditory elements or unrelated background music. In order to ensure the detection of additional harmful contents, the harmful auditory contents that are problematic in the recent online environments were additionally collected from the Internet and utilized for this study.



It is important to ensure the objectivity and fairness of labels for contents since the trained model is greatly influenced by the label attached to each datum. Therefore, we sought to ensure the objectivity and impartiality of the data labels by using three human annotators to judge the pornographic nature of each datum independently. After this independent judgment, the results were integrated through a majority vote to ensure fair labelling. Through this process, a total of 8000 cases of segments, each containing 4000 hazardous and non-hazardous content segments, were randomly selected from the labeled content dataset. The hazardous contents in the selected data set are composed of 2106 segments having harmful factors in both the visual and auditory elements, 1114 in the visual element only, and 780 in the auditory element only. Among the selected 8000 segments, 5000 stratified cases were selected for learning. The performance evaluation experiments are then conducted with the remaining 3000 segments consisting of 1500 hazardous and 1500 non-hazardous cases. Since the labels of the harmfulness of each content segment may be different in terms of the visual and auditory elements, the harmfulness of the corresponding element was used to select the data used for the training of each component classifier.




4.2. Analysis Results for Video Classifier


In the first experiment, as shown in Table 1, to evaluate the video component classifier of this study (which uses the implicative visual features extracted using the VGG-16 and bi-directional RNN), we compare our newly proposed video classifier with the stacking method using three visual classifiers (video, image, and motion) each of which is independently trained by the three visual features extracted through simple average pooling that are stacked in the same way as [17].



As a result, the method that extracts the implicative visual features using the VGG-16 and bi-direction RNN in this study showed superior performance to the method used in [17]. Therefore, extracting the implicative visual features using the VGG-16 and bi-direction RNN is better than using a method that integrates the visual elements from a series of frames through simple average pooling. In addition, extracting only one implicative visual feature can save more computational time than extracting the three visual features (the image descriptor, the video descriptor, and the motion descriptor) separately.




4.3. Analysis Results for Audio Classifier


In the second experiment, the methods to extract the implicative auditory features from an audio segment are compared, as shown in Table 2. That is, we compare our method that extracts the implicative features and connotes the bi-directional correlative relationships between the auditory signals using a multilayered dilated convolutional block and the method that uses the static features with a mel-scaled spectrogram, as employed in [17]. As a result, the method that extracts the implicative auditory features through a multilayered residual dilated convolutional block showed better performance in the harmful content detection than the method that uses the static features, as shown in [17]. Thus, the use of the implicative auditory features that implicitly express the correlation between neighboring signals over time is evaluated to be more accurate in detecting harmful contents than utilizing the static features, such as when determining the harmfulness based on the auditory elements of the content.




4.4. Analysis Results for Multimodal Ensemble


In the third experiment, the accuracy and the false negative rates of the different multimodal ensemble schemes for the pornographic content detection are compared, as shown in Table 3. The enhanced stacking scheme proposed in this study, the previous multimodal stacking scheme used in [17], and (as a representative ensemble method) the majority-voting ensemble scheme are compared. The enhanced multimodal stacking scheme suggested in this study is shown to outperform both of the other ensemble schemes in terms of its accuracy and false negative rate.



As described in the introduction section, in order to use the scheme in the online service environments, it is necessary to minimize the number of detection omissions that cannot be detected until the final detection stage. The number of harmful contents detected (true positives) and the number of harmful contents that could not be detected (false negatives) by both the enhanced multimodal stacking scheme and the previous scheme used in [17] are analyzed, as shown in Table 4. Using the proposed enhanced multimodal stacking scheme showed that, among the 1500 total harmful contents in the testing data set, 1398 harmful ones (93.20% of the input) were detected by the first fusion classifier. Out of 102 harmful contents that were not detected by the first classifier, 29 (28.43% of the input) were detected by the second video classifier. Among the 73 undetected by both the first and second classifiers, 4 (5.47% of the input) were detected during the third detection stage. In summary, a total of 1431 (95.40%) of the 1500 harmful contents were detected, and 69 (4.60%) were ultimately not detected. Meanwhile, as the results of the experiment with the previous stacking scheme in [17] used the same data, the first stage video classifier detected 1162 (77.47%) harmful contents, the second stage image classifier detected 97 (28.70%) out of the remaining 338 harmful contents, the motion classifier detected 85 (35.3%) of the 241 remaining harmful contents during the third stage, and the audio classifier detected 71 (45.5%) of the 156 harmful contents in the fourth stage. In summary, 1415 (94.3%) out of the 1500 harmful contents were successfully detected, and 85 (5.67%) harmful contents failed to be detected by the previous multimodal stacking method. Since the number of harmful contents that cannot be detected in the online service environments must be minimized, the enhanced multimodal stacking scheme proposed in this paper produces superior performance to the previous multimodal stacking scheme used in [17], with better accuracy, fewer false negatives, and fewer necessary component classifiers.




4.5. Analysis Results for Detection Time


In addition, since it is important to rapidly detect harmful contents in a short time period for practical application in the online streaming environments, we compare the detection time and average content duration time of the component classifiers from the enhanced multimodal stacking scheme with those of the previous scheme used in [17], as shown in Table 5. In the proposed enhanced multimodal stacking scheme, the processing time of the first classifier, which is the fusion classifier, takes 0.13 s, the second video classifier takes 0.13 s (with a cumulative time of 0.26 s), and, finally, the audio classifier takes 0.04 s. A cumulative total time of 0.30 s is, therefore, required. However, for the method in [17], the processing time of the first classifier, which is the video classifier, takes 0.10 s, the second image classifier takes 0.55 s (for a cumulative time of 0.65 s), and the third motion classifier takes 0.50 s (for a cumulative time of 1.15 s). Finally, the processing time for the audio classifier takes 0.03 s, yielding a total detection time of 1.18 s. Here, since the image classifier first evaluates the harmfulness of each of the ten sampled frame images that comprise the segment and then determines the harmfulness by averaging the ten results, it requires more computation time. A long detection time duration is needed for the motion classifier because a great deal of preprocessing time is spent for extracting the horizontal and vertical movements of the video frames. If the weighted average processing time required for each content is calculated in conjunction with the number of harmful content detected by each component classifier shown in Table 4, the results are as shown in the rightmost column of Table 5. Since the detection time must be minimized in the online streaming environments, the enhanced multimodal stacking scheme proposed in this paper is comparatively superior in its performance because it detects harmful contents up to 0.88 s faster than the previous multimodal stacking scheme used in [17], thereby improving the detection time by up to 74.58%, and shortening the average detection time by 0.23 s at a rate of 62.16%.





5. Discussion


The main objective of this study is to develop an enhanced multimodal stacking scheme that can be used in real-time streaming environments by reducing the computation time for feature extractions and judging the harmful status of the input content. To accurately detect the harmful contents, the implicative visual and auditory features are extracted by a bi-directional RNN with VGG-16 and by a multilayered dilated convolutional network, respectively. Moreover, three component classifiers are trained, respectively, by using only the implicative visual features (for video classifier), only the implicative auditory features (for audio classifier), and by using both features together (for fusion classifier). Here, to reduce the detection time, we decreased the number of component classifiers to be stacked in the ensemble scheme to three from four as in the previous scheme proposed in [17]. Then, these three component classifiers are stacked in the enhanced ensemble scheme to reduce the false negative errors in a serial order of the fusion classifier, video classifier, and audio classifier for quick online detections. According to the analysis of the experimental results, the performance rates of the proposed scheme are 95.40%, 92.33%, and 4.60% for the true positive rate, accuracy, and false negative rate, respectively.



In recent years, many studies have reported of high performance in the harmful content detections using various deep learning approaches [6,7,8,9,10,11,13,14]. Among the studies, some use video frame image or video clips [7,8,9,10,11], motion analysis [6], or age prediction from facial images [14] as the visual element of input content to determine the harmfulness. When comparing the performance results of these approaches, the approach of [6] with the accuracy rate of 95.1% and the approach of [7] with the true positive rates of 97.52% are showed better performance than the enhanced multimodal stacking scheme suggested in this study. However, since the techniques used in [6,7,8,9,10,11,13,14] cannot properly detect the harmful contents based on the acoustic elements, the proposed scheme in this paper, which includes an auditory element detection, can be evaluated as more advanced.



In addition, we investigated as many previous studies as possible that utilize both the visual and auditory elements simultaneously for the detection of harmful content as in this study. We confirm that the performance of the proposed method in this study is more superior to the true positive rate of 94.44% for the current state-of-the-art technology in this field [16]. However, because it is difficult to use the same data for performance comparisons because of the nature of the research field, it is difficult to determine relative superiority by simply comparing the numerical values published in each paper.



In order to provide a meaningful performance comparison, the enhanced stacking scheme proposed in this study is compared to the multimodal stacking scheme of the previous study [17] conducted by our team using the same test data set. According to the experiment analysis results, the performances of the enhanced multimodal stacking scheme are analyzed to have the improved true positive rate of 95.40% and the false negative rate of 4.60% than 94.33% and 5.67% of the previous study, respectively. In addition, it is analyzed that the proposed scheme can detect the harmful contents up to 74.58% and an average of 62.16% faster than the previous scheme.



As to our best knowledge, this study is the first study to present the detection time required to determine harmfulness using the multimodal stacking ensemble technique to suggest the online pornographic content detection scheme for the online streaming environments. Therefore, higher accuracy and lower false negative rates with faster detection times are observed, showing this method’s greater harmful content filtering performance in the online environments. However, because of the incomplete performance of the component classifiers, especially the audio classifier, and the false negative rate of 4.6% demands an improvement. Since each element classifier needs to be trained separately, a great amount of time is still required to train all the classifiers. Additional efforts are needed to develop an optimized integrated model capable of the end-to-end learning in the future.




6. Conclusions


In this paper, a multimodal stacking ensemble scheme for the online pornography content detections is proposed. In the stacking ensemble scheme, three component classifiers are trained using only the implicative visual features, implicative auditory features, and both implicative visual and implicative auditory features, arranged serially. In order to detect the harmful content quickly, the input content is divided into the unit content segments to use them as the harmful detection units. We also propose an extraction process for the implicative visual features and auditory features that express signal pattern changes over time implicatively within the input unit content segment to detect the harmful contents more accurately. The two extracted features are independently utilized to train the video classifier and the audio classifier, and then both features are used together to train the fusion classifier to use the trained classifiers as the component classifiers. In addition, we apply a stacking ensemble scheme that orderly stacks the fusion classifier, video classifier, and audio classifier for early detection and to avoid the omissions of any harmful content. According to the analysis of the experimental results, the performance rates of the proposed scheme were 95.40% and 92.33% for the true positive rate and accuracy, respectively. However, the false negative rate was about 4.60% because of the incomplete performance of the component classifiers, especially the audio classifier. Therefore, in the future, studies should focus on improving the performance of the audio component classifier.
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Figure 1. Overall procedure of the proposed multimodal stacking scheme. 
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Figure 2. Implicative feature extraction procedure from the video and audio segments. 
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Figure 3. Pornographic detection with the proposed multimodal stacking ensemble scheme. 
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Table 1. Detection accuracy comparison based on visual features.






Table 1. Detection accuracy comparison based on visual features.





	Visual Classifier with Different Visual Feature Extractions
	Accuracy





	Visual classifier using VGG-16 and Bi-direction RNN
	95.33%



	Stacking ensemble with only the three visual classifiers used in [17]
	94.63%
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Table 2. Detection accuracy comparison based on auditory features.






Table 2. Detection accuracy comparison based on auditory features.





	Audio Classifier with Different Auditory Feature Extractions
	Accuracy





	Audio classifier using a multilayered dilated convolution network
	89.16%



	Audio classifier in [17]
	61.83%
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Table 3. Detection performance comparison of multimodal ensemble schemes.






Table 3. Detection performance comparison of multimodal ensemble schemes.





	Multimodal Ensemble Scheme
	Accuracy
	False Negative Rate





	Enhanced multimodal stacking
	92.33%
	4.60%



	Previous multimodal stacking used in [17]
	88.17%
	5.67%



	Majority-voting ensemble
	84.30%
	27.33%
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Table 4. Comparison of detection effects of the component classifiers.






Table 4. Comparison of detection effects of the component classifiers.





	

	
True Positives

	
False Negatives




	
1st Classifier

	
2nd Classifier

	
3rd Classifier

	
4th Classifier

	
Sum






	
Enhanced stacking

	
Fusion classifier

	
Video classifier

	
Audio classifier

	
None

	
1431/1500

(95.40%)

	
69/1500

(4.60%)




	
1398/1500

(93.20%)

	
29/102

(28.43%)

	
4/73

(5.47%)




	
Previous stacking [17]

	
Video classifier

	
Image classifier

	
Motion classifier

	
Audio classifier

	
1415/1500

(94.33%)

	
85/1500

(5.67%)




	
1162/1500

(77.47%)

	
97/338

(28.70%)

	
85/241

(35.27%)

	
71/156

(45.51%)
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Table 5. Comparison of the detection time (accumulated time) of the component classifiers (sec/content).
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	1st Classifier
	2nd Classifier
	3rd Classifier
	4th Classifier
	Weighted Average Detection Time





	Enhanced stacking
	0.13
	0.13 (0.26)
	0.04 (0.30)
	None
	0.14



	Previous stacking [17]
	0.10
	0.55 (0.65)
	0.50 (1.15)
	0.03 (1.18)
	0.37
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